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Abstract—The domain name system (DNS) is arguably the
most important infrastructure of the Internet. Due to its promi-
nant role in communication, DNS has come under heavy security
attacks which are most times catastrophic. Encapsulating DNS
inside of HyperText Transfer Protocol Secured (HTTPS) as DNS
over HTTPS (DoH) does not completely prevent intruders from
exploiting access into the network. In this paper we aim at
mitigating such security concerns in DNS by proposing a hybrid
network model that comprises of a convolutional neural network
(CNN) and long short-term memory (LSTM) in classifying
network traffic as either malicious, benign or non-DoH, thereby
giving the system administrator the ability of eliminating all
malicious traffics. Simulation results shows that the propose
scheme could better detect between malicious, benign and non-
DoH classes with an accuracy of 99%.

Index Terms—DNS, DNS Security, DoH, LSTM, Machine
Learning

I. INTRODUCTION

Domain name system (DNS) is one of the most important
structures of the modern-day Internet [1]. It acts like a phone-
book for internet users. A DNS typically converts a domain
name into a computer-readable Internet protocol (IP) address.
All device on the Internet has a unique identifier called IP
address, this address is used to reference a particular device.
When a user keys in a domain name (say, domain.com), it is
the job of the DNS to convert that name into its corresponding
IP address to enable the computer to access it.

In the DNS over HyperText Transfer Protocol Secured
(DoH) paradigm, it is vital to detect any malicious domain
that is trying to penetrate the system. In response to that, the
researchers formulate a malicious DNS detection system to
monitor and prevent cyber-attacks. One of the pioneer methods
to discover anomalies in domain names is through blacklisting
[2]. It is proven to give a high detection rate in detecting
the malicious domain names on the list however, it requires a
continuous effort to update the blacklist and it is inefficient.
For the same reason, an anomaly-based detection method
is constructed. Here, the features of the legitimate domain
are extracted and discriminated from the possible malicious
domain features.

In order to elevate the capability to defend the system
from attacks, a Network Intrusion Detection System (NIDS) is
established. A NIDS based on an AdaBoost ensemble learning

Fig. 1. Control flow of the proposed scheme.

algorithm has taken advantage of statistical flow features as
the stimulus for recognizing malicious botnet activities [3].
It precisely identifies the small differences between legitimate
and anomalous queries using Artificial Neural Network (ANN)
but they have considered a limited amount of dataset involving
DNS and Hyper Text Transfer Protocol (HTTP) traffic which
does not keep up with the modern attacks. Beside from using
statistical methods, the authors in [4] introduced MalPortrait.
It successfully predicts whether the unknown data is malicious
or not, however, there are only a limited number of features
that are extracted to discriminate the benign to malicious
domains from the aggregated data. In addition to that, it
uses a supervised learning technique to label each data which
is impractical for continuously exploiting new features of
recently developed malicious domains.

II. PROPOSED SCHEME

In this paper, a hybrid deep neural network is utilized to
accurately classify network traffics into non-DoH, benign-
DoH or malicious-DoH. Long short-term memory (LSTM)
is a special form of recurrent neural network (RNN), it was
created to tackle the short-term memory, vanishing gradient
and exploding gradient problems observed in regular RNN’s.
LTSM uses cell states to remember the past. On the other
hand, convolutional neural network (CNN) was used due to
its prowess in extracting meaningful features in a given data.

The hybrid architecture workflow used in this paper can
be seen in Fig. 1. The architecture consists of an input layer,
two CNN layers followed by the LSTM layer and a dense
layer. Then finally an output layer. The first CNN layer has a
total of 128 filters, a kernel size of 3, padding of “same” and
uses the rectified linear unit (ReLU) activation function. The
second CNN layer has same configuration as the first CNN
layer with the only difference coming in the number of filters.



Here, the number of filters used is 64. In the LSTM layer, we
have specified a total of 50 units, used “normal” as the kernel
initializer, and the hyperbolic tangent function (tanh) as the
activation function. The output layer consisted of one neuron
and a softmax activation function.

The loss function and optimizer used during backward prop-
agation was categorical crossentropy and adam optimizer.

III. PERFORMANCE EVALUATION

A. Dataset

For training and testing of the proposed scheme, the time
series dataset CIRA-CIC-DoHBrw-2020 [5] was adopted. In
general, CIRA-CIC-DoHBrw-2020 has 28 individual features.
Data balancing is performed on the dataset by using the
up-sampling technique and this resulted in all classes been
evenly represented in the dataset. CIRA-CIC-DoHBrw-2020
is captured by using normal web browsing activities for the
benign-DoH traffics and various DNS tunneling tools (such
as iodune, DNScat2, DNS2TCP) were used for generating
malicious-DoH traffics.

The model was trained for 28 epochs and results recorded.
The metrics used in evaluating the proposed scheme are
classification accuracy confusion matrix and loss.

B. Results

Fig. 2 shows the accuracy performance of the proposed
scheme along with that of CNN and LSTM. It is observed
that while CNN outperformed LSTM in terms of accuracy, the
proposed scheme attained an higher accuracy of 99% making
it the best performing algorithm. Also, the confusion matrix
of the proposed scheme can be seen in Fig. 3 and is has a
distinct diagonal totalling 99%.

Fig. 2. Classification accuracy of the proposed scheme along side CNN and
LSTM.

IV. CONCLUSION

In this paper, CNN and LSTM were used to develop a model
that correctly classifies benign and malicious DoH traffic in a
network. Here, CNN was used in extracting important features
from a DoH traffic, these features are then sent to the LSTM
for effective classification. Batch normalization was used in
the model for suitability with low-latency networks such as

Fig. 3. Confusion matrix of the proposed scheme.

5G and beyond as this enables a neural network model to
be fast and more stable while dropout layers were used to
safeguard against overfitting thereby improving the robustness
of the network. Simulation results further validate the proposed
scheme’s efficiency, as high accuracy, precision, and recall rate
was recorded as well as having a low error rate. The obtained
results still performed better when compared with three other
machine learning algorithms. A study that includes applying
Gaussian noise to the model and investigating/reducing com-
putational cost will be explored in the future.
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