
http://www.icisc.org

The 24th Annual International Conference on Information Security and Cryptology

Conference Program

December 1 (Wed) ~ December 3 (Fri), 2021  
KOREANA HOTEL, Seoul, Korea | Hybrid(on-off mix) Conference

ICISC 2021

Hosted by 
 

Sponsored by  



C

M

Y

CM

MY

CY

CMY

K

무제-1.pdf   2   2018-11-12   오전 10:51:56

ICISC 2021 | December 1 (Wed) ~ December 3 (Fri), 2021

⊙  General Information 
 Jong-Hyouk Lee (Sejong University, Korea) 
Organizing Chair 
Email : jonghyouk@sejong.ac.kr

⊙  Technical Program 
Jong Hwan Park (Sangmyung University, Korea)  
Program Chair 
Email: jhpark@smu.ac.kr 
 
Seung-Hyun Seo (Hanyang University, Korea) 
Program Chair 
Email: seosh77@hanyang.ac.kr 

⊙  Registration 
Korea Institute of Information Security & Cryptology 
Email: kiisc@kiisc.or.kr

Contact Information



3

C

M

Y

CM

MY

CY

CMY

K

무제-1.pdf   3   2018-11-12   오전 10:51:56

The 24th Annual International Conference on Information Security and Cryptology

Message from Program Chairs .................................................................4

Organization ................................................................................................5

Conference Program ..................................................................................6 

Conference Information ......................................................................... 10 

Invited Talks .............................................................................................. 13

Papers ........................................................................................................ 16

Table of Contents 



4

C

M

Y

CM

MY

CY

CMY

K

무제-1.pdf   4   2018-11-12   오전 10:51:56

ICISC 2021 | December 1 (Wed) ~ December 3 (Fri), 2021

Message from Program Chairs

International Conference on Information Security and Cryptology (ICISC 2021) is held from 
December 1 – December 3, 2021. This year’s conference is hosted by the KIISC (Korea Institute of 
Information Security and Cryptology).

The aim of this conference is to provide an international forum for the latest results of research, 
development, and applications within the field of information security and cryptology. This year, 
we received 63 submissions and were able to accept 23 papers at the conference. The challenging 
review and selection processes were successfully conducted by program committee (PC) 
members and external reviewers via the EasyChair review system. For transparency, it is worth 
noting that each paper underwent a blind review by at least three PC members. Furthermore, for 
resolving conflicts concerning the reviewer’s decisions, individual review reports were open to 
all PC members, followed by detailed interactive discussions on each paper. For the LNCS post-
proceeding, the authors of selected papers had a few weeks to prepare for their final versions, 
based on the comments received from the reviewers.  

The conference features two invited talks, given by Prof. Xiuzhen Cheng and Dr. Vadin 
Lyubashevsky. We thank the invited speakers for their kind acceptances and respectable 
presentations. We would like to thank all authors who have submitted their papers to ICISC 2021, 
as well as all PC members. It is a truly wonderful experience to work with such talented and 
hardworking researchers. We also appreciate the external reviewers for assisting the PC members. 
Finally, we would like to thank all attendees for their active participation and the organizing 
members who successfully managed this conference. We look forward to seeing you again at next 
year’s ICISC.

December 2021
Jong Hwan Park, Seung-Hyun Seo

Program Chairs
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• Xinyi Huang (Fujian Normal University, China)
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Wednesday, (2021-12-01)
KST 10:00 – 10:10
UTC 01:00 – 01:10 Opening Remarks 

KST 10:10 – 11:00
UTC 01:10 – 02:00

Session 1: Cryptographic Protocol I
(Session Chair : Prof. Kwangsu Lee (Sejong University))

Revocable Hierarchical Identity-Based Authenticated Key Exchange
Yuki Okano (NTT Social Informatics Laboratories), Junichi Tomida (NTT Social Informatics Laboratories), Akira 
Nagai (NTT Social Informatics Laboratories), Kazuki Yoneyama (Ibaraki University), Atsushi Fujioka (Kanagawa 
University) and Koutarou Suzuki (Toyohashi University of Technology)

Towards Witness Encryption Without Multilinear Maps
Gwangbae Choi (Fasoo) and Serge Vaudenay (Ecole Polytechnique Fédérale de Lausanne (EPFL))

KST 11:00 – 11:20
UTC 02:00 – 02:20 Break Time 

KST 11:20 – 12:10
UTC 02:20 – 03:10

Session 2: Cryptographic Protocol II 
(Session Chair : Prof. Jae Hong Seo (Hanyang University))

Designated-Verifier Linkable Ring Signatures
Pourandokht Behrouz, Panagiotis Grontas, Vangelis Konstantakatos, Aris Pagourtzis and Marianna Spyrakou (National 
Technical University of Athens)

ATSSIA: Asynchronous Truly-Threshold Schnorr Signing for Inconsistent Availability
Snehil Joshi, Durgesh Pandey and Kannan Srinathan (International Institute of Information Technology)

KST 12:10 – 13:40
UTC 03:10 – 04:40 Break Time (Lunch Time in Korea)

KST 13:40 – 15:00
UTC 04:40 – 06:00

Session 3: Cryptographic protocol in Quantum Computer Age
(Session Chair : Prof. Minhye Seo (Duksung Women's University))

Delegating Supersingular Isogenies over Fp2 with Cryptographic Applications
Robi Pedersen (imec-COSIC KU Leuven) and Osmanbey Uzunkol (Flensburg University of Applied Sciences)

Improved Lattice-Based Mix-Nets for Electronic Voting
Valeh Farzaliyev (Cybernetica AS), Jan Willemson (STACC OU), and Jaan Kristjan Kaasik (Tartu University)

Practical Post-quantum Password-Authenticated Key Exchange Based-on Module-Lattice
Peixin Ren and Xiaozhuo Gu (University of Chinese Academy of Sciences)

KST 15:00 – 15:20
UTC 06:00 – 06:20 Break Time 

KST 15:20 – 16:20
UTC 06:20 – 07:20

[Invited Talk 1] 
(Session Chair : Prof. Seung-Hyun Seo (Hanyang University))

TITLE: High-Confidence Computing and High-Confidence Internet of Things
Prof. Xiuzhen Cheng (Shandong University)

KST 16:20 – 16:40
UTC 07:20 – 07:40 Break Time

KST 16:40 – 17:30
UTC 07:40 – 08:30

Session 4: Security Analysis 
(Session Chair : Prof. Mun Kyu Lee (Inha University))

Improved Lattice Enumeration Algorithms by Primal and Dual Reordering Methods
Kazuki Yamamura (NTT Social Informatics Laboratories), Yuntao Wang (Japan Advanced Institute of Science and 
Technology) and Eiichiro Fujisaki (Japan Advanced Institute of Science and Technology)

Resilient CFI: Compiler-based Attack Origin Tracking with Dynamic Taint Analysis
Oliver Braunsdorf, Stefan Sessinghaus and Julian Horsch (Fraunhofer AISEC)

Conference Program



7

C

M

Y

CM

MY

CY

CMY

K

무제-1.pdf   7   2018-11-12   오전 10:51:56

The 24th Annual International Conference on Information Security and Cryptology

Conference Program

Thursday, (2021-12-02)

KST 10:00 – 10:50
UTC 01:00 – 01:50

Session 5: Security Analysis of Hash Algorithm 
(Session Chair : Prof. Jongsung Kim (Kookmin University))

Preimage Attacks on 4-round Keccak by Solving Multivariate Quadratic Systems
Congming Wei (Tsinghua University), Chenhao Wu (The Chinese University of Hong Kong), Ximing Fu (University of 
Science and Technology of China), Xiaoyang Dong (Tsinghua University), Kai He (Baidu Inc), Jue Hong (Baidu Inc) 
and Xiaoyun Wang (Tsinghua University)

A Preimage Attack on Reduced Gimli-Hash
Yongseong Lee (Korea University), Jinkeon Kang (National Istitute of Standards and Technology (NIST)), Donghoon 
Chang (Indraprastha Institute of Information Technology Delhi(IIIT-Delhi)) and Seokhie Hong (Korea University)

KST 10:50 – 11:10
UTC 01:50 – 02:10 Break Time

KST 11:10 – 12:00
UTC 02:10 – 03:00

Session 6: Security analysis of Symmetric Key Encryption Algorithm
(Session Chair : Prof. Seogchung Seo (Kookmin University))

Algebraic Attacks on Grain-like Keystream Generators
Matthew Beighton, Harry Bartlett, Leonie Simpson and Kenneth Koon-Ho Wong (Queensland Univeristy of Technology)

Improved See-In-The-Middle Attacks on AES 
Jonghyun Park, Hangi Kim and Jongsung Kim (Kookmin University)

KST 12:00 – 13:30
UTC 03:00 – 04:00 Break Time (Lunch Time in Korea)

KST 13:30 – 14:30
UTC 04:30 – 05:30

[Invited Talk 2]  
(Session Chair : Prof. Jong Hwan Park (Sangmyung University))

TITLE: Lattice Cryptography and PQC Standardization 
Dr. Vadim Lyubashevsky (IBM Research Europe in Zurich)

KST 14:30 – 14:50
UTC 05:30 – 05:50 Break Time

KST 14:50 – 16:10
UTC 05:50 – 07:10

Session 7 : Fault and Side-Channel Attack
(Session Chair : Dr. Yousung Kang (ETRI))

Differential Fault Attack on Rocca
Ravi Anand (University of Hyogo) and Takanori Isobe (University of Hyogo, National Institute of Information and 
Communications Technology (NICT), PRESTO Japan Science and Technology Agency)

Differential Fault Attack on Lightweight Block Cipher PIPO
Seonghyuck Lim, Jaeseung Han, Tae-Ho Lee and Dong-Guk Han (Kookmin University)

Deep Learning-based Side-Channel Analysis on PIPO
Ji-Eun Woo, Jaeseung Han, Yeon-Jae Kim, Hye-Won Mun, Seonghyuck Lim, Tae-Ho Lee, Seong-Hyun An, Soo-Jin 
Kim and Dong-Guk Han (Kookmin University)

KST 16:10 – 16:30
UTC 07:10 – 07:30 Break Time
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Conference Program

Thursday, (2021-12-02)

KST 16:30 – 17:50
UTC 07:30 – 08:50

Session 8: Constructions and Designs
(Session Chair : Prof. Jooyoung Lee (KAIST))

Collision-Resistant and Pseudorandom Function Based on Merkle-  Hash Function
Shoichi Hirose (University of Fukui)

Forward Secure Message Franking
Hiroki Yamamuro (Tokyo Institute of Technology), Keisuke Hara (National Institute of Advanced Industrial Science 
and Technology (AIST)), Masayuki Tezuka (Tokyo Institute of Technology), Yusuke Yoshida (Tokyo Institute of 
Technology) and Keisuke Tanaka (Tokyo Institute of Technology)

New General Framework for Algebraic Degree Evaluation of NFSR-Based Cryptosystems
Lin Ding and Zheng Wu (PLA SSF Information Engineering University)

KST 18:30 – 20:30
UTC 09:30 – 11:30 Banquet
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The 24th Annual International Conference on Information Security and Cryptology

Friday, (2021-12-03)

KST 10:00 – 10:50
UTC 01:00 – 01:50

Session 9: Quantum Circuit 
(Session Chair : Prof. Dooho Choi (Korea University))

T–depth reduction method for efficient SHA–256 quantum circuit construction
Jongheon Lee (University of Science & Technology), Sokjoon Lee (ETRI), You-Seok Lee (ETRI) and Dooho Choi (Korea 
University Sejong)

Efficient Quantum Circuit of Proth Number Modular Multiplication
Chanho Jeon, Donghoe Heo, Myeonghoon Lee, Sunyeop Kim and Seokhie Hong (Korea University)

KST 10:50 – 11:10
UTC 01:50 – 02:10 Break Time

KST 11:10 – 12:00
UTC 02:10 – 03:00

Session 10: Efficient Implementation 
(Session Chair : Dr. Dongyoung Roh (National Security Research Institute))

Grover on SM3
Gyeongju Song (Hansung University), Kyungbae Jang(Hansung University), Hyunji Kim (Hansung University), 
Wai-Kong Lee (Gachon University), Zhi Hu (Central South University) and Hwajeong Seo (Hansung University)

SPEEDY on Cortex-M3: Efficient Software Implementation of SPEEDY on ARM Cortex-M3
Hyunjun Kim (Hansung University), Kyungbae Jang (Hansung University), Gyeongju Song (Hansung University), 
Minjoo Sim (Hansung University), Siwoo Eum (Hansung University), Hunji Kim (Hansung University), Hyeokdong 
Kwon (Hansung University), Wai-Kong Lee (Gachon University) and Hwajeong Seo (Hansung University)

Farewell

Conference Program

ICISC 2021 On-Line Proceeding download
URL   www.icisc.org > proceeding tap click 

PW   2027
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Conference Information

Conference Location 
ICISC 2021 Conference is held at Koreana Hotel(2th floor).

Lunch 
Free Lunch for Day 1, Day 2 are provided at the THE PEER 1972, Koreana Hotel (2th floor), in the form 
of a Lunch box. 

Banquet 
In the evening of day 2 (Dec.2) free banquet is scheduled. It will be held at the Diamond hall , 
Koreana hotel 2F from 18:30.
 
Internet Access 
Free Wi-Fi access is provided during the conference.
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Invited Talk 1

INVITED TALK 1

INVITED TALK 1 : Prof. Xiuzhen Cheng (Shandong University) 
Title : High-Confidence Computing and High-Confidence Internet of Things

Biography
Xiuzhen Cheng received her MS and PhD degrees in computer science from the University of Minnesota -- 
Twin Cities, in 2000 and 2002, respectively. She was a faculty member at the Department of Computer Science, 
The George Washington University, Washington DC, from September 2002 to August 2020. Currently she is a 
professor in School of Computer Science and Technology, Shandong University, China. Her research focuses on 
blockchain computing, intelligent Internet of Things, and wireless and mobile security. She is the founder and 
steering committee chair of the International Conference on Wireless Algorithms, Systems, and Applications 
(WASA, launched in 2006), and the founding Editor-in-Chief of the Elsevier High-Confidence Computing Journal.  
She served/is serving on the editorial boards of several technical journals (e.g. IEEE Transactions on Computers, 
IEEE Transactions on Parallel and Distributed Systems, IEEE Transactions on Wireless Communications, IEEE 
Wireless Communications Magazine) and the technical program committees of many professional conferences/
workshops (e.g. ACM Mobihoc, ACM Mobisys, IEEE INFOCOM, IEEE ICDCS, IEEE ICC, IEEE/ACM IWQoS). She also 
chaired several international conferences (e.g. ACM Mobihoc'14, IEEE PAC'18). Xiuzhen is a Fellow of IEEE.  

Abstract
High-Confidence Computing (HCC) is a new computing paradigm that can enable the integrations of secure 
computing, precise computing, and intelligent computing. HCC relies on interdisciplinary methodologies to 
realize secure and trusted software/hardware, precise and process-traceable algorithms, and self-evolving 
designs that can adapt to new environments and support new applications. Internet of Things (IoT) systems 
possessing HCC properties can provide collaborative services that are otherwise impossible as security, 
traceability, accountability, reliability, robustness, extensibility, adaptivity, and self-evolution are all desirable and 
equally-important properties of modern connected systems such as smart cities. This talk intends to answer 
the following questions: what is high-confidence computing, why high-confidence computing is needed by 
IoT systems, and how to realize high-confidence IoT. We will introduce an architecture to demonstrate our 
exploratory studies regarding how to integrate state-of-the-art techniques to build a high-confidence IoT. We 
also will present our own effort towards realizing high-confidence IoT. 
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Invited Talk 2

INVITED TALK 2

INVITED TALK 2 : Dr. Vadim Lyubashevsky  (IBM Research Europe in Zurich)
Title : Lattice Cryptography and PQC Standardization

Biography
Vadim Lyubashevsky is a principal research scientist in the security group at IBM Research Europe in Zurich. He 
received his Ph.D. from the University of California San Diego in 2008, and then held positions as a post-doc at 
Tel Aviv University, and as a researcher at Inria in Paris. He was a recipient of a starting European Research Council 
(ERC) research grant on constructions of practical lattice-based encryption and digital signatures, and is currently 
a holder of a Consolidator ERC grant focused on constructing next-generation lattice-based zero-knowledge 
protocols. He is actively involved in the NIST PQC standardization process, being a part of consortia for three 
submissions, all of which are among the finalists.

Abstract
Barring any cryptanalytic breakthroughs, cryptography based on the hardness lattice problems is on track to 
become the main replacement to traditional cryptography in the post-quantum world. Lattice-based schemes 
have fairly short keys and outputs, and enjoy excellent efficiency, often being substantially faster than their 
classical counterparts.  
In this talk I will give a brief overview of, and comparison between, the different lattice-based KEMs and signature 
schemes in the final round of the NIST standardization process that began in 2017. I will explain what makes 
lattice-based schemes so efficient and give some personal opinions about how, given what we've learned 
during the last 4 years of the standardization process, the current proposals can be improved.
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Revocable Hierarchical Identity-Based
Authenticated Key Exchange

Yuki Okano1, Junichi Tomida1, Akira Nagai1, Kazuki Yoneyama2, Atsushi
Fujioka3, and Koutarou Suzuki4

1 NTT Social Informatics Laboratories, Tokyo, Japan
{yuki.okano.te, junichi.tomida.vw, akira.nagai.td}@hco.ntt.co.jp

2 Ibaraki University, Ibaraki, Japan
kazuki.yoneyama.sec@vc.ibaraki.ac.jp
3 Kanagawa University, Kanagawa, Japan

fujioka@kanagawa-u.ac.jp
4 Toyohashi University of Technology, Aichi, Japan

suzuki@cs.tut.ac.jp

Abstract. Identity-based authenticated key exchange (IB-AKE) would
be considered to have an advantage in the sense that it does not require
certificate management. However, IB-AKE has not both a key delegation
functionality and a key revocation functionality. This leaves the problem
of the burden to the private key generator when there are a large num-
ber of parties in the system, and the problem of the lack of a clear
way to eliminate dishonest parties from the system. In this paper, we
propose a new authentication mechanism called revocable hierarchical
IB-AKE (RHIB-AKE), which can decentralize key generation and revo-
cation performed by a PKG. We also propose a generic construction of
RHIB-AKE from a revocable hierarchical identity-based key encapsula-
tion mechanism (RHIB-KEM). We obtain the first RHIB-AKE schemes
from pairings or lattices by our generic construction since RHIB-KEM
is known to be constructed from them. For security, we show that our
scheme resists against leakage of all combinations of master, static, cur-
rent, and ephemeral secret keys except ones trivially break the security.

Keywords: Revocable hierarchical identity-based authenticated key ex-
change · rhid-eCK model · Revocable hierarchical identity-based key en-
capsulation mechanism.

1 Introduction

Identity-based authenticated key exchange (IB-AKE) [27, 5, 16, 10, 34] is a cryp-
tographic protocol and enables two parties to share a common session key via
unauthenticated networks, where each party is identified with information called
an identity (ID). IB-AKE succeeds in removing the management of certificates
provided by a certificate authority in the ordinary public key infrastructure
(PKI) based setting. Instead of that, it is necessary that an additional single
authority called a private key generator (PKG) exists who extracts the secret

The 24th Annual International Conference on Information Security and CryptologySession 1 - 1
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key of each party corresponding to the identity of that party from its own secret
key called the master secret key. On the contrary, it causes the problem of the
burden to the authority if the number of parties belonging to the system is huge.

Hierarchical IB-AKE (HIB-AKE) [12, 36, 17] is one extension of IB-AKE and
solves the above problem. HIB-AKE supports a key delegation functionality.
Also, HIB-AKE only requires each party to trust the master public key generated
by a single PKG when compared to a simple independent multiple PKG setting,
in which each party must obtain the master public key of the PKG on another
party without PKI. However, since HIB-AKE does not support a secret key
revocation mechanism, there remains a problem with how to eliminate dishonest
parties from the HIB-AKE system. Only this point is inferior to the PKI setting.
Therefore, an efficient revocation mechanism is needed in the HIB-AKE system,
assuming the case where the number of parties increases. It is natural to extend
HIB-AKE to revocable HIB-AKE (RHIB-AKE).

As for identity-based encryption (IBE) systems, Boneh and Franklin [3] pro-
posed a naive revocation method that requires the PKG to periodically regen-
erate secret keys of all parties. This method is not practical if the number of
parties increases too much. Boldyreva et al. [2] use the complete subtree method
to propose the first revocable IBE (RIBE) where the PKG workload is logarith-
mic of the number of parties in the system. In RIBE systems, ciphertexts cannot
be decrypted directly from the secret key corresponding to the party’s ID. The
party needs a decryption key for each time period. PKG broadcasts key update
information over a public channel every time period, and only non-revoked par-
ties can obtain their own decryption key from key update information and their
own secret key.

Seo and Emura [29] used Boldyreva’s idea of RIBE to propose a new re-
vocable hierarchical identity-based encryption (RHIBE) that is an extension of
hierarchical identity-based encryption. RHIBE has both a key delegation func-
tionality and a key revocation functionality. In other words, every non-leaf party
in the hierarchical structure can revoke secret keys of low-level parties. There-
fore, in HIB-AKE, it is a natural direction to achieve a key revocation with
Boldyreva’s idea of RIBE. However, it is not trivial to construct a secure RHIB-
AKE satisfying desirable security requirements for AKE such as forward secrecy
and security against master secret key leakage.

1.1 Related Works

Many RHIBE schemes have been proposed [29–31, 24, 19, 35, 8, 23, 33]. Each party
has an ID corresponding to a node of a tree. A party of depth-� in the tree has
a level-� ID, (ID1, ..., ID�) and the parent node with a level-(� − 1) ID being
(ID1, ..., ID�−1). In the beginning, the party in the root node (or level-0) called
PKG generates a master public key (MPK) and master secret key (MSK). A
party that is not in the leaf nodes can generate static secret keys (SSKs) for
lower-level parties from its own SSK (or MSK in case of PKG)5. The party can

5 This means that all parties except those in leaf nodes can take a role as PKG. For
convenience, however, we call only the party in the root node PKG in what follows.

The 24th Annual International Conference on Information Security and CryptologySession 1 - 1
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Revocable Hierarchical Identity-Based Authenticated Key Exchange 3

also revoke lower-level parties according to time period by distributing (non-
secret) key update information (KU) that the party generates from its SSK and
a revocation list. Every party can generate a current secret key (CSK) for time
period T from its own SSK and KU for T if the party is not revoked at T .6 A
valid ciphertext is associated with an ID, ID and a time period T , which can be
decrypted by only CSK for ID and T .

1.2 Our Contribution

We put forward a new AKE mechanism named Revocable Hierarchical Identity-
Based AKE (RHIB-AKE). RHIB-AKE allows for the revocation of secret keys
that have been compromised or expired and having multiple PKGs by only trust-
ing a single master public key generated by a single PKG. Formally, our contri-
bution is two-fold: first, we introduce the concept of RHIB-AKE and formally
define it; second, we present a generic methodology to construct an RHIB-AKE
scheme. By our generic construction, we obtain the first RHIB-AKE schemes
from pairings and lattices.

RHIB-AKE Model. In RHIB-AKE, the hierarchical ID structure and the key
delegation/revocation mechanisms are the same as those in RHIBE. Instead of
encryption and decryption in RHIBE, parties run an AKE protocol to create
a secure channel. Concretely, in time period T , every pair of parties who have
their CSK for T , that is, who are not revoked at T can run an AKE protocol
to compute a shared key called session key (SK). In the protocol, each party
generates an ephemeral secret key (ESK) and computes an SK from the ESK
and the CSK for T .

Note that naively sending a session key via RHIBE does not satisfy desirable
security requirements for AKE such as forward secrecy and security against MSK
leakage. To capture these threats, we extend the id-eCK model [16], which is one
of the strongest security models for IB-AKE, to the RHIB-AKE setting and for-
mally define a security model for RHIB-AKE called the rhid-eCK model. Similar
to the id-eCK model, we consider maximum exposure of secret information in
the rhid-eCK model to capture the following threats. The secret information
in RHIB-AKE consists of the MSK, SSKs, CSKs, ESKs, and SKs. The MSK
may be exposed when the PKG is corrupted. SSKs may be revealed if a party
stores them in an insecure storage while they must be generated in a tamper-
proof module. CSKs may be revealed if they remain in memory without being
securely erased before they are updated, and are read out by an adversary. ESKs
may be guessed to an adversary if a pseudo-random number generator imple-
mented in a system is poor. The SKs may be revealed if they are misused to
encrypt messages with a vulnerable scheme.

6 An SSK and a CSK are the names in the context of RHIB-AKE as defined in this
paper, and in the context of RHIBE they are actually called a secret key and a
decryption key, respectively.
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RHIB-AKE Construction. We propose the first RHIB-AKE schemes that are
secure in the rhid-eCK security model from pairings and lattices. Our starting
point is the work by Fujioka et al. [11], who proposed a generic construction
of a CK+ secure AKE protocol from IND-CCA (indistinguishability against
chosen ciphertext attack) secure public-key encryption7. Our observation is that
while the CK+ and the eCK model [22] are incomparable, their technique is
applicable to the eCK model. Thus, our idea is that if we have an IND-CCA
secure RHIBE scheme, we can generically construct a rhid-eCK secure RHIB-
AKE scheme analogously to the work by Fujioka et al. Following the idea, we
show that such a generic construction is possible and prove that if the underlying
RHIBE is IND-CCA secure then the resulting RHIB-AKE is rhid-eCK secure.

A problem here is that no IND-CCA secure RHIBE scheme is known. Fortu-
nately, we can easily achieve one by applying the Fujisaki-Okamoto transforma-
tion [13] to an IND-CPA secure RHIBE scheme, which can be constructed from
pairings [8, 33] or lattices [19, 35]. Note that the BCHK transformation [18] is not
applicable to RHIBE (see [18] for details, where they use the BCHK transforma-
tion in a non-black box manner). Thus, starting from these works, we can achieve
RHIB-AKE schemes from pairings and lattices through our generic construction,
where the latter is considered to be secure against quantum adversaries.

1.3 Organization

The rest of this paper is organized as follows. We introduce the definition of
RHIB-AKE and its security model in Section 2. We propose our RHIB-AKE
scheme in Section 3. We then give some instantiations of our RHIB-AKE scheme
in Section 4. The conclusion and future works are finally given in Section 5.

2 Revocable Hierarchical Identity-based Authenticated
Key Exchange

In this section, we provide the definitions of an RHIB-AKE scheme and the
rhid-eCK security model. Before describing the details, we give some notations.

Notations. N denotes the set of natural numbers. If S is a set, s ∈R S denotes
that s is chosen uniformly at random from S, and |S| the number of elements in
S. Let a||b be the concatenation of a and b. Let �x� denote the smallest integer
greater than or equal to x. Let Ui be a party and ID i = (ID i,1, . . . , ID i,t) be the
associated identity where ID i,j ∈ {0, 1}∗. An integer |ID i| := t denotes the hier-
archical level of identity ID i = (ID i,1, . . . , ID i,t). The level-0 party with the spe-
cial identity “pkg” is called the PKG. The order ID ′

i � ID i between two identities

7 Precisely, they use IND-CCA secure public-key encapsulation mechanism (PK-KEM)
and IND-CPA (indistinguishability against chosen plaintext attack) secure PK-KEM
as building blocks. For ease of exposition, we employ IND-CCA secure PKE here
since it implies both IND-CCA secure PK-KEM and IND-CPA secure PK-KEM.
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holds if ID ′
i = (ID i,1, . . . , ID i,k1

) and ID i = (ID i,1, . . . , ID i,k1
, . . . , ID i,k2

) for
1 ≤ k1 ≤ k2. Especially, ID

′
i is the parent of the identity ID i, i.e., ID

′
i = pa(ID i)

if k1 + 1 = k2. Let IIDi := {ID ′′
i | pa(ID ′′

i ) = ID i} be a set of identities whose
parent is ID i and Ipkg := {ID ′′

i | pa(ID ′′
i ) = pkg} be a set of identities whose

parent is the PKG.

2.1 RHIB-AKE scheme

In this subsection, we introduce a syntax of RHIB-AKE. All parties are modeled
as a probabilistic polynomial-time (PPT) Turing machine. RHIB-AKE scheme
Π consists of the following five algorithms and a key exchange protocol.

ParGen(1κ, L) → (MSK ,MPK ) : It takes a security parameter, 1κ, and the max-
imum depth of the hierarchy, L ∈ N, which is a polynomial of κ as input,
and outputs a master secret key, MSK , and a master public key, MPK . The
PKG runs this algorithm.

SSKGen(MPK , ID ′
i, ID i,SSK ID′

i
) → (SSK IDi

,SSK ′
ID′

i
) : It takesMPK , two iden-

tities ID ′
i = pa(ID i) and ID i = (ID i,1, . . . , ID i,t), and a static secret key,

SSK ID′
i
, corresponding to ID ′

i, and outputs SSK IDi , corresponding to ID i

and the updated SSK ′
ID′

i
corresponding to ID ′

i. The party associated with

ID ′
i runs this algorithm. If the party is the PKG, this algorithm takes the

MPK , identity ID i, and the MSK , and outputs SSK IDi , corresponding to
ID i and the updated MSK ′, i.e., SSKGen(MPK , ID i,MSK ) → (SSK IDi

,
MSK ′).

Rev(MPK , T,RLIDi,T−1,Add) → RLIDi,T : It takes MPK , a time period, T , a
revocation list, RLIDi,T−1, and a set of identities, Add ⊂ IIDi , that are added
to the revocation list, and outputs the updated revocation list, RLIDi,T . The
party associated with ID i runs this algorithm. Note that RLIDi,0 = ∅.

KUGen(MPK , T,SSK IDi
,RLIDi,T , kupa(IDi),T ) → (kuIDi,T ,SSK

′
IDi

) : It takes
MPK , a time period, T ∈ N, SSK IDi

corresponding to ID i, a revocation
list, RLIDi,T ⊂ IIDi , and parent’s key update information, kupa(IDi),T ,
and outputs kuIDi,T , corresponding to ID i and the updated SSK ′

IDi
. The

party associated with ID i runs this algorithm. If the party is the PKG,
this algorithm takes MPK , a time period, T , and MSK , and a revoca-
tion list, RLpkg,T ⊂ Ipkg, and outputs kupkg,T , and the updated MSK ′, i.e.,
KUGen(MPK , T,MSK ,RLpkg,T ) → (kupkg,T ,MSK ′).

CSKGen(MPK ,SSK IDi , kupa(IDi),T ) → CSK IDi,T / ⊥ : It takesMPK , SSK IDi ,
corresponding to ID i, and parent’s kupa(IDi),T , outputs a current secret key,
CSK IDi,T , or ⊥ indicating that ID i or some ID ′

i such that ID ′
i � ID i have

been revoked.

Key Exchange Protocol. Parties UA and UB can share a session key in time
period T ∈ N by performing the two-pass protocol by using each of the following
four algorithms in turn. UA has SSKA, and CSKA,T , corresponding to IDA, and
UB has SSKB , and CSKB,T , corresponding to IDB .
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InitEK(MPK , T, IDA,SSKA,CSKA,T , IDB) → (ESKA,EPKA) : Party UA com-
putes ephemeral keys by algorithm InitEK which takes the MPK, MPK , the
time period, T , IDA, SSKA, CSKA,T , IDB , and outputs an ephemeral secret
key, ESKA, and an ephemeral public key, EPKA. UA sends EPKA to party
UB .

ResEK(MPK , T, IDB ,SSKB ,CSKB,T , IDA,EPKA) → (ESKB ,EPKB) : Party
UB computes ephemeral keys by algorithm ResEK which takes MPK , the
time period, T , IDB , SSKB , CSKB,T , IDA, and EPKA, and outputs ESKB ,
and EPKB . UB sends EPKB to UA.

ResSK(MPK , T, IDB ,SSKB ,CSKB,T , IDA,ESKB ,EPKB ,EPKA) → SK :
Party UB computes a session key by algorithm ResSK which takes MPK ,
the time period, T , IDB , SSKB , CSKB,T , IDA, ESKB , EPKB , and EPKA,
and outputs a session key, SK .

InitSK(MPK , T, IDA,SSKA,CSKA,T , IDB ,ESKA,EPKA,EPKB) → SK :
Party UA computes a session key by algorithm InitSK which takes MPK ,
the time period, T , IDA, SSKA, CSKA,T , IDB , ESKA, EPKA, and EPKB ,
and outputs SK .

Session. An invocation of a protocol is called a session. For a party, UA, a ses-
sion is activated via an incoming message of the forms, (Π, I, T, IDA, IDB) or
(Π,R, T, IDA, IDB ,EPKB), where Π is a protocol identifier. If UA is activated
with (Π, I, T, IDA, IDB) (resp. (Π,R, T, IDA, IDB ,EPKB)), then UA is the ini-
tiator (resp. responder). After activation, UA switches the second element (or
role) of the incoming message, appends an EPK, EPKA, to it, and sends it as
an outgoing response. If UA is the responder, UA computes a session key. If UA

is the initiator, UA that has been successfully activated via (Π, I, T, IDA, IDB)
can be further activated via (Π, I, T, IDA, IDB ,EPKA,EPKB) to compute a
session key.

An initiator UA identifies its session via (Π, I, IDA, IDB ,EPKA) or (Π, I,
IDA, IDB ,EPKA,EPKB). If UA is a responder, the session is identified via
(Π,R, IDA, IDB ,EPKB ,EPKA). The matching session of session sid = (Π, I,
IDA, IDB ,EPKA,EPKB) is session sid′ = (Π,R, IDB , IDA,EPKA,EPKB) and
vice versa. We say that UA is the owner of session sid if the third element of sid
is IDA, UB is the peer of session sid if the fourth element of sid is IDB , and a
session is completed if its owner computes a session key.

2.2 Security Model

In this subsection, we define the rhid-eCK security model. This security model,
like the definition of the id-eCK model, consists of the definition of an adversary
and its capabilities, the definition of freshness, and the security experiment.

This security model is different from the id-eCK model in the following points:
1) an adversary also has access to CSKReveal and Revoke queries, the former
capturing the reveal of CSKs of parties and the latter capturing system-wide re-
vocation list updates and time period increments, and 2) the freshness condition
is modified based on the additional queries.
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Adversaries. Adversary A is modeled as a PPT Turing machine. It controls
all communications between parties including session activation by performing
the following query, where Tcu is the current time period initialized with 1.

– Send(message): The input message has one of the following forms: (Π, I, Tcu ,
IDA, IDB), (Π,R, Tcu , IDB , IDA,EPKA), or (Π, I, Tcu , IDA, IDB ,EPKA,
EPKB). Adversary A obtains the response from the party.

Note that adversary A does not control the communication for delivery of
either SSK or KU between each party and its parent.

A party’s private information is not accessible to the adversary. However,
leakage of private information is captured via the following adversary queries,
where ID is a set of identities which the SSK is already generated.

– SKReveal(sid): The adversary obtains the session key for session sid, provided
that the session is completed.

– ESKReveal(sid): The adversary obtains the ESK of the owner of session sid.
– SSKReveal(ID i): The adversary learns the SSK corresponding to identity ID i

if SSK IDi
is already generated.

– CSKReveal(ID i, T ): The adversary learns the CSK corresponding to ID i

and time period T if T ≤ Tcu and CSKGen(MPK ,SSK IDi
, kupa(IDi),T ) =

CSK IDi,T �=⊥.
– MSKReveal(): The adversary learns the MSK of the system.
– EstablishParty(Ui, ID i): This query allows the adversary to give an SSK cor-

responding to identity ID i on behalf of party Ui if the SSK is not yet gen-
erated and the SSK corresponding to the parent identity of ID i is already
generated. Otherwise, ⊥ is returned. When ⊥ is not returned, the adversary
controls party Ui. If a party is established by this query, then we call party
Ui dishonest. If not, we call the party honest.

– Revoke(RL): If the following conditions are not satisfied for the set of iden-
tities RL ⊂ {ID | |ID | ≥ 1}, then ⊥ is returned.

• For all ID i ∈ ID ∪ {pkg}, RLIDi,Tcu
⊂ RL.

• For all ID i ∈ ID, ID i ∈ RL if pa(ID i) ∈ RL.

Otherwise, Tcu is incremented as Tcu ← Tcu + 1. Then, PKG’s revocation
list is updated as RLpkg,Tcu

← Rev(MPK , Tcu ,RLpkg,Tcu−1,RL ∩ Ipkg) and
(kupkg,Tcu ,MSK ′) ← KUGen(MPK , Tcu ,MSK ,RLpkg,Tcu ) is computed. For
any party Ui with ID i ∈ ID, its revocation list is updated as RLIDi,Tcu ←
Rev(MPK , Tcu ,RLIDi,Tcu−1,RL ∩ IIDi

) and (kuIDi,Tcu
,SSK ′

IDi
) ← KUGen(

MPK , T,SSK IDi
,RLIDi,Tcu

, kupa(ID′
i),Tcu

) is computed. The adversary ob-
tains all key updated information {kuIDi,Tcu

}IDi∈ID∪{pkg}.

Freshness. Our security definition requires the notion of freshness. sid∗ =
(Π, I, T ∗, IDA, IDB ,EPKA,EPKB) or (Π,R, T ∗, IDA, IDB ,EPKB ,EPKA) be
a completed session between honest party UA with identity IDA and UB with
identity IDB . Let sid∗ be the matching session of sid∗ if the matching session
exists. We define session sid∗ to be fresh if none of the following conditions hold:
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1. Adversary A issues SKReveal(sid∗), or SKReveal(sid∗) if sid∗ exists.

2. sid∗ exists and adversary A makes either of the following queries

– both ESKReveal(sid∗) and SSKReveal(ID) for identity ID such that ID �
IDA and ID �∈ RLpa(ID),T∗−1,

– both ESKReveal(sid∗) and SSKReveal(ID) for identity ID such that ID �
IDB and ID �∈ RLpa(ID),T∗−1,

– both CSKReveal(IDA, T
∗) and ESKReveal(sid∗), or

– both CSKReveal(IDB , T
∗) and ESKReveal(sid∗).

3. sid∗ does not exist and adversary A makes either of the following queries

– both ESKReveal(sid∗) and SSKReveal(ID) for identity ID such that ID �
IDA and ID �∈ RLpa(ID),T∗−1,

– SSKReveal(ID) for ID such that ID � IDB and ID �∈ RLpa(ID),T∗−1,
– both CSKReveal(IDA, T

∗) and ESKReveal(sid∗), or
– CSKReveal(IDB , T

∗).

Note that if adversary A issues MSKReveal(), we regard A as having issued
SSKReveal(IDA) and SSKReveal(IDB).

Security Experiment. We consider the following security experiment. Ini-
tially, adversary A is given a set of honest parties and makes any sequence of
the above queries. During the experiment, A makes the following query.

– Test(sid∗): Session sid∗ must be fresh. Select a bit b ∈R {0, 1} and return the
session key held by sid∗ if b = 0, and return a random key if b = 1.

The experiment continues until adversary A makes a guess b′. The adversary
wins the game if the test session sid∗ is still fresh and if A’s guess is correct, i.e.,
b′ = b. The advantage is defined as AdvRHIB-AKE

Π (A) = |Pr[A wins] − 1/2|. We
define the security as follows.

Definition 1. We say that RHIB-AKE scheme Π is secure in the rhid-eCK
model if the following conditions hold:

1. If two honest parties complete matching sessions, then, except with negligible
probability, they both compute the same session key.

2. For any PPT adversary A, AdvRHIB-AKE
Π (A) is negligible.

Moreover, we say that RHIB-AKE scheme Π is selective secure in the rhid-eCK
model, if A outputs (T ∗, IDA, IDB) at the beginning of the security experiment.

3 Our RHIB-AKE Scheme

In this section, we give a generic construction of selective rhid-eCK secure
RHIB-AKE from key encapsulation mechanism (KEM) and revocable hierar-
chical identity-based KEM (RHIB-KEM). We define RHIB-KEM required for
our construction. We show the instantiation of RHIB-KEM in Section 4.
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3.1 Preliminaries

We recall the security definition for pseudorandom function (PRF), key deriva-
tion function (KDF), twisted PRF, and KEM.

Basic Cryptographic Functions. We give definitions of a pseudorandom
function and a key derivation function [20, 11].

Pseudorandom Function (PRF). Let F = {F : Kκ × Dκ → Rκ} be a function
family with respect to key k ∈ Kκ. Let RF be the set of all functions from Dκ

to Rκ. We say that F is a PRF (family) if for any PPT distinguisher D it holds

that AdvprfF,D(κ) = |Pr[DFk(·)(1κ) → 1 | k ∈R Kκ] − Pr[Df(·)(1κ) → 1 | f ∈R

RF ]| is negligible for security parameter κ.

Key Derivation Function (KDF). Let KDF : Saltκ × Dκ → Rκ be a function.
Function KDF is a key derivation function if for any PPT distinguisher D, any
distribution XDκ

over Dκ with H∞(XDκ
) ≥ κ, and any salt s ∈ Saltκ, it holds

that AdvKDF
D (κ) := |Pr[D(s, y) → 1 | y ∈R Rκ]−Pr[D(s,KDF (s, x)) → 1 | x ←

XD]| is negligible for security parameter κ.

Twisted PRF. We give a definition of a twisted PRF (TPRF). This function
is used with the input of ESKs and CSKs to this function in order to ensure that
our construction is resilient to ephemeral secret key exposure.

Definition 2 (Twisted Pseudorandom Function [21]). Let F ′ : LDκ ×
RDκ → Rκ be a function. Function F ′ is a TPRF if for any PPT distinguisher
D and D′ it holds that two difference |Pr[D((b, F ′(a, b))) → 1 | a ∈R LDκ, b ∈R

RDκ] − Pr[D((b, R)) → 1 | b ∈R RDκ, R ∈R Rκ]| and |Pr[D′((a, F ′(a, b))) →
1 | a ∈R LDκ, b ∈R RDκ] − Pr[D′((a,R)) → 1 | a ∈R LDκ,R ∈R Rκ]| are both
negligible for security parameter κ.

KEM. We recall the definition of IND-CPA security for KEM and the min-
entropy of KEM keys. In our construction, session keys are computed from KEM
keys via a KDF and a PRF. To use a KDF to obtain a PRF key computationally
indistinguishable from a uniformly random PRF key, KEM keys need to have
κ-min-entropy property.

A KEM scheme consists of three algorithms (wKeyGen,wEnCap,wDeCap)
with two randomness spaces RwK and RwE , and a key space KS.

wKeyGen(1κ, rg) → (ek , dk) : It takes a security parameter, 1κ and randomness,
rg ∈ RwK , and outputs a pair of encapsulation and decapsulation keys,
(ek , dk).

wEnCap(ek , re) → (K,C) : It takes ek and randomness, re ∈ RwE , and outputs
a pair of a key and a ciphertext, (K,C), where K ∈ KS.

wDeCap(dk , C) → K : It takes dk and C, and outputs K ∈ KS.

We require the correctness condition. That is, we have K = wDeCap(dk , C)
for any rg ∈ RwK , re ∈ RwE , (ek , dk) ← wKeyGen(1κ, rg), and (K,C) ←
wEnCap(ek , re).
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Definition 3 (IND-CPA Security for KEM). A KEM is IND-CPA se-

cure if for any PPT adversary A = (A1,A2), it holds that Advind-cpaA (κ) =
|2Pr[(ek , dk) ← wKeyGen(1κ), state ← A1(ek), b ∈R {0, 1}, (K∗

0 , C
∗
0 ) ← wEnCap

(ek),K∗
1 ∈R KS, b′ ← A2(K

∗
b , C

∗
b , state), b

′ = b] − 1| is negligible for security
parameter κ.

Definition 4 (Min-Entropy of KEM Key). A KEM is κ-min-entropy KEM
if for any encapsulation key ek, randomness re ∈ RwE , distribution DKS of
variable K defined by (K,C) ← wEnCap(ek , re), and distribution Dpub of public
information, H∞(DKSKEM |Dpub) ≥ κ holds, where H∞ denotes min-entropy.

3.2 RHIB-KEM

We newly define RHIB-KEM and its two security notions: selective indistin-
guishability against chosen-ciphertext attacks (selective-IND-CCA), and min-
entropy of RHIB-KEM keys. Our definition is based on Katsumata et al’s defi-
nition of RHIBE and its security [19], and also includes adversary’s access to the
decapsulation oracle using the decapsulation key corresponding to the challenge
time period and the challenge identity in the security game.

An RHIB-KEM scheme consists of six algorithms (Setup , SKGen, KeyUp,
DKGen, EnCap, DeCap). The revocation list RLID,T of a party with identity
ID in the time period T is a subset of IID , which contains the identities of its
children. As in the definition of Katsumata et al., we do not explicitly introduce
the revoke algorithm as part of our syntax since it is a simple operation of
appending revoked party identities to a list. The above six algorithms have the
following interfaces.

Setup(1κ, L) → (mpk ,msk) : It takes a security parameter, 1κ and the maximum
depth of the hierarchy, L ∈ N, and outputs a master public key, mpk and a
master secret key, msk .

SKGen(mpk , skpa(ID), ID) → (sk ID , sk ′
pa(ID)) : It takes mpk , a parent’s secret

key, skpa(ID), and an identity, ID , and outputs a secret key, sk ID for ID and
the parent’s updated secret key, sk ′

pa(ID). Note that skpa(ID) = msk if the
PKG is the parent of ID .

KeyUp(mpk , T, sk ID ,RLID,T , kupa(ID),T ) → (kuID,T , sk
′
ID) : It takesmpk , a time

period, T ∈ N, sk ID corresponding to ID , a revocation list, RLID,T ⊂ IID ,
and a parent’s key update information, kupa(ID),T , and outputs a key up-
date information, kuID,T and the updated sk ′

ID . Note that sk ID = msk ,
RLID,T = RLpkg,T , and kupa(ID),T =⊥ if ID = pkg.

DKGen(mpk , sk ID , kupa(ID),T ) → dk ID,T or ⊥ : It takes mpk , sk ID correspond-
ing to ID , and a parent’s kupa(ID),T , and outputs a decryption key, dk ID,T

for the time period T or ⊥ indicating that ID or some of its ancestors has
been revoked.

EnCap(mpk , ID , T, re) → (K,C) : It takes mpk , ID , a time period, T , and ran-
domness, re ∈ RE , and outputs a key, K ∈ KSRH and a ciphertext, C,
where RE is a randomness space, and KSRH a key space.
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DeCap(mpk , dk ID,T , C) → K ′ : It takes mpk , dk ID,T , and C, and outputs a key,
K ′ ∈ KSRH .

We require the correctness condition. That is, we have K = DeCap(mpk , dk ID,T ,
C) for any κ ∈ N, L ∈ N, and (mpk ,msk) ← Setup(1κ, L), any identity ID =
(ID1, . . . , ID t), any time period T , any pair of a key and a ciphertext (K,C) ←
EnCap(mpk , ID , T ) if ID ′ �∈ RLpa(ID′),T holds for any identity ID ′ � ID .

Security Definition. We give a formal security definition for RHIB-KEM. Let
Σ = (Setup, SKGen,KeyUp,DKGen,EnCap,DeCap) be an RHIB-KEM. This se-
curity definition is defined via a game between an adversary A and a challenger
C. This game is parameterized by a security parameter κ and a polynomial
L = L(κ) representing the maximum depth of the identity hierarchy. The game
also has the global counter Tcu initialized with 1, which denotes the current time
period. The game proceeds as follows:

At the beginning, adversary A sends the challenge identity/time period pair
(ID∗, T ∗) to challenger C. Next, C runs (mpk ,msk) ← Setup(1κ, L), and prepares
two lists: SKList that initially contains (pkg,msk) and RevList = ∅. C also initial-
izes cflag = 0. Challenger C then executes (kupkg,1, sk

′
pkg) ← KeyUp(mpk , Tcu =

1, skpkg, ∅,⊥) for generating a key update information for the initial time period
Tcu = 1 and gives (mpk , kupkg,1) to A. After that, adversary A may adaptively
make queries in Figure 1. At some point, A outputs b′ ∈ {0, 1} as its guess for b
and terminates.

This completes the description of the game. In this game, A’s advantage is
defined by Advs-ind-ccaA,L (κ) = |2Ṗr[b′ = b]− 1|.

If A never issues DeCap during this game, then the advantage is defined as
Advs-ind-cpaA,L (κ) instead of Advs-ind-ccaA,L (κ).

Definition 5 (Selective-IND-CCA Security for RHIB-KEM). We say
that an RHIB-KEM is selective-IND-CCA secure if for any PPT adversary A,
it holds that Advs-ind-ccaA,L (κ) is negligible for security parameter κ.

Definition 6 (Selective-IND-CPA Security for RHIB-KEM). We say
that an RHIB-KEM is selective-IND-CPA secure if for any PPT adversary A,
it holds that Advs-ind-cpaA,L (κ) is negligible for security parameter κ.

Similar to KEM in Section 3.1, we define the min-entropy of RHIB-KEM
key. We use RHIB-KEM keys as keys of PRFs via a KDF.

Definition 7 (Min-Entropy of RHIB-KEM Key). An RHIB-KEM is κ-
min-entropy RHIB-KEM if for any identity ID, any time period T , any ran-
domness re ∈ RE , any distribution DKS of variable K defined by (K,C) ←
EnCap(ID , T, re), and any distribution Dpub of public information, H∞(DKSKEM

|
Dpub) ≥ κ holds.

3.3 Construction

Our construction is based on Fujioka et al.’s scheme [11] and generically consists
of a selective-IND-CCA secure RHIB-KEM, an IND-CPA secure KEM, a PRF,
a TPRF, and a KDF. This construction satisfies selective rhid-eCK security.
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SecKeyGen(ID) :
if (ID, ∗) ∈ SKList ∨ (pa(ID), ∗) �∈ SKList

return ⊥

else
(skID , sk′

pa(ID)) ← SKGen (mpk,

skpa(ID), ID)

SKList ← SKList ∪ {(ID, skID )}

if |ID| ≤ L − 1

(kuID,Tcu , sk′
ID ) ← KeyUp (Tcu , skID

, ∅, kupa(ID),Tcu
)

return kuID,Tcu

else
return SUCCESS

SecKeyReveal(ID) :
if (Tcu ≥ T∗)∧ (ID � ID∗)∧

(
∀ID′ � ID,

ID′ �∈ RLpa(ID′),T∗ )

return ⊥

else
(ID, skID ) ← SKList

RevList ← RevList ∪ {ID}

return skID

DecKeyReveal(ID, T ) :
if (T > Tcu ) ∨ ((ID, T ) = (ID∗, T∗))∨

(ID ∈ RLpa(ID),T )

return ⊥

else
dkID,T ← DKGen (mpk, skID ,

kupa(ID),T )

return dkID,T

Update(RL) :
if ∃ID ∈ SKList((RLpkg,Tcu �⊂ RL)∨

(RLID,Tcu �⊂ RL) ∨ (∃ID′ � ID, ID′ ∈ RL

∧ID �∈ RL) ∨ (ID � ID∗ ∧ Tcu = T∗ − 1∧

ID ∈ RevList ∧ ID �∈ RL))

return ⊥

else
Tcu ← Tcu + 1

KUList = ∅

for ID ∈
{
ID′ | (ID′, ∗) ∈ SKList, ID′ �∈ RL,

|ID′| ≤ L − 1} ∪ {pkg}

RLID,Tcu ← RL ∩ IID(
kuID,Tcu , sk′

ID ) ← KeyUp(mpk, Tcu , skID ,

RLID,Tcu , kupa(ID),Tcu
)

KUList ← KUList ∪ {kuID,Tcu }

return KUList

DeCap(ID∗, T∗, C) :
if C = C∗

return ⊥

else
K ← DeCap(mpk, dkID∗,T∗ , C)

return K

Challenge(ID∗, T∗) :
if cflag = 1

return ⊥

else
re ← RE

(K∗
0 , C∗) ← EnCap(mpk, ID∗, T∗, re)

K∗
1 ← KSRH

b ← {0, 1}

cflag ← 1

return (K∗
b , C∗)

Fig. 1. Adversarial queries

Design Principle. We design our construction to solve three problems: 1) the
exposure resistance of ESKs, 2) the exposure resistance of SSKs for already
revoked identities, and 3) the exposure resistance of the MSK, SSKs, and CSKs.

For the first problem, we use a TPRF. In the construction, an ESK and a
CSK are input to the TPRF. The output of the TPRF cannot be computed
if the ESK is revealed but the CSK is not. We use the outputs of a TPRF as
randomness to generate EPKs. This makes it impossible for an adversary to
know the randomness since neither the ESK nor the CSK can be revealed by
the freshness definition.

For the second problem, we use a selective-IND-CCA secure RHIB-KEM. It
is difficult to obtain the RHIB-KEM key from the ciphertext associated with an
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identity even if an adversary obtains the RHIB-KEM secret key of the SSK such
that the corresponding identity has already been revoked. In the construction,
two-session parties use RHIB-KEM keys generated with each other’s peer iden-
tity to compute a session key. Therefore, we can provide the exposure resistance
of SSKs for already revoked identities.

For the third problem, we use an IND-CPA secure KEM. An initiator gen-
erates session-specific encapsulation and decapsulation keys of the KEM, and
the responder generates a KEM key for the encapsulation key. The initiator
and the responder use the KEM key to compute a session key. This allows our
construction to satisfy the exposure resistance of the MSK, SSKs, and CSKs.

Our Generic Construction. We construct an RHIB-AKE scheme Π from an
RHIB-KEM (Setup , SKGen, KeyUp, DKGen, EnCap, DeCap), a KEM (wKeyGen,
wEnCap,wDeCap) with two randomness spaces RwK and RwE . Let KS be the
key space of the outputs of EnCap and wEnCap.

ParGen(1κ, L) → (MSK ,MPK ) : The PKG selects PRF F : FS × {0, 1}∗ →
{0, 1}κ with key space FS of size κ, TPRF G : LDκ × RDκ → RwE with
|LDκ| = |RDκ| = 2κ, and KDF KDF : {0, 1}κ × KS → FS with ran-
domly chosen public salt s ∈R {0, 1}κ. Moreover, the PKG generates master
key pair (mpk ,msk) ← Setup(1κ, L). The PKG outputs MSK = msk and
MPK = (F,G,KDF , s,mpk).

SSKGen(MPK , ID ′
i, ID i,SSK ID′

i
) → (SSK IDi

,SSK ′
ID′

i
) : If |ID | = 1 i.e. the

PKG is a parent of ID , the PKG generates (sk ID ,msk ′) ← SKGen(mpk ,msk ,
ID) and outputs SSK ID = sk ID , MSK ′ = msk ′. Otherwise, party Upa(ID)

whose identity is the parent of identity ID generates key pair (sk ID , sk ′
pa(ID))

← SKGen(mpk , skpa(ID), ID) with its secret key SSK pa(ID) = skpa(ID) and
outputs SSK ID = sk ID and SSK ′

pa(ID) = sk ′
pa(ID).

Rev(MPK , T,RLIDi,T−1,Add) → RLIDi,T : Party Ui with identity ID i outputs
RLIDi,T = RLIDi,T−1 ∪ Add .

KUGen(MPK , T,SSK IDi ,RLIDi,T , kuID′
i,T

) → (kuIDi,T ,SSK
′
IDi

) : If the PKG

runs this algorithm with its revocation list RLpkg,T , it runs (kupkg,T ,msk ′) ←
KeyUp(mpk , T,msk ,RLpkg,T ) and outputs kupkg,T and MSK ′ = msk ′. Other-
wise, party Ui with identity ID i runs this algorithm with its revocation list
RLIDi,T . Ui runs (kuIDi,T , sk

′
IDi

) ← KeyUp(T, sk IDi
,RLIDi,T , kupa(IDi),T )

and outputs kuIDi,T and SSK ′
IDi

= sk ′
IDi

.
CSKGen(MPK ,SSK IDi , kupa(IDi),T ) → CSK IDi,T / ⊥ : Party Ui with identity

ID i runs this algorithm. Ui runs dk IDi,T ← DKGen(mpk , sk IDi , kupa(IDi),T )
with its SSK SSK IDi

= sk IDi
and generates σIDi,T ∈R LDκ uniformly at

random. Ui outputs its CSK CSK IDi,T = (dk IDi,T , σIDi,T ).

Key Exchange Protocol. We describe our key exchange in Fig. 2. Here, we de-
scribe the detail. In the time period T , initiator UA with identity IDA and
CSK CSKA,T = (dkA,T , σA,T ), and responder UB with identity IDB and CSK
CSKB,T = (dkB,T , σB,T ) performs the following algorithms.
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Common public parameter : F,G, KDF, s,mpk

Current keys for party UA : CSKA := (dkA,T , σA,T )

Current keys for party UB : CSKB := (dkB,T , σB,T )

Party UA (Initiator) Party UB (Responder)

τA ∈R RDκ; rA ∈R RwK
(KA, CA) ←

EnCap(mpk, IDB, T,G(σA,T , τA))

(ekE, dkE) ← wKeyGen(1κ, rA)
IDA, IDB,CA, ekE−−−−−−−−−−−−−−−−→

τB ∈R RDκ; rB ∈R RwE
(KB, CB) ←

EnCap(mpk, IDA, T,G(σB,T , τB))

IDA, IDB,CB,CE←−−−−−−−−−−−−−−−− (KE, CE) ← wEnCap(ekE, rB)

KB ← DeCap(mpk, dkA,T , CB)

KE ← wDeCap(dkE,CE) KA ← DeCap(mpk, dkIDB,T , CA)

K′
A ← KDF(s,KA); K′

B ← KDF(s,KB) K′
A ← KDF(s,KA); K′

B ← KDF(s,KB)

K′
E ← KDF(s,KE) K′

E ← KDF(s,KE)

ST := (IDA, IDB, T, CA, ekE, CB, CE) ST := (IDA, IDB,CA, ekE, CB, CE)

SK = F (K′
A, ST) ⊕ F (K′

B, ST) SK = F (K′
A, ST) ⊕ F (K′

B, ST)

⊕ F (K′
E, ST) ⊕ F (K′

E, ST)

Fig. 2. Our key exchange

InitEK(MPK , T, IDA,SSKA,CSKA,T , IDB) → (ESKA,EPKA) : Party UA gen-
erates random elements τA ∈R RDκ and rA ∈ RwK , and computes a pair
of a key and a ciphertext (KA, CA) ← EnCap(mpk , IDB , T,G(σA,T , τA)) of
the RHIB-KEM, and a pair of an encapsulation key and a decapsulation key
(ekE , dkE) ← wKeyGen(1κ, rA) of the KEM. UA sets ESKA = (τA, rA) as
its ESK and sends EPK EPKA = (IDA, IDB , T, CA, ekE) to UB .

ResEK(MPK , T, IDB ,SSKB ,CSKB,T , IDA,EPKA) → (ESKB ,EPKB) : Party
UB generates random elements τB ∈R RDκ and rB ∈ RwE , and computes a
pair of a key and a ciphertext (KB , CB) ← EnCap(mpk , IDA, T,G(σB,T , τB))
of the RHIB-KEM, and a pair of a key and a ciphertext (KE , CE) ←
wEnCap(ekE , rB) of the KEM. UB sets ESKB = (τB , rB) as its ESK and
sends EPK EPKB = (IDA, IDB , T, CB , CE) to UA.

ResSK(MPK , T, IDB ,SSKB ,CSKB,T , IDA,ESKB ,EPKB ,EPKA) → SK :
Party UB decrypts KA ← DeCap(mpk , dk IDB ,T , CA) and computes K ′

A ←
KDF (s,KA), K

′
B ← KDF (s,KB), and K ′

E ← KDF (s,KE). UB computes
session key SK = F (K ′

A,ST )⊕F (K ′
B ,ST )⊕F (K ′

E ,ST ) with session tran-
script ST = (IDA, IDB , T, CA, ekE , CB , CE).

InitSK(MPK , T, IDA,SSKA,CSKA,T , IDB ,ESKA,EPKA,EPKB) → SK :
Party UA decrypts KB ← DeCap(mpk , dkA,T , CB) and KE ← wDeCap(dkE ,
CE), and computes K ′

A ← KDF (s,KA), K
′
B ← KDF (s,KB), and K ′

E ←
KDF (s,KE). UA computes session key SK = F (K ′

A,ST ) ⊕ F (K ′
B ,ST ) ⊕

F (K ′
E ,ST ) with session transcript ST = (IDA, IDB , T, CA, ekE , CB , CE).

Theorem 1. If RHIB-KEM (Setup , SKGen, KeyUp, DKGen, EnCap, DeCap) is
selective-IND-CCA secure and is κ-min-entropy RHIB-KEM, KEM (wKeyGen,
wEnCap,wDeCap) si IND-CPA secure and is κ-min-entropy KEM, function F is
a PRF, function G is a TPRF, and function KDF is a KDF, then RHIB-AKE
scheme Π is selective secure in the rhid-eCK model.
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We show the proof of Theorem 1 in Appendix A. We give an overview of the
security proof. We consider the following six maximal exposure patterns in the
rhid-eCK model and the presence of the matching session: a) both SSKs or both
CSKs, b) the SSK or CSK of UA, the ESK of UB , and the SSK of UB such that
IDB has been revoked, c) the SSK or CSK of UA and the ESK of UB , d) the
SSK or CSK of UB and the ESK of UA, e) the ESK of UA, the ESK of UB , and
the SSK of UB such that IDB has been revoked, and f) both ESKs.

In case a), KE is protected by the security of KEM since rA and rB are
not exposed. In case b), τA is not exposed and dkB is not generated. Therefore,
G(σA,T , τA) is hidden and KA is protected by the security of RHIB-KEM. In
case c), τA and dkB are not exposed. Therefore, G(σA,T , τA) is hidden and KA

is protected by the security of RHIB-KEM. In case d), τB and dkA are not
exposed. Therefore, G(σB,T , τB) is hidden and KB is protected by the security
of RHIB-KEM. In case e), σA is not exposed and dkB is not generated. Therefore,
G(σA,T , τA) is hidden and KA is protected by the security of RHIB-KEM. In
case f), σA and dkA are not exposed. Therefore, G(σA,T , τA) is hidden and KA

is protected by the security of RHIB-KEM.
Then, we transform the rhid-eCK security game so that the session key in the

test session is randomly distributed. First, we change the output of the TPRF
into a randomly chosen value since one input of the TPRF is hidden from the
adversary; therefore, the randomness of the protected RHIB-KEM can be ran-
domly distributed. Second, we change the protected RHIB-KEM key or KEM
key into a random key; therefore, the input of KDF is randomly distributed and
has sufficient min-entropy. Third, we change the output of KDF into randomly
chosen values. Finally, we change one of the PRFs (corresponding to the pro-
tected RHIB-KEM or KEM) into a random function. Therefore, the session key
in the test session is randomly distributed; thus, there is no advantage to the
adversary. We can show a similar proof in non-matching cases.

4 Instantiations

In this section, we provide some RHIB-AKE schemes as concrete instantiations
based on the pairings and lattices from our construction in Section 3. We consider
instantiations of selective-IND-CCA secure RHIB-KEM and IND-CPA secure
KEM from Theorem 1. Note that a PRF can be instantiated with HMAC [1] or
a block cipher such as AES [7] and both TPRF and KDF can be constructed
from a PRF [11, 6]. To the best of our knowledge, no selective-IND-CCA secure
RHIB-KEM has ever been proposed, but selective-IND-CPA secure RHIBE does
exist. We give a method for constructing a selective-IND-CCA secure RHIB-
KEM from a selective-IND-CPA secure RHIBE. We then give instantiations of
selective-IND-CPA secure RHIBE and IND-CPA secure KEM.

4.1 Construction of RHIB-KEM

We construct a selective IND-CCA secure RHIB-KEM Σ = (Setup , SKGen,
KeyUp, DKGen, EnCap, DeCap) from a selective IND-CPA secure RHIBE scheme
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Σ′ = (Setup , SKGen, KeyUp, DKGen, Enc, Dec). The syntax and security defi-
nition of RHIBE follows Katsumata et al. [19]. RHIBE differs from RHIB-KEM
in Enc and Dec, and Enc is an algorithm that takes the input to EnCap of RHIB-
KEM and a message as additional input, and outputs a ciphertext, while the
input and output of Dec is the same as DeCap of RHIB-KEM. The selective-
IND-CPA security game for RHIBE is identical to the selective-IND-CPA secu-
rity game for RHIB-KEM except that instead of an adversary distinguishing a
real KEM key and a random key, the adversary distinguishes a ciphertext in one
of two messages of its choice.

Let the randomness space of Enc in Σ′ be REnc , H : {0, 1}∗ → REnc be a
hash function with an appropriate output length, modeled as a random oracle.
The construction is as follows: Setup, SKGen, KeyUp, and DKGen are the same
as Setup′, SKGen′, KeyUp′, and DKGen′ respectively.

EnCap(mpk , ID , T, re) → (K,C) : It chooses K from KSRH uniformly at ran-
dom. It computes C ← Enc(mpk , ID , T,K||ID ||T ||re, H(m||ID ||T ||re)) and
outputs K,C.

DeCap(mpk , dk ID,T , C) → K ′ : It computesK ′||ID ′||T ′||r′h ← Dec(mpk , dk ID,T ,
C). If C = Enc(mpk , ID ′, T ′,K ′||ID ′||T ′||r′h, H(K ′||ID ′||T ′||r′h)) holds, it
outputs K ′. Otherwise, it outputs ⊥.

This construction is the Fujisaki-Okamoto transformation [13] of Σ′. There-
fore, RHIB-KEM Σ is selective-IND-CCA secure in the random oracle model
if RHIBE Σ′ is selective-IND-CPA secure. It is also κ-min-entropy RHIB-KEM
when the size of the keyspace is larger than 2κ and keys are chosen uniformly at
random. Note that when encrypting a κ-bit key with a 1-bit encryption scheme
such as some lattice-based RHIBEs [19, 35], we can encrypt all bits to κ cipher-
texts, which can be seen as a ciphertext of a κ-bit key.

4.2 Pairing-based instantiations

We can apply selective-IND-CPA secure RHIBE schemes to our RHIB-AKE
from the symmetric external Diffie-Hellman (SXDH) assumption [8, 9, 33] and
the ElGamal KEM as an IND-CPA KEM to our RHIB-AKE from the deci-
sional Diffie-Hellman (DDH) assumption. We compared our instantiations of
RHIB-AKE scheme with some RHIBEs and the ElGamal KEM in terms of the
computational costs and the communication sizes in Table 1 for reference, where
e : G1 × G2 → GT is the asymmetric pairing with prime order p used in those
RHIBEs, the ElGamal KEM is the scheme on group G1, � is the hierarchical
level of initiator and responder IDs, D = �log2 N� for the integer N which is
the maximum number of child nodes in each node, P means pairing operation,
Et (t = 1, 2, T ) means exponentiation operation on Gt, len(gt) (t = 1, 2, T ) is the
length of a group element of Gt, and len(p) is the length of a field element of the
prime field Zp. We use Emura et al.’s scheme [8] instantiated by Chen and Wee’s
hierarchical identity-based encryption (HIBE) scheme [4], Emura et al.’s basic
scheme [9] instantiated by Chen and Wee’s HIBE scheme [4], and Takayasu’s
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Table 1. Comparison of our instantiations

Instantiation of RHIBE Computation (per party) Communication size

Emura et al. [8] 2((�+ 4)E1 + ET ) 8len(g1) + 2len(gT )
+ Chen and Wee [4] +3P + 2E1

Emura et al. [9] 2(�(D + 1) + 1) 2(3�(D + 1) + 4)len(g1)
+ Chen and Wee [4] ×((�+ 4)E1 + ET ) +2(�(D + 1) + 1)len(gT )

+3(�+ 1)P + 2E1

Takayasu [33] 2((�+ 7)E1 + ET ) 10len(g1) + 2len(gT )
+(4P + 4E2) + 2E1 +4len(p)

scheme [33] as RHIBEs. In our construction, both initiator and responder need
to perform one encapsulation and one decapsulation algorithm of selective-IND-
CCA secure RHIB-KEM to perform a key exchange. In other words, they need
to perform two encryption algorithms and one decryption algorithm of selective-
IND-CPA secure RHIBE. In addition, they require two exponentiation opera-
tions on G1 to be performed in the process of using the ElGamal KEM. The
communication size in Table 1 is the sum of the sizes of two ciphertexts of the
RHIB-KEM scheme, one encapsulation key of the KEM, and one ciphertext of
the KEM, excluding the size of initiator and responder IDs and the time period
in the EPKs, sent by them.

In Appendix B, we estimate the performance of implementing instantiated
RHIB-AKE scheme as shown in Table 1 on Rasberry Pi3, which is a well-known
IoT device. If the hierarchical level � is small (i.e., �=2 or 3) and the device is
the same spec as the Raspberry Pi3, using RHIB-AKE is quite practical.

4.3 Lattice-based instantiations

We can apply selective-IND-CPA secure RHIBE schemes to our RHIB-AKE
from the learning with errors (LWE) assumption [19, 35]. We can easily obtain
IND-CPA secure KEMs with min-entropy κ from IND-CPA secure public-key
encryption (PKE) scheme with the message space size larger than 2κ. We can
use lattice-based IND-CPA secure PKEs from the (Ring-)LWE assumption [25,
26, 28, 32]. Estimating performance of instantiated schemes in the same way as
pairing-based schemes is a future work.

5 Conclusion

We gave the first definition of an RHIB-AKE scheme and its security model
called the rhid-eCK model. An RHIB-AKE scheme allows parties under different
PKGs to share a session key by simply trusting a master public key generated
by the PKG at the root node, and also allows parties to be revoked. The rhid-
eCK security implies that a scheme resists against leakage of all combinations
of master, static, current, and ephemeral secret keys except ones trivially break
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the security. We also proposed the first construction of RHIB-AKE that satisfies
the rhid-eCK model and its instantiations based on the parings and lattices.

In this work we only estimated the performance of pairing-based RHIB-AKE
schemes. Therefore it is necessary to actually implement schemes and check the
performance as future works. We also leave implementing and evaluating the
performance of lattice-based RHIB-AKE schemes which are essential to realizing
post-quantum authentication.

We believe that our RHIB-AKE scheme can be built as an authentication sys-
tem consisting of a huge number of IoT devices. Password-based authentication
with default or weak passwords is widely used in IoT systems, and we consider
replacing such insecure methods with RHIB-AKE will be a new remedy.
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A Proof of Theorem 1

In the rhid-eCK security experiment, we suppose that sid∗ is the session identifier
for the test session and that at most µ sessions are activated. Let κ be the security
parameter, and A be a PPT (in κ) bounded adversary. We also suppose that A outputs
(T ∗, IDA, IDB) at the beginning of this experiment, where IDA (resp. IDB) is party
UA’s (resp. UB ’s) ID. Suc denotes the event that A wins.
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We consider 14 events covering all cases of A’s behavior: 8 events when the test
session has no matching session, and 6 events when it has a matching session. The
former can be divided into two main cases, depending on whether the session owner is
an initiator or a responder. In each case, we consider the following exposure patterns:
1) the CSK or SSK of the owner and the SSK of the peer such that the peer has been
revoked, 2) the ESK of the owner and the SSK of the peer such that the peer has been
revoked, 3) the CSK or SSK of the owner, and 4) the ESK of the owner. We consider
the event where the owner of the test session is an initiator and the exposure pattern
in 1) occurs. That is,

E1 : UA is the initiator and the owner of sid∗, sid∗ has no matching session sid∗, A
issues CSKReveal(IDA, T

∗) or SSKReveal(ID) for some ID � IDA, and A issues
SSKReveal(ID) such that ID � IDB and ID ∈ RLpa(ID),T∗−1.

We can evaluate the probability of an adversary winning if the other seven events occur
as well as if E1 occurs. The latter, i.e. the events where the test session has a matching
session, consists of the six exposure patterns shown in the overview of the proof for
Theorem 1 of Section 3. We consider the following event.

E2 : There exists a matching session sid∗ of sid∗, and A issues CSKReveal(IDX , T ∗) or
SSKReveal(ID) for some ID � IDX , where X = A,B.

We can evaluate the probability of an adversary winning if the other five events occur
as well as if E1 or E2 occurs. Therefore, we evaluate |2Pr[Suc | Ei]− 1| given the event
Ei for i = 1, 2 to finish the proof.

Event E1. We change the interface of oracle queries and the computation of the
session key. These instances are gradually changed over hybrid experiments, depending
on specific sub-cases. In the last hybrid experiment, the session key in the test session
does not contain information of the bit b. Thus, A only outputs a random guess. Let
H0, . . . ,H6 be these hybrid experiments, Si be the event that A wins in Hi, Tcu be
the current time period, and sA be the number of sessions of UA which have been
activated, which is initialized with 0.

Hybrid experiment H0. This experiment is the real experiment for rhid-eCK security
and in this experiment, the environment for A is as defined in the scheme. Thus,
|2Pr[Suc | E3]− 1| = |2Pr[S0 | E3]− 1|.

Hybrid experiment H1. If session identifiers in two sessions are identical, the experi-
ment halts, a bit b′ is randomly selected, and A is considered to output b′. Two session
identifiers are identical if and only if the initiators and responders of the two sessions
match and the EPKs (CA, ekE , CB , CE) output by the two sessions are equal. When
ekE and CE are equal in the two sessions, these KE are also equal by the correctness of
KEM. The probability that these KE are equal is at most 1/2κ by the κ-min-entropy
property of KEM. Therefore, |Pr[S0 | E3]− Pr[S1 | E3]| is negligible for κ.

Hybrid experiment H2. The experiment selects an integer i ∈ [1, µ] randomly in
advance. If A issues Test query to a session except i-th session of party UA, the experi-
ment halts, a bit b′ is randomly selected, and A is considered to output b′. Since guess
of the test session matches with A’s choice with probability 1/µ, |2Pr[S1 | E3] − 1| =
µ · |2Pr[S2 | E3]− 1|.
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Hybrid experiment H3. The computation of (K∗
A, C

∗
A) in the test session is changed.

Instead of computing (K∗
A, C

∗
A) ← EnCap(mpk , IDB , T

∗, G(σA,T , τA)), it is changed as
(K∗

A, C
∗
A) ← EnCap(mpk , IDB , T

∗, R), where R ∈R RE .
Adversary A does not issue ESKReveal(sid∗) from the freshness definition. Hence,

we construct a distinguisher D between (σA,T , G(σA,T , τA)) and (σA,T , R) for TPRF
G from A in H2 or H3. D simulates obeying the scheme, except that D computes
(K∗

A, C
∗
A) ← EnCap(mpk , IDB , T

∗, R) for Send(Π, I, T ∗, IDA, IDB), where R is either
of the output of TPRF G or random element. From A’s point of view, the simulation
by D is same as H2 if R input to D is the output of TPRF G. Otherwise, the simulation
by D is the same as H3. Thus, |Pr[S2 | E3] − Pr[S3 | E3]| is negligible for κ since the
advantage of D is negligible.

Hybrid experiment H4. The computation of K∗
A in the test session is changed again.

Instead of computing (K∗
A, C

∗
A) ← EnCap(mpk , IDB , T

∗, R), it is changed as choosing
K∗

A ← KSRH randomly.
We construct a selective-IND-CCA adversary B against RHIB-KEM from A in H3

or H4. B synchronizes the time period in the selective-IND-CCA game with the time
period in the rhid-eCK game. B performs the following steps.

Adversary B gives the challenge identity/time period pair (IDB , T
∗) to challenger

C and receives a master public key mpk and the key update information kuPKG,1 in
Tcu = 1. Then, B chooses a PRF F : FS × {0, 1}∗ → {0, 1}κ with key space FS, a
TPRF G : LDκ ×RDκ → RwE and a KDF KDF : {0, 1}κ ×KS → FS with randomly
chosen public salt s ∈ {0, 1}κ. B also sets MPK = (F,G, s,KDF ,mpk). B choose a
set of identities ID for honest parties, including IDA and IDB , issues SecKeyGen(ID)
for all ID ∈ ID, and gives {kuID,1}ID∈ID answered by the oracle to A. B then gives
MPK , ID, and {kuID,1}ID∈ID to A.

In preparation for A’s oracle queries, B creates a list LS of sessions, a list LSK

of completed session sid and session key SK pairs, and a list LNCS of non-completed
sessions. Initially, these lists are empty sets. B simulates oracle queries by A as Figure 3.
When A outputs a guess b′, if A’s guess is correct, B answers that K∗ received by the
challenge query is the real key, otherwise it answers that K∗ is the random key.

From A’s point of view, the simulation by B is the same as H3 if K∗ that B received
in the challenge was the real key. Otherwise, the simulation by B is the same as H4.
Thus, |Pr[S3 | E3]−Pr[S4 | E3]| is negligible for κ since the advantage of B is negligible.

Hybrid experiment H5. The computation of K′∗
A in the test session is changed.

Instead of computing K′∗
A ← KDF (s,K∗

A), it is changed as choosing K′∗
A ∈ KS

randomly. K∗
A has sufficient min-entropy since it is randomly chosen in H4. Thus,

|Pr[S4 | E3]− Pr[S5 | E3]| is negligible for κ by the definition of the KDF.

Hybrid experiment H6. The computation of SK ∗ in the test session is changed.
Instead of computing SK ∗ = F (K′∗

A ,ST ) ⊕ F (K′∗
B ,ST ) ⊕ F (K′∗

E ,ST ), it is changed
as SK ∗ = x ⊕ F (K′∗

B ,ST ) ⊕ F (K′∗
E ,ST ) where x ∈ {0, 1}κ is chosen randomly. We

construct a distinguisher D′ between PRF F and a random function from A in H5

or H6. D simulates the security game obeying the scheme, except that D computes
SK ∗ = x ⊕ F (K′∗

B ,ST ) ⊕ F (K′∗
E ,ST ) for Send(Π, I, T ∗, IDA, IDB), where x is either

of the output of F or RF . From A’s point of view, the simulation by D′ is the same
as H5 if the oracle it accesses is PRF F . Otherwise, the simulation by D′ is the same
as H6. Thus, |Pr[S5 | E3]− Pr[S6 | E3]| is negligible for κ since the advantage of D′ is
negligible.
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The session key in the test session is perfectly randomized in H6. We have Pr[S6 |
E3] = 1/2 since A cannot obtain any advantage from Test query. Thus, |2Pr[Suc |
E3]− 1| is negligible for κ.

Event E2. We change the interface of oracle queries and the computation of the
session key as in the case of E1. Let H′

0, . . . ,H
′
5 be these hybrid experiments and S′

i

be the event that A wins in experiment H′
i. Hybrid experiments H′

0, H
′
1, and H′

2 are
the same as H0, H1, and H2 in E1 respectively.

Hybrid experiment H′
3. The computation ofK∗

E in the test session is changed. Instead
of computing (K∗

E , C
∗
E) ← wEnCap(ek∗

E , rB), it is changed as choosing K∗
E ∈R KSRH

randomly.
We construct an IND-CPA adversary B from A in H′

2 or H′
3. B simulates obeying

the scheme, except that B sets K∗
E = K∗ for Send(Π,R, T ∗, IDB , IDA, (C

∗
A, ek

∗
E)) and

Send(Π, I, T ∗, IDA, IDB , (C
∗
A, ek

∗
E), (C

∗
B , C

∗
E)). From A’s point of view, the simulation

by B is same as H′
2 if K∗ received in the challenge is the real key from wEnCap.

Otherwise, the simulation by B is same as H′
3. Thus, |Pr[S′

2 | E2] − Pr[S′
3 | E2]| is

negligible for κ since the KEM is IND-CPA secure.

Hybrid experiments H′
4 and H′

5. Hybrid experiments H′
4 and H′

5 are similar to H5

and H6 in E1 respectively, except that the computation of K′∗
E and F (K′∗

E ,ST ) are
changed. Therefore, both |Pr[S3 | E2]− Pr[S4 | E2]| and |Pr[S4 | E2]− Pr[S5 | E2]| are
also negligible for κ in the same way as E1.

The session key in the test session is perfectly randomized in H5. We have Pr[S5 |
E2] = 1/2. Thus, |2Pr[Suc | E2]− 1| is negligible for κ.

B Estimation

In this appendix, we estimate the performance of our proposed protocol by using
our cryptographic library. Our software cryptographic library is written in C, using
OpenSSL C library for operations of a multiple precision integer. We used the Gallant–
Lambert–Vanstone (GLV) [15] and Galbraith–Lin–Scott (GLS) [14] techniques for the
scalar multiplication. We also applied the optimal ate pairing on Barreto-Naehrig curve
to the pairing operation. In this work we chose the parameters at the 128-bit security
level.

Table 2. Execution Environment

CPU ARMv8 Cortex-A53
Clock 1.2 GHz
RAM 1GB

Development Board Raspberry Pi3
OS 32-bit Raspbian

Table 3. Experimental results (msec)

Scalar Mult. on G1 9.838
Scalar Mult. on G2 18.661

Pairing 57.088

We summarize our execution environment for our experiment in Table 2. Table 3

contains the average time (in milliseconds) of 100 iterations, and also shows the timing

of computing pairing and scalar multiplication on G1, G2. An estimated total time for

instantiations of RHIB-AKE in Table 1 is within 1 second when the hierarchical level �

is small (i.e., � = 2 or 3). In conclusion, if the device is the same spec as the Raspberry

Pi3, using RHIB-AKE is quite practical.
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Send(Π, I, Tcu , IDα, IDβ) :
if (Tcu = T∗)∧(α = A)∧(β = B)∧(sA = i−1)

sA ← sA + 1

(K∗, C∗
A) ← Challenge(IDB , T∗)

r∗A ← RwK

(ek∗
E , dk∗

E) ← wKeyGen(1κ, r∗A)

LS ← LS ∪ {(Π, T∗, IDA, IDB , C∗
A, ek∗

E)}

return (IDA, IDB , T∗, C∗
A, ek∗

E)

else
(ESKα,EPKα) ← InitEK (MPK , Tcu ,

IDα, SSKα,CSKα,T , IDβ)

LS ← LS ∪ {(Π, Tcu , IDα, IDβ , Cα, ekE)}

if (α = A)

sA ← sA + 1

return EPKα

Send(Π,R, Tcu , IDβ , IDα, (Cα, ekE)) :
if (Tcu ≥ T∗) ∧ (β = B)

(ESKB ,EPKB) ← ResEK (MPK , Tcu ,

IDB , SSKB ,CSKB,Tcu , IDα,EPKα)

LNCS ← LNCS ∪ {(Π, Tcu , IDB , IDα,

Cα, ekE , CB , CE)} /* B cannot
compute the session key since IDB has
been revoked.*/

return EPKB

else
(ESKβ ,EPKbeta) ← ResEK (MPK , Tcu ,

IDβ , SSKβ ,CSKβ,Tcu , IDα,EPKα)

if ∃ID � IDβ(ID ∈ RLpa(ID),Tcu−1)

LNCS ← LNCS ∪
{
(Π, Tcu , IDβ ,

IDα, Cα, ekE , Cβ , CE)}

else
SK ← ResSK

(
MPK , Tcu , IDβ , SSKβ ,

CSKβ,Tcu , IDα,ESKβ ,EPKβ ,EPKα)

sid ← (Π, Tcu , IDβ , IDα, Cα, ekE ,

Cβ , CE)

LSK ← LSK ∪ {(sid, SK)}

return EPKβ

SKReveal(sid) :
if (sid, SK) ∈ LSK

return SK

else
return ⊥

ESKReveal(sid) :
parse sid =: (∗, ∗, IDα, ∗, ∗, ∗)

find ESKα

return ESKα

Send(Π, I, Tcu , IDα, IDβ , (Cα, ekE), (Cβ , CE)) :
if ((Π, Tcu , IDα, IDβ , Cα, ekE) �∈ LS) ∨ (⊥←

DecKeyReveal(IDα, Tcu ))

LNCS ← LNCS ∪
{(

Π, Tcu , IDα, IDβ ,

Cα, ekE , Cβ , CE)}

return ⊥

else if (Tcu = T∗)∧(α = A)∧(β = B)∧(sA =

i)

K∗
A ← K∗

K∗
B ← DeCap(mpk, dkA,T∗ , C∗

B)

K∗
E ← wDeCap(dk∗

E , C∗
E)

for X = A,B,E

K′∗
X ← KDF(s,K∗

X )

SK ← F (K′∗
A, ST) ⊕ F (K′∗

B , ST)⊕

F (K′∗
E , ST)

sid ←
(
Π, T∗, IDB , IDA, C∗

A, ek∗
E ,

C∗
B , C∗

E)

LSK ← LSK ∪ {(sid, SK)}

else
SK ← InitSK (MPK , Tcu , IDα, SSKα,

CSKα,Tcu , IDβ ,ESKα,EPKα,EPKβ)

sid ← (Π, Tcu , IDα, IDβ , Cα, ekE , Cβ , CE)

LSK ← LSK ∪ {(sid, SK)}

return SUCCESS
SSKReveal(IDα) :

skα ← SecKeyReveal(IDα)

return skα

CSKReveal(IDα, T ) :
dkα,T ← DecKeyReveal(IDα, T )

σα,T ← LDκ

return (dkα,T , σα,T )

EstablishParty(α, IDα) :
if (pa(IDα) ∈ ID) ∧ (IDα �∈ ID)

issue SecKeyGen(IDα)

skα ← SecKeyReveal(IDα)

ID ← ID ∪ {IDα}

return skα

Revoke(RL) :
{kuID,Tcu }ID∈∈ID\RL ← Update(RL)

return {kuID,Tcu }ID∈∈ID\RL

Test(sid) :
(sid, SK1) ← LSK

SK0 ← {0, 1}κ

b ← {0, 1}

return SKb

Fig. 3. Query Simulation
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Abstract. Current proposals of extractable witness encryption are based
on multilinear maps. In this paper, we propose a new construction with-
out.

We propose the notion of hidden group with hashing and make an ex-
tractable witness encryption from it. We show that the construction is
secure in a generic model. We propose a concrete construction based on
RSA-related problems. Namely, we use an extension of the knowledge-
of-exponent assumption and the order problem. Our construction allows
to encrypt for an instance of the subset sum problem (actually, a multi-
dimensional variant of it) for which short solutions to the homogeneous
equation are hard to find. Alas, we do not propose any reduction from a
known NP-complete problem.

Keywords: Witness key encapsulation mechanism, Subset sum problem

1 Introduction

Witness encryption was first proposed by Garg et al. [10]. The idea is
that a secret is encrypted together with an instance x of an NP language.
The resulted ciphertext can be decrypted by using a witness ω for the
instance, which is verified by a relation R(x, ω).

Witness encryption based on an NP-complete language is a powerful
primitive as it implies a witness encryption based on any NP language.
Anyone can encrypt a message for anyone who could solve a given equa-
tion R(x, .). This is very nice to encrypt a bounty. It can also be used to
send secrets to the future [14].
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There are several kinds of witness encryption schemes. Regular schemes
offer IND-CPA security when the encryption key x does not belong to
the language. However, in that case, decryption is not possible either.
Extractable schemes are such that for any efficient adversary, there must
exist an efficient extractor such that either it is hard for the adversary
to decrypt, or it is easy for the extractor having the same inputs to pro-
duce a witness. Like obfuscation, existing constructions of extractable
witness encryption are based on multilinear maps which are currently
heavy algorithms. To mitigate their complexity, offline schemes allow ef-
ficient encryption but have an additional setup algorithm which does the
heavy part of the scheme.

Cramer and Shoup proposed the notion of Hash-proof systems which is
also based on NP languages [5]. Those systems use a special hash function
which has a public key and a secret key. We can hash an instance x either
with its witness ω together with the public key, or with the secret key
alone. Somehow, the secret key is a wildcard for a missing witness. Hash-
proof systems are used to build CCA-secure KEM [6]. We encapsulate by
picking a random (x, ω) pair in the relation R and hashing x to obtain a
key K = hpk,ω(x) and it encapsulates into ct = x. We decapsulate using
the secret key: K = hsk(ct). In witness encryption, the construction is
upside down: we encapsulate with x by generating a fresh key pair (sk, pk)
for the hash-proof system and we hash using the secret key: K = hsk(x)
and ct = pk. We decapsulate by hashing with a witness and the public
key: K = hct,ω(x) One problem is to build a hash-proof system with
extractable security for an NP-complete problem.

The notion of security with extractor of the witness encryption is
non-falsifiable [15]. There exist other non-falsifiable notions which use ex-
tractors. For instance, the knowledge-of-exponent assumption (KEA) was
proposed by Damg̊ard in 1991 [7]. It says that for any efficient adversary,
there must exist an efficient extractor such that given (g, gy) in a given
group, it is hard, either for the adversary to construct a pair of form
(gx, gxy), or for the extractor having the same input not to produce x.
KEA can be proven in the generic group model [1, 8].

Witness encryption can be achieved using obfuscation: the ciphertext
is an obfuscated program which takes as input ω and releases the plaintext
if R(x, ω) holds. As shown by Chvojka et al. [3], this can also be turned
into an offline witness encryption scheme. An alternate approach from
Faonio et al. [9] relies on predictable arguments of knowledge. It was used
by Barta et al. [2] to construct a solution based on the approximation
problem for the minimal distance of a linear code.
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Our contribution. In this paper, we construct an efficient witness encryp-
tion scheme3 WKEM for a variant of the subset sum problem. Concretely,
an instance is a tuple x = (x1, . . . , xt, s) of vectors xi and s, a witness is
a vector ω = (a1, . . . , at) of non-negative small integers ai, and R(x, ω) is
equivalent to the vectorial equation a1x1 + · · ·+ atxt = s. In the regular
subset sum problem, all ai must be boolean and the vectors xi and s are
actually scalars (i.e. the dimension is d = 1). Here, we require the ai to
be polynomially bounded and vectors have some dimension d. We also
require the homogeneous equation a′1x1 + · · ·+ a′txt = 0 to have no small
integer solution a′i (positive or negative), which is a severe limitation of
our construction. So, we require x to belong to a language L1 ∩ L2 with
L1 ∈ NP (the Multi-SS problem) and L2 ∈ coNP (the co-HLE problem).
Alternately, we require such homogeneous relation to be hard to find.

Our encryption scheme is based on the following idea which we explain
for d = 1 as follows: encryption generates a (n, ℓ, g, k) tuple such that g has
multiplicative order ℓ modulo n and k is invertible modulo ℓ. The values
k and ℓ are not revealed. Then, the ciphertext consists of (n, g, y1, . . . , yt)
with yi = kxi mod ℓ and the encapsulated key is h = gk

s
mod n. It is

believed that given a set of (xi, k
xi mod ℓ) pairs with large xi, it is hard

to recover a multiple of ℓ, even when given (n, g, h), and unless a linear
relation with small coefficients is known about the xi. The decryption
rebuilds h = gy

a1
1 ···yatt mod n from the ciphertext and the witness. The

key idea in the security is that the operations need to be done in the
hidden group of residues modulo ℓ. The product ya11 · · · yatt can only be
done over the integers since ℓ is unknown, and is feasible because the
ai’s are small. However, the basis-g exponential reduces it modulo ℓ in a
hidden manner.

Interestingly, computing the products ya11 · · · yatt from reduced yi val-
ues resembles to the notion of graded encoding, which is the basis of cur-
rently existing multilinear maps. In our construction, a 1-level encoding
of x is kx mod ℓ. Hence, each yi is a 1-level encoding of xi and ya11 · · · yatt
is an encoding of a1x1 + · · · + atxt of level a1 + · · · + at. The level of
encoding is somehow proportional to the size of the integer.

Our construction is based on a homomorphism mapping xi to yi from
Zd to the hidden group Z∗

ℓ . This hidden group is included in a larger
structure Z. We can do multiplications in Z which are compatible with the
hidden group. However, we later need to reduce elements in a compatible
and hidden manner. We call this reduction operation hashing. In our

3 Actually, we construct a KEM.
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construction, it is done by the y �→ gy mod n function. We formalize the
notion of hidden group with hashing (HiGH).

To be able to prove security, we need an assumption which generalizes
the knowledge-of-exponent assumption: we need to say that computing h
implies being able to write it as the exponential of some (multiplicative)
linear combination of the yi’s with known exponents. To do so, we must
make the group sparse over the integers (so that we cannot find element
by chance). For that, we duplicate the basis-k exponential like in the
Cramer-Shoup techniques [4]. Then, we formulate two computational as-
sumptions. The first one, which we call the kernel assumption says that
it is hard to find a non-zero vector x mapping to 1 by the homomor-
phism, with only public information (i.e., the ciphertext). We show that
it is equivalent to the order assumption for the RSA modulus ℓ: given a
random k ∈ Z∗

ℓ , it is hard to find a multiple of the order of k. The sec-
ond one, which is non-standard, is similar to the knowledge of exponent
assumption, and so is non-falsifiable. The game will be defined as the
HiGH-KE game in the paper. A simplification of this game (in dimension
d = 1) for our favorite instance looks like what follows:

Input: x:
1: parse x = (x1, . . . , xt, aux)
2: pick RSA moduli ℓ and n = pq such that ℓ divides p− 1 and q − 1
3: pick g of order ℓ in Z∗

n

4: pick k ∈ Z∗
ℓ and θ ∈ Z∗

φ(ℓ)

5: yi ← (kxi , kθxi) mod ℓ, i = 1, . . . , t
6: A′(x1, . . . , xt, y1, . . . , yt, n, g, aux) → h

7: if there is no ξ such that h = (gk
ξ
, gk

θξ
) mod n then abort

8: set ρ to the random coins used by A′

9: E ′(x1, . . . , xt, y1, . . . , yt, n, g, aux, ρ) → (1a1 , . . . , 1at)

10: if h = (gk
a1x1+···+atxt , gk

θ(a1x1+···+atxt)) mod n then return 0
11: return 1

Essentially, we want that for every adversary A′, there exists an extractor
E ′ such that if A′ succeeds to forge the exponential of a pair of form
(kξ, kθξ), then the extractor finds ξ as a linear combination ξ = a1x1 +
· · ·+ atxt mod ℓ with small non-negative integers ai. In other words, the
only way to forge such a pair is to pick some small ai and to compute
ya11 · · · yatt over the integers (because ℓ is not hidden).

We prove the security in a generic HiGH model. We also propose an
RSA-based HiGH for which we prove security (under our non-standard
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but realistic assumptions but without the generic model) for instances x
which have no a1x1 + · · ·+ atxt = 0 relation with small ai.

Structure of this paper. We start with preliminaries in Section 2. We de-
fine NP languages, the subset sum problem SS, the multidimensional sub-
set sum problem Multi-SS, and the homogeneous linear equation problem
HLE. In Section 3, we define WKEM, a witness key encapsulation mecha-
nism. We define the extractable security notions extractable-OW and IND-
extractable. We show that IND-extractable is a stronger security notion
than extractable-OW and we show how to construct an IND-extractable
WKEM from an extractable-OW WKEM using a random oracle. In Sec-
tion 4, we define our notion of Hidden Group With Hashing (HiGH).
We prove basic properties and define two security notions for HiGH: the
knowledge exponent assumption (HiGH-KE) and the kernel assumption
(HiGH-Ker). In Section 5, we propose a generic construction of an ex-
tractable WKEM from a HiGH satisfying both properties. In Section 6,
we propose a construction of a HiGH based on RSA. We finally conclude.
Due to lack of space, some proofs are provided in the full version of this
paper. Our full version also includes a definition for a generic HiGH model
and prove security in this model.

2 Preliminaries

We denote the indicator function by �r. We consider “words” as bitstrings
(i.e. we use a binary alphabet) and |x| denotes the bit length of x. 1a is
the bitstring of length a with all bits set to 1. #S denotes the cardinality
of the set S. negl(λ) denotes any function f such that for all c > 0, for
any sufficiently large λ, we have |f(λ)| < 1

λc . Similarly, Poly(λ) denotes
any function f such that there exists c > 0 such that for any sufficiently
large λ, we have |f(λ)| < λc. For simplicity, all advantages are considered
as a function of λ which is omitted.

Definition 1 (NP language). Let L be a language. The language L is
in the class NP if there exists a predicate R and a polynomial P such that
L is the set of all words x for which there exists a witness ω satisfying
R(x, ω) and |ω| ≤ P (|x|), and if we can compute R in time polynomially
bounded in terms of the size of x.

It is important to stress that in what follows, the predicate is actually
more important than the language itself.

Our construction will be based on a variation Multi-SS of the subset
sum problem SS. We first define the subset sum problem. Intuitively, the
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subset sum problem is a problem of finding a subset of a given set of
integers whose sum is equal to a target value. The Subset Sum (SS) NP
language is defined by:

Instance: a tuple x = (x1, . . . , xt, s) of non-negative integers.

Witness: a tuple ω = (a1, . . . , at) of bits ai ∈ {0, 1}, i = 1, . . . , t.

Predicate R(x, ω): a1x1 + · · ·+ atxt = s.

It is well-known that SS is NP-complete [13]. We extend SS to theMulti-SS
predicate R in dimension d by:

Instance: a tuple x = (x1, . . . , xt, s) of vectors of non-negative
integers in Zd.

Witness: a tuple ω = (1a1 , . . . , 1at) with non-negative integers ai,
i = 1, . . . , t.

Predicate R(x, ω): a1x1 + · · ·+ atxt = s.

In Multi-SS, we write ω = (1a1 , . . . , 1at) to stress that the ai must be
polynomially bounded in terms of |x|. It is easy to show that for d ≥ 1,
over the space Zd, the problem is NP-complete. We give here a similar
reduction as the one by Groth et al. [12]:

1. Start from SAT which is NP-complete.

2. Reduce to a system of Boolean equations, all of form u NOR v = w.

3. Reduce to a system of linear equations over N with positive integral
coefficients.

– Each Boolean literal z is mapped to a pair of unknowns (z+, z−)
coming with a linear equation z+ + z− = 1.

– Each u NOR v = w equation is mapped to a pair of unknowns
(g+, g−) coming with a linear equation g+ + g− = 1.

– Each u NOR v = w equation is mapped to a linear equation u+ +
v+ + g+ + 2w− = 2.

4. Reduce to Multi-SS by writing the system of equations as X × a = s
where X is a d× t matrix of coefficients in {0, 1, 2}, a is a vector of t
unknowns, and s is a vector of d coefficients in {1, 2}.

Hence, Multi-SS seeks vectors ai of non-negatives as opposed to Booleans
ai for SS. Unfortunately, this reduction introduces short solutions to the
homogeneous problem like z+ = g+ = +1 and z− = g− = −1 for all z and
g. The problem is that such solution will make our construction insecure.
Namely, we consider the Homogeneous Linear Equation problem (HLE):

6
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Instance: a tuple x = (x1, . . . , xt) of vectors in Zd.

Witness: a tuple ω = (1a1 , . . . , 1at , b1, . . . , bt) with non-negative
integers ai and bits bi ∈ {0, 1}, i = 1, . . . , t, with (a1, . . . , at) �=
(0, . . . , 0).

Predicate R(x, ω): (−1)b1a1x1 + · · ·+ (−1)btatxt = 0.

3 Primitives of Witness Key Encapsulation Mechanism

We adapt the primitives of witness encryption from Garg et al. [10] so
that we have a key encapsulation mechanism instead of a cryptosystem.

Definition 2 (Witness key encapsulation mechanism (WKEM)).
Let R be an NP predicate. A witness key encapsulation mechanism for R
consists of the following two algorithms and a domain Kλ defined by a
security parameter λ:

– Enc(1λ, x) → K, ct: A probabilistic polynomial-time algorithm which
takes a security parameter λ and a word x as inputs, and outputs a
plaintext K ∈ Kλ and a ciphertext ct.

– Dec(ω, ct) → K/⊥: A deterministic polynomial-time algorithm which
takes a witness ω and a ciphertext ct as inputs, and outputs a plaintext
K or ⊥ which indicates the decryption failure.

Then, the following property is satisfied:

– Correctness: For any security parameter λ, for any word x and wit-
ness ω such that R(x, ω) is true, we have

Pr
γ

[
Dec(ω, ct) = K|(K, ct) ← Enc(1λ, x; γ)

]
= 1.

Based on the security notions of extractable witness encryption [11]
and KEM [6], we define extractable indistinguishability as follows.

Definition 3 (Extractable indistinguishability). Let (Kλ,Enc,Dec)
be a WKEM for R. Given an adversary A, we define the following game
with b ∈ {0, 1}:
Game IND-EWEb

A(1
λ, x):

1: Enc(1λ, x) → K1, ct
2: pick a random K0 ∈ Kλ

3: A(x,Kb, ct) → r
4: return r

7
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We define the advantage of A by

AdvIND-EWE
A (x) = Pr[IND-EWE1

A(x) → 1]− Pr[IND-EWE0
A(x) → 1]

We say that WKEM is extractable indistinguishable for a set X of in-
stances x if for any probabilistic and polynomial-time IND-EWE adver-
sary A, there exists a probabilistic and polynomial-time extractor E such
that for all x ∈ X, E(x) outputs a witness of x with probability at least
AdvIND-EWE

A (x) or at least 1
2 up to a negligible term. More precisely,

∀x ∈ X Pr[R(x, E(x))] ≥ min

(
AdvIND-EWE

A (x),
1

2

)
− negl(λ)

Note that if no witness exists for x, E(x) outputs a witness with null prob-
ability. Hence, it must be the case that AdvIND-EWE

A (x) = negl(λ). This
property for all x without witness is actually the weaker (non-extractable)
security notion of witness encryption [10].

Ideally, we would adopt this definition for the set X of all possible
words. The reason why we introduce X is to avoid some “pathological”
words making our construction insecure, which is a limitation of our con-
struction. As pathological words are also characterized by an NP relation,
X can be seen as a common subset of NP and coNP languages. Decryption
requires a witness for x belonging to the NP language.

Chvojka et al. [3] requires Pr[R(x, E(x))] to be “non-negligible” (with-
out defining what this means). In our notion, we require more. Namely,
we require extraction to be as effective as the attack.

The reason why the extractor extracts with probability “at least Adv−
negl or at least 1

2” is that when AdvIND-EWE
A is close to 1, we do not care if

the extractor is not as good as the adversary, which could be unnecessarily
hard to prove. We only care that it is either “substantially good” (i.e. at
least 1

2) or at least as good as A. This will become necessary when we
will need to amplify the probability of success of an extractor, as it will
be the case in the proof of Th. 6.

Faonio et al. [9, Def.3] use instead Pr[R(x, E(x))] ≥ 1
2Adv

IND-EWE
A (x)

which is probably more elegant but not tight.
We define extractable one-way security, which is a weaker security

notion than extractable indistinguishability. Later, we show that an ex-
tractable one-way scheme can be transformed into an extractable indistin-
guishable one by generic transformation. Hence, we will be able to focus
on making an extractable one-way WKEM.

Definition 4 (Extractable one-wayness). Let (Kλ,Enc,Dec) be a WKEM
for R. Given an adversary A, we define the following game:

8
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Game OW-EWEA(1
λ, x):

1: (ROM only) pick a random function H
2: Enc(1λ, x) → K, ct
3: A(x, ct) → h
4: return �h=K

In the random oracle model (ROM), the game starts by selecting a random
hash function H and Enc, Dec, and A are provided a secure oracle access
to H. We define the advantage of A by

AdvOW-EWE
A (x) = Pr[OW-EWEA(x) → 1]

We say that WKEM is extractable one-way for a set X of instances x if for
any probabilistic and polynomial-time OW-EWE adversary A, there exists
a probabilistic and polynomial-time extractor E such that for all x ∈ X,
E(x) outputs a witness of x with probability at least AdvOW-EWE

A (x) or at
least 1

2 up to a negligible term:

∀x ∈ X Pr[R(x, E(x))] ≥ min

(
AdvOW-EWE

A (x),
1

2

)
− negl(λ)

As for IND-EWE, we observe that security implies AdvOW-EWE
A (x) = negl(λ)

when x has no witness.

Indistinguishable implies one-way. As a warm-up, we show the easy result
that extractable indistinguishable implies extractable one-way.

Theorem 5. Let (Kλ,Enc,Dec) be a WKEM for R. We assume that
1/|Kλ| is negligible. If WKEM is extractable indistinguishable for a set
X of instances x, WKEM is also extractable one-way for X.

The proof is given in the full version of this paper.

Strongly secure from weakly secure transform. We now propose a generic
WKEM transformation from OW-EWE-secure to IND-EWE-secure. The
construction uses a random oracle. Let WKEM0 = (K0

λ,Enc0,Dec0) be an
OW-EWE-secure WKEM and H be a random oracle from K0

λ to Kλ. Our
transformation is WKEM = (Kλ,Enc,Dec) as follows:

Enc(1λ, x):

1: Enc0(1
λ, x) → h, ct

2: K ← H(h)
3: return K, ct

Dec(ω, ct):
4: Dec0(ω, ct) → h
5: K ← H(h)
6: return K

9
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The intuition behind this transformation is the hardness of guessing
an input to the random oracle H from the output.

Theorem 6. If WKEM0 is extractable one-way for a set X of instances,
then WKEM from the above transformation is extractable indistinguishable
for X in the random oracle model.

The proof is given in the full version of this paper.

4 Hidden Group With Hashing

We define a new structure HiGH with correctness and security notions.

4.1 Definitions

We define the hidden group with hashing (HiGH) by some polynomially
bounded algorithms.

Definition 7 (Hidden group with hashing). A hidden group with
hashing (HiGH) in dimension d consists of the following algorithms:

– Gen(1λ) → pgp, tgp: A probabilistic polynomial-time algorithm which
generates at random some public group parameters pgp and some trap-
door group parameters tgp.

– Hom(tgp, x) → y: A deterministic polynomial-time algorithm which
maps x ∈ Zd to y. We denote by Gtgp the set of all Hom(tgp, x), for
x ∈ Zd. When it is clear from context, we omit tgp and write Hom(x)
and G. Hence, y ∈ G.

– Mul(pgp, y, y′) → z: A deterministic polynomial-time algorithm which
maps a pair (y, y′) to a new element z. We denote by Spgp,tgp the
smallest superset of Gtgp which is stable by this operation. When it is
clear from context, we omit pgp and write Mul(y, y′) and S. Hence,
y, y′, z ∈ S and G ⊆ S.

– Prehash(pgp, y) → h: A deterministic polynomial-time algorithm which
maps an element y ∈ S to a “pre-hash” h which belongs to an-
other domain.4 When it is clear from context, we omit pgp and write
Prehash(y).

4 We call h a pre-hash because our construction for a WKEM is extractable one-way
and we need the additional construction of Th. 6 to hash h after pre-hash and get
the key K.
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We define by induction

Pow(y1, . . . , yt, 1
a1 , . . . , 1at) = Mul(Pow(y1, . . . , yt, 1

a1 , . . . , 1at−1), yt)

for at > 0 and

Pow(y1, . . . , yt−1, yt, 1
a1 , . . . , 1at−1 , 10) = Pow(y1, . . . , yt−1, 1

a1 , . . . , 1at−1)

with Pow(y1, . . . , yt, 1
0, . . . , 10, 11) = yt.

We write the ai inputs to Pow in unary to stress that the complexity
is polynomial in terms of

∑
i ai.

For HiGH to be correct, these algorithms must be such that

– they are all polynomially bounded;
– for all Gen(1λ) → (pgp, tgp) and y, y′ ∈ G, if Prehash(y) = Prehash(y′)

then y = y′;
– for all Gen(1λ) → (pgp, tgp), x, x′ ∈ Zd, and y, y′ ∈ S if Prehash(y) =

Prehash(Hom(x)) and Prehash(y′) = Prehash(Hom(x′)), then

Prehash(Mul(y, y′)) = Prehash(Hom(x+ x′)) (1)

The idea of the HiGH is that there is a hidden group in which elements
have multiple representations but a unique pre-hash. We can use Mul to
find a representation of the product of two represented factors. The com-
putation is somewhat blind. The interface to Mul and Prehash is public.
The interface also comes with a hidden group homomorphism Hom from
Zd which requires a trapdoor tgp. The additional property of HiGH which
will play a role is that Mul can make representations grow so that com-
puting an exponential of a large integer is not possible. Note that there
is no interface to compute inverses. Our proposed instance based on RSA
will also make it hard. It will consist of integers modulo a hidden number.

Lemma 8. Given a HiGH, we have the following properties.

1. For all Gen(1λ) → (pgp, tgp), for all t, (x1, . . . , xt) ∈ (Zd)t, and non-
negative integers a1, . . . , at, if yi = Hom(xi), i = 1, . . . , t, we have

Prehash (Pow (y1, . . . , yt, 1
a1 , . . . , 1at)) = Prehash(Hom(a1x1+· · ·+atxt))

2. Prehash(S) = Prehash(G)
3. For any y ∈ S, there exists a unique z ∈ G such that Prehash(y) =

Prehash(z). We call z reduced and we denote it by

Red(y) = G ∩ Prehash−1(Prehash(y))
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4. The ∗ operation on G defined by y ∗ y′ = Red(Mul(y, y′)) makes G an
Abelian group and Hom a surjective group homomorphism from Zd to
G. We denote by Ker the kernel of Hom.

The proof is given in the full version of this paper.

For instance (with d = 1), for x ∈ Z, we can define tgp = (ℓ, k),
Hom(x) = kx mod ℓ,Mul(y, y′) = y×y′ in Z, pgp = (n, g), and Prehash(y) =
gy mod n, where g has order ℓ in Z∗

n and n is an RSA modulus. We obtain
G = 〈k〉 ⊂ Z∗

ℓ and S is the set of integers which factor in G. We have
Red(y) = y mod ℓ. Here, Hom is from Z to Z and the hidden group is a
cyclic subgroup of Z∗

ℓ .

Actually, we focus on cases where G is cyclic. As we will need repre-
sentation of group elements to be hard to forge except by making generic
use of Mul on known group elements, we will make G as a sparse subgroup
of a supergroup Ḡ.

For instance, for x ∈ Z, we can define tgp = (ℓ, k, kθ) for some invert-
ible θ and Hom(x) = (kx mod ℓ, kθx mod ℓ) with the regular Mul in Z2.
We obtain Hom from Z to Z2 and the hidden group is a cyclic subgroup
of (Z∗

ℓ )
2. Our construction from Section 6 is based on this, with higher

dimension.

4.2 HiGH Knowledge Exponent Assumption (HiGH-KE)

In the following definition, X denotes a set of tuples (x1, . . . , xt, aux)
where aux could be anything, which could potentially give a clue to the
adversary about the instance (x1, . . . , xt).

Definition 9. A HiGH of dimension d satisfies the HiGH Knowledge Ex-
ponent Assumption for a set X if for any PPT algorithm A′, there exists
a PPT algorithm E ′ such that for all x ∈ X, the probability that the
following game returns 1 is negligible:

Game HiGH-KE(1λ, x):
1: parse x = (x1, . . . , xt, aux)
2: Gen(1λ) → (pgp, tgp) ▷ this defines G = Homtgp(Zd)
3: yi ← Hom(tgp, xi), i = 1, . . . , t
4: A′(x1, . . . , xt, y1, . . . , yt, pgp, aux) → h
5: if h �∈ Prehash(pgp, G) then abort5

6: set ρ to the random coins used by A′

7: E ′(x1, . . . , xt, y1, . . . , yt, pgp, aux, ρ) → (1a1 , . . . , 1at) ▷ ai∈N

5 We stress that this step may not be simulatable by a PPT algorithm.
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8: if Prehash(pgp,Hom(tgp, a1x1 + · · ·+ atxt)) = h then return 0
9: return 1

The point is that whenever the adversary succeeds to forge an element h
of Prehash(G), the extractor, who has the same view (including ρ), should
almost always manage to express it as the Prehash of a combination of
the known pairs (xi, yi), with small coefficients ai.

6 It means that only
algorithms A′ making Mul operations can forge valid prehashes h. The
nice thing about this assumption is that it allows to get similar results as
in the generic group model (i.e., to extract the combination) by remaining
in the standard model.

This assumption combines the preimage awareness of Prehash and
the knowledge-of-exponent assumption in G. By Prehash being preim-
age aware, we mean that whenever A succeeds to forge an element of
Prehash(S) (which is also Prehash(G)), then he must know some preim-
age in S.

4.3 HiGH Kernel Assumption (HiGH-Ker)

In the following definition, X denotes a set of tuples (x1, . . . , xt, aux) like
in the previous definition.

Definition 10. A HiGH satisfies the HiGH Kernel assumption for a set
X of instances x = (x1, . . . , xt, aux) if for any PPT algorithm A′′, for any
x ∈ X, the probability that the following game returns 1 is negligible.

Game HiGH-Ker(1λ, x):
1: parse x = (x1, . . . , xt, aux)
2: Gen(1λ) → (pgp, tgp)
3: yi ← Hom(tgp, xi), i = 1, . . . , t
4: run A′′(x1, . . . , xt, y1, . . . , yt, pgp) → z
5: if z = 0 then abort
6: if Prehash(pgp,Hom(tgp, z)) �= Prehash(pgp,Hom(tgp, 0)) then abort
7: return 1

This means that even with a few (xi, yi) pairs for Hom, it is hard to find
a kernel element.

5 WKEM from HiGH

We now construct a WKEM based on a HiGH and prove its security.

6 ai is small because it is retrieved in unary by a polynomially bounded algorithm E ′.
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We abstract our WKEM scheme with HiGH for the Multi-SS language
on Fig. 1. Essentially, to encrypt with x = (x1, . . . , xt, s), we generate a
HiGH, we put all yi = Hom(xi) in the ciphertext, and the plaintext is

h = Prehash(Hom(s))

To decrypt with ω = (1a1 , . . . , 1at), we compute

h′ = Prehash(Pow(y1, . . . , yt, ω)).

To present our construction in the frame of Barta et al. [2], we have a
2-message predictable argument for x in which the verifier generates from
x a query q = ct and an expected response st = h: Q(x) → (q, st). The
prover computes P(q, x, ω) → π the proof π which is accepted if π = h.

We first show that our construction is correct. Due to the correctness
property (1) of HiGH, we have

Prehash(Pow(y1, . . . , yt, ω)) = Prehash(Hom(a1x1 + · · ·+ atxt)).

If R(x, ω) holds, we have a1x1 + · · ·+ atxt = s. We can then deduce that
h = h′.

Enc(1λ, x):
1: parse x = (x1, . . . , xt, s)
2: Gen(1λ) → (pgp, tgp)
3: yi ← Hom(tgp, xi), i = 1, . . . , t
4: z ← Hom(tgp, s)
5: h ← Prehash(pgp, z)
6: set ct = (y1, . . . , yt, pgp)
7: return h, ct

Dec(ω, ct):
8: parse ct = (y1, . . . , yt, pgp)
9: parse ω = (1a1 , . . . , 1at)
10: z′ ← Pow(pgp, y1, . . . , yt, ω)
11: h′ ← Prehash(pgp, z′)
12: return h′

Fig. 1. WKEM construction

We show that WKEM is an extractable one-way witness key encapsu-
lation mechanism for instances of Multi-SS.

Theorem 11. The WKEM construction for Multi-SS on Fig. 1 is ex-
tractable one-way for a set X of instances x = (x1, . . . , xt, s) if the un-
derlying HiGH satisfies the HiGH-KE and the HiGH-Ker assumptions for
X.

Proof. Let A be an OW-EWE adversary. We first construct an algorithm
A′ for the HiGH-KE game in Section 4.1 as follows which receives a target
s as an auxiliary input aux:
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A′(x1, . . . , xt, y1, . . . , yt, pgp, aux; ρ):
1: parse s from aux
2: x ← (x1, . . . , xt, s)
3: ct ← (y1, . . . , yt, pgp)
4: A(x, ct; ρ) → h
5: return h

Thanks to the HiGH-KE assumption, there exists an extractor E ′ making
the HiGH-KE game return 1 with negligible probability for every x ∈ X.
We then construct the OW-EWE extractor E as follows:

E(1λ, x, ct, ρ):
1: parse x = (x1, . . . , xt, s)
2: parse ct = (y1, . . . , yt, pgp)
3: set aux to s
4: E ′(x1, . . . , xt, y1, . . . , yt, pgp, aux, ρ) → ω
5: return ω

Next, we will prove that E extracts well with nearly the same probability
as A′ wins in OW-EWE.

Below, we detail the OW-EWE game (on the left) and the HiGH-KE
game (on the right). To make the comparison easier, we expanded Enc
and A′ in gray in a line starting with a dot.

OW-EWE(1λ, x):
1: . parse x = (x1, . . . , xt, s)
2: . Gen(1λ) → (pgp, tgp)
3: . yi ← Hom(xi), i = 1, . . . , t
4: . z ← Hom(s)
5: . K ← Prehash(z)
6: . ct ← (y1, . . . , yt, pgp)
7: A(x, ct) → h
8: return �h=K

HiGH-KE(1λ, x):
1: parse x = (x1, . . . , xt, s)
2: Gen(1λ) → (pgp, tgp)
3: yi ← Hom(xi), i = 1, . . . , t
4: . ct ← (y1, . . . , yt, pgp)
5: . A(x, ct; ρ) → h
6: if h �∈ Prehash(G) then abort
7: set ρ to the random coins used

by A
8: E ′(x1, . . . , xt, y1, . . . , yt, pgp, s, ρ) →

(1a1 , . . . , 1at)
9: if Prehash(Hom(a1x1 + · · · +

atxt)) = h then return 0
10: return 1

Clearly, everything until Step 6 is equivalent, with the same random
coins. When OW-EWE returns 1, h is in Prehash(G) so HiGH-KE does not
abort. Instead, HiGH-KE returns 0 or 1. We know by assumption that
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HiGH-KE returns 1 with negligible probability. Hence,

Pr[HiGH-KE → 0] ≥ Pr[OW-EWE → 1]− negl

Cases when HiGH-KE returns 0 are the one when E ′ extracts successfully.
Therefore, E ′ extracts (1a1 , . . . , 1at) satisfying Prehash(Hom(a1x1 + · · ·+
atxt)) = h with probability at least Pr[OW-EWE → 1]− negl. Due to the
properties of HiGH, this implies that a1x1 + · · ·+ atxt − s ∈ Ker.

We construct the following algorithm playing the HiGH-Ker game:

A′′(x1, . . . , xt, s, y1, . . . , yt, z, pgp):
1: set x = (x1, . . . , xt, s)
2: ct ← (y1, . . . , yt, pgp)
3: A(x, ct) → h
4: set ρ to the random coins used by A
5: E ′(x1, . . . , xt, y1, . . . , yt, pgp, s, ρ) → (1a1 , . . . , 1at)
6: return a1x1 + · · ·+ atxt − s

Note that (s, z) plays the role of a new pair (xt+1, yt+1) here.
We now expand A′′ in the HiGHKer game and we compare it to the

HiGH-KE game:

HiGH-Ker(1λ, x):
1: parse x = (x1, . . . , xt, s)
2: Gen(1λ) → (pgp, tgp)
3: yi ← Hom(xi), i = 1, . . . , t
4: . ct ← (y1, . . . , yt, pgp)
5: . A(x, ct) → h
6: . set ρ to the random coins used

by A
7: . E ′(x1, . . . , xt, y1, . . . , yt, pgp, s, ρ) →

(1a1 , . . . , 1at)
8: . z ← a1x1 + · · ·+ atxt − s
9: if z = 0 then abort

10: if Prehash(pgp,Hom(tgp, z)) �=
Prehash(pgp,Hom(tgp, 0)) then
abort

11: return 1

HiGH-KE(1λ, x):
1: parse x = (x1, . . . , xt, s)
2: Gen(1λ) → (pgp, tgp)
3: yi ← Hom(xi), i = 1, . . . , t
4: . ct ← (y1, . . . , yt, pgp)
5: . A(x, ct; ρ) → h
6: if h �∈ Prehash(G) then abort
7: set ρ to the random coins used

by A
8: E ′(x1, . . . , xt, y1, . . . , yt, pgp, s, ρ) →

(1a1 , . . . , 1at)
9: if Prehash(Hom(a1x1 + · · · +

atxt)) = h then return 0
10: return 1

If HiGH-KE returns 0, then HiGH-Ker with the same coins either re-
turns 1 (which happens with negligible probability) or z = 0. Hence,
Pr[HiGH-Ker → z = 0] ≥ Pr[OW-EWE → 1]−negl. We deduce Pr[E extracts] ≥
Pr[OW-EWE → 1]− negl. ��
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Reusability of the parameters. The generated HiGH parameters (pgp, tgp)
may require some computational effort in each encryption. This could be
amortized by reusing some of the values. Namely, in our proposed HiGH,
the parameters ℓ, n, g could be reused. Since generating the parameters
(k, α1, . . . , αd, θ) requires no effort, it is advised not to reuse them. Indeed,
reusing them would help an adversary to pool many (xi, yi) pairs in the
very same structure. It is also nice not to store them as the dimension d
can be very large. Then, finding a linear relation with small coefficients
would become easier and easier with the number of pairs.

However, using a long term ℓ is harming forward secrecy because dis-
closing it allows to decrypt all encryptions.

6 Our Instantiation of HiGH

6.1 Construction

We propose an instantiation of HiGH from the hardness of factorization
of RSA modulus. Let GenRSA(1λ) be an algorithm which outputs a tu-
ple (n, ℓ, g) where n is an RSA modulus and g is an element of order ℓ
in Z∗

n. Our proposed instance is given in Fig. 2. Gen runs GenRSA and
generates k ∈ Z∗

ℓ so that gk has order ℓ in Z∗
n. The values k and ℓ are

not revealed. They are used to derive a sequence (k1, k
′
1, . . . , kd, k

′
d) of

elements of Z∗
ℓ such that there is a hidden relation k′i = kθi (mod ℓ) with

ki = kαi (mod ℓ) for i = 1, . . . , d.
The hidden group is Ḡ = (Z∗

ℓ )
2 which has representation in Z2.

Our homomorphism Hom goes from Zd to Ḡ = (Z∗
ℓ )

2 by (ξ1, . . . , ξd) �→
(kξ11 · · · kξdd , k′1

ξ1 · · · k′d
ξd) mod ℓ, but Mul treats Ḡ elements as belonging

to Z2 and does the multiplication therein. When reduced modulo ℓ, we
fall back to the hidden group. Hence, we use as Prehash the basis-g expo-
nential modulo n because g has order ℓ. The exponential is made on the
two components of the input from Z2.

G is the subgroup of Ḡ generated by (k, kθ). We have Red(ν1, ν2) =
(ν1 mod ℓ, ν2 mod ℓ). The kernel is a subgroup Ker of Zd of all (ξ1, . . . , ξd)
such that α1ξ1+ · · ·+αdξd = 0 modulo the order of k. Prehash is injective
when restricted on Z2

ℓ , so it is injective when restricted on G. G is the
hidden group of the super-structure S ⊆ Z2. We stress that Mul makes
operations in the super-structure S of the hidden group G, and that Pow
needs the ai to be small because elements of Z2 can become huge when
raised to the power ai.

In our construction, the input of Hom is in Zd as it comes from a vector
in a Multi-SS instance. Contrarily, the output of Hom is in Z2. Having two
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components allows to make it part of a sparse subset in which it is hard
to forge elements without knowing a relation with known elements.

Gen(1λ):

1: GenRSA(1λ) → (n, ℓ, g) ▷ g of order ℓ in Z∗
n

example

1. pick an RSA modulus ℓ of length λ
2. pick a random p′ such that p = p′ℓ+ 1 is prime
3. pick a random q′ such that q = q′ℓ+ 1 is prime
4. set n = pq
5. pick g as a random number power p′q′ modulo n until it has

order ℓ

2: pick k ∈ Z∗
ℓ at random

3: pick α1, . . . , αd, θ ∈ Z∗
φ(ℓ)

at random

4: ki ← kαi mod ℓ, i = 1, . . . , d
5: k′i ← kθαi mod ℓ, i = 1, . . . , d
6: pgp ← (n, g) ▷ public group parameters
7: tgp ← (ℓ, (ki, k

′
i)i=1,...,d) ▷ trapdoor group parameters

8: return (pgp, tgp)

Hom(tgp, ξ):

9: tgp → (ℓ, (ki, k
′
i)i=1,...,d)

10: ξ → (ξ1, . . . , ξd)

11: ν1 ← kξ11 · · · kξdd mod ℓ

12: ν2 ← k′1
ξ1 · · · k′d

ξd mod ℓ
13: return (ν1, ν2)

Mul(pgp, ν, ν′):

14: ν → (ν1, ν2)
15: ν′ → (ν′1, ν

′
2)

16: zi ← νiν
′
i, i = 1, 2

17: return (z1, z2)

Prehash(pgp, ν):

18: pgp → (n, g)
19: ν → (ν1, ν2)
20: hi ← gνi mod n, i = 1, 2
21: return (h1, h2)

Fig. 2. Our HiGH Construction

Efficient implementation. To reduce the size of tgp, we can replace the
(ki, k

′
i)i family by a seed which generates k, α1, . . . , αd, θ.

6.2 Possible Attacks

Finding a multiple ℓ′ of ℓ allows an adversary to do multiplications in Z2
ℓ′

which is a supergroup of G and to keep the size of numbers bounded by
ℓ′. Hence, the adversary can implement some Mul′ and Pow′ algorithms
which match to Mul and Pow when reduced modulo ℓ. Given enough
known pairs (xi,Hom(xi)), the adversary can find some integers ai such
that a1x1 + · · · + atxt = (0, . . . , 0, 1, 0, . . . , 0) over Z. Using Pow′ allows
to recover a pair equal to (kj , k

′
j) modulo ℓ′. Next, the adversary can

implement an ξ �→ Hom′(ξ) algorithm which matches Hom when reduced
modulo ℓ.

We can then make a HiGH-KE adversary who picks some random
(large enough, with polynomial length) ξ, then h = Prehash(Hom′(ξ)).
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Either it breaks the HiGH-KE assumption, or there exists an extrac-
tor who extracts some (polynomially bounded) a1, . . . , at such that h =
Prehash(Hom′(ξ′)) with ξ′ = a1x1 + · · · + atxt. In the latter case, we let
z = ξ − ξ′. Since the set of all possible ξ′ is polynomially bounded while
the set of all possible ξ has exponential size, z = 0 happens with negli-
gible probability. Hence, the adversary producing z breaks the HiGH-Ker
assumption. Therefore, either HiGH-KE or HiGH-Ker is broken.

Essentially, the adversary recovers some tgp′ which is functionally
equivalent to tgp and allows to break the scheme. For this reason, it is
essential that the adversary cannot find a relation which is true modulo
ℓ but not in Z, as it would reveal a multiple of ℓ. We give an example
below.

Small solutions to the homogeneous problem. Given some (xi, yi) pairs
with yi = Hom(xi), if an adversary finds some small7 a′i (positive or
negative) such that

∑
i a

′
ixi = 0, then he can compute

ℓ′j =
∏
i

y
max(0,a′i)
i,j −

∏
i

y
max(0,−a′i)
i,j

for j = 1, 2, which are multiples of ℓ. Their gcd ℓ′ is a multiple of ℓ which
can be used in its place. Then, the adversary can break the HiGH.

This means that for the HiGH-Ker to hold on X, there should be no
x ∈ X with a small relation

∑
i a

′
ixi = 0. This is why we must consider a

subset X of all instances of Multi-SS.

6.3 Security Results

Knowledge-of-exponent assumption. Wu and Stinson define the gener-
alized knowledge-of-exponent assumption (GKEA) [16] over a group G.
It says that for an adversary who gets y1, . . . , yt ∈ G and succeeds to
produce z ∈ G, there must be an extractor who would, with the same
view, make a1, . . . , at ∈ Z such that z = ya11 × · · · × yatt . In our group
G = 〈(k, kθ)〉 ⊂ (Z∗

ℓ )
2, this assumption is usual, even when ℓ is known.

In our settings, ℓ is not known but a preimage xi by Hom for each yi is
known.

We conjecture that the HiGH-KE assumption holds in our construction
for every (x1, . . . , xt, s) such that there is no relation a1x1+ · · ·+atxt = 0
with small ai.

7 By “small”, we mean that computing y
|a′

i|
i over Z is doable.
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Kernel assumption. The RSA order assumption says that given an RSA
modulus ℓ and a random k ∈ Z∗

ℓ , it is hard to find a positive integer z′

such that kz
′
mod ℓ = 1. The game is defined relative to the distribution

P of ℓ as follows:

1: pick a random ℓ following P
2: pick a random k ∈ Z∗

ℓ uniformly
3: run B(ℓ, k) → z′

4: if z′ = 0 or kz
′
mod ℓ �= 1 then abort

5: return 1

For our construction, we can prove that the HiGH-Ker problem is at
least as hard as the RSA order problem when ℓ is a strong RSA modulus.
However, the HiGH-Ker problem is likely to be hard even when ℓ is not a
strong RSA modulus.

Theorem 12. We assume that GenRSA generates only strong RSA mod-
uli ℓ and we let P be their distribution. Given an adversary A with ad-
vantage AdvHiGH-Ker

A in the HiGH-Ker(1λ, x) game for a given x, we can
construct an adversary B with same advantage (up to a negligible term) in
the order problem with this modulus distribution, and similar complexity.

Proof. We consider an adversaryA playing the HiGH-Ker game with input
x. We define an adversary B(ℓ, k) playing the order game. The adversary B
receives (ℓ, k) from the order game then simulates the rest of the HiGH-Ker
game with A. This simulator must generate n. There is a little problem
to select α1, . . . , αd, θ because B does not know φ(ℓ). However, if ℓ is a
strong RSA modulus, by sampling in a domain which is large enough and
with only odd integers, the statistical distance ∆ between the real and
simulated distributions of (pgp, tgp) is negligible. A may give some kernel
elements z = (z1, . . . , zd) from which B can compute α1z1 + · · ·+ αdzd.

More precisely, B(ℓ, k) works as follows:
B(ℓ, k):
1: pick a random p′ such that p = p′ℓ+ 1 is prime
2: pick a random q′ such that q = q′ℓ+ 1 is prime
3: set n = pq
4: pick gas a random number power p′q′ modulo n until g �= 1

▷ g has order ℓ except with negligible probability
5: pick α1, . . . , αd, θ odd in {0, . . . , B − 1}, B = ℓ2

▷ statistical distance with correct (α1, . . . , αd, θ) is ∆ = negl(λ)
6: k1 ← kαi mod ℓ, i = 1, . . . , d
7: k′1 ← kθαi mod ℓ, i = 1, . . . , d
8: pgp ← (n, g)
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9: tgp ← (ℓ, (ki, k
′
i)i=1,...,d)

10: yi ← Hom(tgp, xi), i = 1, . . . , d
11: run A(x1, . . . , xt, y1, . . . , yt, pgp) → z
12: return z

The two steps which deviate from the HiGH-Ker game played by A in-
troduce no noticeable difference. Namely, it is rare that g does not have
order g (it is similar than finding factors of ℓ by chance). The statistical
distance ∆ is negligible, as estimated by the lemma below. Hence, B suc-
ceeds in his game with (nearly) the same probability as A succeeds in the
HiGH-Ker game. ��

Lemma 13. If ℓ = ℓp × ℓq is a strong RSA modulus, then the statis-
tical distance ∆ between the modulo φ(ℓ) reduction of the two following
generators

1. pick (α1, . . . , αd, θ) ∈
(
Z∗
φ(ℓ)

)d+1
uniformly at random

2. pick (α1, . . . , αd, θ) ∈ {1, 3, 5, . . . , B − 2}d+1 uniformly at random

where B = ℓ2 is such that

∆ ≤ (d+ 1)

(
2

ℓp − 1
+

2

ℓq − 1
+

ℓ

B − 1

)

Note that the second generator simply picks odd elements in {0, . . . , B−
1}.
Proof. The two generators take independent d+ 1 samples from two dis-
tributions. Hence, ∆ is bounded by d + 1 times the statistical distance
between these two distributions.

The first distribution is uniform in Z∗
φ(ℓ).

The second distribution selects an element in {1, 3, . . . , B − 1} then
reduces it modulo φ(ℓ).

We define an intermediate distribution which uniform in {1, 3, . . . , φ(ℓ)−
1}, which is a superset of Z∗

φ(ℓ).
Clearly, the statistical distance between the first distribution and the

intermediate distribution is bounded by the probability to take a multiple
of ℓp′ or a multiple of ℓq′ , which is bounded by the sum 2

ℓp−1 + 2
ℓq−1 .

The statistical distance between the intermediate distribution and the
second distribution is bounded by the cardinality φ(φ(ℓ)) times the gap
between the largest and the lowest probabilities in the distribution, which
is 2

B−1 . This is

2
φ(φ(ℓ))

B − 1
≤ ℓ

B − 1
��
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7 Conclusion

We have shown how to construct a WKEM for a variant of the subset sum
problem, based on HiGH. This is secure in the generic HiGH model. We
proposed an HiGH construction based on RSA which has a restriction on
the subset sum instances. One open question is to make it work even for
instances having a small linear combination which vanishes.

Another interesting challenge is to build a post-quantum HiGH.
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Abstract. We introduce Designated-Verifier Linkable Ring Signatures
(DVLRS), a novel cryptographic primitive which combines designated-
verifier and linkable ring signatures. Our goal is to guarantee signer ambi-
guity and provide the capability to the designated verifier to add ‘noise’
using simulated signatures that are publicly verifiable, thus increasing
overall privacy. More formally, we model unforgeability, anonymity, link-
ability and non-transferability for DVLRS and provide a secure construc-
tion in the Random Oracle model. Finally, we explore applications for
our primitive, that revolve around the use case of an anonymous assess-
ment system that also protects the subject of the evaluation, even if the
private key is compromised.

Keywords: ring signatures, designated verifier, non-transferability, link-
ability, anonymity

1 Introduction

We present Designated-Verifier Linkable Ring Signatures (DVLRS), a new type
of privacy-oriented digital signature. Our primitive is a linkable ring signature
[15], i.e. it protects the anonymity of the signers by ‘hiding’ their identity among
a set of peers. Signed messages appear to be coming from the set as a whole,
without the ability to exactly pinpoint the sender. Moreover, messages are pub-
licly linkable, i.e. messages coming from the same sender can be identified and
grouped together, without disclosing the sender’s identity. At the same time our
primitive is a designated-verifier signature [7], as it is simulatable by an entity
designated during signing, while maintaining public verifiability. As a result, only
this designated verifier can be convinced of which messages actually originate
from signers in the ring. This option, however, is not available to the public, as
all signatures are indistinguishable to them. Consequently, our scheme enhances
the privacy of ring members, as no entity apart from the designated verifier
can be convinced of the actual sender. At the same time, DVLRS provide more
control to the designated verifier, as they can be used to inject ‘noise’ - fake mes-
sages with simulated signatures - thus altering the public view of the adversary.
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More importantly, it provides protection to the designated verifier against an
adversary who tries to extort or otherwise gain hold of their private key, as even
if they succeed, they can gain no valuable information on which messages come
from real ring members and which are ‘noise’. This makes our scheme useful to
a number of privacy-focused scenarios such as evaluation systems and surveys
for sensitive data.

1.1 Related Work

Since our primitive combines the notions ofDesignated-Verifier Signatures (DVS)
and Linkable Ring Signatures (LRS), we review the evolution of these primitives
by focusing on their semantics and their security properties.

DVS were proposed in [7] as a way to restrict the entities that can be con-
vinced by a proof. The relevant property, non-transferability, states that the
verifier cannot use the resulting signatures to convince other parties. Their con-
struction utilizes an OR proof, stating in effect that the signer knows their secret
signing key or the secret key of the verifier. Verification uses both public keys. As
a result, the designated verifier can be sure that the signer created a signature
they did not create themselves. However, the public, while being able to check if
the signature is valid, cannot distinguish between a signer-generated and a sim-
ulated signature, i.e. one created with the secret key of the verifier. A variation,
strong DVS, also proposed in [7], are not publicly verifiable as the secret key
of the designated verifier is a required input of the verification algorithm. The
simplest way to create strong DVS is to encrypt (part of) the signature with the
public key of the designated verifier, but other constructions are possible [21].
The applications of DVS range from copyright management to receipt-free and
coercion-resistance electronic voting [8].

Subsequent works refined the construction and security properties of DVS. In
[22] non-transferability was formally defined in the context of universal designated-
verifier signatures, where the designation functionality is not restricted to the
signer. In [12], it was noted that in some previous schemes the signer or the des-
ignated verifier could delegate their signing rights, by giving away a function of
their respective secret keys and not fully revealing them. As this capability could
have negative effects in some applications, a new property non-delegatability was
defined. It essentially states that a non-delegatable DVS is a proof of knowledge
of the signer or designated verifier secret key. They also note that the original
DVS scheme of [7] was non-delegatable. In [11] a generic definition of DVS and
their related security notions is presented.

Ring signatures were originally proposed in [20] as a method to anonymize
the signer of a message, by hiding their identity inside a group of possible signers-
peers. The signature was verified by the ring public key, without anyone being
able to pinpoint the exact signer. Unlike previous schemes, e.g. [3], rings can
be formed spontaneously and there is no group manager that may revoke the
anonymity of the members. [15] proposed a ring signature as an OR proof by
using the classic technique of [5] and added the feature of linkability, where sig-
natures coming from the same signer were linked together using pseudoidentities
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or tags. The pseudoidentities were ‘alternate’ public keys - group elements com-
puted using the private key of the signer - embedded in the signature that enabled
the signer to remain anonymous. Their construction could be used to prevent
double-voting in anonymous electronic elections. Linkable ring signatures have
also been used in anonymous cryptocurrencies like Monero [18]. While in [15] the
linkability tag results in computational anonymity, other constructions provided
for perfect anonymity [13] and improved security models [16]. Non-slanderability
[13] ensures that no signer can generate a signature that is determined to be
linked to another one not generated by the same signer. Another variation, ring
signatures with designated linkability [14] restrict who can link signatures. We
stress that these signatures are in essence designated linker as the designation
is applicable only to linking. Our primitive is entirely different as it considers
designation for the verifier, specifying who can be certain that a signature is
real and therefore be convinced by it. One drawback of ring signatures, is that
while the cryptographic construction might hide the signer, its identity could be
revealed from the contents of the message. DVLRS bypasses this problem with
the capacity for simulated messages created by the designated verifier.

The notions of designated verifier and ring signatures have been combined in
[10], where any holder of a ring signature can designate it to a verifier, and [9]
which provides a strong DV ring signature for whistle blowing. However, these
works do not consider the property of linkability, which makes our scheme more
versatile. A first attempt to add linkability to designated verifier ring signatures
was made in [4] for use in receipt free e-voting. The resulting signatures, how-
ever, are only strongly designated, since part of the signature is encrypted with
the public key of the verifier. In addition they are not publicly linkable as the
pseudoidentities are encrypted as well. So both verification and linking require
the secret key. Our approach, DVLRS, are both publicly verifiable and pub-
licly linkable. Furthermore, in [4], they only achieve non-transferability against
a computationally bounded adversary1. A big advantage of our work is that we
accomplish perfect non-transferability, i.e. even an unbounded attacker cannot
distinguish signatures from simulations.

1.2 Contribution

To the best of our knowledge, Designated-Verifier Linkable Ring Signatures are
the first attempt to combine plain designated-verifier signatures and publicly
linkable ring signatures. We provide a generic security model and formally define
all the relevant security properties that we think should be satisfied: unforgeabil-
ity, anonymity, linkability and non-transferability. The definition of linkability
is extended to include non-slanderability. Our definition for non-transferability
is also novel since it adapts the one in [11] for linkability. This is of particular
interest, since one has to make sure that the linkability tag does not allow an

1 There is no security model or security analysis provided in [4] for their signature
scheme, however it is straightforward to see that a computationally unbounded at-
tacker can distinguish simulations. We omit the proof due to space limitations.
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attacker to distinguish simulations. Our security model is a novel contribution
on its own, as it can be used to evaluate future DVLRS instantiations.

We also provide a concrete construction for DVLRS and proofs for all its
claimed security properties in the random oracle model. The proposed scheme
builds upon the work of [15] and adds a designated verifier capable of simulat-
ing signatures and linking them to arbitrary ring members. We achieve perfect
non-transferability, by making these simulations information theoretically indis-
tinguishable. By construction, in our scheme, unforgeability amounts to a proof
of knowledge for the secret key of the signer or the designated verifier. Thus
DVLRS cannot be delegated and our proof of unforgeability directly implies a
proof of non-delegatability [12, 7]. Finally, we discuss applications of DVLRS by
generalizing the case of an anonymous evaluation system that also protects the
subject of the evaluation, even if the private key is compromised, by allowing
the insertion of simulated signatures.

2 DVLRS Model

2.1 Notation and assumptions

The security parameter is denoted by λ. We let n denote the size of the universe
U of possible public keys and nL = |L| for a subset (ring) L ⊆ U . We denote
equality with = and assignment with ←. All our security definitions are in the
form of games which take as input the security parameter and return 1 for
True and 0 for False. For conciseness, we return the condition and not its
result. An algorithm that terminates unsuccessfully is denoted as returning ⊥.
A uniformly at random selection is denoted with ←$ . We assume the adversary
A has state which is maintained throughout successive calls. In the games it is
always omitted for brevity. We collectively refer to the cryptographic parameters
of our scheme (groups, generators etc.) as params. They are an input to all our
algorithms, but are also omitted. We denote a public key as pk and a secret key
as sk. A pseudoidentity is denoted as pid. Typically it is computed as a function
of the sk that is believed to be difficult to invert. Other parameters can also take
part in its computation like the public keys of L like in [15], possibly combined
with some event description from {0, 1}∗ as in [13]. Its actual form depends on
the application. We denote by PID the set of pid’s. The designated verifier is
denoted as D, while the index of the signer in the ring is π. The security of our
scheme rests on standard cryptographic assumptions like the hardness of the
discrete logarithm problem (DLP) and the decisional Diffie-Hellman assumption
(DDH), which are omitted for brevity.

2.2 DVLRS definition and basic properties

We begin by defining DVLRS and their basic security properties.

Definition 1. A Designated-Verifier Linkable Ring Signature Π is a tuple of
PPT algorithms (Setup,KGen, Sign,Extract, Sim,Vrfy, Link) with the following syn-
tax:
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– params ← Setup(λ) generates the parameters of DVLRS. These include cryp-
tographic groups, the message space MSG, and the set of possible pseu-
doidentities PID .

– (sk, pk) ← KGen() is the key generation algorithm which allows keys to be
created in an ad-hoc manner. This algorithm is used by all players including
the designated verifier.

– σ ← Sign(L, m, pkD, skπ) is used to sign a message m by some π ∈ [nL].
– pid ← Extract(σ) is an algorithm that can obtain the pseudoidentity pid from

a signature.
– σ ← Sim(L, m, pkD, skD, pid) is the signature simulation algorithm that al-

lows the designated verifier D to produce indistinguishable signatures for
pseudoidentity pid.

– {0, 1} ← Vrfy(σ, L, m, pkD) is the verification algorithm which outputs 1 if
the signature is valid and 0 otherwise.

– {0, 1} ← Link(σ, L, σ′, L) is the linking algorithm which outputs 1 if σ and
σ′ originate from the same signer or if they are simulated to look like they
originate from the same signer.

In Definition 1, the pseudoidentity pid must be given as input to the simu-
lator to allow linking. This means that to link a simulated signature to a ring
member, the designated verifier must first see a single signature from them.
This might seem as a drawback of our definition, but in a practical applica-
tion it is of no importance as its protocol could force all participants to post a
single signed registration message for each pseudoidentity they assume. Such a
message would not carry sensitive content. Then the designated verifier could
use the Extract functionality to create a registry of pseudoidentities to simulate
signatures. Furthermore, the designated verifier can create simulations taking
random pid←$PID. These won’t be linked to the signatures of a real signer
and can be generated before the verifier sees any signatures.

The completeness of our scheme is obtained from the following correctness
properties that guarantee that honestly generated signatures are usable.

Verification Correctness states that honestly user-generated or simulated sig-
natures are valid. More formally: If σ ← Sign(L, m, pkD, sk) for sk ∈ L or σ ←
Sim(L, m, pkD, skD, pid) for (pkD, skD) ← KGen(), then Vrfy(σ, L, m, pkD) = 1
with overwhelming probability. Otherwise Vrfy(σ, L, m, pkD) = 0

Linking Correctness states the conditions for linking. Two signatures over
the same ring L, should always be linked if they are honestly generated by the
same signer, if one is an honestly generated signature and a verifier created a
simulation with the particular pseudoidentity or if they are simulations using
the same pseudoidentity. Note that the inputs of the linking algorithm have to
be valid signatures. If they are not, the output of this algorithm is irrelevant.
Formally: Link(σ, L, σ′, L) = 1 if and only if one of the following holds:

i σ ← Sign(L, m, pkD, skπ) and σ′ ← Sign(L, m′, pk′D, skπ)
ii σ ← Sign(L, m, pkD, skπ) and σ′ ← Sim(L, m′, pk′D, sk′D,Extract(σ))
iii σ ← Sim(L, m, pkD, skD, pid) and σ′ ← Sim(L, m′, pk′D, sk′D, pid)
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Note here that we have limited linking to signatures formed over the same ring
L. This is simply a choice made for ease of exposition. Modifying the definitions
for linking over event tags [13] or even with no restrictions [1] is straightforward.

2.3 Adversarial capabilities

We will consider a strong adaptive adversary that has the ability to add more
users to the system, take control of users of its choice, collect all signatures ever
exchanged and request signatures and simulations at will on behalf of any of
the users of any ring. To model these capabilities of A we utilize the following
oracles2, similar to [17, 13, 12]:

– pk ← JO(). The Joining Oracle, upon request adds a public key to the list
of public keys U , and returns it.

– sk ← CO(pk). The Corruption Oracle, on input a public key pk that is an
output of JO returns the secret key sk such that (pk, sk) ← KGen().

– σ ← SO(L, m, pkD, pkπ). The Signing Oracle, on input a list of public keys L
a message m, a public key pkD and a public key pkπ ∈ L, outputs a signature
σ such that σ ← Sign(L, m, pkD, skπ) and (pkπ, skπ) ← KGen().

– σ ← MO(L, m, pkD, pid). The Simulation Oracle, on input a list of public
keys L a message m, a public key pkD, a pseudoidentity pid, outputs a sig-
nature σ such that σ ← Sim(L, m, pkD, skD, pid) and (pkD, skD) ← KGen().

These oracles capture the adaptive nature of A. For example, as part of a poten-
tial attack, he can after receiving signatures of his choice from SO, request that
more users are added to the system from JO, then request even more signatures
potentially even from the newly added users, and so forth.

We must point out that while the adversary can collect all messages and
signatures, it does not monitor communication addresses, timing information and
related metadata, as such information would trivially enable them to distinguish
between simulated and real signatures. In essence, we can assume that all signed
messages are publicly available as standalone items. Additionally, we expect the
designated verifier to adopt an obfuscation strategy when posting fake signatures.

2.4 Unforgeability

Unforgeability intuitively implies the inability of a party that is not a member of
a ring to produce a valid signature for that ring, without designating themselves
as the Designated-Verifier. To formally define unforgeability for a DVLRS scheme
Π, we consider the experiment ExpunfA,Π,n in Game 1.1.

The adversary queries all the oracles (RO,JO, CO,SO,MO) according to
any adaptive strategy. The corruption oracle CO models the ability of A to
control any number of members of U . With Dt we denote the set of indices
of the keys that have been corrupted. A chooses the list of public keys L, a

2 For convenience, we use the same symbol to denote both an oracle and its set of
outputs.
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Game 1.1: Unforgeability experiment ExpunfA,Π,n

Input : λ
Output: {0, 1}
params ← Π.Setup(1λ)

U ←
{
(pki, ski) ← Π.KGen()

}n

i=1

(σ, L = {pki}
nL
i=1, m, pkD, Dt) ← ARO,JO,CO,SO,MO(U)

return Vrfy(σ, L, m, pkD) = 1 AND ∀i ∈ Dt pki /∈ LANDD /∈ Dt AND
σ /∈ SO AND σ /∈ MO

designated verifier D with corresponding public key pkD, a message m and cre-
ates a forged signature σ. The adversary succeeds if the signature verifies, (i.e.
Vrfy(σ, L, m, pkD) = 1) and if none of the keys contained in L, nor pkD, have
been queried to CO and if the signature is not the query output of SO or MO.

Note that this corresponds to the strong security notion ofUnforgeability w.r.t
insider corruption of [2], adapted for the existence of a Designated-Verifier.

Definition 2. Unforgeability
A DVLRS scheme Π is unforgeable if for any PPT adversary A:

AdvunfA (λ) = Pr
[
ExpunfA,Π,n(λ) = 1

]
≤ negl(λ)

2.5 Anonymity

Anonymity, also referred to as signer ambiguity in [15], intuitively implies the
inability of any party, including the designated verifier, to identify the private
key used to create a signature. Formally, we consider the experiment ExpanonA,Π,n,t.

Game 1.2: Anonymity experiment ExpanonA,Π,n,t

Input : λ
Output: {0, 1}
params ← Π.Setup(1λ)

U ←
{
(pki, ski) ← Π.KGen()

}n

i=1

pkD ← A(choose,U)
(nL, L = {pki}

nL
i=1, m, Dt) ← ARO,JO,CO,SO,MO(U)

π ←$ [nL]
σ ← Π.Sign(L, m, pkD, skπ)

ξ ← ARO,SO,CO,MO(guess, L, m, σ,Dt)
if SO has not been invoked for (pkπ, L) AND π /∈ Dt AND ξ �= ⊥ then

return ξ = π AND 0 ≤ t < nL − 1
else

return ⊥
end
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The adversary selects a designated verifier and samples public keys in or-
der to be able to request signatures for messages of their choice. A can also
utilise existing signatures or simulations by respectively querying the oracles
RO,SO,MO. In order to perform the attack, it selects a ring L of nL public
keys and a message m to its benefit. A has also the power to control up to t
members of the ring L, modelled by calls to the oracle CO. The set of indices
of corrupted members is again denoted by Dt and is dynamically updated each
time CO is used. The challenger randomly selects a ring member (indexed by π)
and creates a signature on its behalf. A must guess which member of the ring
has signed the signature. Clearly, if A controls all members of L except π it can
trivially win. As a result, we require that there are at least two members that
are not controlled by A and that the oracle CO has not been queried for π.

Also, recall that our definition of linking correctness, does not allow link-
ing signatures on different rings. As a result, A cannot link σ with signatures
originating from singleton subrings of L.

Definition 3. Anonymity
A DVLRS scheme Π is t-anonymous if for any PPT adversary A:

AdvanonA (λ) = Pr
[
ExpanonA,Π,n,t(λ) = 1

]
− 1

nL − t
≤ negl(λ)

2.6 Linkability

Linkability intuitively means that if two signatures come from the same signer
over the same ring L, they have to be linked. Our notion is even stronger, we
require that a signer that controls k−1 private keys cannot produce k valid pair-
wise unlinkable signatures. To formally define linkability for a DVLRS scheme
Π, we use the experiment ExplinkA,Π,n in Game 1.3.

Game 1.3: Linkability experiment ExplinkA,Π,n

Input : λ
Output: {0, 1}
params ← Π.Setup(1λ)

U ←
{
(pki, ski) ← Π.KGen()

}n

i=1

({σi}ki=1, L = {pki}
nL
i=1, {mi}

k
i=1, {pkDi

}ki=1, Dt) ← ARO,JO,CO,SO,MO(U)

return Vrfy(σi, L, mi, pkDi
) = 1 ∀i ∈ [k] AND

Link(σi, L, σj , L) = 0 ∀i, j ∈ [k], i �= j AND
|{pki : i ∈ Dt} ∩ L| < k ANDDi /∈ Dt ∀i ∈ [k] AND
σi /∈ SO ∀i ∈ [k] AND
σi /∈ MO ∀i ∈ [k]

The adversary A queries all the oracles (RO,JO, CO,SO,MO) according to
any adaptive strategy. We denote by Dt the set of indices of ring members A has
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taken control of. This is modeled by calls to the corruption oracle CO. A chooses
the list of public keys L, k messages {mi}ki=1, k designated verifiers {pkDi

}ki=1 and
creates k signatures {σi}ki=1. The adversary succeeds if all k signatures verify,
(i.e. Vrfy(σi, L, mi, pkDi

) = 1, ∀i ∈ [k]), if the signatures are pairwise unlinkable
(i.e. Link(σi, L, σj , L) = 0, ∀i, j ∈ [k], i �= j ), if strictly less than k keys that
are contained in L have been queried to CO, if none of the signatures have a
corrupted key as designated verifier and finally if the signatures {σi}ki=1 are not
query outputs of SO or MO. It should be noted, that designated verifiers are
allowed to create signatures that are linked or unlinked with any given signature
that is designated to them. This is by design, to ensure non-transferability.

Definition 4. Linkability
A DVLRS scheme Π is linkable if for any PPT adversary A:

AdvlinkA (λ) = Pr
[
ExplinkA,Π,n(λ) = 1

]
≤ negl(λ)

In the literature for linkable ring signatures, a weaker definition of linkability
is often used [1, 13]. This definition requires that a signer who controls a single
private key, should not be able to produce two unlinkable signatures, but it
allows, for example, a signer who knows two secret keys to produce three pairwise
unlinkable signatures. This allows the adversary to circumvent linkability with
a very realistic attack [16]; two colluding ring members who share their secret
keys with each other can create signatures that are not linked to either of them.
Therefore we opted for the stronger definition.

Finally, there is another notion closely related to linkability, called non-
slanderability in [23]. Intuitively this ensures that given a signature generated
by a member of a ring, even a collusion by all the rest, cannot produce a valid
signature that is linked to it. However, this is a property that is implied by our
stronger notion of linkability, together with unforgeability.

2.7 Non-Transferability

Non-Transferability means that given a valid signature that is linked to signa-
tures that are the output of the Sign algorithm, an adversary cannot distinguish
whether it is the output of the Sign or Sim algorithm. Intuitively this ensures
that signatures are only useful to the designated verifier, since a third party
can never know whether a signature is real or a simulation. To formally define
Non-Transferability for a DVLRS scheme Π, we use ExptransA,Π,n in Game 1.4.

The adversary in this experiment can be computationally unbounded. Con-
sequently, it is not given access to the oracles CO,SO,MO since it can just
compute their outputs. A chooses the ring L, a message m, a designated verifier
pkD and a target ring member pkπ ∈ L. The system produces a signature σ0

and a simulation σ1 with the same pseudoidentity pid, and randomly chooses to
give one of them to A. Note that for σ1 to be created, σ0 has to to be generated
first, so that the pid can be extracted. A then must guess if they received the
signature or the simulation. Thus:
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Game 1.4: Non-Transferability experiment ExptransA,Π,n

Input : λ
Output: {0, 1}
params ← Π.Setup(1λ)

U ←
{
(pki, ski) ← Π.KGen()

}n

i=1

(L = {pki}
nL
i=1, m, pkD, pkπ) ← ARO,JO(choose,U)

σ0 ← Π.Sign(L, m, pkD, skπ)
pid0 ← Π.Extract(σ0)
σ1 ← Π.Sim(L, m, pkD, skD, pid0)
b ←$ {0, 1}
b′ ← ARO,JO(guess, L, m, σb)
return b = b′

Definition 5. Non-Transferability
A DVLRS scheme Π is perfectly non-transferable if for any unbounded ad-

versary A:

AdvtransA (λ) = Pr
[
ExptransA,Π,n(λ) = 1

]
− 1

2
= 0

It is worth noting that in ExptransA,Π,n, A has to distinguish between a sig-
nature and a simulation for the same pid. A more general security experi-
ment would be for the system to randomly select a signer index π ←$ [nL] to
generate σ0 ← Π.Sign(L, m, pkD, skπ) and randomly select a pid to generate
σ1 ← Π.Sim(L, m, pkD, skD, pid). A would again have to guess if they received the
signature or the simulation. This stronger requirement however, is not needed
to capture the intuitive notion of non-tranferability.

3 A DVLRS Construction

Our construction builds upon the signatures of [15], by adding a designated
verifier capable of simulating signatures. Intuitively, the signature generation
algorithm takes as input the public key of the designated verifier, apart from
the public keys of the ring members. In effect, this means that a signature is a
proof of knowledge of either a secret signing key or the secret designated verifier
key. A ‘real’ signature is obtained from knowing the former, while a simulated
signature from knowing the latter.

3.1 Setup

Our scheme operates in a group G of prime order q, where the DDH assumption
holds. Messages are binary strings i.e. MSG = {0, 1}∗. The pseudoidentities are
computed in G, that is, PID = G. We assume that each signer has a credential
consisting of a private part and its public counterpart. In particular, we consider
nL signers with private keys {ski = xi}nL

i=1 ∈ Zq and corresponding public keys
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{pki = yi = gxi}nL
i=1 ∈ G. Messages are encoded as group elements m ∈ G. We

assume two random oracles HG,Hq that map binary strings to G,Zq respectively.

3.2 Signature

The signer decides on a message m and signs it using DVLRS. Signature veri-
fication is public, but tied to a specific verifier identified by a key. The ring L
consists of nL public keys, namely L = {yi}nL

i=1. The signer’s index is π. We
denote the designated verifier’s private key by xD and public key by yD = gxD .

Signing In order to generate the signature for message m, the signer invokes the
Sign(L, m, pkD, skπ) algorithm:

– The signer computes h ← HG(L) and ŷ ← hxπ as the pseudoidentity.
– The signer picks u,wπ, rπ ←$Zq uniformly at random and computes:

cπ+1 ← Hq(L, ŷ, yD, gu, hu, gwπyrπD , m)

– For i ∈ {π + 1, ..., nL, 1, ..., π − 1}, the signer picks si, wi, ri ←$Zq and com-
putes:

ci+1 ← Hq(L, ŷ, yD, gsiyci+wi
i , hsi ŷci+wi , gwiyriD , m)

– Finally, the signer sets sπ ← u− (cπ + wπ)xπ.
– The signature is σ = (c1, {si}nL

i=1, {wi}nL
i=1, {ri}

nL
i=1, ŷ)

It is obvious from the form of the signature that Extract(σ) = ŷ.

Verification To verify the signature σ = (c1, {si}nL
i=1, {wi}nL

i=1, {ri}
nL
i=1, ŷ) a pub-

lic verifier invokes the Vrfy(σ, L, m, yD) algorithm which:

– Recomputes h ← HG(L).
– For all ring members indexed by i ∈ [nL] it computes:

z′i ← gsiyci+wi
i , z′′i ← hsi ŷci+wi , z′′′i ← gwiyriD ,

ci+1 ← Hq(L, ŷ, yD, z′i, z
′′
i , z

′′′
i , m)

– The signature verifies if and only if:

c1 = Hq(L, ŷ, yD, z′n, z
′′
n, z

′′′
n , m)

Simulation In order to generate a simulated signature on message m, the desig-
nated verifier invokes the Sim(L, m, yD, xD, ŷ) algorithm, for some pseudoidentity
ŷ ∈ G:

– Compute h ← HG(L).
– Pick α, β, s1 ←$Zq and compute:

c2 ← Hq(L, ŷ, yD, gs1yβ1 , h
s1 ŷβ , gα, m)

– For i ∈ {2, . . . , nL} wrapping-up to 1, select si, wi, ri ←$Zq and compute:

ci+1 ← Hq(L, ŷ, yD, gsiyci+wi
i , hsi ŷci+wi , gwiyriD , m)

– Set w1 ← β − c1 and r1 ← (α− w1) · x−1
D .

– The simulated signature is σ = (c1, {si}nL
i=1, {wi}nL

i=1, {ri}
nL
i=1, ŷ)
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12 P. Behrouz et al.

Linking The linking algorithm Link(σ, L, σ′, L) outputs 1 if and only if Extract(σ) =
Extract(σ′).

4 Security Analysis of our construction

We now analyse the security of our construction for completeness, unforgeabil-
ity (Definition 2), anonymity (Definition 3), linkability (Definition 4) and non-
tranferability (Definition 5).

4.1 Completeness

Lemma 1. An honestly generated DVLRS σ verifies correctly.

Proof. It suffices to show that z′π = gu and z′′π = hu. Indeed:

zπ = gsπycπ+wπ
i = gu−xπ(cπ+wπ)ycπ+wπ

π = gu

z′′π = hsπ ŷcπ+wπ = hu−xπ(cπ+wπ)ŷcπ+wπ = hu

��

Lemma 2. A simulated DVLRS σ verifies correctly.

Proof. It suffices to show that z′1 = gs1y1
β and z′′1 = hs1 ŷβ and z′′′1 = ga. Indeed:

z′1 = gs1yc1+w1
1 = gs1yc1+β−c1

1 = gs1yβ1

z′′1 = hs1 ŷc1+w1 = hs1 ŷc1+β−c1 = hs1 ŷβ

z′′′1 = gw1yr1D = gw1gxD(a−w1)x
−1
D = ga

��

Lemma 3. Our DVLRS scheme has linking correctness.

Proof. Assume two signatures σ, σ′ created on the same ring L. If they are
honestly generated from the same signer π then Extract(σ) = Extract(σ′) = ŷ =
hxπ which means that Link(σ, L, σ′, L) = 1. If σ is honestly generated from signer
π and σ′ is a simulation for ŷ = hxπ then by construction Link(σ, L, σ′, L) = 1.
The same applies to the case of two honest simulations. ��

Theorem 1. Our DVLRS scheme has verification and linking correctness.

Proof. A direct consequence of Lemma 1, Lemma 2, Lemma 3. ��
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4.2 Unforgeability

Theorem 2 (Unforgeability). Our DVLRS scheme is unforgeable in the RO
model if DLP is hard in G.

The proof for Theorem 2 employs techniques from [15, 13, 19, 6].

Proof. Assume a PPT adversary A which makes at most qH queries to Hq and
HG combined, and at most qO queries to JO, CO, SO and MO combined and
AdvunfA (λ) > negl(λ). We will create an algorithm M, that given as an input a
generator g ∈ G and n0 DLP instances {yi}n0

i=1,outputs the discrete logarithm
of at least one of them, i.e. a xj such that gxj = yj for some j ∈ [n0] by using A
as a subroutine, and therefore providing us with the desired contradiction. M
sets as params G, g, q and U = {yi}n0

i=1 as the initial set of public keys, and gives
them to A. Whenever A queries one of the oracles, M will answer as below:

– Hq: M outputs r ←$Zq.
– HG: M calculates r ←$Zq and outputs gr.
– JO: M calculates r ←$Zq and adds gr to U .
– CO: M on a query for a yj /∈ {yi}n0

i=1 outputs the corresponding secret key
rj such as grj = yj . Otherwise halts for queries of yj ∈ {yi}n0

i=1.
– SO: A gives M, L ⊂ U ,a message m ∈ G,yπ ∈ L and yD ∈ U . Let gr = h =

HG(L). If yπ /∈ {yi}n0
i=1 M knows rπ such that grπ = yπ and computes σ ←

Sign(L, m, yD, rπ) , while maintaining consistencies for Hq and HG. It outputs
σ. Otherwise it chooses randomly {ci}nL

i=1, {wi}nL
i=1, {ri}

nL
i=1, {si}

nL
i=1 ←$Zq and

computes ŷ ← yrπ. For each i ∈ [nL] back patch to:

ci+1 ← Hq(L, ŷ, yD, gsiyci+wi
i , hsi ŷci+wi , gwiyriD , m)

and output σ = (c1, {si}nL
i=1, {wi}nL

i=1, {ri}
nL
i=1, ŷ). Note that this looks just

like a signature generated by ring member with public key yπ.
– MO: A gives M, L ⊆ U ,message m ∈ G,yD ∈ U and ŷ ∈ G. Let gr = h =

HG(L). If yD /∈ {yi}n0
i=1 M knows rD such that grD = yD and computes σ ←

Sim(L, m, yD, rD, ŷ) , while keeping consistencies for Hq and HG. It outputs σ.
Otherwise it chooses randomly {ci}nL

i=1, {wi}nL
i=1, {ri}

nL
i=1, {si}

nL
i=1 ←$Zq. For

each i ∈ [nL] back patch to:

ci+1 ← Hq(L, ŷ, yD, gsiyci+wi
i , hsi ŷci+wi , gwiyriD , m)

and output σ = (c1, {si}nL
i=1, {wi}nL

i=1, {ri}
nL
i=1, ŷ). Note that this looks just

like a simulation generated by designated verifier with public key yD and
pseudoidentity ŷ.

We can assume that whenever A outputs a successful forgery, it has queried to
the random oracles all of the nL queries used in the Vrfy algorithm. It is trivial
to show that if it had not, it would have only negl(λ) probability of success.
Also without loss of generality we can assume that successful forgeries will have

L ⊆ {yi}n0
i=1 and yD ∈ {yi}n0

i=1. Let {Xi}
inL
i=i1

denote the first time each of the
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14 P. Behrouz et al.

queries used in Vrfy appear in the transcript of A. We call a successful forgery
σ an (l, π)-forgery if i1 = l and

XinL
= Hq(L, ŷ, yD, gsπ−1y

cπ−1+wπ−1

π−1 , hsπ−1 ŷcπ−1+wπ−1 , gwπ−1y
rπ−1

D , m)

Since 1 ≤ l ≤ qH + nLqO and 1 ≤ π ≤ nL, there exist some l, π such that the
probability that A produces a successful (l, π)-forgery is non negligible.
M will do a rewind simulation for each value of l and π. From the Rewind on
Success Lemma[15] it will obtain with non negligible probability two successful
(l, π)-forgeries σ, σ′ with:

gu = gsπycπ+wπ
π = gsπ+xπ(cπ+wπ) (1)

hv = hsπ ŷcπ+wπ = hsπ+x(cπ+wπ) (2)

gν = gwπyrπD = gwπ+xD·rπ (3)

gu = gs
′
πy

c′π+w′
π

π = gs
′
π+xπ(c

′
π+w′

π) (4)

hv = hs′π ŷc
′
π+w′

π = hs′π+x(c′π+w′
π) (5)

gν = gw
′
πy

r′π
D = gw

′
π+xD·r′π (6)

Since cπ �= c′π it holds that sπ �= s′π or wπ �= w′
π ∧ rπ �= r′π.

– If sπ �= s′π : solving 1, 4 yields:

xπ =
s′π − sπ

cπ − c′π + wπ − w′
π

mod q

– If wπ �= w′
π ∧ rπ �= r′π : solving 3, 6 yields:

xD =
w′

π − wπ

rπ − r′π
mod q

M has solved at least one hard DLP instance, a contradiction. ��

4.3 Anonymity

Theorem 3 (Anonymity). Our DVLRS scheme is anonymous (signer am-
biguous) in the RO model if the DDH assumption holds in G.

To prove Theorem 3 we adapt the proofs of [15, 16] for our scheme. In par-
ticular, assume a PPT adversary A which succeeds in the experiment ExpAnon

A,Π,n,t

with AdvanonA (λ) at least ε after at most n queries to JO, qHG queries to HG
and running time T . Then there exists an algorithm M that breaks the DDH
assumption for G in time at most nqHGT with probability at least 1

2 + ε
4 .

Proof. We construct M. Its input will be the group G (of order q) and a tuple of
elements Aβ , Bβ , Cβ ∈ G. Assume that Aβ = ga, Bβ = gb for a, b ∈ Zq unknown
to M. Its output will be a bit β indicating if Cβ = gab, (β = 1) or not (β = 0).
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M begins by simulating JO. For yπ ∈ L to hold, it follows thatA has queried
JO for it. M selects a random A query and substitutes yπ = Aβ . All other such
queries are answered with a random y ←$G. In the same manner M randomly
selects one of the queries to HG and returns h = Bβ . All other queries to HG
are simulated by returning h = gk, k ←$Zq. The answer to an SO(L′, m′, yD, y)

query for some L′ = {yi}
n′
L

i=1 is simulated as:

– Select π′ ←$nL′

– If h �= Bβ then set ŷ = ykπ′

– If h = Bβ and yπ = Aβ then set ŷ = Cβ

– If h = Bβ and yπ �= Aβ then set ŷ = B
xπ′
β

– Select cπ′ , {si, wi, ri}nL′
i=1 ←$Zq and for i ∈ {π′, · · · , nL′ , 1, · · · , π′ − 1} com-

pute
{
ci+1 ← Hq(L

′, ŷ, yD, gsiyci+wi
i , hsi ŷci+wi , gwiyriD , m′)

}

– Set cπ′ ← Hq(L
′, ŷ, yD, gsπ′−1y

cπ′−1+wπ′−1

π′−1 , hsπ′−1 ŷcπ′−1+wπ′−1 , gwπ′−1y
rπ′−1

D , m′).

When M receives (L, m, Dt) it checks if yπ ∈ L and π /∈ Dt, which occurs
with probability nL−t

n and that there exists a query for L in HG, which is true
with probability 1

qH
. Otherwise it halts. If HG(L) has not been queried with L,

then it sets Bβ = HG(L). Then M generates the challenge signature σ. The CO
calls are answered faithfully, except if xπ is requested. Then M returns ⊥. If
the guess stage is successfully completed, A returns ξ ∈ [nL]. If ξ = π then M
returns 1. Otherwise M selects uniformly at random from {0, 1}.

In the case of a DDH tuple (β = 1), A succeeds in ExpAnon
A,Π,n,t with probability

at least 1
nL−t + ε. This means:

Pr[M(Aβ , Bβ , Cβ) = 1|β = 1] ≥ (
1

nL − t
+ε)+

1

2
(1− 1

nL − t
−ε) ≥ 1

2
+

1

2(nL − t)
+
ε

2

In the case of a non-DDH tuple (β = 0), if ξ = π then M cannot return 0.
Otherwise, it selects its output uniformly at random:

Pr[M(Aβ , Bβ , Cβ) = 0|β = 0] = (
1

nL − t
) · 0+ (1− 1

nL − t
) · 1

2
=

1

2
− 1

2(nL − t)

As a result: Pr[M(Aβ , Bβ , Cβ) = β] ≥ 1
2 + ε

4 , a contradiction.
Regarding the running time M halts with probability nL−t

n · 1
qH

. Thus after

at most nqH
nL−t executions A will have succeeed once. If the running time of A is

at most T on success, M requires at most nqhT steps. ��

4.4 Linkability

Theorem 4 (Linkability). Our DVLRS scheme is linkable in the RO model
if DLP is hard in G.

Proof. We adapt the techniques of [15, 19, 6] for our stronger definition. Assume
a PPT adversary A which makes at most qH queries to Hq and HG combined,
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16 P. Behrouz et al.

and at most qO queries to JO, CO,SO and MO combined, with AdvlinkA (λ) >
negl(λ). We will create and algorithm M that given as input a group G of order
q, and n0 DLP instances {yi}n0

i=1 outputs the discrete logarithm of at least one
of them, i.e a xj such that gxj = yj for some j ∈ [n0] by using A, and therefore
providing us with the desired contradiction on the assumption that DPL is hard.
M sets as params G, g, q and U = {yi}n0

i=1 as the initial set of public keys, and
gives them to A. M simulates the oracle calls of A as in the proof of Theorem 2.

After a successful run, A will have output k signatures {σi}ki=1 that are
pairwise unlinkable, for a ring L ⊆ U of its choice, for which it has corrupted less
than k keys and has not corrupted any of the designated verifier keys {yDi}ki=1.
W.l.o.g {yDi}ki=1 ⊂ {yi}n0

i=1 and at least one of the yi ∈ L for i ∈ [n0]. The
adversary must have, with negligible exception, queried to the random oracles
all of the queries used in the Vrfy algorithm. So following the notation of the
unforgeability proof in subsection 4.2, these will be (li, πi)-forgeries for some
values of 0 < li < qH + nLqO and 1 < πi < nL for all i ∈ [k].

We can distinguish 2 cases:

Case 1 : A produces,with negligible exception, signatures tuples with less
than k distinct πi. Therefore there will be at least one pair of signatures that
are (la, π)-forgery and (lb, π)-forgery for the same value π and w.l.o.g la < lb. M
will do a rewind simulation to the la’th query, and by the Rewind on Success
Lemma[15], will get with non negligible probability {σ′

i}ki=a with σ′
a being an

(la, π)-forgery.

As in the proof of Theorem 2, we can derive from equations 1,2,3,4,5,6 that:

– If sπ �= s′π : solving 1, 2, 4, 5 yields:

xπ = x =
s′π − sπ

cπ − c′π + wπ − w′
π

mod q

– If wπ �= w′
π ∧ rπ �= r′π : solving 3, 6 yields:

xD =
w′

π − wπ

rπ − r′π
mod q

This means that either the pseudoidentity of σa is ŷa = hxπ or the discrete
logarithm of yDa

is solved.

Now M does a rewind of the first transcript of A to the lb’th query, and
similarly ether solves the discrete logarithm of yDb

or the pseudoidentity of σb

is ŷb = hxπ . However that means that Link(σa, L, σb, L) = 1 which contradicts
our assumption that the signatures A outputs are pairwise unlinkable.

Case 2 : A produces signatures with k distinct πi. M will do k rewind sim-
ulations, to the li’th query for every i ∈ [k] and similarly to the unforgeability
proof in subsection 4.2 will each time solve the discrete logarithm of yDi or yπi .
Solving even one of the yDi

is enough, since we assumed that {yDi
}ki=1 ⊂ {yi}n0

i=1.
Otherwise the discrete logarithm of every y ∈ L is found, and since we assumed
that at least one of the yi ∈ L for i ∈ [n0], again M has won. ��
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4.5 Non-Transferability

Theorem 5 (Non-Transferability). Our DVLRS scheme is perfectly non-
transferable in the RO model.

Proof. We argue that the distributions of Sign and Sim for the same message m,
ring L, designated verifier public key yD and pseudoidentity ŷ are the same.

We can look at each part of the signature σ0 and simulation σ1 separately:
c1 for both is the output of the random oracle Hq with at least one part of it’s
input chosen at random. Thus, c1 is distributed uniformly at random in Zq.

All of the si are chosen at random for σ1. For σ0 all but sπ are also chosen at
random. However sπ ← u− (cπ +wπ)xπ with u being a random value, therefore
sπ is also a uniformly random value in Zq. With a similar argument it can be
shown that the values ri and wi are also distributed uniformly at random in Zq

for both the signature and the simulation.
The only remaining part of the signature is the pseudoidentity ŷ and this

will be the exact same group element for both σ0 and σ1. Note that the verifier
can only produce such a simulation after first having seen a real signature from
a ring member with that given pseudoidentity. This however gives no advantage
to an adversary who tries to distinguish a signature from a simulation.

It is clear that A in ExptransA,Π,n is given at random one of two valid σ0, σ1 which
follow the same distribution. Thus A cannot do better than a random guess. ��

Another property that we can prove for our scheme, is that an adversary that
is given a simulation or a signature that have a random pseudoidentity, cannot
distinguish them with non-negligible advantage. This additional property can be
useful in some applications to give the designated verifier more freedom on creat-
ing ‘noise’. Our scheme has this property, albeit only against a computationally
bounded adversary. We omit the details.

5 Applications

DVLRS schemes have a number of useful applications which benefit from the
novel combination of anonymity, linkability and non-transferability. Concretely,
anonymous surveys or feedback systems satisfy the need for quality improve-
ment by involving anonymous opinions of reviewers. Such systems are used,
for instance, in educational institutions for instructor evaluation. However, the
possibility of negative reviews, exacerbated by the anonymity of the reviewers,
might hinder adoption. DVLRS allow for the evaluation to keep only its intrinsic
value for the instructors by enabling them, as designated verifiers, to add ‘noise’
to the reviews using messages with simulated signatures. Thus the reviewees
will be able to improve themselves and at the same time avoid repercussions for
negative reviews. This feature will make adoption of such systems easier.

In particular, by using DVLRS, reviewers can form rings according to or-
ganizational characteristics (e.g. a course) and anonymously submit authentic
feedback using the Sign algorithm. The reviewees, on the other hand, will be able
to group feedback signed by the same reviewer, using the Link algorithm. The
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linkability property, will allow the formation of a consistent view of individual
opinions and their evolution through the course of time. Thus, instructors, as
the designated verifiers, will be able to adapt their techniques and monitor the
results. At the same time, they will be able to simulate signatures using the Sim
algorithm and link them to the pseudoidentity of a reviewer, or to a random one.
By the non-transferability property of the designated verifier signature, only the
reviewee is aware which of the feedback were signed by the reviewers, and the
results of the feedback are not transferable to a third party - i.e. a higher au-
thority. Even if the private key of the designated verifier or any of the signers
is compromised, it would still be impossible to distinguish which messages were
generated by the designated verifier and which by the ring members. So, as we
discussed in subsection 1.1, removing public verifiability cannot provide any help
in this scenario.

Another use case of the DVLRS scheme is for enhanced privacy for leaking
secrets, an application that served as the original motivation for ring signatures
in [20]. As an example, assume that a member of a corrupted organisation wants
to leak information to the authorities without revealing his identity. Using a plain
ring signature as in [20], could result in the corrupted leadership punishing all
the ring members indiscriminately. With DVLRS the information can be safely
leaked by setting the authorities as the designated verifier so that there can be
no proof of any leak. Now the signature cannot be used to convince the public,
but the law enforcement can still use the information to initiate an investigation.
Additionally, linkability helps the informant give updates on his information.

Similar applications, that benefit from the non-transferability property of
the designated verifier apart from anonymity and linkability, can be found in
protecting databases that contain sensitive data (such as medical or financial
records). In many such cases, anonymity in the identities of the participants is
not enough, since such data is extremely valuable or the subjects can be iden-
tified from the content of the messages. For instance, in financial surveys the
participating companies usually submit fiscal data, which can be collected and
correlated to other public sources. DVLRS schemes defend against such attacks,
as the simulated signatures cast doubt on the authenticity of such data to every-
one except the designated verifier. For the same reason, they add another layer
of protection for the survey participants, as the ability to simulate signatures
indistinguishable to the original makes buyers unsure of whether they are paying
for authentic data. Furthermore, using the linkability property all the data be-
longing to a single entity could be linked, speeding up data retrieval and change
tracking in the survey data for any participant.

6 Conclusion and Future Work

In further work, we plan to implement DVLRS and integrate it with an anony-
mous evaluation system, as described in section 5. We also intend to explore
different constructions of DVLRS that improve their security, functionality and
efficiency. Concretely, our instantiation has signatures with size that scales lin-
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early to that of the ring. We plan to make a construction with constant size
signatures as in [23, 1], while retaining all the desired security properties. An-
other direction we aim to explore, is an alternative construction that achieves
unconditional anonymity in a manner similar to [13].

Finally, we plan to consider the possibility of modifying the semantics of non-
transferability so that it treats ring members in a privileged manner, by allowing
them to distinguish which signatures actually come from other ring members and
which are simulations. This will open up new applications for DVLRS.
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Abstract. Threshold signature schemes allow any qualified subset of
participants (t-out-of-n) to combine its shares and generate a signature
that can be verified using a single threshold public key. While there are
several existing threshold signature schemes, most are either n-out-of-
n and/or require consistent availability of the exact same set of par-
ticipants through several rounds. This can result in signer availability
becoming a bottleneck in the signing process. Our threshold signature
scheme removes this dependence by introducing truly threshold asyn-
chronous signatures, i.e., once the message to be signed has been revealed,
the signers simply sign and broadcast their signature. Our scheme also
uses misbehaviour detection to impose accountability for invalid signing.
We prove that our scheme is safe against known distributed attacks and
is EUF − CMA secure in the Random Oracle Model for up to t − 1
malicious participants.

Keywords: Digital Signature · Threshold Signatures · Secret sharing ·
Blockchain · Distributed protocols

1 Introduction

Currently, multi-signatures [12] [20] , aggregate signatures [13] and threshold
signatures [12] are relevant approaches that are aiming to solve the problem of
distributed signing. The t-out-of-n (t, n) threshold signature is a protocol which
allows a subset S of the players to combine their shares and reconstruct the
private key to sign a message if , S,>= t , but disallows generating a valid signa-
ture if , S,< t. This property holds even in the presence of colluding, malicious
participants as long as they number less than the threshold t.
Threshold signatures have seen an increased interest since the advent of blockchain
technology after Nakamoto’s white-paper on Bitcoin [1] as these signatures can
be used by participants for signing transactions in blockchains. However, with
a dynamic and distributed system spanning the world, the problem of latency
due to communication overhead or unavailability of participating nodes arises.
Any improvement in this regard is very useful in not just blockchains, but any
application requiring distributed permissions.
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1.1 Related Work and Motivation

Several distributed signature schemes exist for DSA (and ECDSA), Schnorr and
BLS signatures. One of the first ideas came from the paper by Micali et al [22] on
accountable subgroup multi-signatures. Their protocol uses Schnorr signatures
and takes three rounds to sign. First the validity of the individual signatures
is checked and then they are counted to see if they reach the threshold value.
Other multi-signature schemes use similar methods where each signature needs
to be verified separately. Similarly for simple aggregate signatures, a t-out-of-n
multi-signature would result in nCt possible key pairs for the group signature.
A neater solution would have a single public key that the aggregated threshold
signature can be verified with.
In this direction, Shoup [5] developed a threshold scheme based on RSA signa-
tures. Boneh et al [13,14] created the BLS signature scheme that uses pairing
based cryptography to provide a more efficient signing. Similarly, Maxwell et
al [12] used Schnorr aggregate signatures for signing blockchain transactions,
Lindell et al [9,10] presented a result for threshold ECDSA signatures using
multiplicative-to-additive technique while Gennaro et al [7,8] created a scheme
for ECDSA signatures.
While current threshold signature work well in specific scenarios, they suffer
from one or more of the following issues:

– For truly-threshold (t, n) non-interactive protocols, only pairing-based so-
lutions [13] exist. Pairing-based protocols while being excellent, may be
difficult to adopt in some systems due to compatibility issue with already
deployed signing protocols as well as reliance on a different security assump-
tion, namely pairings, which is an additional security assumption which ev-
eryone may not be willing to incorporate in their systems right away.

– For non-pairing based protocols, most protocols focus on the all-or-nothing
case of t = n [8,12,16] but ignore an efficient implementation of the same in
truly threshold protocols where t ≤ n.

– Even with the case of t = n, multiple interactive rounds are required in the
signing phase (at least 2 for Schnorr signatures) [12] [16] in most cases to
generate the group’s threshold signature.

– A signer that opts to participate in the a Schnorr-based multi-party signing
protocol has to be available in every round till the aggregation of the pro-
tocol. Even with more efficient approaches like Komolo and Goldberg [15],
the signers once fixed in the nonce-determining round can not be substituted
during the signing phase without invalidating the threshold signature.

Our work looks at all these issues and aims to improve upon them.
We take time here to compare our scheme with that of Komlo and Goldberg

[15] since ours is most similar to it. There are two main advantages of our scheme
over [15]:

– In [15], signature scheme a signature aggregator selects the participants for
nonce-generation. Once this selection has been made, the exact same group of
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signers need to sign the message in the singing round. This effectively makes
the signing round all-or-nothing, where if a participant from the previous
round is missing, it will result in an incomplete signature. In our scheme,
the signing is truly independent in terms for choice of participants. When
any ≥ t signers sign the message, it will always result in the correct threshold
signature.

– The second advantage is in terms of rounds used. Our protocol does not
require the signers to be online together at all in the signing phase. In [15],
there are one round (with pre-processing) and two rounds (without pre-
processing).

To obtain these advantages, we have to bear a overhead of communication com-
plexity in our pre-processing round (an extra overhead of 2π distributed nonce-
generations) as compared to simple commitments used in [15]. However, we
consider it a fair trade-off in return of an asynchronous and robust signing round.

1.2 Contributions

We present an efficient threshold signing scheme based on Schnorr signature,
ATSSIA, with a non-interactive signing phase allowing for players to asyn-
chronously participate without requiring to be online simultaneously. It achieves
the same level of security as single-Schnorr signatures while having all the fol-
lowing desirable properties:

– Truly (t, n) threshold
– Based on widely-used cryptographic assumptions (DLOG)
– Asynchronous non-interactive signing phase
– No presumption on choice of t participants that will sign
– No wait-latency for unavailable participants because of 4 above
– Secure against ROS Solver and Drijvers’ attacks during concurrent signing
– Provides in-built misbehaviour detection

Table 1 illustrates these properties

Table 1. Comparison with other Threshold schemes

Scheme Musig Musig2 BLS FROST (1R) FROST (2R) ATSSIA

truly (t,n) No No Yes Yes Yes Yes
dynamic participants No No Yes No No Yes
non-interactive No (3) No (2) Yes No (1) No (2) Yes
base scheme Schnorr Schnorr Pairings Schnorr Schnorr Schnorr
without pre-processing Yes No Yes No Yes No
robust Yes Yes Yes No No Yes

In addition, our scheme retains all the important properties of threshold sig-
natures while having a single public key for the threshold signature [12]. All
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the computations are distributed and the secret values are never directly recon-
structed to avoid a single point of failure. Unlike Stinson and Strobl [30], our
scheme supports asynchronous signing and is also secure against the ROS Solver
[17] and Drijvers’ attacks [29] under the Random Oracle Model. Additionally, we
provide for misbehaviour detection for robustness. A faulty signature will be ver-
ified for misbehaviour and removed (and economically penalised in a blockchain
setting) and the threshold signature can then be calculated as long as honest
partial-signatures meet the threshold criteria.

1.3 Organization of the Paper

Our paper is divided into six sections. Section 1 introduces our main idea and
underlines the motivation for our work. Section 2 consists of the preliminaries and
definitions we will be using for the rest of the paper. Section 3 and 4 describe the
protocol and the security proof for it respectively. The last section underlines the
importance of the usage of our protocol in blockchain and upcoming directions
in the research.

2 Preliminaries

2.1 Communication and Adversary Model

Our communication model has a reliable broadcast channel as well as peer-to-
peer channels between all participating nodes. We assume a probabilistic poly-
nomial time malicious adversary who can statically corrupt up to t − 1 par-
ticipating nodes. The key and nonce generation phases require all participants
to be present. However, the signing phase doesn’t require all the signing parties
to be present at the same time. We also assume possibility of a rushing adversary.

2.2 Message Indexing

Since our protocol uses batch processing for generating pre-nonce values, we need
a method for keeping track of the message to be signed in any signing round so
signers can provide the correct partial-signature for that message. A reliable
message indexing system will make it possible for any available signer i to sign
multiple messages without risk of wasting its nonce on an out-of-queue message.
This can be achieved using a message server which indexes the messages in a
queue: m1....mj ...mπ. Any signer i can check the message index j to be signed
and match it against the appropriate pre-nonce values.
Please note that this does not affect the security of our protocol. Since our pro-
tocol is secure in concurrent signing, even a malicious adversary controlling the
message server and t−1 signers will not be able to forge the threshold signature.
At its best, a malicious message server can generate invalid threshold signatures
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using different messages for the same round. Faulty threshold signatures thus
generated will be promptly invalidated and removed during signature aggrega-
tion.

2.3 Cryptographic Assumptions

The DLOG assumption: Let p be a prime whose size is linear in k. Given a
generator g of a multiplicative group G of order p and a ∈ Z∗

p , the discrete
logarithm or DLog assumption suggests that Pr[ADLog(g, g

x) = x] ∈ (κ) for
every polynomial-time adversary ADLog.
Now we will define the concepts of VSS,Threshold signatures and Schnorr sig-
nature scheme that we will use to build our protocol.

2.4 Threshold (t,n) Secret Sharing

Given integers t, n where t ≤ n, a (t, n) threshold secret sharing scheme is a
protocol used by a dealer to share a secret s among a set of n nodes in such a
way that any subset of ≥ t can efficiently construct the secret, while any subset
of size ≤ t− 1 can not. [23].
To distribute the secret, the dealer first randomly selects t− 1 values a1, .., at−1,
and then uses them as coefficients of polynomial f(x) = Σai · xi. The secret is
defined as f(0) = s.
The dealer then assigns indices i to each of the n nodes and gives them their
secret share as (i, f(i)). The secret can then be reconstructed using Lagrange
interpolation with any subset of size ≥ t. Since a minimum of t points are needed
to represent the polynomial, no subset of size less than t can find the secret [23].

2.5 Verifiable Threshold (t, n) Secret Sharing

To prevent malicious dealing by the trusted dealer, we utilize verifiable secret
sharing (VSS) [24]. The (t, n) VSS scheme consists of a sharing and a recon-
struction phase.
In the sharing phase, the dealer distributes the secret s ∈ G among n nodes.
At the end of this, each honest node holds a share si of the secret. In the re-
construction phase, each node broadcasts its secret share and a reconstruction
function is applied in order to compute the secret s = Reconstruct(s0, ...sn) or
to output ⊥ indicating that the dealer is malicious.

2.6 The Schnorr Signature Scheme

Let G be the elliptic curve group of prime order q with generator G. Let H be
a cryptographic hash function mapping to Z∗

q . For a message m the Schnorr
signature is calculated as follows:

The 24th Annual International Conference on Information Security and CryptologySession 2 - 2

ICISC 202188



6 Joshi et al.

– Key Generation
Generate public-private key pair: (x,P = x · G) where x is a random point
in Zq and G is a generator in G be the elliptic curve group of prime order q
with generator G

– Signing
Choose random nonce k ∈ Zq ; Compute public commitment r = k ·G
Compute: e = H(P, r,m);
Compute: s = k + e · x
The signature is σ = (r, s)

– Verification:
Given values m,P, σ
extract r and s from σ and compute ev = H(P, r,m)
compute rv = s ·G− ev · P
if rv = r then verified successfully

While we are specifically using Schnorr signature scheme over elliptic curves in
our paper, our protocol can directly translate to the discrete logarithm problem
as we are following standard group operations.

2.7 Threshold Signatures Schemes

Threshold signature schemes utilize the (t, n) security property of threshold pro-
tocols in aggregate signature schemes. This allows signers to produce a group
signature over a message m using their secret key shares such that the final
signature is identical to a single party one. This allows signing without knowing
the secret and also verification of the threshold aggregate signature is as simple
as that of a regular signature. In threshold signature schemes, the secret key s is
distributed among the n participants, while a single key P is used to represent
the group’s public key.
To avoid point of single failure, most threshold schemes also need to generate
their shares distributively instead of relying on a trusted dealer [26].

3 ATSSIA: Asynchronous Truly Threshold Schnorr
Signatures for Inconsistent Availability

3.1 Overview

A signature scheme has three stages: KeyGen, Sign and Verify. We modify it by
adding a pre-processing phase for nonce-generation PreNonceGen and replace
the Sign phase with two separate phases of PartSign and Aggregate. We also
provide the optional phase for misbehaviour detection in case of faulty partial
signatures being generated.
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To keep our signing phase non-interactive, we generate pre-nonce values for all
participants in the interactive PreNonceGen phase. All the n participants are
indexed using numbers {1, ...n} both for clarity as well as ease of calculating
Lagrange coefficients and other values. The participant index values are made
publicly available. Additionally, we have a message indexing system that main-
tains an index table for each message being broadcast for signing. This index is
also publicly available. This is a necessity for coordination for concurrent mes-
sage signing in a non-interactive signing phase as signers need to match the
values produced in PreNonceGen phase with the corresponding message.
Our signature scheme is denoted by (G,q,g), where q is a k-bit prime, G is a
cyclic group of order q and G is the generator of G. The correctness for group
parameter generation follow standard procedures that can be verified.
We provide an overview of our scheme next.

Overview of ATSSIA

– KeyGen : All n-participants generate their key pairs (xi, pi) using a
DKG

– PreNonceGen: All n-participants generate π pairs of pre-nonce pairs
kij

a and kij
b using π parallel DKGs. They broadcast the corresponding

commitment values of rij
a = kij

a ·G and rij
b = kij

b ·G

– PartSign: When an individual signer receives a message mj for it con-
firms the message index j and signs the message using the corresponding
nonce value:
σij = (sij , Rj , rij) where:

sij = (kij
a + hj · kijb) +Hm(mj , Rj , P ) · xi + ρ ·Hm(mj , rij , pi) · xi

(we will explain in Section 3.3 how the values hj,Rj and ρ are calcu-
lated)
This value is then broadcast for aggregation.

– Aggregate: Once at least t valid partial-signatures have been broadcast
for a given message, they can be aggregated publicly by anyone using
Lagrange interpolation
Sj =

∑
i λi · sij

– Verify: The final signature can be verified as:
(Sj ·G) mod ρ =?Rj +Hm(mj , Rj , P ) · P
(mod by ρ removes the misbehaviour detection portion of the signature)

– Misbehaviour Detection (Optional): A misbehaving signer can be de-
tected by verifying the individual signer’s signature using:
Sj ·G =?Rj +Hm(mj , Rj , P ) · P + ρ ·Hm(mj , rij , pi)) · pi
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3.2 KeyGen

We use a variation of Pedersen’s DKG scheme [18] by Komlo and Goldberg [15]
to generate our threshold keys. It differs from Pedersen’s scheme by providing se-
curity against a rogue-key attack for a dishonest majority setting by demanding
a ZKPoK from each participant w.r.t their secret. Note that Pedersen’s DKG is
simply where each participant executes Feldman’s VSS as the dealer in parallel,
and derives their secret share as the sum of the shares received from each of the
n VSS executions. So we get n eligible nodes running n VSS protocols in par-
allel to distributively generate the shares for the secret key X for the threshold
signature. The 2-round KeyGen phase is as follows:

KeyGen

We assumeWLOG the n participants are indexed as i where i ∈ 1, 2...n. This
improves reading the text of the protocol and makes it easier to calculate
their Lagrange coefficients in the aggregate phase.

1. Each participant i generates t random values (ai0 , ..., ait−1
) in

Zq and uses these values as coefficients to define a polynomial
fi(x) = Σt−1

l=0 (ail · yl) of degree t− 1 in Zq

2. Each i also computes a proof of knowledge for each secret ai0
by calculating σ = (wi, ci) where ai0 is the secret key, such that
k ∈ Zq, Ri = k ·G, hi = H(i, S, ai0 ·G,Ri), ci = k + ai0 · hi, where S is
the context string to prevent replay attacks.

3. Each i then computes its public commitment Ci =< Ai0 , ..., Ait−1
> ,

where Aij = aij ·G, and broadcasts (Ci, σi) to all other participants.

4. After participant i receives (Cj , σj), j �= i, from all other participants
j �= i it verifies σj = (wj , cj) by computing hj = H(j, S,Aj0 , wj · G)
and then checking for wj = cj ·G−Aj0 · hj with ⊥ (abort) on failure.

5. Next each i sends the secret share (i, fi(j)), to every other participant
Pj while keeping (i, fi(i)) for itself.

6. Now each i verifies its shares by checking if fj(i) · G =
Σ(Ajk · (ikmodq)), k = 0...t− 1, with ⊥ on failure.

7. Each i finally calculates its individual private key share by computing
xi = Σjfj(i), j = 1...n, and stores x(i) securely.
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8. Additionally, each i also calculates its public share for verification
pi = x(i) · G, and the group’s public key P = Σn

j Aj0 , j = 1...n. The
participants can then compute the public share for verification for all
the other participants by calculating pj = Σn

j Σ
t−1
k (Ajk · (ikmodq)), j =

1...n, k = 0...t− 1). These pi values also act as the individual public key
for the corresponding i participant.

At the end of the KeyGen phase we get:
partial private key shares: x1 ...xn partial public key shares: p1 ...pn
group public key: P where P = X ·G
Each participant has the value (i, xi). Any ≥ t such values can combine to give
the secret X.

We point here that there might be more scalable protocols available with
similar level of security. For example, Canny and Sorkin [27] can provide more
efficient (poly-logarithmic) DKGs. However, all such protocols currently require
special use-cases of low tolerance and a trusted dealer in the pre-processing phase
which makes them impractical for our specific case of truly distributed threshold
signing.

3.3 PreNonceGen

Before signing a message m for a round j, at least t nodes need to collaborate
to generate a unique group nonce Rj . Since this can not be achieved using de-
terministic nonce generation in our case, we opt to generate and store nonces in
a batch of pre-determined size φ in a pre-processing phase.

Gennaro [28] presented a threshold Schnorr signature protocol that uses DKG
to generate multiple nonce values in a pre-processing stage independently of per-
forming signing operations. We use the same approach to our problem but use
the modified DKG as used in KeyGen. This leads to a communication overhead,
but is still the most secure method to achieve a non-interactive signing phase.

In the PreNonceGen phase we do not use the DKG directly to generate
individual nonces and commitments. This step is crucial to prevent two specific
attacks used to forge signatures in a concurrent signing protocol.
In order to make our signing phase completely non-interactive, we need to en-
sure that no extra interaction rounds are needed while calculating the threshold
nonce commitment values. However, as shown by Maxwell et al. [12], this opens
the possibility of the ROS Solver [17] and Drijvers’ attacks [29]. These attacks
rely on the attacker’s ability to control the signature hash by controlling the
threshold nonce value Rj , by either adaptively selecting their own commitment
after victim’s nonce commitment values are known, or by adaptively choosing
the message to be signed to manipulate the resulting challenge for the set of
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participants performing the signing operation. The obvious way to avoid this,
is by committing the rij values before the message is revealed so it can not be
adaptively changed later.
However, since we want to prevent these attacks without introducing an extra
round of interaction or sacrificing concurrency, we instead use a modification of
the work by Nick et al [16]. Their approach essentially binds each participant’s
nonce commitment to a specific message as well as the commitments of the other
participants involved in that particular signing operation.
To achieve this, our scheme replaces the single nonce commitment rij with a pair
(raij ,r

b
ij). Each prospective signer then commits raij and rbij in the pre-processing

phase and given hj is the output of a hash function Hr() applied to all commit-
ted pre-nonces in the previous phase, the threshold public key, and the message
mj , the nonce commitment for any signer i will now be:
rij = raij + hj .r

b
ij .

To initiate an attack, when any corrupt signer changes either its nonce val-
ues or the message, it will result in changing the value of hj , thereby changing
the nonce-commitment of honest signers as well. Without a constant nonce-
commitment value, the attacks in [17] and [29] can’t be applied. We can there-
fore overcome these two attacks without needed an extra commitment round.
So the PreNonceGen phase will use 2 ∗ φ parallel DKGs to generate batch of
φ pre-nonce pairs per participant for a total of π prospective messages.

PreNonceGen

1. Each participant needs to conduct 2π parallel nonce-generation proto-
cols to generate two shares (kaij , k

b
ij) per nonce for the prospective jth

message.
WLOG we will show how to distributively generate kaij for all partici-

pants. The same procedure will apply to kbij .
2. For every kaij value, each participant i generates t random values

(ai0 , ..., ait−1
) in Zq and uses these values as coefficients to define a poly-

nomial fi(x) = Σt−1
l=0 (ail · yl) of degree t− 1 in Zq

3. Each i also computes a proof of knowledge for each secret ai0 by calcu-
lating σ = (wi, ci) where ai0 is the secret key, such that k ∈ Zq, Ri =
k · G, hi = H(i, S, ai0 · G,Ri), ci = k + ai0 · hi, where S is the context
string to prevent replay attacks.

4. Each i then computes its public commitment Ci =< Ai0 , ..., Ait−1 > ,
where Aij = aij ·G, and broadcasts (Ci, σi) to all other participants.

5. After participant i receives (Cj , σj), j �= i, from all other participants
j �= i it verifies σj = (wj , cj) by computing hj = H(j, S,Aj0 , wj ·G) and
then checking for wj = cj ·G−Aj0 · hj with ⊥ (abort) on failure.

6. Each i next sends the secret share (i, fi(j)), to every other participant
Pj while keeping (i, fi(i)) for itself.

7. Each i now verifies its shares by checking if fj(i) · G = Σ(Ajk ·
(ikmodq)), k = 0...t− 1, with ⊥ on failure.
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8. Each i finally calculates its individual pre-nonce share by computing
kaij = Σjfj(i), j = 1...n, and stores kaij securely.

9. Additionally, each i also calculates the corresponding public share for
nonce verification raij = kaij ·G

10. The participants can also compute the public share for verification for all
the other participants by calculating raij = Σn

j Σ
t−1
k (Ajk · (ikmodq)), j =

1...n, k = 0...t− 1)

As is evident from above, thePreNonceGen phase of our protocol is the main
bottleneck in terms of efficiency. All n participants are required to be present in
this phase and each one will have to do 2π nonce-generations to prepare nonces
for up to π prospective signatures. Unfortunately, so far, there has been no other
way to remove or reduce this overhead and this is an unavoidable trade-off if we
want to prevent the availability bottleneck in the signing round.
At the end of the PreNonceGen stage, every eligible signer i ends with a
private nonce share of (kaij , k

b
ij) to sign the prospective jth message as well as

the nonce commitment pairs of all other signers (raij , r
b
ij).

The values of private nonce shares and commitments are not yet determined.
They will be generated when the message is known as we will explain in the
PartSign stage.

3.4 PartSign

The signing phase of our protocol commences once the message to be signed is
revealed. Before signing, the signer needs to determine the value of threshold
nonce-commitment. Doing this without an extra round of commitment would
normally make the scheme prone to the ROS Solver [17] and Drijvers’ at-
tacks [29] but we take care of that through the PreNonceGen phase.
Now we account for the values each participant i has received so far at the begin-
ning of thePartSign phase. We denote the individual signer with its participant-
index i and others with index o in order to avoid any confusion with the message
index denoted by j.
private group key: X (VSS distributed) public group key: P
private key share: xi public key shares: po=xo ·G
Tuples of π individual pre-nonce commitment pairs: (raoj , r

b
oj) for each partici-

pant i and prospective message mj

From the values of (raoj , r
b
oj) the signers can calculate the π threshold pre-nonce

commitment pairs (Ra
j , R

b
j)

The VSS distributed values are not yet constructed and can only be calculated
by Lagrange interpolation of at least t corresponding shares. Optionally, all the
public/commitment values can be broadcast publicly or stored on a trusted
server for use by an outside party for signature aggregation and verification.
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In our scheme, the partial-signature also contains an additional portion with
the signer’s individual nonce-commitment as a challenge. This is done in order
to make individual misbehaviour detection possible in case an invalid partial-
signature is sent. This is explained in detail in Section 3.7. It doesn’t affect the
functionality or security of the rest of the protocol.

PartSign

For the jth message mj ∈ Zq and available hash functions Hr(.) and Hm(.)
mapping {0, 1}∗ to {0, 1}l in Z∗

q , each individual signer calculates its partial-
signature:

1. Each signer i for the message mj sums the pre-nonce commitment pairs
of all the eligible participants from PreNonceGen for the message mj ,
(raoj ,r

b
oj) and individually calculates the value:

hj = Hr(mj ,
∑n

o=1 r
a
oj ,

∑n
o=1 r

b
oj , P )

2. Each signer i calculates its own nonce value for mj and the value of at
least t (including self) nonce-commitments using:
kij = kaij + hj .k

b
ij (for own nonce)

rij = kij ·G (for own nonce-commitment)
roj = raoj + hj .r

b
oj (for nonce-commits of other signers)

3. Next the signer i uses any t values of roj calculated in step 2 and recon-
structs the group nonce-commitment value by Lagrange interpolation
as:
Rj =

∑
i λi.roj (λi are the corresponding Lagrange coefficients)

4. Now signer i can sign the message mj as:
sij = kij +H(mj , Rj , P ) · xi + ρ ·Hm(mj , rij , pi) · xi

The signer i broadcasts σij = (sij , Rj , rij)

3.5 Aggregate

Aggregation of the threshold signature is rather simple and straightforward. For
a given message mj , once at least t partial-signatures have been broadcast, they
can be aggregated using simple Lagrange interpolation
We can use a designated signature aggregator like Komlo and Goldberg [15],
to improve efficiency of our Verify stage: signer sending single message to an
aggregator vs broadcasting messages to everyone. As long as the aggregation is
done by anyone in at least a semi-honest way, the threshold signature will be
correctly constructed. The duty of the aggregator can be undertaken by one or
more of the signers themselves, in which case, the signer that decides to be the
aggregator will have to be present throughout the partial signing phase until the
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threshold qualifying number of honest partial-signatures is not met.
Along with aggregating the threshold signature, an additional role of the aggre-
gator is to ensure that the threshold signature is formed correctly by verifying
it using the group public key. In case of a discrepancy, the aggregator should
be able to detect the misbehaving signature shares from the signature, upon
which it can remove those and use other available honest partial-signature(s) to
re-aggregate the threshold signature. As long as t honest partial-signatures are
available, the correct signature can be reconstructed.
Even a malicious aggregator can not forge the threshold signature or learn any-
thing about the signing parties thereby maintaining EUF-CMA security. If it
falsely accuses honest signers of misbehaviour or constructs an incorrect signa-
ture using fake shares, both those results can be later verified independently. A
malicious aggregator can also deny constructing the correct signature. However
in case of blockchains, semi-honest behaviour can be imposed on the aggregator
via the incentive of a financial payment per honest aggregation and/or a deter-
rent in form of a financial penalty per wrongfully submitted signature since the
final signature is publicly verifiable.
WLOG, for the rest of this paper, we will assume an external party as the ag-
gregator.

Aggregate

1. The aggregator waits for the partial-signatures to be broadcast. As each
σij = (sij , Rj , rij) is received for some message mj the aggregator checks
it for validity using misbehaviour detection steps from Section 3.7.
The partial-signatures that fail verification are discarded.

2. Once at least t correct partial-signatures are received, the aggregator
generates Lagrange coefficients λi for each partial-signature using index
values i of the corresponding signers.

3. The threshold signature can now be aggregated as:
Sj = Σλij · sij
The aggregator broadcasts the threshold signature as σj = (Sj , Rj)

While this approach is sufficient in itself, in a special setup like a blockchain,
we can leverage the environment to our advantage. In such a scenario, we can
take a more optimistic approach by assuming that malicious behaviour is rare
and instead of checking for partial-signature validity for each σij , we can allow
for misbehaviour to take place, as long as it can be detected and the faulty signer
economically penalised. Misbehaviour will be easy to prove publicly later since
all required values are public. If sufficient correct partial-signatures (>= t) are
still available for a given message, the aggregator can replace erroneous partial-
signatures with correct ones and re-aggregate the signature.
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Assuming rational participants, the threat of a penalty should drastically re-
duce the probability of invalid partial-signatures. It will make this alternative
approach more efficient as in most cases, only the threshold signature will be
needed to be verified. We now illustrate this alternate approach.

Alternate Aggregate with Penalty

1. The aggregator waits for the partial-signatures to be broadcast. Once
at least t correct partial-signatures σij = (sij , Rj , rij are received, the
aggregator generates Lagrange coefficients λi for each partial-signature
using index values i of the corresponding signers.

2. The threshold signature is aggregated as:
Sj = Σλij · sij

3. The aggregator now checks the validity of the threshold signature Sj as
in Section 3.6 :
(Sj ·G)modρ =?Rj +Hm(mj , Rj , P ) · P

4. If this verification succeeds, aggregator goes to step 6. If verification
fails, the aggregator starts checking the individual partial-signatures σij

for misbehaviour using steps from Section 3.7 and removes them. IT
additionally penalises the signers that sent an invalid signature.

5. After all misbehaving partial-signatures have been removed, the thresh-
old signature value Sj will be re-aggergated if at least t valid signatures
are available:
Sj = Σλij · sij

6. The aggregator broadcasts the threshold signature as:
σj = (Sj , Rj)

3.6 Verify

Verification of the threshold signature is the same as the standard Schnorr sig-
nature verification with a small modification: we mod the LHS of the verification
equation with ρ before checking it. This is done in order to remove the individual
signer’s misbehaviour detection portion from the signature.
The new verification phase looks like:

Verify

Given values mj , P, σj and ρ, the threshold signature is verified as follows:

1. Verifier parses σj to get Sj and Rj

The 24th Annual International Conference on Information Security and CryptologySession 2 - 2

ICISC 2021 97



ATSSIA 15

2. Verifier then removes the misbehaviour detection portion from the sig-
nature using:
S = Sjmodρ

3. Next it calculates:
ev = Hm(mj , Rj , P )

4. From ev it calculates the expected nonce-commitment value:
Rv = S ·G− ev · P

5. if Rv = Rj then signature is valid, else invalid

3.7 Misbehaviour Detection

Among mutually distrusting, distributed parties, misbehaviour by one of the
parties might warrant immediate detection and subsequent adjustment in the
protocol. To achieve this, we generated an additional portion in our signature as
the individual signers misbehaviour detection part. All the other phases of the
signature scheme remained the same. The only change that occurred, was in the
PartSign phase of the scheme. We elaborate on this.

Modified Partial-Signature Misbehaviour detection required the addition of
an individual identifier to the regular signature. Our scheme achieved this by
adding a new portion to the partial-signature (see Section 3.4 ) that contains
the nonce-commitment for the individual signer i as part of the challenge value
in the hash. Given the regular signature as:
sij = kij +H(mj , Rj , P ) · xi

The new signature became:
sij = kij +H(mj , Rj , P ) · xi + ρ ·Hm(mj , rij , pi) · xi

The signature value was modified to:
σij = (sij , Rj , rij)

Choosing the ρ value: The ρ value should have these features:

1. It should be sufficiently large so that modulus of the signature with ρ still
preserves the rest of the signature as before, i.e., ρ > (kij +Hm(.) · xi)∀i, j

2. It should be kept as small as possible to keep the signature footprint as close
to the original partial-signature.

Combining these two properties we get ρ to be a prime number such that, q+q2 <
ρ < q3 keeping it as close to q2 + q as possible. This makes our signature of a
size around 2q to 3q which is similar to that of the original partial-signature.
As we see in the next step, this does not affect the size of the aggregate threshold
signature since the individual component will be removed before aggregation.
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Verification of the threshold signature The new addition didn’t change the
way we aggregate the threshold signature. While aggregating we simply removed
the individual identifier by taking the partial-signature modulus rho, i.e.,
S = Sjmodρ and followed regular verification from thereon (see Section 3.6 for
details).

Checking for misbehaviour Of our two approaches to signature aggregation,
the first one necessarily while the second one in rare cases, requires misbehaviour
detection to remove invalid signatures from the aggregation pool. The aggrega-
tor, verifier or any interested party can now check a given partial-signature for
misbehaviour as shown below:

Misbehaviour Detection

Given values mj , P, σij , pi and ρ, misbehaviour detection is tested as follows:

1. Verifier parses σij to extract sij , Rj and rij
2. Verifier next calculates:

ev = Hm(mj , Rj , P ) + ρ ·Hm(mj , rij , pi)
3. From this ev it calculates the expected nonce-commitment value:

rv = sij ·G− ev · P
4. if rv = rij then its a valid partial-signature, else misbehaviour has been

detected

Cost analysis In this section, we provide the total cost in terms of round com-
munication and exponentiation (the ·G) computation for participants in various
phases of the protocol.
For KeyGen phase, a participant requires two round of communication : one
broadcast round and another P2P communication round. A participant need to
broadcast the proof of knowledge of a secret ai0 along with commitment of t
coefficient Aij . After each participant verify the correctness of broadcast data
of other participants, a party need to send the polynomial fi’s evaluation for
player j along with his own id. In complete key generation phase, a player need
to compute a total of (3n + t) ·G computation: 2 computations in step 2 for
calculating Ri and hi, t computations for calculating commitment Ci in step 3,
2× (n− 1) for calculating wj and hj in step 4, (n − 1) for calculating fj(i) ·G
in step 6 and one computation in step 8 for calculating pi.
The cost of generating pre-nonce values for a batch size of π by following is 2π×
that of the KeyGen phase as we need to run two DKG protocol for per par-
ticipant to generate the two pre-nonces that will be used to calculate the nonce
value later.
The PartSign doesn’t involve any round of communication and is completely
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non interactive. The partial signature just need to be broadcast or sent to ag-
gregator once it is generated. It requires just one exponentiation computation
for calculating rij in step 2.
The simple Aggregate phase just waits for all the partial signatures to arrive
and doesn’t require any communication round or exponentiation computation.
The Aggregate with Penalty phase requires one computation in step 2, a
variable number of misbehaviour detection cost and communication, spanning
from 0 to n− t depending on the number of misbehaving parties present.
The Verify phase just requires one exponentiation computation. The additional
misbehaviour detection phase for detecting misbehaviour in one partial signature
also requires only one such computation.

4 Proof of Security for ATSSIA

4.1 Proof of correctness

The various portions of the signature satisfy the properties of digital signatures.
The key and nonce are distributively generated using existed secure methods
from Gennaro’s DKG [28] combined with a PreNonceGen phase to keep it
safe even with concurrency.
We prove correctness by demonstrating how our scheme is equivalent to a single
signer Schnorr scheme.

Theorem 1. For some message m, given a public-private key pair (X,P ), pre-
nonce and pre-nonce commit values pairs (Ka, Ra) and (Kb, Rb) and HrandHm,
the threshold signature generated using ATSSIA is equivalent to the single signer
Schnorr signature:
S = K + e.X
where K = (Ka +Hr(m,Ka,Kb, P ).Kb), R = K ·G and e = Hm(m,R, P )

Proof. For our signature scheme, let there be some polynomials f(.) and (ga(.), gb(.))
that are used to distribute the group key and pre-nonce values respectively, i.e.,
f(.) distributes the private key X and (ga(.), gb(.)) distribute the pre-nonce pairs
(Ka,Kb).
Therefore for a signer i we will get the signature value as h(i):
h(i) = (ga(i) + cr · gb(i)) + cmR

· f(i) + cmri
· f(i)

where cr = Hr(m,
∑

rai ,
∑

rbi , P ), cmR
= Hm(m,R, P ) and cmri

= Hm(m, ri, pi)
Lagrange interpolation on this results in:
S =

∑
(λi(ga(i) + cr · gb(i))) + (cmR

+ cmri
) ·

∑
(λi · f(i))

S = Ka + cr ·Kb + (cmR
+ cmri

) ·X
substituting notations by K = Ka + cr ·Kb and e = (cmR

+ cmri
), we get:

S = K + e · X, which is equivalent to the single signer Schnorr signature with
key X, nonce K and challenge e.

Since our scheme replicates a single-party Schnorr proof substituting the thresh-
old key and nonce values for individual ones, it provides correctness at the same
level as the single signer protocol.
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4.2 Proof of EUF-CMA Security

We will prove security against existential unforgeability in chosen message at-
tacks (EUF −CMA) by demonstrating that the difficulty to forge our threshold
signature by performing an adaptively chosen message attack in the Random
Oracle (RO) model reduces to the difficulty of computing the discrete logarithm
of an arbitrary challenge value ω in the same underlying group, so long as the
adversary controls only up to t− 1 participants.

Our proof uses these main algorithms:

– The Forger F which is the undermost-lying algorithm. We assume that F
has the property of forging a signature in our threshold signature scheme
with probability ε in time t. WLOG we assume that F also controls t − 1
signers in our protocol and plays the role of the signature aggregator.

– A simulatorA which manages the input and outputs for F and also simulates
the honest participants and the RO queries.

– The Generalised Forking Algorithm GFA which provides A with a random
tape for its inputs and also provides outputs to its RO queries. It then utilises
these to ”fork” A to produce two forgeries (σ, σ

′
) for the same RO query

index.
– The Extractor algorithm E which takes the challenge value ω as input, em-

beds it into our scheme and then obtains the forgeries (σ, σ
′
). It then uses

these to extract the discrete logarithm of ω.

Our security proof utilizes the General Forking Lemma by Bellare and Neven
[2] to reduce the security of our signature to the security of the Discrete Loga-
rithm Problem (DLP ) in G. We end up proving that if F can forge the signature
with probability acc, then DLOG problem can definitely be solved with a proba-
bility ε. However, since solving the DLOG is hard, this result implies that forging
a signature in our scheme will be hard as well. We provide a quick understanding
of our proof here:

Theorem 2. If the discrete logarithm problem in G is (τ
′
, ε

′
)-hard, then our

signature scheme over G with n signing participants, a threshold of t, and a
pre-processing batch size of π is (τ, nh, ns, ε)-secure whenever:

ε
′ ≤ (ε2)/((2π + 1)nh + 1)

and τ
′ ≥ 4τ + 2(ns + 2πnh + 1)texp +O(πnh + ns + 1)

Proof. First we embed the challenge value ω into the group public key P . Our
extractor algorithm E then uses the generalized forking algorithm to initialize
our simulator A as A(P, h1, ..., hnr ;β), providing the group public key P, outputs
for nr = (2π+1)nh+1 random oracle queries h1, ..., hnr

and the random tape β.
A then invokes the forger F , simulating the responses to forger’s random oracle
queries by providing values selected from h1, ..., hnr

and also acting as the honest
party it in the KeyGen, PreNonceGen and PartSign phases.
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A needs to trick forger by simulating signing of it without knowing its secret
share of the key. For this,A generates a commitment and signature for participant
it. To guess the challenge to return for a particular commitment when simulating
a signing operation, A forks F to extract for each participant controlled by F ,
and consequently can directly compute its corresponding nonce. This is achieved
by using the signers’ commit of their pre-nonces. A who sees all random oracle
queries, can therefore look up the commits before F can, and can thus correctly
program the RO.
Once A has returned a valid forgery (σ = (S,R)) and the associated random
oracle query index J , GFA re-executes A with the same random tape and public
key, but with fresh responses to random oracle queries h1, . · hJ−1, h

′
J ., h

′
nr

where
h′
J , ..., h

′
nr

are different from previous inputs.
This effectively forks the execution of A from the Jth RO query. Given a forger F
that with probability ε produces a valid forgery, the probability that A returns
a valid forgery for our signature is ε, and the probability of GFA returning two
valid forgeries using the same commitments after forking A is roughly ε2/nr

(ignoring the negligible portion).
The time taken to compute this comes out to be:
4τ + 2(ns + 2πnh + 1)texp +O(πnh + ns + 1).
The running time for extractor E to compute the discrete logarithm by procuring
two forgeries is 4τ (four times that for F because of the forking of A, which itself
forks F ) plus the time taken by A for computing the signature and RO queries
with additional operations 2(ns + 2πnh + 1)texp + O(πnh + ns + 1).

5 Conclusion

Current blockchain transaction consist of the spending amount, hash of all trans-
actions of previous block and the approving party’s digital signature to allow
spending. For increased security, Bitcoin-based chains allow for multi-signatures
for spending. Any subgroup of participants can validate the transaction. In a
practical network as dynamic as a blockchain network, where participant avail-
ability can not be guaranteed, an asynchronous, concurrent threshold signing
protocol fulfils a very crucial need.
Our work improves upon these specific aspects and provides an alternative ap-
proach to existing protocols while being EUF − CMA secure even with t − 1
corrupt signers as long as solving DLOG is hard.
We are presently working on reducing the communication required in PreNon-
ceGen phase, while still maintaining secure asynchronous concurrent signing.
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Abstract. Although isogeny-based cryptographic schemes enjoy the
smallest key sizes amongst current post-quantum cryptographic candi-
dates, they come at a high computational cost, making their deploy-
ment on the ever-growing number of resource-constrained devices diffi-
cult. Speeding up the expensive post-quantum cryptographic operations
by delegating these computations from a weaker client to untrusted pow-
erful external servers is a promising approach. Following this, we present
in this work mechanisms allowing computationally restricted devices to
securely and verifiably delegate isogeny computations to potentially un-
trusted third parties. In particular, we propose two algorithms that can
be integrated into existing isogeny-based protocols and which lead to a
much lower cost for the delegator than the full, local computation. For
example, compared to the local computation cost, we reduce the public-
key computation step of SIDH/SIKE by a factor 5 and zero-knowledge
proofs of identity by a factor 16 for the prover, while it becomes almost
free for the verifier, respectively, at the NIST security level 1.

Keywords: Isogeny-based cryptography � Post-quantum cryptography
� Secure computation outsourcing � Lightweight cryptography

1 Introduction

Delegation of Cryptographic Primitives. In recent years, the number of inter-
connected devices using new computational paradigms such as cloud, edge and
mobile computing, and their interactions with the industrial internet of things,
big data and artificial intelligence, are steadily increasing in numbers. As a re-
sult, delegating expensive computations from clients such as RFID-cards and
low power sensors with constrained resources or capabilities to powerful external
resources has become a highly active and an indispensable research and develop-
ment area for researchers and industry alike. Delegation of sensitive computation
to potentially malicious external devices and services, however, comes with some
additional challenges, such as requiring security of the clients’ inputs/outputs
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as well as verifiability of the outputs coming from these external devices and
services. A particular case of interest is the delegation of cryptographic algo-
rithms and protocols. The security and verifiability properties of cryptographic
delegations were first formalized in a security model introduced by Hohenberger
and Lysyanskaya [25], introduced in the context of modular exponentiations. In
this model, a weak, trusted client T makes queries to a set of untrusted exter-
nal servers U in such a way that their interaction T U realizes a computational
task Alg in a joint manner. The goal is to reduce the computational cost of T
while guaranteeing the security of its inputs and outputs, and the possibility of
verifying the correctness of the outputs of U .

Isogenies and Cryptography. Many currently deployed public-key cryptographic
primitives are based on the infeasibility of either the factorization or discrete
logarithm problems. Possible efficient implementations of Shor’s algorithm [38]
on large scale quantum computers could render these schemes insecure against
such quantum adversaries. This threat resulted in the United States’ National
Institute of Standards and Technology (NIST) launching a post-quantum cryp-
tography standardization process at the end of 2017. Of the 69 initially proposed
key-establishment and signature protocols, a list of 15 main and alternate can-
didates (9 encryption and KEMs, 6 digital signature schemes) have progressed
to the third round of scrutiny, announced in July 2020 [33].

One of these alternate candidates is the key encapsulation scheme SIKE [39]
which is based on the Supersingular Isogeny Diffie-Hellman (SIDH) key exchange
protocol, originally proposed by Jao and De Feo [27]. SIDH is a quantum resistant
key agreement scheme, which uses isogenies between supersingular elliptic curves
over finite fields Fp2 . Besides the key agreement scheme in [27] and SIKE [39],
several other cryptographic schemes based on the supersingular elliptic curves
have been recently proposed in the literature ranging from group key agreement
schemes [3,22], zero-knowledge proofs of identity [27,17], identification and sig-
nature schemes [23] and hash functions [10,21] to verifiable delay functions [20].

Motivation. A significant advantage of isogeny-based cryptographic schemes are
the small key sizes when compared to their lattice- or code-based post-quantum
counterparts. However, the main drawback is performance: SIKE is about an or-
der of magnitude slower than its NIST competitors [1,7]. Furthermore, as pointed
out in [32], post-quantum cryptographic schemes are especially required to also
work efficiently on resource-constrained devices with highly limited processing
storage, power and battery life to be able to utilize them in lightweight environ-
ments, which is highly desired for various applications requiring certain interop-
erability properties. We address this problem and study the secure and verifiable
delegation of isogeny computations between supersingular elliptic curves over
Fp2 in order to reduce the computational cost of resource-constrained clients
requiring to utilize different isogeny-based cryptographic schemes.

Previous Work. In [34], two isogeny delegation algorithms in the honest-but-
curious (HBC) and one-malicious version of a two-untrusted program (OMTUP)

2
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assumptions were proposed using the security model of Hohenberger and Lysyan-
skaya [25]. The first, ScIso, allowed to delegate the computation of any isogeny
with revealed kernel, while allowing to push through hidden elliptic curve points
or multiply unprotected points with hidden scalars. Random torsion point gener-
ation was done using lookup-tables of the form {(i, �iP )}i∈{1,...,e−1},
{(i, �iQ)}i∈{1,...,e−1} for generators 〈P,Q〉 ∈ E[�e]. The second algorithm, HIso,
used ScIso as a subroutine and allowed to hide the kernel and the codomain of
the delegated isogeny. The work of [34] did not propose a protocol to delegate
public-key computations.

Our Contributions. The main contribution of this paper is to propose two new
delegation algorithms for isogeny computations using the security model of Ho-
henberger and Lysyanskaya [25] in the HBC and OMTUP models, and to show
how to apply these to different isogeny-based cryptographic protocols and com-
puting the respective gains for the delegator. In particular,

1. We show how to break the HIso subroutine of [34] using pairings, and discuss
some new approaches to hide the codomain curve in delegation algorithms.

2. We introduce the delegation algorithm Iso, which allows to delegate isogeny
computations with unprotected kernel and to push through public and hid-
den points. Iso does not require lookup-tables, eliminating the large local
memory requirement of the ScIso-algorithm from [34] on the delegator’s side,
while also speeding up the delegation algorithms.

3. The second algorithm, IsoDetour, uses Iso as a subroutine and allows to dele-
gate the computation of an isogeny without revealing the kernel. This allows
the computation of public keys, a question left open in [34]. The security of
IsoDetour is based on a difficulty assumption implicitly used in the identifi-
cation protocol of [27], which we introduce as the decisional point preimage
problem (DPP). We show that this problem reduces to the decisional super-
singular product problem (DSSP) introduced in [27].

4. We discuss applications of algorithms to the protocols introduced in
[3,10,17,20,21,22,23,27] and benchmark our delegation algorithms for various
standardized SIKE primes (p434, p503, p610, p751) corresponding to NIST’s
security levels 1, 2, 3 and 5. We also indicate the necessary communication
costs between the delegator and the servers. Iso allows to reduce the del-
egator’s cost in the identification protocols of [17,27] to about 6% of the
local computation cost in the OMTUP and 11% in the HBC assumption
for p503. On the other hand, IsoDetour allows to reduce the cost of SIDH-
type public-key generation to about 20% and 35% for OMTUP and HBC,
respectively.

2 Background

2.1 Elliptic Curves and Isogenies

We work with supersingular elliptic curves over the field Fp2 with p prime and
with Frobenius trace tπ = ∓2p. The group of points on elliptic curves of this
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type is given as E(Fp2) � (Z/(p ± 1)Z)2 [40], so that the choice of p allows
full control of the subgroup structure. Like most isogeny-based schemes, e.g.
[27,39], we use tπ = −2p. The elliptic curves with tπ = 2p correspond to the
quadratic twists of these curves, i.e. curves having the same j-invariant which
become first isomorphic over Fp4 . We slightly abuse notation and write e.g.
P ∈ E for P ∈ E(Fp2). We indicate by E[τ ] the τ -torsion group on E(Fp2) for
τ ∈ Z non-zero. Torsion groups of specific points and the generators of these
groups are written with the specific point as index, e.g. we write A ∈ E[τA] and
〈PA, QA〉 = E[τA], where we assume A to have full order, i.e. |〈A〉| = τA. We
further use the shorthand Zτ = Z/τZ. We assume that different torsion groups
are always coprime.

Isogenies. Isogenies are homomorphisms between two elliptic curves, that are
also algebraic maps [16,40]. Separable isogenies are uniquely defined by their
kernel. In the cryptographic schemes treated in this work, these kernels are
subgroups of torsion groups, generated by a primitive point. For example, the
group generated by A ∈ E[τA], i.e. 〈A〉 = {λA|λ ∈ ZτA} ⊂ E[τA], defines the
isogeny α : E → E/〈A〉 with kerα = 〈A〉. Any other primitive point within
〈A〉 generates the same isogeny, so we can define the equivalence class [A] of
points generating 〈A〉. One can efficiently verify if two points in E[τA] belong
to the same equivalence class by checking if they define the same isogeny or by
using pairings. In order to allow efficient isogeny computations between elliptic
curves, torsion groups E[τ ] need τ to be smooth [27]. For most cryptographic
applications, we require several smooth torsion groups of approximately the same
size. This can be guaranteed by choosing p+ 1 =

∏n
i=1 τi, where τi ≈ τj for all

i, j and all smooth. By this choice, supersingular elliptic curves consist of the
smooth torsion groups E[τi] for i = 1, . . . , n. Each of these torsion groups is
generated by two elements, 〈Pi, Qi〉 = E[τi], so any point can be written as a
linear combination of these two generators.

Notation. We write isogeny codomains in index notation, e.g. EA = E/〈A〉,
EAB = E/〈A,B〉, where the index represents (the equivalence class of) the
isogeny kernel generator. We represent points on elliptic curves with a superscript
corresponding to the index of the elliptic curve they are defined on, e.g. if P ∈ E,
then PA ∈ EA and PAB ∈ EAB , where we assume the used map to be clear
from context. The same holds for point sets, e.g. {P,Q}A = {PA, QA} ⊂ EA.

2.2 Elliptic Curve Arithmetic

Computational costs. We denote by A and D the theoretical cost estimates of
point addition and point doubling on E, respectively, by S(τ) the cost estimate
of a (large) scalar multiplication of a point by a scalar in Zτ and by I(τ, µ) the
cost estimate of computing a (large) τ -isogeny, and pushing µ points through
this isogeny. Each of these operations can be expressed in terms of the cost of
multiplications m of elements over Fp2 . To this end, we assume that squaring on
Fp2 costs 0.8m, while addition on Fp2 and comparisons are negligible. Expensive
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inversions are circumvented by using projective coordinates. Large scalar mul-
tiplications are typically done using a double-and-add approach, so that we can
express the cost of scalar multiplication by an element τ as [34]

S(τ) = M�log2 τ� − A , where M = A+ D . (1)

Scalar multiplications by a small prime �i are written as S�i . We further define
C�i and P�i as the cost of a computing the codomain of an �i-isogeny and eval-
uating an �i-isogeny respectively. In the full version of the paper, we establish
the following cost of a τ -isogeny with τ =

∏n
i=1 �

ei
i :

I(τ, µ) =
n∑

i=1

[
(P�i + S�i)

ei
2
log2 ei + (Ci + µPi)ei

]
+

n−1∑
i=1

P�iei(n− i) . (2)

Elliptic curve models. We will work with elliptic curves in Montgomery [31] and
in twisted Edwards form with extended coordinates [4,24]. For lack of space,
we refrain from fully defining them here, and refer the reader to the original
sources for more information. Montgomery curves are used in most deployed
isogeny-based protocol, as they are particularly efficient if they are reduced to the
Kummer line. However, points on the Kummer line form no longer a group, and
addition operations have to be substituted by differential additions. Optimized
arithmetic on twisted Edwards curves is a bit slower, but points still form a
group, which will prove necessary for some of our applications. Note that there is
a one-to-one correspondence between Montgomery and twisted Edwards curves,
and switching between equivalent curves can be done very efficiently [4,8,30].
As estimates for the cost of point addition and doubling on Montgomery curves
over Fp2 , we use [5,15]

A = 5.6m, D = 3.6m and M = 9.2m ,

where M represents a step in the Montgomery ladder algorithm [31]. For twisted
Edwards curves with extended coordinates, we find [24]

A = 9m, D = 7.2m and M = 16.2m ,

where M represents a step in the typical double-and-add scheme.
Isogeny computations will always be performed on Montgomery curves, for

which we can use the optimized results from [14]:

C3 = 4.4m, S3 = 9.2m, P3 = 5.6m,
C4 = 3.2m, S4 = 7.2m, P4 = 7.6m,

2.3 Security Model

The security model for delegating cryptographic computations used throughout
this paper was originally proposed by Hohenberger and Lysyanskaya [25]. In this
model, delegation algorithms are split into a trusted component T and a set of
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untrusted servers U . The delegator makes oracle queries to the servers such that
their interaction T U results in the correct execution of an algorithm Alg with
the goal of reducing the computational cost of T when compared to the local
execution of Alg. Since U might potentially be malicious, the delegator needs to
both ensure that U is not able to extract any sensitive data from the interaction,
and be able to verify that the results returned by U are computed correctly.
The full adversary in this model A = (E ,U) further includes the environment
E , representing any third party, that should also not be able to extract sensitive
data, while having a different view of the inputs and output of Alg as U does.

The outsource input/output specification (or outsource-IO) distinguishes se-
cret (only T has access), protected (T and E have access) and unprotected (ev-
eryone has access) inputs and outputs, while non-secret inputs are further sub-
divided into honest and adversarial, depending on whether they originate from
a trusted source or not. An important assumption of this model is that, while
the servers in U and the environment E might initially devise a joint strategy,
there is no direct communication channel between the different servers within U
or between U and the environment E after T starts using them (U can be seen to
be installed behind T ’s firewall). However, they could try to establish an indirect
communication channel via the unprotected inputs and un/protected outputs of
Alg. To mitigate this threat, T should ensure that the adversarial, unprotected
input stays empty (see also Remark 2.4 in [25]), while the non-secret outputs do
not contain any sensitive data. The security of delegation schemes is formalized
in the following definition, which also formalizes T ’s efficiency gain due to the
delegation, as well as its ability to verify correctness of U ’s outputs.

Definition 1 ((α, β)-outsource-security [25]). Let Alg be an algorithm with
outsource-IO. The pair (T,U) constitutes an outsource-secure implementation
of Alg if:

– Correctness: T U is a correct implementation of Alg.
– Security: For all PPT adversaries A = (E ,U), there exist PPT simulators

(S1,S2) that can simulate the views of E and U indistinguishable from the
real process. We write EV IEWreal ∼ EV IEWideal (E learns nothing) and
UV IEWreal ∼ UV IEWideal (U learns nothing). The details of these experi-
ments can be found in Definition 2.2 of [25]. If U consists of multiple servers,
then there is a PPT-simulator S2,i for each of their views.

– Cost reduction: for all inputs x, the running time of T is at most an
α-multiplicative factor of the running time of Alg(x),

– Verifiability: for all inputs x, if U deviates from its advertised functionality
during the execution T U (x), then T will detect the error with probability ≥ β.

Adversarial models differ along the number and intent of servers. The models
we will analyze in this work are the following.

Definition 2 (Honest-but-curious [11]). The one honest-but-curious pro-
gram model defines the adversary as A = (E ,U), where U consists of a single
server that always returns correct results, but may try to extract sensitive data.
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Definition 3 (OMTUP [25]). The one-malicious version of a two untrusted
program model defines the adversary as A = (E , (U1,U2)) and assumes that at
most one of the two servers U1 or U2 deviates from its advertised functionality
(for a non-negligible fraction of the inputs), while T does not know which one.

We refer to the paper of Hohenberger and Lysyanskaya [25] for other secu-
rity models without any honest party, namely the two untrusted program model
(TUP) and the one untrusted program model (OUP). Models without honest
entity are further discussed in the full version of this paper [35].

2.4 Cryptographic Protocols and Difficulty Assumptions

Let E/Fp2 be a publicly known supersingular elliptic curve with at least two
coprime torsion groups 〈PA, QA〉 = E[τA] and 〈PB , QB〉 = E[τB ], whose gener-
ators are also publicly known. Cryptographic protocols in the SIDH setting are
generally based on the following commutative diagram:

E EA

EB EAB

α

β β′

α′

Let 〈A〉 = kerα and 〈B〉 = kerβ, then the commutativity of the upper diagram
is given by choosing kerα′ = 〈AB〉 and kerβ′ = 〈BA〉.

We revisit some of the security assumptions upon which isogeny-based cryp-
tographic protocols are based. Note that we only show the ones that are explicitly
used in this work. For other hard problems, we refer for example to [27].

Problem 1 (Computational Supersingular Isogeny Problem (CSSI) [27]). Given
the triplet (EB , P

B
A , QB

A), find an element in [B] ⊂ E[τB ].

Problem 2 (Decisional Supersingular Product Problem (DSSP) [27]). Let α :
E → EA. Given a tuple (E,EA, E1, E2, α, α

′), determine from which of the
following distributions it is sampled

– E1 is random with |E1| = |E| and α′ : E1 → E2 is a random τA-isogeny,

– E1 × E2 is chosen at random among those isogenous to E × EA and where
α′ : E1 → E2 is a τA-isogeny.

We further define the following difficulty assumption and show that it is at least
as hard as DSSP.

Problem 3 (Decisional Point Preimage Problem (DPP)). Given (E,EB , A,A
′B),

where A ∈ E[τA], and A′B ∈ EB [τA], decide whether [A] = [A′].
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Let ADPP be an adversary to the DPP problem which, upon receiving the tuple
(E,EB , A,A′B), returns b = 1 if [AB ] = [A′B ], otherwise b = 0. Then, we can
construct an adversary BADPP

DSSP against DSSP, which returns b = 0 in the first and
b = 1 in the second case of Problem 2. Upon receiving (E,EA, EB , EC , α, α

′),
BADPP

DSSP extracts kernel generators 〈S〉 = kerα and 〈S′B〉 = kerα′, then sends the

query (E,EB , S, S
′B) to ADPP. BADPP

DSSP returns what ADPP returns: if [S] = [S′],
then EB × EC is isogenous to E × EA and we have b = 1, otherwise b = 0.

3 Delegating Isogenies

Throughout this section, we assume that the delegator T is able to generate
elements in Z uniformly at random in an efficient manner. We further assume
that T knows a representation of any of its secret and protected points in terms
of the public torsion group generators.

3.1 Advertised Server Functionality

Let E/Fp2 be an elliptic curve, K ⊂ Zτ × E[τ ], M ⊂ Z × E two distinct sets
of scalar-point pairs and b ∈ {0, 1} a bit. We assume that the delegator gives
inputs of the form (E,K;M; b) to the server, who proceeds as follows.

– K encodes the kernel of the isogeny to compute, thus the server computes
K =

∑
(a,P )∈K aP , which it uses to compute the isogeny φ : E → EK .

Throughout this work, we are only interested in sets of the form K =
{(1, P ), (k,Q)} for generators 〈P,Q〉 = E[τ ].

– M contains points to push through and multiply with the associated scalar,
i.e. the server computes MK := {aXK | (a,X) ∈ M}, where XK = φ(X).

– If b = 1, the server generates a deterministic return basis BK = {RK , SK} ⊂
EK [τ ], such that RK + kSK = PK .3 If b = 0, then BK = ∅.

The server then returns (EK ;MK ;BK). We write the delegation step as follows

(EK ;MK ;BK) ← U(E,K;M; b).

The points in M are always submitted in a random order in order to avoid
distinguishability. Further, to reduce the communication cost we assume that
servers return all points scaled with Z = 1.

Notation. For a scalar-point pair (a, P ) in K or M, we simply write P if a = 1.
If a set contains multiple pairs of the same point, e.g. {(a1, P ), (a2, P ), (a3, P )},
we condense them as {({a1, a2, a3}, P )}.
3 This can simply be achieved by first generating SK ∈ EK [τ ] deterministically (e.g.
by hashing into the elliptic curve using a procedure such as the one described in [26],
and map out the unwanted torsion), then computing RK = PK − kSK .
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3.2 The Iso-Algorithm

Definition 4 (The Iso-algorithm). The isogeny delegation algorithm Iso takes
as inputs a supersingular elliptic curve E/Fp2 , a kernel set K ⊂ Z×E(Fp2), two
scalar-point pair sets H0,H ⊂ Z × E(Fp2) and a bit b ∈ {0, 1}, then computes
the isogeny φ : E → EK and produces the output (EK ;HK

0 ,HK ;BK), where
K =

∑
(a,P )∈K aP , HK

(0) = {aPK | (a, P ) ∈ H(0)} and BK is a return basis as

described in Section 3.1, if b = 1 and ∅ otherwise. The inputs E,K,H0, b are all
honest, unprotected parameters, while H contains secret or (honest/adversarial)
protected scalars and honest, unprotected points. The outputs EK , HK

0 and BK

are unprotected while HK is secret or protected. We write

(EK ;HK
0 ,HK ;BK) ← Iso(E,K;H0,H; b).

If b = 0 and thus BK = ∅, we shorten this as (EK ;HK
0 ,HK) ← Iso(E,K;H0,H).

In Figures 1 and 2, we show how a delegator T can use the advertised server
functionality from Section 3.1 in order to implement Iso in an outsource-secure
way under the HBC and OMTUP assumptions. The delegation subroutines are
organized according to 5 main steps: First, auxiliary elements are generated
(Gen), which are used to shroud protected elements (Shr), before being delegated
to the server (Del). After the delegation, the server outputs are verified (Ver) and
finally the results are recovered and output (Out).

Note that the HBC case does not need a verification step by assumption.
The idea behind Figure 1 is relatively trivial but effective: the delegator hides
the secret/protected scalars simply by not disclosing them to the server and
computing the scalar multiplication on the codomain point itself. The OMTUP
case of Figure 2 is a bit more complex, but will result in a lower cost for the
delegator when compared to the HBC case. The underlying idea (for N = 1) is
that the delegator shrouds the secret/protected scalars as a linear combination
of small and large random scalars. The large scalars are distributed between the
two servers in order to prevent reconstruction of the secrets, while the small
scalars are kept secret by the delegator and used to ultimately verify correctness
of the returned points. The size of the small scalars influences the cost for the
delegator and the verifiability of the protocol. To further increase verifiability,
the delegator can add more random scalars to the mix by increasing N , which
leads to multiple, interconnected verification conditions, and results in an even
higher verifiability, albeit at a higher cost for the delegator. There is an optimal
trade-off between these two parameters, depending on the desired verifiability.
We will discuss this trade-off further in Section 3.2. In the full version of this
paper [35], we establish the protocol execution costs for the delegator

THBC(µ, τA) = µS(τA) , (3)

TOMTUP(µ, t) = µ
[
(4N + 3)m+ 2Mt+ (2N+1 −N − 3)A

]
, (4)

of Figures 1 and 2 and further prove the following theorems.
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Theorem 1. Under the honest-but-curious assumption, the outsourcing algo-

rithm (T ,U) given in Figure 1 is a
(
O
(

1
log log τ

)
, 1
)
-outsource secure imple-

mentation of Iso, where τ is the smooth degree of the delegated isogeny.

Theorem 2. Under the OMTUP assumption, the outsourcing algorithm (T , (U1,U2))

given in Figure 2 is an
(
O
(

t
log τ log log τ

)
, 1− 1

(N+1)2Nt

)
-outsource secure imple-

mentation of Iso, where τ is the smooth degree of the delegated isogeny. If H = ∅,
then it is fully verifiable.

Hiding a point. If the delegator wants to push through a secret or (honest/adversarial)
protected elliptic curve point A = P+aQ ∈ E[τA], then T simply has to delegate

(EK ;HK
0 ∪ {P},HK ∪ {aQK};BK) ← Iso(E,K;H0 ∪ {P},H ∪ {(a,Q)}; b) ,

and compute AK = PK + aQK . We assume that a representation of A in the
normal form is always known, as will always be the case in the cryptographic
protocols that we discuss in this paper.

Honest-but-curious approach.

Gen: No auxiliary elements are needed.
Shr: Set H′ = {Q | (a,Q) ∈ H}.
Del: Delegate (EK ;HK

0 ∪H′K ;BK) ← U(E,K;H0 ∪H′; b).
Out: Compute HK = {aQK | (a,Q) ∈ H, QK ∈ H′K}, then return (EK ;HK

0 ,HK ;BK).

Fig. 1. Implementation of Iso in the HBC assumption

OMTUP approach.

Gen: For each (a,Q) ∈ H, choose N ∈ N, then (assuming Q ∈ E[τ ]) generate
• small non-zero scalars c1, . . . , cN , d1, . . . , dN ∈ {−2t−1, . . . , 2t−1}, and
• random scalars r0, s0, s1, . . . , sN−1 ∈ Zτ .

Shr: For each (a,Q) ∈ H, compute ri = −si + cis0 + dir0 for i = 1, . . . , N − 1. Define
σ =

∑N−1
i=1 (si + ri) and let γ be the smallest integer > 1 coprime to τ , then compute

sN = γ−1(dNr0 + cNs0 + σ − a) and rN = −sN + cNs0 + dNr0. Set

H′
1 = {({s0, . . . , sN}, Q) | (a,Q) ∈ H} , H′

2 = {({r0, . . . , rN}, Q) | (a,Q) ∈ H} .

Del: Delegate (EK ;HK
0 ∪H′K

1 ;BK) ← U1(E,K;H0 ∪H′
1; b) and

(E′
K ;H′K

0 ∪H′K
2 ;B′K) ← U2(E,K;H0 ∪H′

2; b).

Ver: Verify, if EK
?
= E′

K ,HK
0

?
= H′K

0 , BK ?
= B′K , and if (siQ)K+(riQ)K

?
= ci(s0Q)K+di(r0Q)K ,

for i = 1, . . . , N .
Out: If any of the verifications fail, return ⊥, otherwise return (EK ;HK

0 ,HK ;BK), where

HK =

{
rNQK − (γ − 1)sNQK +

N−1∑
i=1

(siQ
K + riQ

K)
∣∣∣(a,Q) ∈ H

}
.

Fig. 2. Implementation of Iso in the OMTUP assumption
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The parameter t. In some cases, the parameter t does not only influence the
verifiability and cost of the underlying system, but also its security. Related
attacks become unfeasible, if the size of t reflects the security of the underlying
cryptosystem against both classical and quantum attackers, i.e. in general we
need to ensure that guessing all c1, . . . , cN correctly is at least as hard as some
targeted security level 2λ, i.e. (N + 1)2Nt ≈ 2λ or t ≈ λ

N . In this case, using
equation (4), the protocol cost per hidden point becomes

µ−1TOMTUP(µ, λ/N) = (4N + 3)m+
2λ

N
(D+ A) +

(
2N+1 −N − 3

)
A .

In Section 5, we minimize this cost with respect to N for specific choices of λ.
Note that choosing tN = λ further implies a verifiability of 1 − O(2−λ), which
is very close to 1 for a cryptographically sized λ.

Difference to delegation of mudular exponentiation. We want to point
out a few key differences of isogeny delegation schemes to those of modular expo-
nentiation as in [11,25,29]. First of all, in contrast to modular exponentiations,
the domain and codomain of isogenies are different (except in the trivial case
where K = ∅), and more importantly, these are a priori unknown to the dele-
gator. This means that the delegator not only has to verify if the codomain is
correct, but also can not generate points on the codomain before the delega-
tion step is completed. This also means that lookup-tables with points in the
domain and codomain curves are not possible, hence the delegator can compute
the final result only from linear combinations of elements the server(s) returned.
Another circumstance of isogenies is that elliptic curves can not be combined in
an easy way without computing isogenies, which means that combinations, such
as (A,EA) ◦ (B,EB) = ((A,B), EAB) are not available to the delegator.

Now we turn our attention to what the delegator actually can do. One of
the most important properties of isogenies in this context is that they are group
homomorphisms. This means that linear combinations of points on the domain
curve still hold on the codomain curve and can therefore be used to shroud and
verify points, as Iso does. In order to verify the codomain curve, there seems to
be no efficient way except for including at least one honest server, which will
consistently return the correct curve and verify the malicious servers’ results
against it. The honest server is also necessary to verify if mapped points are
correct. If none of the servers were honest, all points could be scaled by some
previously determined factors, returning wrong results, which would still satisfy
the verification conditions.

4 Shrouding Isogenies

We aim to hide the kernel generator A ∈ E[τA] via the isogenies generated by a
coprime torsion group E[τI ] with τI ≈ τA. The idea is to go from E to EA via

the path E
κ−→ EK

α−→ EAK
κ̂′

−→ EA, where κ̂′ is the dual of κ pushed through
α. The path is depicted in Figure 3. The point A (or the isogeny α) is hidden
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via the isogeny AK = κ(A), since the knowledge of [AK ] does not give any infor-
mation about [A] by the DPP-assumption (Problem 3). Note that our approach
necessarily has to take at least three steps, since any linear combination of A
with elements from E[τI ] (i.e. any “shortcut”) would always reveal information
about A by mapping out the τI -torsion elements. Similarly, any shorter isogeny,
smaller than the length of τA ≈ τI , would reduce the security of the system.

E EK

EA EAK

κ

α α′

κ̂

κ′

κ̂′

kerα = 〈A〉 kerα′ = 〈AK〉

kerκ = 〈K〉 kerκ′ = 〈KA〉

ker κ̂ = 〈K̂K〉 ker κ̂′ = 〈K̂AK〉

Fig. 3. Detour from E → EA via EK and EAK and the associated kernel generators.
The point K̂ is any point of full order in E[τI ]\〈K〉.

Another important aspect is that any server that has computed the delegation
in Step 2 should not see any information of the delegation performed in Steps
1 or 3 (and vice versa), since the knowledge of K (or K̂AK) and AK can be
used to recover A. We therefore in general need to work with multiple sets of
servers, each being composed of one or more servers according to the underlying
server assumptions (e.g. HBC, OMTUP). We denote these sets as U1,U2,U3,
for delegation steps 1, 2 and 3. Under certain conditions, we can chooseU1 = U3,
which we will discuss further below. We also note, that in the OMTUP case, the
malicious servers within these sets could exchange their knowledge about the
kernel generators indirectly, which also needs to be addressed in our algorithm.

Definition 5 (The IsoDetour-algorithm). The isogeny detour delegation al-
gorithm IsoDetour takes as inputs a supersingular elliptic curve E/Fp2 , a kernel
generator A = PA + aQA where 〈PA, QA〉 = E[τA], two scalar-point pair sets
H0,H ⊂ Z × E\(E[τA] ∪ E[τI ]), and a torsion-group indicator I. It then com-
putes the isogeny φ : E → EA as φ = κ′ ◦ α′ ◦ κ via the kernels kerκ = 〈K〉,
kerα′ = 〈AK〉 and kerκ′ = 〈K̂AK〉, where K, K̂ ∈ E[τI ], both of full order
and such that 〈K̂〉 �= 〈K〉. IsoDetour then produces the output (EA;HA

0 ,HA).
The inputs E,H0 are honest, unprotected parameters. A is secret, or (hon-
est/adversarial) protected and H contains honest, unprotected points and secret
or (honest/adversarial) protected scalars. The outputs EA and HA

0 are unpro-
tected while HA is secret or protected. We write

(EA;HA
0 ,HA) ← IsoDetour(E,A, I;H0,H).

In Figure 4, we present the IsoDetour-Algorithm, that uses the commutative
diagram from Figure 3 in order to delegate α via a detour over the curves EK

and EAK . We assume that the generators 〈PI , QI〉 = E[τI ] are known.
IsoDetour proceeds as follows: First, the isogeny κ is delegated to U1 and

the point A is pushed through, hidden from the servers. The servers are also
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prompted to return a basis RK , SK ∈ EK , such that RK + kSK = PK ∈ ker κ̂.
These points will later be used to compute the “return” isogeny κ̂′. The point AK

is then used as the kernel generator for α′, computed by U2, with RK , SK are
pushed through. Finally, the delegator constructs the kernel generator RAK +
kSAK of κ̂′ for the third delegation by U3. For any other scalar-point pair, that
we want to push through, the general idea is to extract the (unprotected) points
in H0 and H and simply push them through the first two rounds of delegation;
the desired multiplication with hidden scalars needs to be done in the third
round only. Note that since these points are pushed through κ and later through
κ̂′, the result will be multiplied by a factor deg κ = deg κ̂′ = τI . Thus, we need
to multiply the related scalars with τ−1

I , in order to compensate for this.

IsoDetour(E,A, I;H0,H)

1. Generate random k ∈ Z∗
τI and let H′

0 = {Q | (a,Q) ∈ H0 ∪H}.
2. Delegate to server (group) U1 (in the OMTUP case, choose tN ≥ λ)

(EK ;H′K
0 ∪ {PK

A }, {aQK
A }; {RK , SK}) ← Iso(E, {PI , (k,QI)};H′

0 ∪ {PA}, {(a,QA)}; 1).

and compute AK = PK
A + aQK

A .
3. Delegate to server (group) U2 (in the OMTUP case, choose tN ≥ λ)

(EAK ; {RAK} ∪ H′AK
0 , {kSAK}; ∅) ← Iso(EK , {AK}; {RK} ∪ H′K

0 , {(k, SK)}; 0).

4. From H′AK
0 , build H′′AK

(0) = {(aτ−1
I , QAK) | (a,Q) ∈ H(0)}. Then, compute the kernel

K̂AK = RAK + kSAK .
5. Delegate (EA;HA

0 ,HA; ∅) ← Iso(EAK , {K̂AK};H′′AK
0 ,H′′AK ; 0) to server (group) U1.

6. Return (EA;HA
0 ,HA).

Fig. 4. Implementation of the IsoDetour algorithm given in Definition 5 using the Iso
algorithm from Definition 4 as a subroutine.

Mapping points. Note that since κ̂′ is represents the dual isogeny of κ pushed
through α′, any points mapped via the detour path will necessarily by multiplied
by τI . This is corrected in step 4 by multiplying these points with the inverse
of τI . Note that this multiplication is only defined for points in torsion groups
of order coprime to τI ,

4 thus not for points in E[τI ]. An important aspect of
SIDH and related protocols (such as SIKE [2,39] and the PKE from [27]) is that
there are two large torsion groups E[τA], E[τB ] with generators PA, QA and
PB , QB , respectively. Each party chooses a torsion group, in which it computes
its isogeny. Then it transports the generators of the other torsion group via its
isogeny to the codomain curve in order to create their public key, e.g. the public
key of Alice is (EA, P

A
B , QA

B). These point maps turn out to be a problem for the
IsoDetour-algorithm, since any point in E[τB ] will map to O on EA, and we are
not able to map PB , QB along this path. We present two ways to circumvent this

4 We assume τ−1
I to be known with respect any other torsion group.
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problem below. We also note that due to the security constraints of IsoDetour,
we also cannot map points in E[τA] to EA. Fortunately, this is not necessary for
the cryptographic protocols analyzed in this work.

More torsion groups. Assuming the protocol has more torsion groups than two,
we can easily transport Bob’s kernel generators PB , QB ∈ E[τB ] by doing a
detour via isogenies defined over a third torsion group I �= A,B. More generally,
let p =

∏n
i=1 τi ∓ 1 with n > 2, then Alice can delegate the computation of her

public key (EA, P
A
B , QA

B) as

(EA; {PB , QB}A, ∅) ← IsoDetour(E,A, I; {PB , QB}, ∅) .

Working with twists. If we are working with a prime of the form p± 1 = fτAτB ,
i.e. we only have two torsion groups at our disposal on E, we can use twists to
generate “new” torsion groups [13] on Et. Assuming the prime decomposition
p∓ 1 = DτS , with τS ≈ τA smooth and D a co-factor, we have another torsion
group on the “backside” of our elliptic curve, Et[τS ]. We can simply delegate
the public key computation via

(EA; {PB , QB}A, ∅) ← IsoDetour(E,A, S; {PB , QB}, ∅),

by running over the twists E � Et → Et
K → Et

AK → Et
A � EA. For efficiency

reasons, τS has to be smooth. There are not many primes p such that p± 1 and
τS | p∓1 are smooth. We call primes of this type delegation-friendly primes and
generalize them in the following definition. We present an approach to generate
such primes in the full version of the paper [35].

Definition 6 (Delegation-friendly primes). An n-delegation-friendly prime
(DFP) is a prime p with n smooth factors

∏n
i=1 τi | p±1 and at least one smooth

factor τS | p∓ 1, such that τi ≈ τS for all i.

We discuss under which conditions we can choose U1 = U3. An important con-
sequence of using multiple torsion groups or delegation-friendly primes are the
susceptibility to torsion-attacks as described in [36,37]. The security of such a
delegation depends strongly on the points revealed on EK and EAK , which in
turn reveal the action of α′ on these subgroups. As an example, consider stan-
dard SIDH with a DFP, i.e. where we have p ± 1 = fτAτB and p ∓ 1 = τSD.
Using IsoDetour in order to compute a public key reveals the action of α′ on
E[τB ] and E[τS ], which would allow a quadratic speedup of the isogeny recovery
attack by [37, Prop. 25 and Prop.27]. In this case, we would need three sets of
servers in order to not allow this attack. Taking the non-DFP p± 1 = fτAτBτI
instead, results in a slightly less than quadratic speedup, but in more expensive
arithmetic. While small speedups might in some situations not pose a problem,
we will discuss under which conditions these occur in Section 5 as well as in the
proofs of Theorems 3 and 4, found in the full version of this paper [35]. Note
that this does not make our schemes insecure, as we simply point out, under
which conditions two server groups can be used instead of three. In the case of
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three different server sets, these attacks do not apply.

Choosing t. We point out the issues outlined in Remark 2.4 of [25], which in
short states that “the adversarial, unprotected input must be empty”. In Fig-
ure 4, the kernel generators AK and K̂AK actually do constitute adversarial
unprotected inputs, and might allow the malicious server in U1 to communi-
cate information about K to U2, revealing information about A. To mitigate
this threat, T can increase the parameter t so far to make this attack at least
as hard as breaking the underlying cryptosystem. As discussed in Section 3.2,
choosing tN ≥ λ guarantees that the unprotected inputs are actually honest
up to a negligible probability. Note that if such points do not constitute adver-
sarial unprotected inputs, t and N will only influence the cost and verifiability
of the protocol. There is no advantage in choosing N different from 1 in this case.

Outsource-security of IsoDetour. In the full version of the paper [35]�, we
derive the following costs

THBC
IsoDet(µ, τA) = (µ+ 2)S(τA) + 2A ,

TOMTUP
IsoDet (µ, t) = (8N + 6 + 5µ)m+

(
4λ

N
+ 2tµ

)
M+

(
2N+2 − 2N − 3 + µ

)
A .

for the delegator and prove the following theorems.

Theorem 3. Under the honest-but-curious assumption, the outsourcing algo-

rithm (T ,U) given in Figure 4 is an
(
O
(

1
log log τ

)
, 1
)
-outsource secure imple-

mentation of IsoDetour, where τ is the smooth degree of the delegated isogeny.

Theorem 4. Under the OMTUP assumption, the outsourcing algorithm

(T , (U1,U2)) given in Figure 4 is an
(
O
(

λ
log τ log log τ

)
, 1− 1

2t+1

)
-outsource se-

cure implementation of IsoDetour, where τ is the smooth degree of the delegated
isogeny and λ a security parameter. If H = ∅, then IsoDetour is fully verifiable.

Hiding the kernel generator. A first attempt of hiding the kernel generator
of a delegated isogeny was presented with the HIso algorithm of [34]. In the full
version of this paper, we show that this scheme is not secure and that the secret
can be recovered using pairings. We then discuss how this would be possible
using the approach presented in this section. Unfortunately, it turns out to be
too expensive for realistic scenarios. In protocols that need a hidden codomain,
we therefore assume that the delegator computes them locally.

5 Delegation of Isogeny-based Protocols

We apply our proposed delegation subroutines to some of the cryptographic
protocols based on supersingular isogenies over Fp2 . In order to assess the com-
putational and communication costs, we will use the 2e2 -torsion groups of the
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standardized SIKE primes from [28].5 To maximize efficiency, we implement the
HBC case on Montgomery curves on the Kummer line, while we need a group
structure to implement point hiding under the OMTUP-assumption, hence we
will use twisted Edwards curves in this case. The efficient transformations be-
tween these curves allow seamless integration of our delegation schemes into
typically Montgomery-curve based protocols. We assume local computations to
always be performed in optimized Montgomery arithmetic.

In the following subsections, we compare the delegated runtimes to the local
(non-delegated) cost of some cryptographic protocols. We express our results
in terms of the cost reduction function α introduced in Definition 1. To avoid
adversarial inputs in the OMTUP-assumption, we use λ = e2/2, which reflects
the classical security of the underlying protocols. The optimal value of N for all
SIKE primes is N = 4 (also considering communication costs).

We present our results using the theoretical runtimes established throughout
this work and compare them to benchmarks illustrating the runtimes of the
delegator under both the HBC- and OMTUP-assumptions.6 The benchmarks
were implemented using Magma v2.25-6 on an Intel(R) Xeon(R) CPU E5-2630
v2 @ 2.60GHz with 128 GB memory. Our implementation uses parts of the
Microsoft(R) vOW4SIKE implementation from [12].7

Communication costs between delegator and server are expressed in bits. Let
b(p) = �log2 p�, then elements in Fp2 then contain 2b(p) bits of information. We
note that Montgomery curves and points on their Kummer line can be expressed
by a single Fp2 -element, while twisted Edwards curves and their points are ex-
pressed using two such elements. Note that we assume Z = 1, which can always
be achieved by an inversion and that the T -coordinate in the latter case can be
recovered by a simple multiplication. In the case p ≈

∏n
i=1 τi with ∀i, j : τi ≈ τj ,

elements in Zτi can be expressed using approximately b(p)/n bits.
For the sake of conciseness, we assume that the protocols in this section are

known. While we briefly review the protocol steps in order to assess the local
computation cost, we refer the reader to the original sources for more details.

Remark 1 (Free Delegation). Note that we can freely delegate any protocol that
does not need hiding, i.e. where the kernel is unprotected and µ = 0. Verification
of the server outputs then reduce to simple comparison operations under the
OMTUP-assumption. Some examples of such schemes are isogeny-based hash
functions [10,21] with unprotected messages or verifiable delay functions [20].

5.1 Key-agreement protocols

We consider the key agreement protocols from [3,22], which are n-party exten-
sions to SIDH [18]. In this scenario, we have p + 1 =

∏n
i=1 �

ei
i for n parties.

5 p434 = 22163137 − 1, p503 = 22503159 − 1, p610 = 23053192 − 1, p751 = 23723239 − 1.
6 Our implementation can be found at https://github.com/gemeis/SIDHdelegation
and includes representative benchmarks for the delegator’s operations as well as a
proof-of-concept implementation for the correctness of our algorithms.

7 https://github.com/microsoft/vOW4SIKE
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Each party Pi is assigned a subgroup 〈Pi, Qi〉 = E[�eii ] and has a secret key
ai ∈ Z�

ei
i
, defining Ai = Pi + aiQi as the kernel of φi : E → Ei = E/〈Ai〉, while

the corresponding public key is (Ei, P
i
1, Q

i
1, . . . , P

i
n, Q

i
n) for party i. While we

consider the n-party case in order to stay general, we point out that n-party key
agreement protocols have to be used with caution, as torsion point attacks can
be quite effective in these settings. In particular, [37] presents improved attacks
for n > 2 and a polynomial-time break for n ≥ 6.

Public key generation step. Let Alice be P1. If n > 2, Alice can delegate her
public key computation using IsoDetour twice, along two paths I1 �= I2:

(EA1 ;N
A1
1 , ∅) ← IsoDetour(E,A1, I1;N1, ∅),

(EA1 ;N
A1
2 , ∅) ← IsoDetour(E,A1, I2;N2, ∅),

whereN1∪N2 = {(Pi, Qi)}i∈{2,...,n}, the set of all other torsion group generators
on E, such that N1 ∩N2 = ∅ and (PI1 , QI1) ∈ N2 and (PI2 , QI2) ∈ N1. By using
alternating server groups U1 and U2 as indicated in Figure 5, and by carefully
choosing N1 and N2, we can assure that the servers get as little information as
possible about the action of the isogenies α′

1 and α′
2 on the torsion groups, so

that we only need two server groups for delegation.8

EL E EK

EAL EA EAK

U2 α′
1

U2U1

U1α′
2

U1 U2

Fig. 5. Alice’s concept of delegating the computation of her public key via two detours
using two server groups U1 and U2. L and K are from different torsion groups.

With an n-DFP, this step can be delegated with a single instance of IsoDetour
using the smooth torsion group on the twist side. This case needs three server
groups. Let d ∈ {0, 1} distinguish, if we have an n-DFP (d = 1) or not (d = 0) at
our disposal. The cost reduction for public-key delegation can then be expressed
as

αPubKey,n(d, τA) =
(2− d)TIsoDet(0, τA)

I(τA, 3(n− 1)) + S(τA) + A
.

Figure 6 compares our theoretical estimates with the benchmarked results for
n = 2, used in most cryptographic protocols. In this case, a delegation-friendly
prime is necessary. The communication costs are summarized in Table 1.

8 For example, we could simply split up generators Pi, Qi into both sets for all i.
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Intermediate steps. If n > 2, Alice performs n − 2 intermediate steps k ∈
{2, . . . , n−1}, in which she has to compute (Ek′ ,N k′

) from (Ek,N k∪{(P k
A, Q

k
A)}),

where Ek′ = Ek/〈P k
A+a1Q

k
A〉 and N k(′)

= {(P k(′)

i , Qk(′)

i )}i∈{k+1,...,n}. Note that

in this scenario, it is cheaper to compute Ak
1 locally and delegate

(Ek′ ;N k′
, ∅) ← Iso(Ek, {Ak

1};N k, ∅) ,

than using IsoDetour. Note again that Ak
1 does not reveal any information about

A1 because of the difficulty of solving the Decisional Point Preimage Problem 3.

Final step. Alice’s final step is the computation of the shared secret. As dis-
cussed in Section 4, this step needs to be computed locally. It involves the com-
putation of the kernel generator and then of the final isogeny.

Cost. We establish the total cost of an n-party key agreement protocol. Let
d ∈ {0, 1} again distinguish if we have a delegation-friendly prime (d = 1) or not
(d = 0) at our disposal. The public-key is computed using 2 − d invocations of
IsoDetour with µ = 0. The n − 2 intermediate computations can then each be
delegated using Iso with µ = 0. The final step is then computed locally at the
cost of S(τA) + A + I(τA, 0). Since after the public-key computation, Alice does
not need to hide any points in either of the steps, she can simply perform all
of these computations on Montgomery curves, reducing her computational and
communication cost. We find the total cost of

TnPDH(d, τA) = (2− d)TIsoDet(0) + (n− 1)(S(τA) + A) + I(τA, 0) ,

under both the HBC and OMTUP assumptions.9 In the local version of the
protocol, Alice has to transport 2(n − k) points in round k, and compute the
map of A given her generators on each curve except the first. We find

αnPDH(d, τA) =
(2− d)TIsoDetour(0) + (n− 1)(S(τA) + A) + I(τA, 0)

n(I(τA, n− 1) + S(τA) + A)
.

Figure 6 shows the evolution of the cost reduction for p434 in terms of n for the
cases with and without delegation-friendly primes and compares our theoretical
estimates and benchmarks for the 2-party case (d = 1). Table 1 summarizes the
communication costs for different n.

Remark 2. Note that the computational and communication cost established
throughout this section also apply to the delegation of isogeny-based public-key
encryption [18] and key encapsulation [39] as the steps of these protocols are the
same (up to some negligible computations) as (2-party) SIDH.

9 TIsoDet(0) denotes a placeholder for either THBC
IsoDet(µ = 0, τA) or TOMTUP

IsoDet (µ = 0, t) of
Section 4 depending on the underlying assumption.
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Fig. 6. Cost reduction functions in the HBC and OMTUP assumptions. The left figure
compares theoretical costs and benchmarks for delegating 2-party public-key computa-
tions for different security levels. The discrepancy between these costs is mainly due to
the computational overhead of local isogeny computations, which becomes less impor-
tant for higher degree isogenies, since the cost of isogeny computation itself increases.
The figure on the right shows the theoretical cost of n-party key agreement proto-
cols for different n with and without a delegation-friendly prime in the case of p434.
The case n = 2 further includes benchmarks. We see that the gain for the delegator
increases with the security level and with the number of parties n.

5.2 Identification protocols and signatures

In this section, we establish the costs of identification protocols and signature
schemes. We assume the public key (EA, P

A
B , QA

B) to be precomputed as it is
directly related to the identity of the prover.

Zero-knowledge proof of identity.We show how the ZKPI-protocol from [18]
can be delegated. In every round of the protocol, the prover needs to compute
the isogenies β : E → EB , β

′ : EA → EAB and the map AB of the prover’s
secret. This can be done by delegating

(EB ;P
B
A , aQB

A) ← Iso(E, {PB , (b,QB)}; {PA}, {(a,QA)}) ,

(EAB ; ∅, ∅) ← Iso(EA, {PA
B , (b,QA

B)}; ∅, ∅).

Depending on the challenge, the response is either b or AB = PB
A + aQB

A for
c = 0, 1, respectively. If c = 0, the verifier delegates

(EB ; ∅, ∅) ← Iso(E; {PB , (b,QB)}; ∅, ∅) , (EAB ; ∅, ∅) ← Iso(EA; {PA
B , (b,QA

B)}, ∅, ∅),

otherwise (EAB ; ∅, ∅) ← Iso(EB , {AB}; ∅, ∅).

Signature schemes. The delegation procedure of the signature schemes in [23]
based on this identification scheme is completely analogous, i.e. for each of the
commitments, the prover and/or verifier proceed exactly as in the identification
protocol. The delegator further needs to compute hash-functions, but we assume
that these have negligible cost (or are delegated with other schemes).
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Table 1. Upload and Download costs (in kB per server) of delegating the n-party key
agreement protocols in the HBC and OMTUP assumptions. We distinguish the cases
with and without a delegation-friendly prime. The cost is given by the inputs and
outputs within the three rounds of IsoDetour, assuming the initial E and its torsion
group generators are known by the servers. We note that the kernel generator K̂AK

in Figure 4 is computed locally and we thus have Z �= 1, which increases the upload
cost. In the intermediate steps, Alice has to transport 2(n − k) unprotected points.
Since the final step is computed locally, no communication costs apply. Therefore, the
communication for n = 2 is the same as the communication needed to delegate the
public key computation.

no DFP DFP
p434 p751 p434 p751

HBC OMT HBC OMT HBC OMT HBC OMT

n = 2
Upload − − − − 1.30 2.83 2.25 4.90

Download − − − − 1.80 4.86 3.12 8.43

n = 3
Upload 3.95 7.68 6.84 13.32 2.24 4.11 3.88 7.12

Download 5.18 12.58 8.98 21.81 2.75 6.45 4.77 11.18

n = 4
Upload 5.53 10.02 9.58 17.37 3.40 5.64 5.89 9.78

Download 6.98 15.65 12.1 27.13 3.91 8.25 6.78 14.3

Remark 3. We note that an alternative ID protocol to [18] has recently been
proposed in [17]. This scheme is quite similar, except that an EB [τA] basis needs
to be deterministically generated using an algorithm called CanonicalBasis. We
can delegate this newer scheme in exactly the same fashion as the one presented
here, except that we have to add the execution of CanonicalBasis to the adver-
tised server functionality. Since the algorithm is deterministic, we only have to
compare the output of both servers in the OMTUP assumption, in order to ver-
ify that the output is correct. Note that the download communication cost is
increased by these extra points.

Cost. Following the discussion from Section 3.2, since AB might be used as an
unprotected input by the verifier, we have to choose tN ≥ λ, so the cost for the
prover becomes TOMTUP(1, N/λ) in the OMTUP and THBC(1, τA) in the HBC
assumption. For both cases, we get the cost reduction functions

αZKPI.P(τB) =
T (1)

2(S(τB) + A) + I(τB , 1) + I(τB , 0)
, αZKPI.V = O(1) .

Figure 7 shows theoretical estimates and benchmarked results for ZKPI-delegation
by the prover. We summarize the communication costs in Table 2.

6 Conclusion and future work

In this work, we presented two outsource-secure delegation schemes, Iso and
IsoDetour, under the one honest-but-curious (HBC) and one-malicious version
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Fig. 7. Theoretical and benchmarked cost reduction function of the prover delegating
zero-knowledge proofs of identity in the HBC and OMTUP assumptions. The theo-
retical predictions again underestimate the cost reduction via delegation, due to the
overhead in isogeny computations. The discrepancy is higher this time higher than in
Figure 6 due to the much lower cost for the delegator. Again, the gain increases with
higher security.

of a two untrusted program (OMTUP) models of [25]. Our delegation algorithms
can be used as a toolbox to delegate common isogeny-based cryptographic proto-
cols in a secure and verifiable manner. Our approach reduces the cost of the zero-
knowledge proof of identity from [27] as well as the related signature schemes
from [23] to about 11% of the original cost in the HBC case and 6% in the
OMTUP case. While the cost of n-party key-exchange delegation strongly de-
creases with increasing n, the case n = 2 only reaches a reduction to about 65%
of the original cost. It is of substantial interest to further reduce this number
in order to make e.g. the standardization candidate SIKE efficiently delegat-
able. While we were able to reduce the public-key generation step in the SIDH
setting to about 35% and 20% of the original cost in the HBC and OMTUP
cases, respectively, the main open question in these protocols remains how to
efficiently delegate the computation of an isogeny where both the kernel and
codomain curve are hidden from the servers. We leave it open to apply the pro-
posed delegation algorithms to other interesting isogeny-based schemes over Fp2 .
We further note that any protocol that does not need hiding of data is virtually
free to delegate. Examples include hashing functions with unprotected messages
[10,21] and the verifiable delay function proposed in [20].

We generally find, that while HBC has a much cheaper communication cost
and is fully verifiable, our OMTUP implementations result in lower computa-
tional cost for the delegator. Further, in all the schemes of Section 5, OMTUP
has a very high verifiability, close to 1. It would be interesting to see, if other
server assumptions are possible in the isogeny framework, especially using only
malicious servers, such as the two-untrusted program (TUP) or one-untrusted
program (OUP) models introduced in [25].
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Table 2. Upload and Download costs (in B per server) of delegating the zero-knowledge
proof of identity in the HBC and OMTUP assumptions, as well as for the verifier. The
cost for the verifier is averaged over both challenge scenarios. We assume that the
starting curve E and the associated generators are known by the servers. In the case
of the prover, we further assume that its public key EA and associated generators
are also known to the servers. We also assume that the ephemeral parameter b has
to be transmitted only once. Since the OMTUP case reduces to simple comparison
operations for the verifier, these can also be done on Montgomery curves, saving some
of the communication.

p434 p751
HBC OMTUP Ver. HBC OMTUP Ver.

Upload 54 189 298 94 328 516
Download 433 1516 162 751 2628 282

For future work, it is also of interest to construct delegation algorithms for
other isogeny-based schemes, such as CSIDH [9] and CSI-FiSh [6] over Fp, or
the endomorphism ring based signature protocol of [23] as well as SQI-Sign [19].
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Abstract. Mix-networks were first proposed by Chaum in the late 1970s
– early 1980s [10] as a general tool for building anonymous communica-
tion systems. Classical mix-net implementations rely on standard public
key primitives (e.g. ElGamal encryption) that will become vulnerable
when a sufficiently powerful quantum computer will be built. Thus, there
is a need to develop quantum-resistant mix-nets. This paper focuses on
the application case of electronic voting where the number of votes to be
mixed may reach hundreds of thousands or even millions. We propose an
improved architecture for lattice-based post-quantum mix-nets featuring
more efficient zero-knowledge proofs while maintaining established secu-
rity assumptions. Our current implementation scales up to 100000 votes,
still leaving a lot of room for future optimisation.

Keywords: Lattice-based post-quantum cryptography, mix-nets, zero-knowledge
proofs, electronic voting, implementation

1 Introduction

Voting is the main mechanism of public opinion polling utilised e.g. in the context
of general elections. Traditionally, voting has happened in a controlled location
(polling station) to ease electoral management and reduce potential fraud.

However, by the beginning of the 21st century, people have become more
mobile than ever before, so taking all the electorate into one place for a short
period of time has become increasingly challenging. This challenge has been
amplified by the recent COVID-19 outburst that has brought along the need to
avoid gathering people in small spaces.

Thus, the need for the methods of remote voting has increased significantly.
E.g. during the 2020 U.S. presidential elections, more than 65 million votes were
sent in by post. Even though there seems to be little evidence of direct fraud,
the extent of postal voting still caused a lot of controversy and discussion.

Indeed, the unreliability of postal services may raise questions about what to
do with late votes, voter identification of postal votes is not particularly strong,
and due to voting in an uncontrolled environment, it is hard to guarantee voting
privacy and coercion-resistance.
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Such problems motivate a search for alternatives, with remote electronic (In-
ternet) voting being one of the prime candidates.

The votes stored on and transmitted via digital media are, contrary to paper
votes, not directly perceivable by humans. Thus, the central problem of remote
electronic voting is the independent verifiability of all the actions. In this paper,
we are going to focus on a particular method of ensuring verifiability of the
central voting system, since this is potentially the most critical point of failure.

What makes central server-side verification challenging is the need to also
maintain the privacy of the votes. There are two main approaches used to im-
plement privacy-preserving verifiable electronic voting systems – homomorphic
tallying and mixing the votes before decryption [7]. There are a number of imple-
mentations known for both of these approaches, typically relying on some form
of homomorphic encryption, e.g. Paillier or ElGamal scheme [24].

However, the classical asymmetric algorithms used in these implementations
are known to become weak due to Shor’s algorithm once a sufficiently capable
quantum computer will be built [26]. Thus, looking for post-quantum alternatives
is a necessity.

In recent years, both post-quantum homomorphic tallying [11, 25] and mix-
ing [12, 27, 13] have been studied. In this paper, we will concentrate on quantum-
resistant mix-nets, aiming at improving their efficiency in terms of the number
of votes they are able to shuffle in a given time period.

As the most expensive part of a cryptographic mix-net is the generation
and verification of zero-knowledge proofs of correct operation, we concentrate
on improving these proofs. Technically, we build upon the recently proposed
protocol by Costa et al. [13], implementing amortization techniques described
by Attema et al. [4] and using a commitment scheme by Baum et al. [5].

As a result, we design a purely lattice-based zero-knowledge proof of a shuffle
for lattice-based mixing scheme that can be scaled up to about 100000 votes. We
instantiate the protocol with specific parameters such that the protocol achieves
128-bit soundness and 180-bit post-quantum encryption security level. Finally,
we provide a proof-of-concept implementation of the proposed scheme and bench-
mark its practical performance.

The structure of this paper is as follows. In Section 2 we specify notation
and Preliminaries used in the construction of the protocol and its security proof.
The protocol itself is presented in Section 3. Implementation and experimental
results are presented in Section 4. Finally, Section 5 draws some conclusions
and sets directions for future work. Details of the proofs can be found in the
Appendices.

2 Preliminaries

2.1 Notation

For a prime q, let Zq be the ring of integers modulo q, with its elements con-
sidered in the interval

[
− q−1

2 , q−1
2

]
, and let Z×

n denote the group of invertible

The 24th Annual International Conference on Information Security and CryptologySession 3 - 2

ICISC 2021130



elements modulo n. �x� represents the closest integer to x in Zq. Vectors over
Zq are denoted as −→v ∈ Zm

q and matrices over Zq are denoted by regular capital
letters (e.g. A) unless explicitly stated otherwise. Letting d be a power of two,
we consider the rings R = Z[X]/(Xd + 1) and Rq = Zq[X]/(Xd + 1). Elements
of these rings are written in bold lower-case letters (e.g. p), and vectors with

elements from these rings will naturally be denoted as
−→
b . Matrices over R or

Rq are bold upper-case letters, e.g. B . By default, all vectors and their concate-
nations are column vectors. More precisely, an element a ∈ Rq can be written

as column vector Va = |a0, a1, . . . , ad−1|T where a =
∑d−1

i=0 aiX
i and ai ∈ Zq.

Especially for ring Rq, the same element can be represented as a matrix in Zq

when it is a multiplicand:

Ma =

∣∣∣∣∣∣∣∣∣

a0 −ad−1 −ad−2 · · · −a1
a1 a0 −ad−1 · · · −a2
...

. . .
. . .

. . .
...

ad−1 ad−2 ad−3 · · · a0

∣∣∣∣∣∣∣∣∣
.

l2 and l∞ norms are defined as usual:

‖a‖∞ = max
i

|ai| and ‖a‖2 =
√
|a0|2 + · · ·+ |ad−1|2 .

These norms can naturally be extended to vectors overRq. For
−→w = {w1, . . . ,wk} ∈

Rk
q , we have

‖−→w ‖∞ = max
i

‖w i‖ and ‖−→w ‖2 =
√
‖w1‖22 + · · ·+ ‖wk‖22 .

Polynomials and vectors with short norms will simply be referred to as short.

2.2 Splitting Rings

In this work, we set q − 1 ≡ 2l mod 4l, so that Xd + 1 splits into l irreducible
polynomials of degree d/l, i.e

Xd + 1 =
∏

i∈Z×
2l

(Xd/l − ζi) mod q =
l∏

i=1

ϕi mod q ,

where ζ is primitive 2l-th root of unity in Zq and ϕi = Xd/l − ζ2i−1. Thus, the
ring Rq is isomorphic to the product of the corresponding residue fields:

Rq
∼= Zq[X]/(ϕ1)× · · · × Zq[X]/(ϕl) .

We call a ring fully splitting when l = d.
The Number Theoretic Transform (NTT) of a polynomial p ∈ Rq is defined

as

NTT(p) =




p̂0
...

p̂ l−1


 where p̂i−1 = p mod ϕi.
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By Chinese Remainder Theorem, there exists a unique inverse transforma-
tion – Inverse NTT – such that, INTT(NTT(p)) = p. Also, NTT allows the
computing of the product of two polynomials faster and saves time in other
operations.

ab = INTT(NTT(a) ◦NTT(b))

NTT(a + b) = NTT(a) +NTT(b)

Here ◦ is the component-wise multiplication operation.

2.3 Ring-LWE Encryption, Module SIS/LWE

In our constructions, we will rely on hardness of Ring-LWE (RLWE) [21] and
Module-LWE (MLWE)/ Module-SIS (MSIS) [14, 23] problems.

Definition 1 (RLWEχ). In the decisional Ring-LWE problem with an error
distribution χ over R, the probabilistic polynomial time (PPT) adversary A is

asked to distinguish (a, b)
$← Rq×Rq from (a,a·s+e) for a

$← Rq and s, e ← χ.

The corresponding search-RLWE problem asks to find s from several (a , b) RLWE
samples. RLWE assumption is that search-RLWE and/or decisional -RLWE prob-
lem is hard for any PPT adversaries.

We implement the encryption scheme described in [21]. Let χ1 be error dis-
tribution over R where each coefficient is sampled from {−1, 0, 1}.

– KeyGen: Given a uniformly sampled in Rq, a secret s ← χ1 and an error
e ← χ1, the public key is defined as pk = (a , b) = (a ,a · s + e) and private
key as s.

– Encryption: To encrypt a message z ∈ R2, sample new randomness r and
error terms e1, e2 from error distribution χ1. Then the ciphertext is a pair
of polynomials (u , v) such that

u = a · r + e1 ,

v = b · r + e2 +
⌊q
2

⌉
z .

– Decryption: Given ciphertext (u , v), compute

v − u · s = (r · e − e1 · s + e2) +
⌊q
2

⌉
z .

If each coefficient of the resulting polynomial is close to 0, set the respec-
tive coefficient of the decrypted message to 0. Otherwise, set the decrypted
message as 1.

The RLWE encryption scheme defined as above is semantically secure under
RLWEχ1 assumption. To see this, just observe that the ciphertext consists of two
RLWE samples, which by the RLWEχ1

assumption are indistinguishable from
uniformly random elements. Thus, unless one can solve the decisional-RLWE
problem, all ciphertexts look uniform and no information can be extracted about
the plaintext.
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Definition 2 (MLWEn,m,χ). In the Module-LWE problem with parameters
n,m > 0 and an error distribution χ over R, the PPT adversary A is asked

to distinguish (A,
−→
t )

$← Rm×n
q × Rm

q from (A,A−→s + −→e ) for A
$← Rm×n

q , a
secret vector −→s ← χn, and an error vector −→e ← χm.

Definition 3 (MSISm,n,β). The goal in the Module-SIS problem with parame-

ters n,m > 0 and 0 < β < q is to find −→x ∈ Rm
q for a given matrix A

$← Rn×m
q

such that A−→x =
−→
0 mod q and 0 < ‖−→x ‖∞ < β.

In practical security estimations, the parameter m in Definitions 2 and 3
does not play a crucial role, therefore we simply omit it and use the notations
MLWEn,χ and MSISn,β . Furthermore, we let the parameters µ and λ denote the
module ranks for MSIS and MLWE, respectively.

2.4 Challenge space

Elements of the ring Rq are not always invertible. In fact, Lyubashevsky et al.
proved a relation between the probability of invertibility in this ring and the
number of residue fields it splits into [22, Corollary 1.2]. Their claim is that gen-
erally short non-zero polynomials are invertible. In lattice-based zero-knowledge
proofs, the verifier often samples from a challenge set such that the difference
between any two elements in that set is invertible. However, constructing such
a set and uniformly sampling from it is not a trivial task.

Therefore, Lyubashevsky et al. proposed another method where they relaxed
the invertiblity requirement. They defined the challenge space as the set of
ternary polynomials C = {−1, 0, 1}d ⊂ R. Coefficients of a challenge c ∈ C
are identically and independently distributed where 0 has probability 1/2 and
±1 both have probability 1/4. In [4, Lemma 3.3], it is shown that if c ← C,
the distribution of coefficients of c mod (Xd/l − ζ) is almost uniform and the
maximum probability of coefficients over Zq is bounded. Denote this bound with
p. For example, in [4] it is estimated that p = 2−31.44 for l = d = 128, q ≈ 232.
An element c in splitting ring Rq is non-invertible when c mod ϕi = 0 for
any i = 1, . . . , l. Then the difference betwwen any two challenges c̄ = c − c′ is
non-invertible with probability at most pd/l.

2.5 Error distribution and Rejection Sampling

Security of RLWE and MLWE problems depends on the error distribution. The
original security proofs [21, 14] assumed the errors from discrete spherical Gaus-
sian distribution. However, in literature we can find different choices such as
centered binomial distribution [1, 16] or uniform distribution in a small inter-
val [9]. We use the former for sampling randomness in MLWE and the latter for
randomness and error terms in RLWE.

Rejection sampling. It is a common practice to hide secret commitment ran-
domness −→r ∈ Rκ

q in another vector −→z without leaking any information about
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−→r . For this purpose, we use uniform rejection sampling technique from [16].
In the protocol the prover samples a ”masking” vector −→y using uniform distri-

bution in [−δ + 1, δ]. Upon receiving the challenge c
$← C by the verifier, the

prover responds with −→z = −→y + c−→r . The dependency of −→z on −→r is removed if
‖−→z ‖∞ < δ − β where ‖c−→r ‖∞ ≤ β. Otherwise, the prover rejects the masked
vector and aborts the protocol to start over again.

The expected number of repetitions M required by rejection sampling can
be estimated by

1/M =
(2(δ − β)− 1

2δ − 1

)κd

≈ e−κdβ/δ .

For more details see [16]. The parameter δ is typically chosen so that the expected
value of M is small (say, 2 or 3).

2.6 Commitment scheme

In this work, we will be using a variant of BDLOP commitment scheme [5]. Let,

B0 ∈ Rµ×(µ+λ+1)
q ,

−→
b 1 ∈ Rµ+λ+1

q and −→r ← χ
(µ+λ+1)d
2 . The commitment of a

single message m ∈ Rq is a pair (
−→
t 0, t1) where

−→
t 0 = B0

−→r ,

t1 = 〈
−→
b 1,

−→r 〉+m .

It is easy to see that the commitment scheme is binding and hiding due to
MSISµ and MLWEλ assumptions, respectively.

Definition 4. A weak opening for the commitment
−→
t =

−→
t 0‖t1 consists of l

polynomials c̄i ∈ Rq, randomness vector −→r � over Rq and a message m� ∈ Rq

such that

‖c̄i‖1 ≤ 2d and c̄i mod ϕi �= 0 for all 1 ≤ i ≤ l ,

‖c̄i−→r �‖∞ ≤ 2β for all 1 ≤ i ≤ l ,

B0
−→r � =

−→
t 0 ,

〈
−→
b 1,

−→r �〉+m� = t1 .

The BDLOP commitment scheme is proven to be binding also with respect
to the weak opening in [4, Lemma 4.3].

2.7 Generalized Schwartz-Zippel lemma

The generalized Schwartz-Zippel lemma is stated as follows [13, Appendix A].

Lemma 1. Let p ∈ R[x1, x2, . . . , xn] be a non-zero polynomial of total degree
d ≥ 0 over a commutative ring R. Let S be a finite subset of R such that
none of the differences between two elements of S is a divisor of 0 and let
r1, r2, . . . , rn be selected at random independently and uniformly from S. Then
Pr[p(r1, r2, . . . , rn) = 0] ≤ d/|S|.
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In general, it is not trivial to construct the set S. A polynomial in Rq is a zero
divisor when at least one of its NTT coefficients is zero. Thus, the difference be-
tween two elements is not a divisor of zero when they do not have a common NTT
coefficient. There can be at most q pairwise different modulo degree 1 prime ide-
als for fully splitting rings. This strictly reduces soundness. However, for partially
splitting rings, this number increases to qd/l. For any random polynomial, one
can find qd/l−1 other polynomials which do not have common NTT coefficients
and construct the set S. We fix this set to be S = {f ∈ Rq | deg f < d/l}.

2.8 Mix-node security

Costa et al. [13] proposed a stronger security definition for a mix-node. Assume
that MixVotes is a generic mixing algorithm such that, given input ciphertexts
and a permutation vector, produces shuffled and re-encrypted ciphertexts. More-
over, let z(iA) and zπ(jA) be the message before and after running the algorithm.

Definition 5. Let J be a uniform random variable taking values in [1, . . . , N ].
A mix-node given by algorithm MixVotes is said to be secure if the advantage of
any PPT adversary A over random guess is negligible in the security parameter.
That is, ∀c, ∃κ0 s.t if κ > κ0 :

AdvsecA =
∣∣∣Pr

[
z(iA) = zπ(jA)

]
− Pr

[
z(iA) = zπ(J)

]∣∣∣ < 1

κc
.

3 Improved mix-node

Our proof of shuffle protocol is based on Costa et al.’s work [13]. Assume that
there are N RLWE ciphertexts (u i, v i) encrypted with public key (pk.a , pk.b)
to be shuffled. A mixing node will generate secret random zero encryption ci-
phertexts (u i,0, v i,0) and permutation π, and output (u ′

i, v
′
i) such that

(u i,0, v i,0) = (pk.a · rE,i + eu,i, pk.b · rE,i + ev,i + 0)

(u ′
i, v

′
i) = (uπ(i) + u i,0, vπ(i) + v i,0)

where rE,i, eu,i, ev,i ← χ1 for all i = 1, . . . , N . We extend the proof in [13] for
any spllitting rings in the full version of the paper [17] to show that if π is a
valid permutation, then for any α,β,γ ∈ S the equation

N∏
i=1

(βi+αi − γ) =

N∏
i=1

(βπ(i) +απ(i) − γ) (1)

holds due to generalized Schwartz-Zippel lemma with small cheating probability.
Furthermore,

N∑
i=1

αiu i =
N∑
i=1

απ(i)(u ′
i − u i,0) , (2)
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N∑
i=1

αiv i =

N∑
i=1

απ(i)(v ′
i − v i,0) . (3)

One can think of (2) and (3) as two polynomials with coefficients inRq evaluated
at the same point α. Again, due to generalized Schwartz-Zippel lemma, if equal-
ity holds, then both polynomials are equal to each other, thus their coefficients
are the same. Moreover, the relations (1), (2) and (3) along with proof of correct
encryption are shown in [13] to be enough to argue for the correctness of shuffle.

The protocol in [13] uses a commitment scheme from [6] to prove the afore-
mentioned arguments mainly due to the existence of zero-knowledge proofs for
linear and multiplicative relations for the commitment scheme. We recap the
protocol briefly below.

First, the prover P commits to zero encryption ciphertexts (u i,0, v i,0), sends
them to the verifier V and runs amortized zero-knowledge proof of knowledge
of small secret elements that those commitments are indeed commitments to
encryptions of zero with valid error parameters. Next, P commits to the per-
mutation vector π and sends the commitment to the verifier again. Committing
to permutation vector means committing to π(1), . . . , π(N). Then, V samples a
polynomial α from the challenge set and sends it back to the prover. Following
to that, P calculates commitments to απ(1), . . . ,απ(N). To show that the permu-
tation vector is chosen before challenges and is a valid permutation, the prover
runs linear and multiplicative relation proofs several times and calculates the
product in (1) using the committed values. Next, again by the relation proofs,
it proves the remaining two equalities to show shuffling is correct. During the
verification phase, the verifier has to verify zero-knowledge proofs of knowledge
of small secret elements and relations (1), (2) and (3).

Costa et al. [13] mention that it is possible to use amortization techniques
described in [25] to reduce the complexity and total cost of the protocol. Unfortu-
nately, they have not explicitly shown how to do that, nor have they instantiated
the parameters to evaluate the performance and concrete security level of the
protocol.

We solve both issues by replacing the commitment scheme with a variant
of the Module SIS/LWE based commitment scheme from [5]. This allows us to
use more efficient zero-knowledge arguments for proving linear and product re-
lations between committed messages [4, 20]. Those protocols are short, efficient,
and have no extra cost when amortized over many relations. Besides, there is
no need to repeat the protocol several times to get desired soundness proper-
ties. Nevertheless, as we change the mathematical setting, there is a need for
additional careful analysis of security.

For example, another change we introduce is regarding challenge sets. Pre-
viously, prime modulus q was required to satisfy q ≡ 3 mod 8, which implies
that the ring Rq splits only into two residue fields. This condition is required to
define a concrete sufficiently large set of challenge polynomials of which any of
the differences between two elements in this set is invertible. Now, we relax this
restriction and allow q to split into more than 2 residue fields.

Now we proceed to describe our protocol.
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First, let µ and λ be rank of secure MSIS and MLWE instances, respec-
tively, q − 1 ≡ 2l mod 4l be such that Rq is a partially splitting ring and

B0 ∈ Rµ×(µ+λ+9N+1)
q ,

−→
b 1,

−→
b 2, . . .

−→
b 9N+1 ∈ Rµ+λ+9N+1

q . Furthermore, set

qd/l ≈ 2256 and β′
i = δi − βi − 1 for i = 1, 2.

Theorem 1. The protocol in Figure 1 is statistically complete, computationally
honest verifier zero-knowledge under the Module-LWE assumption, computation-
ally special-sound under the Module-SIS assumption, and is a computationally
secure mix-node under RLWEχ1

and MSISµ,8dβ′
2
assumptions. That is, if p is

the maximum probability over Zq of the coefficients of c mod Xd/l − ζ, then

– for completeness, in case of non-aborting transcript due to rejection sam-
pling, the honest verifier V is always convinced.

– For zero-knowledge, there exists a simulator Sim that, without access to secret
information, outputs a simulation of accepting the transcript of the protocol.
Any adversary capable of distinguishing an actual transcript from a sim-
ulated one with an advantage ε also has an advantage ε in distinguishing
MLWEλ,χ2 within the same running time.

– For soundness, there is an extractor E with rewindable black-box access to a
deterministic prover P� that convinces V with probability ε ≥ (3p)k, either
outputting a weak opening for commitment

−→
t =

−→
t 0‖tu(i)

0
‖t

v
(i)
0
‖tπ(i)‖tαπ(i)‖t4N+1‖ . . . ‖t9N+1

such that extracted messages satisfy equations (1), (2) and (3), or being able
to solve MSISµ,8dβ′

1

– And finally, an adversary with advantage ε over random guessing has also
advantage over MSISµ,8dβ′

2
and/or RLWEχ1

problems with probability at
least ε.
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Prover P Verifier V

u i,u i,0,u
′
i ∈ Rq u i,u

′
i

v i, v i,0, v
′
i ∈ Rq v i, v

′
i

κ = µ+ λ+ 9N + 1

B0 ∈ Rµ×κ
q ;

−→
b 0,

−→
b 1, . . . ,

−→
b 9N+1 ∈ Rκ

q B0,
−→
b 1, . . . ,

−→
b 9N+1

π = Perm(N)

−→r ∈ χκd
2 ;

−→
t 0 = B0

−→r
For i = 1, . . . , N

tui,0 = 〈
−→
b i,

−→r 〉+ u i,0

tvi,0 = 〈
−→
b N+i,

−→r 〉+ v i,0

tπ(i) = 〈
−→
b 2N+i,

−→r 〉+ π(i)
Shortness proof Σ1

−→
t 0,tπ(i),tui,0

,tvi,0 ,Σ1

−−−−−−−−−−−−−−−→ α ∈ S
α←−−−−−−−−−−

for i = 1, . . . , N :

tαπ(i) = 〈
−→
b 3N+i,

−→r 〉+απ(i)

t4N+i = 〈
−→
b 4N+i,

−→r 〉+απ(i)u i,0

t5N+i = 〈
−→
b 5N+i,

−→r 〉+απ(i)v i,0
t
απ(i) ,t4N+i,t5N+i

−−−−−−−−−−−−−→ β,γ ∈ S
β,γ←−−−−−−−−−

Π = 1
for i = 1, . . . , N :

t6N+i = 〈
−→
b 6N+i,

−→r 〉+ βπ(i) +απ(i) − γ

t7N+i = 〈
−→
b 7N+i,

−→r 〉+Π

t8N+i = 〈
−→
b 8N+i,

−→r 〉+Π(βπ(i) +απ(i) − γ)

Π = Π · (βπ(i) +απ(i) − γ)
t6N+i,t7N+i,t8N+i−−−−−−−−−−−−−→

−→y $← [−δ1 + 1, δ1]
κd

−→w = B0
−→y

−→w−−−−−−−−→
ε←−−−− ε1, ε2, . . . , ε(4N+4) ∈ Rq

v1 =
∑N

j=1 εj
(
β〈

−→
b 2N+j ,

−→y 〉+ 〈
−→
b 3N+j ,

−→y 〉 − 〈
−→
b 6N+j ,

−→y 〉
)

v2 = 〈
−→
b 9N+1,

−→y 0〉+
∑N

j=1 εN+j(〈
−→
b 6N+j ,

−→y 〉〈
−→
b 7N+j ,

−→y 〉)+
+
∑k−1

i=0

∑N
j=1 ε2N+j(〈

−→
b 3N+j ,

−→y 〉〈
−→
b j ,

−→y 〉)+
+
∑N

j=1 ε3N+j(〈
−→
b 3N+j ,

−→y 〉〈
−→
b N+j ,

−→y 〉)

t9N+1 = 〈
−→
b 9N+1,

−→r 〉+
∑N

j=1 εN+j

(
〈
−→
b 8N+j ,

−→y 〉−
−Π〈

−→
b 6N+j ,

−→y 〉 − (βπ(j) +απ(j) − γ)〈
−→
b 7N+j ,

−→y 〉
)
+

+
∑N

j=1 ε2N+j

(
〈
−→
b 4N+j ,

−→y 〉 −απ(j)〈
−→
b j ,

−→y 〉 − uj,0〈
−→
b 3N+j ,

−→y i〉
)
+

+
∑N

j=1 ε3N+j

(
〈
−→
b 5N+j ,

−→y 〉 −απ(j)〈
−→
b N+j ,

−→y 〉 − v j,0〈
−→
b 3N+j ,

−→y 〉
)

v3 = ε4N+1

(∑N
j=1 u

′
j〈
−→
b 3N+j ,

−→y 〉 −
∑N

j=1〈
−→
b 4N+j ,

−→y 〉
)
+

+ε4Nk+2

(∑N
j=1 v

′
j〈
−→
b 3N+j ,

−→y 〉 −
∑N

j=1〈
−→
b 5N+j ,

−→y 〉
)

v4 = ε4N+3(〈
−→
b 9N ,−→y 〉) + ε4N+4(〈

−→
b 7N+1,

−→y 〉)
v1,v2,v3,v4,t9N+1−−−−−−−−−−−−−−→

c←−−−−−−−− c
$← C

−→z = −→y + c−→r
If ‖−→z ‖∞ ≥ δ1 − β1, abort

−→z−−−−−−−−→ Verify

Fig. 1. ZK-proof of shuffle
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Verify

Verify Shortness proof Σ1

||−→z ||∞
?
< δ1 − β1

B0
−→z ?

= −→w + c
−→
t 0

For j = 1, . . . N :

f u
(j)
0 = 〈

−→
b j ,

−→z 〉 − ctuj,0

f v
(i)
0 = 〈

−→
b N+j ,

−→z 〉 − ctvj,0
f π(j) = 〈

−→
b 2N+j ,

−→z 〉 − ctπ(j)

f απ(j)

= 〈
−→
b 3N+j ,

−→z 〉 − ctαπ(j)

f 4N+j = 〈
−→
b 4N+j ,

−→z 〉 − ct4N+j

f 5N+j = 〈
−→
b 5N+j ,

−→z 〉 − ct5N+j

f 6N+j = 〈
−→
b 6N+j ,

−→z 〉 − ct6N+j

f 7N+j = 〈
−→
b 7N+j ,

−→z 〉 − ct7N+j

f 8N+j = 〈
−→
b 8N+j ,

−→z 〉 − ct8N+j

f 9N+1 = 〈
−→
b 9N+1,

−→z 〉 − ct9N+1

∑N
j=1 εj

(
βf π(j) + f απ(j)

− f 6N+j + cγ
)

?
= v1

∑N
j=1 εN+j(f

6N+jf 7N+j + cf 8N+j)+

+
∑N

j=1 ε2N+j(f
απ(j)

f u
(j)
0 + cf 4N+j)+

+
∑N

j=1 ε3N+j(f
απ(j)

f v
(j)
0 + cf 5N+j) + f 9N+1

?
= v2

M1 =
∑N

i=1 α
iu i M2 =

∑N
i=1 α

iv i

ε4N+1

(∑N
j=1 u

′
jf

απ(j)

−
∑N

j=1 f
4N+j + cM1

)
+

+ε4N+2

(∑N
j=1 v

′
jf

απ(j)

−
∑N

j=1 f
5N+j + cM2

) ?
= v3

Π =
∏N

j=1(βj +αj − γ)

ε4N+3(f
9N + cΠ) + ε4N+4(f

7N+1 + c)
?
= v4

Fig. 2. Verification equations

Proof. Completeness. Observe that in a non-aborting transcript vector −→z is
bounded by δ1−β1. The remaining four verification equations in Figure 2 regard-
ing v1, v2, v3 and v4 are straightforward to verify. Similarly, proof of shortness
protocol is complete.

Zero-knowledge. Zero-knowledge property of proof of shortness protocol is
given in [20]. Indeed, following the same steps, it is possible to simulate this
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protocol as well. First, sample −→z $← [−(δ1 − β1) + 1, δ1 − β1 − 1]κd, which is the
distribution of −→z in non-aborting transcript. Next, due to rejection sampling

step, c−→r is independent of −→z and thus the simulator chooses c
$← C , −→r ∈ χld

2

like an honest prover. Now, the simulator can calculate −→w which is uniquely
determined by previous variables. Other challenges α,β,γ ∈ S are independent
of each other, thus they can also be randomly chosen. Straightforwardly, the
simulator computes

−→
t 0. The rest of commitments can be uniformly sampled

from Rq as by the MLWE assumption they will be indistinguishable from real
MLWE samples. Finally, remaining equations of v i are deterministic functions of−→
t , −→z and c.

Soundness. The soundness relation for proof of shortness protocol is described
in detail in [20] and is similar to the proof for a protocol in Figure 1. Consider
the extractor given in [4] which can extract weak openings after rewinding the
protocol l times and get −→r � and −→y �, or finds MSIS8dβ1

solution for B0. It can
also extract messages simply from commitment relations.

tui,0 = 〈
−→
b i,

−→r �〉+m
(i)�
0

tvi,0 = 〈
−→
b N+i,

−→r �〉+m
(i)�
1

tπ(i) = 〈
−→
b 2N+i,

−→r �〉+m
(i)�
2

tαπ(i) = 〈
−→
b 3N+i,

−→r �〉+m
(i)�
3

t4N+i = 〈
−→
b 4N+i,

−→r �〉+m
(i)�
4

t5N+i = 〈
−→
b 5N+i,

−→r �〉+m
(i)�
5

t6N+i = 〈
−→
b 6N+i,

−→r �〉+m
(i)�
6

t7N+i = 〈
−→
b 7N+i,

−→r �〉+m
(i)�
7

t8N+i = 〈
−→
b 8N+i,

−→r �〉+m
(i)�
8

t9N+1 = 〈
−→
b 9N+1,

−→r �〉+m�
9

Setting −→z � = −→y � + c−→r �, masked openings are defined below.
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f uj,0 = 〈
−→
b j ,

−→y �〉 − cm
(j)�
0

f vj,0 = 〈
−→
b N+j ,

−→y �〉 − cm
(j)�
1

f π(j) = 〈
−→
b 2N+j ,

−→y �〉 − cm
(j)�
2

f α
π(j)
0 = 〈

−→
b 3N+j ,

−→y �〉 − cm
(j)�
3

f 4N+j = 〈
−→
b 4N+j ,

−→y �〉 − cm
(j)�
4

f 5N+j = 〈
−→
b 5N+j ,

−→y �〉 − cm
(j)�
5

f 6N+j = 〈
−→
b 6N+j ,

−→y �〉 − cm
(j)�
6

f 7N+j = 〈
−→
b 7N+j ,

−→y �〉 − cm
(j)�
7

f 8N+j = 〈
−→
b 8N+j ,

−→y �〉 − cm
(j)�
8

f 9N+1 = 〈
−→
b 9N+1,

−→y �〉 − cm
(j)�
9

Now, let’s substitute those terms to their respective places in verification equa-
tions. After simplifications (see the full version of the paper [17]) and following

the argument in [4, Theorem 5.1 ], for some j, Pr[βm
(j)�
2 +m

(j)�
3 −m

(j)�
6 +γ �=

0] = ε < (3p)k. Similarly, with the same probability bound, we get m
(j)�
0 m

(j)�
3 −

m
(j)�
4 �= 0; m

(j)�
1 m

(j)�
3 −m

(j)�
5 �= 0 and m

(j)�
6 m

(j)�
7 −m

(j)�
8 �= 0 altogether, or∑N

j=1 u
′
jm

(j)�
3 −

∑N
j=1 m

(j)�
4 −M1 �= 0 and

∑N
j=1 v

′
jm

(j)�
3 −

∑N
j=1 m

(j)�
5 −M2 �=

0; and m
(N)�
8 −Π �= 0.

Combining all extracted relations we obtain

N∏
j

(βm
(j)�
2 +m

(j)�
3 − γ) = Π =

N∏
j

(βj +αj − γ) ,

N∑
j

m
(j)�
3 (u ′

j −m
(j)�
0 ) = M1 =

N∑
i=1

αiu i ,

N∑
j

m
(j)�
3 (v ′

j −m
(j)�
1 ) = M2 =

N∑
i=1

αiv i .

Mix-Node Security. Once more, we refer to [13] where mix-node security is
proved using a game-based approach. By following exactly the same steps, and
only replacing statistical closeness of Game 0 and Game 1 with computational
closeness under MLWE8dβ2

assumption guaranteeing shortness error terms in
RLWE encryptions, it is possible to show that the advantage of an adversary
over random guessing is bounded by

ε = Advsec
A (κ) ≤ εMLWE + εRLWE .
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3.1 Non-interactivity and proof size

The protocol in Figure 1 can be made non-interactive with the help of Fiat-
Shamir transformation. In other words, challenges are computed by the prover
by hashing all previous messages and public information. Furthermore, instead
of sending −→w , v1, v2, v3, v4 which are used as inputs to the hash function to
generate challenges, the standard technique is to send the hash output and let
the verifier recompute those values from verification equations and check that
the hashes of the computed input terms match with the prover’s hash. Thus,
it is enough to send the commitment

−→
t 0‖t1‖ · · · ‖t9N , garbage term t9N+1 and

vector −→z . A polynomial in Rq consists of d coefficients less than q, so it takes

d�log q� bits at most.
−→
t 0 and −→z consist of µ and λ+ µ+ 9N + 1 polynomials,

respectively. The full cost of shortness proof is analysed in the full version of
the paper [17]. Combining all of these, the size of accepting transcript for our
protocol is

(µ+ 9N + 1)d�log q�+ (λ+ µ+ 9N + 1)d�log q�+ 256+

+ (2λ+ 10N)
d2

l
�log q�+ (λ+ 2µ+ 7)d�log q�+ 256 =

=

(
18 +

10d

l

)
Nd�log q�+ (2λ(1 + d/l) + 4µ+ 9)d�log q�+ 512 .

Overall, the size of the proof of shuffle protocol is linearly dependent on the
number of ciphertexts (i.e. votes in the voting scenario). However, the number of
public variables, such as commitment keys, is increasing quadratically. A possible
optimization method is to choose a common shared seed and derive all the public
polynomials using that seed.

Another possible place for optimization is to choose public variables in a

specific format such as B0 = [Iµ|B ′
0] where B ′

0 ∈ Rµ×(λ+9N+1)
q and vectors

−→
b i =

−→
0 µ‖−→e i‖

−→
b ′

i where
−→e i is the i-th standard basis vector of length 9N + 1

and
−→
b ′

i ∈ Rλ
q as suggested in [20], so that total number of uniform polynomials

will be linear in N . (This optimization is already taken into account in the size
of shortness proof transcript, see the full version of the paper [17].)

4 Implementation and benchmarks

We want to instantiate the protocol parameters in a way that the protocol
achieves 128 bit classical soundness, and post-quantum encryption security of
RLWE is at least that much. For Module SIS security, 8d(δ1−β1−1) = 8dβ′

1 < q
and 8d(δ2−β2−1) = 8dβ′

2 < q. Coefficients of secret key and error terms used in
RLWE encryption are sampled uniformly in {−1, 0, 1}, i.e χ1 = U({−1, 0, 1}d).
Similarly, distribution C and χ2 are defined on the same set: Pr(x = 1) =
Pr(x = −1) and Pr(x = 0) = 1/2 in C and Pr(x = 0) = 6/16 in χ2. We find
that for q ≈ 232, mixing node is secure up to 10 voters which is insufficient. For
this reason and in order to easily represent coefficients with primary data types,
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we choose q ≈ 263. Then, using LWE and SIS security estimator script4 we get
that for β1 = β2 = d = 4096, λ = 1, µ = 1 and δ1 = δ2 = 245 (M ≤ 2 for
N < 105 voters) Hermite factor for MLWEλ,χ2 with ternary noise is 1.0029 and
MSIS8dβ′

1,2
has root Hermite factor 1.003. Finally, by Lemma 3 in [4], p ≈ 2−62,

which implies that d/l = 2 is enough for the desired soundness level. However,
following the analysis in the full version of the paper [17], we set d/l = 4.

We can estimate the performance of proof of shuffle protocol in terms of
expensive operations. Sampling challenges uniformly random from C, χ1 or in
interval [−δ1+1, δ1] is not complex. Thus, the only expensive operation is polyno-
mial multiplication in Rq. When the ring is fully splitting, multiplication can be
handled in NTT domain in a linear number of steps. But, due to the large sound-
ness error, we avoid using such rings. In [22], authors show the performance of
NTT-based polynomial multiplication in partially splitting rings. We believe that
their optimized implementation can further reduce overall protocol performance.
In Figure 1, we see that the protocol uses O(N2) multiplication operations due
to 18N inner products between vectors of length λ+µ+9N+1. However, apply-
ing the optimization trick in Section 3.1, this dependency becomes linear in N .
Because the complexity of polynomial multiplication depends only on the ring
structure, it can be assumed to be constant. Thus, the time complexity of the
protocol becomes linear in the number of voters.

As a proof of concept, the proposed scheme is implemented in C language
and made publicly available.5 The polynomial operations are borrowed from
Kyber/Dilithium reference implementations and modified afterward for chosen
parameters. SHAKE128 is used as a hash function while generating challenges. In
Table 1, the average runtime to generate and verify the proof of shuffle protocol
is given. Tests are run on Intel Haswell CPUs with 2.2 GHz clock speed and
64GB RAM.

Table 1. Performance table of our implementation of the protocol in Figure 1

.
Shortness proof gen-
eration/verification

Shuffle proof genera-
tion/verification

Whole proof genera-
tion/verification

Proof size

Per
voter

1.5s/1.48s 20ms /13ms 1.52s/1.49s 15 MB

Relying on the numbers shown in Table 1, in case the number of voters is
100000, we can expect the proofs to take about 150000 seconds (approximately
41.7 hours) and the proof size to be about 1.4 TB, which is still manageable.
We note that our implementation has not been heavily optimised. In order to
go beyond the 100000 order of magnitude, further optimisations are needed.

4 https://github.com/pq-crystals/security-estimates
5 https://github.com/Valeh2012/ilmx
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In the existing literature, a few other lattice-based e-voting protocols are
proposed aiming at practical performance. EVOLVE [25] performs about 10
times faster than our implementation using a highly optimized mathematical
library. Correctness, privacy, and consistency of EVOLVE scheme are based on
only hardness of MLWE and MSIS problems which is also the case for our
protocol. However, EVOLVE is a homomorphic tally-based protocol, limiting
its potential usage scenarios. The decryption mix-net-based voting solution by
Boyen et al. [8] avoids using Non-Interactive Zero-knowledge proofs and bases
security claims on trusted public audits. As a result, their proposed system
achieves very fast results, but they need to trust the auditors is a significant
restriction. To the best of our knowledge, the fastest fully lattice-based proof of
correct shuffle is presented in [3] where the authors use the shuffle of known values
technique. The problem here is that the shuffle server can break the privacy of
voters if the ballot box, decrypted ballots, and shuffle proofs are made public.
The proposed verifiable shuffle protocol is 5 times faster (33ms per voter) than
EVOLVE scheme benchmarked on an almost two times more powerful CPU. Our
protocol, while being slower in the current implementation by about an order of
magnitude, does not allow the shuffle server to break vote privacy.

Post-quantum security of Fiat-Shamir transform has not been fully proven in
the quantum random oracle model (QROM) yet. Several works in this research
area restricted definitions for security properties. For example, computationally
binding commitment schemes can be insecure against quantum attacks, as shown
in [2]. Collapse-binding is a stronger security property that allows to the con-
struction of a quantum argument of knowledge [29]. The BDLOP commitment
scheme used in our protocol has not been shown to satisfy the collapse-binding
property. But because SIS hash functions are collapse-binding [19], hopefully one
can prove for Module-SIS based BDLOP commitments as well. Another main
challenge is to prove the security of mutli-round Fiat-Shamir[15] in QROM. Un-
til these problems are solved, unfortunately, we cannot claim full post-quantum
security of non-interactive protocol described in 3.1. An alternative solution is
Unruh transform [28], but applying it will result in reduced performance.

However, the interactive protocol in Figure 1 will be potentially post-quantum
secure. In the online voting context, election auditors can be assumed to be
honest verifiers. They can be restricted to have access to the powerful quantum
device during the mixing procedure in order to prevent them obtain the secret
permutation vector. After the successfully verified mixing phase is over, RLWE
ciphertexts can be publicly shared at no risk due to the post-quantum security
level of chosen parameters.

5 Conclusions and further work

In this work, we have presented an improved lattice-based proof of shuffle proto-
col for secure mix-nets. The resulting scheme has linear memory cost and time
complexity. As a result, we can potentially handle mixing up to 100000 values.
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This is a significant landmark considering our motivating example case of mixing
electronic votes.

The performance of the protocol can be improved even further with the
help of parallel programming approaches. For example with OpenMP SIMD [18]
computations can be distributed to multiple processors, and at each of them,
8 polynomial coefficients can be processed at a time on 512-bit wide registers
using AVX512 instruction set. Another approach is to use GPUs as they are
much faster than CPUs in matrix calculations [14]. We expect the effect of
such optimisations to be approximately one or two orders of magnitude, but
establishing the exact amount will remain the subject for future work.

Acknowledgements This paper has been supported by the Estonian Research
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Abstract. Password-authenticated key exchange (PAKE) is a neat tech-
nology that can establish secure remote communications between the
client and the server, especially with the preponderance of amplifying
a memorable password into a strong session key. However, the arrival
of the quantum computing era has brought new challenges to tradi-
tional PAKE protocols. Thus, designing an efficient post-quantum PAKE
scheme becomes an open research question. In this paper, we construct
a quantum-safe PAKE protocol which is a horizontal extension of the
PAK protocol [22] in the Þeld of module lattice. Subsequently, we ac-
company our proposed protocol with a rigorous security proof in the
Bellare-Pointcheval-Rogaway (BPR) model with two adaptions: apply-
ing the CDF-Zipf model to characterize the ability of the adversary and
using the pairing with errors (PWE) assumption to simplify the proof.
Taking the ßexibility of the module learning with errors (MLWE) prob-
lem, we elaborately select 3 parameter sets to meet different application
scenarios (e.g., classical/quantum-safe Transport Layer Security (TLS),
resource-constrained Internet of Things (IoT) devices). SpeciÞcally, our
Recommended implementation achieves 177-bit post-quantum security
with a generous margin to cope with later improvement in cryptanal-
ysis. The performance results indicate that our MLWE-PAKE is quite
practical: compared with the latest Yang-PAK, our Recommended-PAK
reduces the communication cost and the running time by 36.8% and
13.8%, respectively.

Keywords: Password-authenticated key exchange · Module learning
with errors · Post-quantum · Lattice-based.

1 Introduction

Passwords have several advantages of being human-memorable, avoiding expen-
sive computation of public key infrastructure (PKI) to distribute client certiÞ-
cates, and preventing dedicated hardware for storing secret keys. Thus, pass-
words constitute the prevalent and irreplaceable authentication approach to
identify human users [31, 26], especially in the proliferation of mobile devices.

! Corresponding author: guxiaozhuo@iie.ac.cn.
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PAKE is an important cryptographic primitive that enables two parties (e.g.,
a client and a server) to utilize a simple password to negotiate a high-entropy
session key in an insecure network. In 1992, Bellovin and Merritt [3] proposed
a symmetric-PAKE protocol, encrypted key exchange (EKE), where two parties
hold the same password and establish a shared session-key at the end. However,
symmetric-PAKE protocols [2, 14, 18] only focus on the part of password-using
and omit how to constrain the impact of password leakage.

In reality, asymmetric-PAKE protocols [4] are widely deployed and standard-
ized in the domain of existing client-to-server Internet or IoT. In asymmetric-
PAKE schemes, the server only gets the knowledge of the hashed password with
a random salt, not the actual password. In this case, even if the server is com-
promised, the adversary cannot obtain the password directly. Therefore, many
asymmetric-PAKE protocols have been proposed and analyzed, such as [5, 15, 19,
32]. However, the hardness of these protocols depends on traditional number-
theoretic problems (the integer factorization problem, the discrete logarithm
problem etc.) that are vulnerable to quantum attacks [16, 27].

With the advent of quantum computing, standards bodies and academia [23,
24] have triggered widespread interest in cryptographic algorithms believed to
resist quantum computers. According to [23], lattice is one of the most promising
and ideal competitive primitives for the construction of post-quantum schemes.
However, the majority of lattice-based schemes focus on key exchange without
authentication [1, 7, 11] and key encapsulation mechanisms [8, 12].

Until 2017, Ding et al. [10] constructed a post-quantum asymmetric-PAKE
protocol in the ideal lattice area and proved its security in the BPR model.
The primary problem is that this protocol emphasizes the theoretical feasibility
at the expense of efficient implementation in practice. Subsequently, following
the work of [10], many literatures [13, 21, 30] proposed or implemented quantum-
safe PAKE protocols. More speciÞcally, Gao et al. [13] utilized the NFLlib library
to accelerate the optimization of Ding’s scheme [10], and gave a parameter set
suitable for the use of the number theoretic transform (NTT) algorithm (for
speeding up polynomial multiplication), but the proposed parameter set does not
consider the communication burden. Yang et al. [30] further optimized Ding’s
solution, but only provided one lightweight parameter set without considering
multiple security requirements. Moreover, inspired by the two-party, Liu et al.
[21] presented a three-party RLWE-based PAKE protocol, where two clients aim
to agree on a session key with the help of a trusted server. To our knowledge, as
a compromise between learning with errors (LWE) and RLWE, MLWE [9] retains
the matrix format, and concurrently introduces the ring polynomials. Therefore,
when designing a lattice-based scheme in multiple security scenarios, MLWE is
more ßexible and straightforward than other primitives [8].

Given the above, we try to solve the following question: Is it possible to
construct an efficient and lightweight MLWE-based asymmetric PAKE protocol
while resisting against quantum computer attacks?

The 24th Annual International Conference on Information Security and CryptologySession 3 - 3

ICISC 2021 149



Practical Post-quantum PAKE Based-on MLWE 3

1.1 Contributions

In this work, we answer the above question in the affirmative. We construct a
three-ßow asymmetric PAKE protocol which is a parallel extension of the class
of Random Oracle Model (ROM)-based PAK protocol [22] but in the module
lattice setting. We prove its security under the BPR model and implement 3
deployment schemes that are tailored to the security level as well as the potential
applications.

To construct the protocol efficiently, the majority of lattice-based schemes
[1, 10, 13, 30] are based on the RLWE problem. However, in the light of our ob-
servation, the MLWE problem [9] with the advantage of a compromise between
LWE and RLWE is more suitable for the construction of practical PAKE. Using
the feature of MLWE, by superimposing or reducing the number of ring polyno-
mials, different deployment schemes can be realized. As a result, we propose the
practical MLWE-based PAKE protocol in the random oracle model.

By constructing the PAKE as a self-contained system, we demonstrate that
our protocol is directly dependent on the hardness of MLWE and PWE, which
can be reduced to MLWE. The security of our proposed protocol is proved under
the BPR model [2] with two adaptions: Þrst, to simplify the proof, we introduce
the PWE assumption; second, we use the CDF-Zipf model [29] to characterize
the ability of the adversary to conduct an online dictionary attack. Finally, we
establish a complete security proof of the protocol, reduce its security to online
dictionary attacks, and demonstrate that it satisÞes the forward security.

In terms of concrete implementation, we comprehensively consider indica-
tors such as failure rate, post-quantum security, communication cost, and com-
putational efficiency, and select 3 high-quality parameter sets. To evaluate the
performance of our proposals, we summarize the key technologies and the se-
curity level of state-of-the-art lattice-based schemes and our schemes in Table
2, and compare the running time, the communication cost and the failure rate
of these schemes in Table 3. Particularly, our Recommended-PAK offers 177-bit
post-quantum security with a generous margin to cope with later improvement
in cryptanalysis. Compared with the latest RLWE-based Yang-PAK, the commu-
nication cost and the running time are reduced by 36.8% and 13.8%, respectively.
Finally, in conjunction with the performance results, we discuss two potential
real-world applications for our MLWE-PAK protocol: resource-constrained IoT
devices and classical/post-quantum TLS.

2 Preliminaries

In this section, we provide both the notations of the parameters used in our
construction and the description of some basic knowledge.

2.1 Notations

If A is a probabilistic algorithm, a ← A(b) represents the output of A assigned
to a. If χ is a probability distribution, a ← χ denotes sampling a following
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χ. We represent sampling a uniformly at random from a set S as a ← S. We
denote Rq = Zq[X]/(Xn+1) as the ring of integer polynomials modulo (Xn+1)
where each coefficient is reduced by modulus q. We deÞne a centered binomial
distribution with parameter η ∈ Z+ as βη. Throughout this paper, a normal
font letter such as p represents a ring element in Rq. For the vector v including
d elements, we denote it as v ∈ Rd

q using the bold lower-case letter; for the
matrix A consisting of m×n entities, we denote it as A ∈ Rm×n

q using the bold
upper-case letter. By default, all vectors are column vectors. For a vector v (or
a matrix A), vT (or AT ) is used as its transpose.

2.2 The Decision Module-LWE Problem

Here, we deÞne the decision version of the MLWE problem as follows.

DeÞnition 1 (The decision MLWEn,d,q,χ problem). Let n, d and q ≥ 2 be the
degree of a polynomial, the dimension of a vector, and the modulus, respectively.
Let χ be an error distribution and s ← χd. DeÞne Oχ,s as the oracle which does
the following:

1. Sample A ← Rd×d
q , e ← χd;

2. Return (A,As+ e) ∈ Rd×d
q ×Rd

q .

The decision MLWE problem for n, d, q,χ is to distinguish between polynomial
independent samples from Oχ,s and the same number of independent samples
from an oracle U that returns uniform random samples from (Rd×d

q , Rd
q).

Remark 1. The secret s is chosen from the error distribution instead of the
uniform distribution since the literature [9] has shown that this problem is as
hard as the one in which s is chosen uniformly at random.

2.3 Bellare-Pointcheval-Rogaway Security Model

Here we review the BPR model [2] that will be used in our security analysis.

Participants, passwords, and execution of the protocol. A client is de-
noted as C ∈ C and a server is denoted as S ∈ S. Each client C holds a password
pwc, which is independently sampled from the password space D in accordance
with Zipf’s law [20], and each server S holds correlated hash value H(pwc).
Moreover, in this model, each participant enables to execute the protocol with
different partners multiple times. Thus, we denote instance i of participants
U ∈ U = C ∪ S as Πi

U . Each Πi
U can be used only once.

Adversarial model. We assume that an adversary A completely controls the
network and provides the input to the instance of principals. Formally, as a
probabilistic algorithm with a distinguished query tape, A launches attacks uti-
lizing random queries in the real world. Thus, we summarize the allowed queries
deÞned in [2] here.
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– Execute(C, i, S, j): causes protocol P between Πi
C and Πj

S to be executed and
outputs the transcript to A.

– Send(U, i,M): causes message M to be sent to instance Πi
U . Π

i
U computes

what the protocol says, and sends it back to A.
– Reveal(U, i): If the instance Πi

U has accepted and holds its session key sk,
this query outputs sk to the adversary A.

– Test(U, i): A coin b possessed by Πi
U is tossed, then the following happens.

If b = 0, Πi
U returns sk to A; otherwise, it returns a random string drawing

from the space of session keys.
– Corrupt(U): If U ∈ Client, pwc is output; otherwise, H(pwc) is output.

Partnering. An instance Πi
C holding (pid, sid, sk) and an instance Πj

S holding
(pid′, sid′, sk′) are partnered, if pid = S, pid′ = C, sid = sid′, sk = sk′, where pid,
sid and sk denote the partner-id, the session-id and the session-key, respectively.
In addition, no other instance accepts with its session-id equal to sid.

Freshness with forward secrecy. An instance Πi
U is fresh-fs unless either 1)

a Reveal(U, i) query occurs, or 2) a Reveal(U ′, j) query occurs, where Πi
U has

partnered with Πj
U ′ , or 3) a Corrupt(U) query occurs before the Test(U, i) query

and the Send(U, i,M)) query.

Advantage of the adversary. We now deÞne the advantage of the adversary
against the authenticated key exchange protocol P. Let SuccPA(λ) be the event
that the adversary A makes a Test(U, i) query to some fresh instances Πi

U , and
outputs a single bit b′, where b′ = b for the bit b which was chosen in the Test
query. The advantage of A is deÞned as follows

AdvPA(λ) = 2Pr[SuccPA(λ)]− 1.

Furthermore, if we have two protocols P and P ′ which satisfy the following
relationship

Pr[SuccPA(λ)] = Pr[SuccP
′

A (λ)] + &,

then we have the fact that

AdvPA(λ) = AdvP
′

A (λ) + 2&.

2.4 Error Reconciliation Mechanism

In [17], Jin and Zhao formally formulated a universal and convenient error recon-
ciliation mechanism referred to as optimally-balanced key consensus with noise
(OKCN). The inherent upper-bound analyzed in Jin’s paper guides the parame-
ter selection and balances between the accuracy and the bandwidth. Especially,
OKCN is more suitable for incorporating into the existing DH-based protocols
like TLS, IKE. Thus, it shows more advantages in choosing OKCN as the error
reconciliation mechanism of our scheme.
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Before showing the description of the OKCN algorithm, we Þrst give a func-
tion |a− b|q to represent the distance between two elements a, b ∈ Zq.

|a− b|q = min{(a− b) mod q, (b− a) mod q}.

Moreover, for two approximate polynomials w =
!n−1

i=0 wiX
i, v =

!n−1
i=0 viX

i,
we deÞne the distance between them as

|w − v|q = max{|w1 − v1|q, |w2 − v2|q, · · · , |wn−1 − vn−1|q}.

Algorithm 1 OKCN: Optimally-balanced Key Consensus with Noise

params = (q,m, g, l, aux), aux = {q′ = lcm(q,m),α = q′/q,β = q′/m}
procedure Con(σs, params) ⊲ σs ∈ [0, q − 1]

e ← [−⌊(α− 1)/2⌋, ⌊α/2⌋]
σA = (ασs + e) mod q′

ks = ⌊σA/β⌋ ∈ Zm

v′ = σA mod β
v = ⌊v′g/β⌋
return (ks, v)

end procedure
procedure Rec(σc, v, params) ⊲ σc ∈ [0, q − 1]

kc = ⌊ασc/β − (v + 1/2)/g⌉ mod m
return kc

end procedure

Algorithm 1 describes the calculation process of the conciliate function Con
and the reconcile function Rec. The error reconciliation can be extended to Rq

by applying OKCN to each coefficient of the ring. For any ring polynomial
σ = {σ0, · · · ,σn−1} ∈ Rq, we set Con(σ) = {Con(σ0), · · · ,Con(σn−1)}. Rec
function does the same way.

Theorem 1 (Efficiency Upper Bound [17]). OKCN = (params,Con,Rec)
is a secure and correct mechanism, then

(2l + 1)m < q(1− 1

g
)

with params = (q,m, g, l, aux), where q is the modulus, m is the length of each
negotiated value, g is the length of the hint signal, l represents the distance
between two approximate polynomials σc and σs in Rq.

3 MLWE-based PWE Assumption & Security Reduction

To expediently prove the security of our construction, we proposed the PWE
assumption with the different version of the MLWE problem. This assumption
with the version of the RLWE problem Þrst appeared in the literature [10] so as
to provide the security proof of its RLWE-PAKE.
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DeÞnition 2 (Pairing with Errors). We deÞne a probabilistic, polynomial-
time adversary A taking (A,x,y, v) as its input, where A ← Rd×d

q , x ← Rd
q ,

s, e ← βd
η , eσ ← βη, y = AT s + e, (v, k) = Con(xT s + eσ). The goal of A is to

obtain the value of string k from its output. Therefore, we deÞne the advantage
of A as follows:

AdvPWE
A (λ) = Pr[k ∈ A(A,x,y, v)].

Let AdvPWE
A (t,N) = maxA

"
AdvPWE

A (λ)
#
, where the maximum is take over all

adversaries in running time t that output a list containing at most N elements
of {0, 1}k. The PWE assumption denotes that AdvPWE

A (t,N) is negligible for t
and N which are polynomial in security parameter λ.

Now, we describe a reduction from the PWE assumption to the decision
MLWE problem. We consider the following sequence of reductions:

PWE −−−−−→ DPWE
Lemma 1−−−−−−→ MLWE-DH

Lemma 2−−−−−−→ D-MLWE

The decision version of the PWE problem can be deÞned as follows. Obviously,
if DPWE is hard so is PWE.

DeÞnition 3. (DPWE). Given (A,x,y, v, k) ∈ Rd×d
q × Rd

q × Rd
q × {0, 1}n ×

{0, 1}k where (v, k) = Con(σ) for some σ ∈ Rq. The decision Pairing with
Errors (DPWE) problem is to decide whether σ = xT s + eσ and y = AT s + e
for some s, e ← βd

η , eσ ← βη, or (σ,y) is uniformly random in Rq ×Rd
q .

DeÞnition 4. (MLWE-DH). Given (A,x,y,σ), where (A,x) is uniformly
random in Rd×d

q × Rd
q , the MLWE-DH problem is to Þgure out whether σ =

xT s+ eσ and y = AT s+e for some eσ ← βη and e ← βd
η , or (σ,y) is uniformly

random in Rq ×Rd×d
q .

Lemma 1. The DPWE problem is hard if the MLWE-DH problem is hard.

Proof. Suppose that the MLWE-DH problem is hard to solve, and there exists a
polynomial-time algorithm D can solve the DPWE problem with non-negligible
probability. Using algorithm D as a subroutine call, we build a distinguisher D′

to solve the MLWE-DH problem.

1. Input (A,x,y,σ)
2. Compute (v, k) = Con(σ)
3. Call D to solve DPWE problem using the input (A,x,y, v, k)
4. If D outputs 1 then D′ outputs 1, means that σ = xT s+eσ and y = AT s+e;

otherwise, (σ,y) is uniformly random in Rq ×Rd
q .

Since D solves the DPWE problem with a non-negligible advantage, D′ solves
the MLWE-DH problem with a non-negligible advantage as well, which contra-
dicts the hardness assumption of the MLWE-DH problem. ⊓⊔

Lemma 2. If the D-MLWE problem is hard, the MLWE-DH problem is hard as
well.
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Proof. Suppose that there exists a probabilistic polynomial-time algorithm D
can solve the MLWE-DH problem with non-negligible advantage. Given two sam-
ples of an MLWE challenge (A1,b1) and (a2, b2), both share the same s ← βd

η .
We call algorithm D to build a distinguisher D′ to solve the MLWE problem as
follows:

1. Set (A,x,y,σ) = (A1,a2,b1, b2)
2. Input (A,x,y,σ) to D
3. If D outputs 1, then D′ outputs 1 which D′ determines b2 = aT2 s + eσ and

b1 = AT
1 s + e for some eσ ← βη, e ← βd

η ; otherwise, D outputs 0, then D′

outputs 0, means that b2,b1 is uniformly random in Rq ×Rd
q .

Obviously, D′ can solve the MLWE problem with non-negligible advantage
as well, which contradicts the hardness of the MLWE problem. Hence, if the
MLWE problem is hard to solve then the MLWE-DH problem is also hard to
solve. ⊓⊔

4 Our MLWE-based PAKE Scheme

Here we describe our MLWE-PAKE protocol in detail and show its correctness.

4.1 Protocol Description

Client C Server S

Input S, pwc Γ′ = −H1(pwc)
ρ ∼ {0, 1}256
A ∼ Rd×d

q := Sam(ρ) Abort if m /∈ Rd
q

(sc, ec) ← βd
η × βd

η
C,m,ρ−−−−−−−−−−−→ A ∼ Rd×d

q := Sam(ρ)
yc = Asc + ec (ss, es) ← βd

η × βd
η

Γ = H1(pwc) ys = AT ss + es

m = yc + Γ yc = m+ Γ′

eσ ← βη

σs = yc
T ss + eσ

Abort if ys /∈ Rd
q

ys,v,k←−−−−−−−−−−− (kσ, v) = Con(σs)
σc = sTc ys k = H2(C, S,m,ys, kσ,Γ

′)

kσ = Rec(σc, v) k
′′
= H3(C, S,m,ys, kσ,Γ

′)
Abort if k ∕= H2(C, S,m,ys, kσ,Γ

′)

k′ = H3(C, S,m,ys, kσ,Γ
′)

k′
−−−−−−−−−−−−→ Abort if k′ ∕= k

′′

skc = H4(C, S,m,ys, kσ,Γ
′) sks = H4(C, S,m,ys, kσ,Γ

′)

Fig. 1. The MLWE-based PAKE protocol

Figure 1 describes the complete protocol. Let the rank n of a ring be a power
of 2. Let q be an odd prime such that q ≡ 1 mod 2n. Function H1 : {0, 1}∗ → Rd

q
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hashes passwords into a vector in Rd
q ; Hi : {0, 1}∗ → {0, 1}k (i = 2, 3) be

hash functions for veriÞcation of communications; H4 : {0, 1}∗ → {0, 1}k, the
Key Derivation Function (KDF), generates the session-key of length k-bit. The
comprehensive protocol is described as follows:

– Client Initiation. A client C takes on the role of initiating the protocol by
inputting its password and the server-id S. Then, C produces its ephemeral
key pair (yc, sc), and uses the password to encapsulate yc as the message
m. Finally, C Þnishes the initiation process by sending initialized message
〈C,m, ρ〉 to the server S, where ρ is a seed that generates the public matrix.

– Server Response. Upon receiving 〈C,m, ρ〉, the server S checks the ratio-
nality of m. If m ∈ Rd

q , S Þrst generates ephemeral public-key/secret-key
pair (ys, ss). Then, S recovers yc from m. In the next moment, S uses
ss and yc to compute the coordination polynomial σs and the shared-key
(kσ, v) = Con(σs). Subsequently, S generates two hash values k, k′′ for in-
dicating its identity and verifying the identity of C, respectively. Finally, S
sends its public-key ys, the signal hint v and the hash value k to C.

– Client Finish. After receiving 〈ys, v, k〉, C utilizes its secret-key sc and
the public-key yc to generate its coordination polynomial σc (which is ap-
propriately equal to σs) so that it can obtain the shared key through kσ =
Rec(σc, v). C veriÞes the identity of S and generates the hash value k′ to
indicate its identity. Finally, C sends out k′ and derives the session-key skc.

– Server Finish. Server S veriÞes k′ and k′′ in the same way. If k′ = k′′, S
computes its session-key sks; otherwise, S rejects to compute a session-key.

Remark 2 (Mutual authentication). The client hashes its password, appends it to
the message, and sends it out. At this time, only the server storing the hash value
of the password can correctly recover the message and use the hash function H2

to generate its veriÞcation key k. When the client receives the veriÞcation key
k from the server, the client uses reconcile function Rec to negotiate its shared
key kσ and veriÞes whether H2 is equal to k, thereby achieving authentication
of the server. Meanwhile, it uses H3 to generate its veriÞcation key k′ provided
veriÞcation information to the server. Finally, mutual authentication Þnishes.

4.2 Correctness

Obviously, the protocol’s correctness is revealed by the equality of the values ne-
gotiated by the participants. Therefore, the correctness depends on the distance
between the two approximate elements used to derive the shared-key. If this
distance is within the allowable range of OKCN, correctness can be guaranteed.
We compare the two approximate polynomials in Rq:

|σs − σc|q = |yT
c ss + eσ − sTc ys|q

= |sTc AT ss + eTc ss + eσ − sTc A
T ss + sTc es|q

= |eTc ss + eσ − sTc es|q

≤ l <
q(1− 1

g )−m

2m
.
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P0 The original protocol P .

P1 If the value of m or ys randomly chosen by the honest participants has
already appeared in the previous protocols, then the protocol halts and
A fails.

P2 The protocol answers Send and Execute queries without making any ran-
dom oracle queries. Subsequently, random oracle queries are backpatched
to be consistent with the responses to Send and Execute queries as much
as possible.

P3 If an Hl(·), l ∈ {2, 3, 4} query is made, it is not checked for consistency
against Execute queries. The protocol responds with a random output
instead of maintaining consistency with an Execute query.

P4 If a correct password guess is made against an instance Πi
C or Πj

S be-
fore a Corrupt query, the protocol halts and the adversary automatically
succeeds.

P5 Once the adversary A makes a password guess against the client and the
server instances that have partnered, the protocol halts and the adversary
fails.

P6 There is an internal password oracle that knows all passwords and tests
the correctness of a given password for a speciÞc client/server pair.

Fig. 2. Description of the protocol P0 through P6

By Theorem 1, if |σs − σc| ≤ l where l <
q(1− 1

g )−m

2m , both sides can reconcile
the same value in our MLWE-PAK scheme. We represent the failure rate δ of our
scheme as

δ = Pr
$
|σs − σc|q ≥

q(1− 1
g )−m

2m

%
.

In section 6, we will select the parameter sets to make the failure rate δ negligible
in the practical implementations.

5 Proof of Security

The security proof is to show thatA attacking the protocol is unable to determine
the fresh sk with greater advantage than that of an online dictionary attack.

Theorem 2 (Advantage of the adversary). The PAKE protocol P is secure,
if the advantage of the adversary A is

AdvPA(λ) ≤ C ′Ns′(λ) +O
&
nseAdv

PWE
D (λ) + AdvPWE

D (λ)
'
+ negl(λ).

where N(λ) is the number of online attacks, and the password dictionary follows
the Zipf-like distribution with parameter C′ = 0.062239 and s′ = 0.155478 [20].

Remark 3. The majority of existing PAKE schemes (e.g. [10, 19]) assumed that
passwords adhere to a uniformly random distribution. Thus, the advantage of
the adversary A was formulated as N(λ)/D + negl(λ). However, according to
[20], the traditional uniform-model based expression signiÞcantly underestimates
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the power of real adversary A. Instead, we prefer to characterize the adversary
A using the CDF-Zipf model [29].

Proof. Our proof will proceed by introducing a series of protocols P0,P1, · · · ,P6

(can be seen in Figure 2) related to P, with P0 = P. In P6, A will be reduced
to an online guessing attack which will provide a straightforward analysis. The
detail description of each Pi can be seen in Figure 2. A Þxed adversary A makes
nse, nex, nro queries of Send, Execute and random oracles, respectively.

Corollary 1. For any adversary A, we have that

|AdvP1

A (λ)− AdvP0

A (λ)| ≤ negl(λ).

Proof. By inspection, the probability that the m or ys has appeared in previ-
ous Send, Execute, or random oracle query is nse+nex+nro

qnd . Consider the newly

generated value m or ys, there are (nse + nex) values to obtain from the Send
and Execute query uniquely. Therefore, the probability of the m or ys which has

been generated previously is O((nse+nex)(nse+nex+nro))
qnd , where the space of Rd

q is

qnd. However, this probability is negligible. ⊓⊔

Corollary 2. For any adversary A, we have that

|AdvP2

A (λ)− AdvP1

A (λ)| ≤ negl(λ).

Proof. This design of P2 is a standard technique for security analysis of protocols
involving random oracles. P1 and P2 are indistinguishable unless the adversary
makes an Hl(·) query, for l ∈ {2, 3, 4}, but the adversary has not actually made
the H1(pwc) query, the total of probability for this case can be bounded by
O(nro

qnd ). Or the adversary makes a Send(C, i, k) (resp. Send(S, j, k′)) query that

is not the output of an H2(·) (resp. H3(·)) query which would be a correct
password guess. It is easy to show that the probability of this case can be bound
by O(nse

2k
). The corollary follows. ⊓⊔

Corollary 3. For any adversary A, we have that

|AdvP3

A (λ)− AdvP2

A (λ)| ≤ negl(λ).

Proof. This can be shown using a reduction from PWE. Given (A,x,y, v), we
construct an algorithm D that attempts to solve PWE assumption by running
A on a simulation of the protocol P2 with these changes:

(1) In an Execute query, D set m = x + (Asf + ef ), ys = y + (AT sff + eff )
where sf , ef , sff , eff ← βd

η , and select v ← {0, 1}n.
(2) When A Þnishes, for every Hl(·) query where l ∈ {2, 3, 4}, m and ys were

generated in an Execute query, and an H1(pwc) query returned −Γ′ = Ash+
eh ∈ Rd

q , then the simulator can compute,
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σs = yc
T · (ss + sff ) + eσ = (x+A(sf − sh) + (ef − eh))

T · (ss + sff ) + eσ

≈ xT · ss + (sf − sh)
T · y + (x+A(sf − sh) + (ef − eh))

T · sff
= xT · ss + (sf − sh)

T · y + (x+ Γ′ + (Asf + ef ))
T · sff ,

kσ′ = Rec(xT · ss, v) = Rec(σs − (sf − sh)
T ·y− (x+Γ′ + (Asf + ef ))

T · sff , v).

Finally, add the value of kσ′ to the list of possible values. Thus, |AdvP2

A (λ)−
AdvP3

A (λ)| ≤ 2AdvPWE
D (λ) which is negligible. ⊓⊔

Corollary 4. For any adversary A, we have that

AdvP3

A (λ) ≤ AdvP4

A (λ).

Proof. This change will only increase the probability of A winning the game. ⊓⊔

Corollary 5. For any adversary A, we have that

|AdvP5

A (λ)− AdvP4

A (λ)| ≤ negl(λ).

Proof. We deÞne the event pairedpwguess that A makes a password guess against
partnered client and server. Obviously, if the pairedpwguess event does not occur,
P4 and P5 are indistinguishable, thus, we deÞne the event as E with probability
&. If A attacking P4, we have that Pr

(
SuccP4

A (λ)
)
≤ Pr

(
SuccP5

A (λ)
)
+ &, and go

further, AdvP4

A (λ) ≤ AdvP5

A (λ) + 2&.
Now we build an algorithm D by calling A on a simulation of the protocol

to solve the PWE assumption. Give the sample (A,x,y, v), D choose a random
m ∈ {1, 2, · · · , nse} and simulates P4 for A as follows:

(1) In the mth Send(C, i′, S) query to the instance Πi′

C , set m = x.
(2) In a Send(S, j, 〈C,m, ρ〉) query, set ys = y+ (Asf + ef ) where sf , ef ← βd

η .

(3) In a Send(C, i′, 〈ys, v, k〉) query, if Πi′

C is unpaired, D outputs 0 and halts.

(4) In a Send(S, j, k) query to Πj
S , if Π

j
S has paired with Πi′

C after its Send(S, j,

〈C,m, ρ〉) query, but is not now paired with Πi′

C , no test for correctpw is

made, and Πj
S aborts.

(5) When A Þnishes, for every Hl(·) query for l ∈ {2, 3, 4}, where m and ys were
generated in an Πi′

C query, and an H1(pwc) query return −Γ′ = Ash + eh ∈
Rd

q , then the simulator computes:

σs = yT
c · (ss + sf ) + eσ = (x− (Ash + eh))

T · (ss + sf ) + eσ

≈ xT · ss − sh
T · y + (x− (Ash + eh))

T · sf
= xT · ss − sh

T · y + (x+ Γ′)T · sf ,

kσ′ = Rec(xT · ss, v) = Rec(σs + sh
T · y − (x+ Γ′)T · sf , v).

Finally, add the value of kσ′ to the list of possible values. Thus, |AdvP4

A (λ) −
AdvP5

A (λ)| ≤ 2nseAdv
PWE
D (λ) which is negligible. ⊓⊔
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Corollary 6. For any adversary A, we have that

AdvP5

A (λ) = AdvP6

A (λ).

Proof. It is visible that P5 and P6 are perfectly indistinguishable. ⊓⊔

Now, we analyze the advantage of A against the protocol P6. In the P6, the
adversary A has only two ways to succeed, making online guessing attacks or
making a Test query, namely. We deÞne the event correctpw as A successfully
obtaining the password through online dictionary attacks. Thus, the probability
of the event correctpw can be bounded by C ′ns′

se following the CDF-Zipf model
[29].

For the second case, A makes a Test query to a fresh instance Πi
U , since the

view of A is independent of skiU , the probability of success is exactly 1
2 . Thus,

Pr[SuccP6

A (λ)] ≤ Pr[correctpw] + Pr[SuccP6

A (λ)|¬correctpw] Pr[¬correctpw]

≤ C′ns′

se +
1

2
(1− C ′ns′

se)

≤ 1

2
(1 + C ′ns′

se).

Then, we conclude that AdvP6

A (λ) = 2Pr[SuccP6

A (λ)] − 1 ≤ C ′ns′

se. Finally, the
Theorem 2 follows from the above conclusion and corollaries from 1 to 6. ⊓⊔

6 Implementation

This section gives all details of our implementation of MLWE-PAK written in C
and describes the encoding of messages.

6.1 Parameter Selection

Table 1 lists the concrete parameter sets. In the MLWE-based protocol, the most
time-consuming operation is polynomial multiplication. An efficient parameter
instantiation under the MLWE problem is such that the degree n of a polynomial
is a power of 2 and the modulus q is a prime satisfying the congruence condition
q ≡ 1 mod 2n. At this time, the underlying Þnite Þeld exists primitive 2n-th root
of unity, so that the NTT algorithm can be used efficiently to perform polynomial
multiplications. Consider that public-key protocols only need to transmit 256 bits
of information, we decide to Þx the degree n = 256. Increasing or decreasing the
dimension d of the vector can change the security of the scheme. We choose the
modulus q = 7681, as 7681 is the smallest prime that satisÞes the aforementioned
condition so that polynomials can be transferred in NTT encoding.

For the parameters of OKCN algorithm, we choose (m, g, l) = (2, 26, 1895).
m = 2 means that one-bit shared-key is negotiated by one coefficient of a poly-
nomial. The size g of the hint value per coefficient is 6, which is a comprehensive
consideration of the communication cost and the error tolerance distance.
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Finally, we provide 3 parameter sets to deal with distinct security scenarios
by changing the dimension d of the vector and the parameter η of the error
distribution. The Lightweight-PAK can resist classical attacks and be deployed
in the lightweight applications. The Recommended-PAK and the Paranoid-PAK
with higher security are used to resist quantum attacks.

Table 1. Proposed parameter sets

Scheme Parameters Failure rate Com. cost
(n, q, d, η) C → S S → C

Lightweight-PAK (256, 7681, 2, 13) 2−53.4 928 1056
Recommended-PAK (256, 7681, 3, 8) 2−97.4 1,344 1,472
Paranoid-PAK (256, 7681, 4, 6) 2−131.6 1,760 1,888

6.2 NTT Domain

A polynomial multiplication can be performed by computing

c = NTT−1(NTT(a) ◦ NTT(b))

where ◦ denotes the point-wise multiplication.
For a polynomial p =

!n
i=0 piX

i ∈ Rq, we deÞne the polynomial p̂ in NTT
domain as

p̂ = NTT(p) =
n*

i=0

p̂iX
i, where p̂i =

n*

j=0

ψjpjω
ij ,

where we Þx the primitive n-th root of unity ω = 3844 ∈ Zq and ψ =
√
ω = 62.

As the inverse of function NTT, the computation of function NTT−1 uses
ω−1 mod q = 6584, after the summation, multiplies by powers of ψ−1 mod q =
1115 and multiplies each coefficient by the scalar n−1 mod q = 7651, so that

p = NTT−1(p̂) =
n*

i=0

piX
i, where pi = n−1ψ−i

n*

j=0

p̂jω
−ij .

6.3 Hash Functions

In our protocol, we use 4 hash functions. Let H1(·) be an extendable-output
function (XOF), it extends a password pw into a polynomial vector Γ. Let
Hl(·), l ∈ {2, 3} be hash functions for veriÞcation of communications. And let
H4(·) be a key derivation function (KDF). We choose SHAKE-128 and SHA3-
256 as our hash functions, both of them are provided by FIPS-202 [6]. We have
H1(·) = SHAKE-128, and Hl(·) = SHA3-256 where l ∈ {2, 3, 4}.
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6.4 Generation of A

We use a 256-bit random seed ρ as the input for the generation of A = (ai,j) ∈
Rd×d

q . For each entry ai,j ∈ Rq, we expand ρ through SHAKE-128 into a stream
of 16-bit little-endian integers. On the sequence of 16-bit integers, we adopt the
following strategy: If an integer belongs to {0, 1, . . . , q − 1}, we accept it as the
coefficient of ai,j ; otherwise, reject it. Finally, A including d× d polynomials is
considered to be in NTT domain, since NTT transforms uniform noise to uniform
noise.

6.5 Generation of Noise Polynomials

For each noise polynomial e, we sample it from βη. First, we extend a uniformly
random seed into an array of n = 256 with each element of 2η-bit, and then
generate the coefficient of the noise polynomial by subtracting the Hamming
weight of the most signiÞcant η-bit of ri from the Hamming weight of the least
signiÞcant η-bit of ri. Finally, the aforementioned procedure is iterated d times
to generate the polynomial vector e = {e1, · · · , ed}T ∈ βd

η .

6.6 Encoding of Messages.

An initialized message is a 3-tuple 〈C,m, ρ〉, where C denotes the client ID with
256/8 = 32 bytes, m is a vector of d polynomials with 256 13-bit coefficients
each, and ρ is a 32-byte seed. We compress the polynomial by the little-endian
format to (256×13)/8 = 416 bytes. Eventually, we obtain the initialized message
of (416d + 64) bytes by concatenating C, compressed polynomials and the seed
ρ. The response message is also a 3-tuple 〈ys, v, k〉, where ys is a vector of d
polynomials with 256 13-bit coefficients as well, the hint signal v is a polynomial
with 256 6-bit coefficients each and the veriÞcation key k is 32-byte. We com-
press ys by the little-endian format to ((13 × 256)/8) × d = 416d bytes, then
concatenate the encoded hint signal v of (256 × 6)/8 = 192 bytes followed the
little-endian format and the veriÞcation key k, in a total of (416d+ 224) bytes.

7 Performance and Potential Applications

The benchmarked implementations are written in C. We compiled them with
gcc-9.3.0 with optimization ßags -O3 -formit-frame-pointer-march = nat

ive -fPIC. Our implementations are executed on a 3.60GHz Intel(R) Core(TM)
i7-4790 CPU and 4GB RAM computer with 64-bit system.

7.1 Comparison

Here we compare the proposed MLWE-PAKE scheme with several other com-
petitive schemes. The comparative summary is presented in Table 2 and the
performance difference is shown in Table 3.
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Table 2. Properties comparison of lattice-based candidate schemes.

Scheme Assumption Auth. Materiala PQ. Securityb Mul.c ROd Flows Error Rec.e

NewHope512 [1] RLWE × 101 NTT - 2 D4 [1]
NewHope1024 [1] RLWE × 233 NTT - 2 D4 [1]

Frodo [7] LWE × 78 FFT - 2 Peikert [25]
Kyber-AKE-2 [8] MLWE Static keys 102 NTT ! 2 -
Kyber-AKE-3 [8] MLWE Static keys 161 NTT ! 2 -
Ding-PAK [10] RLWE Passwords 76 FFT ! 3 Ding [11]
Ding-PPK [10] RLWE Passwords 76 FFT ! 2 Ding [11]
Gao-PAK [13] RLWE Passwords 82 NTT ! 3 Ding [11]
Gao-PPK [13] RLWE Passwords 82 NTT ! 2 Ding [11]
Yang-PAK [30] RLWE Passwords 206 NTT ! 3 AKCN [17]
Liu-3PAK [21] RLWE Passwords 84 NTT ! - Peikert [25]

Our-LightWeight-PAK MLWE Passwords 116 NTT ! 3 OKCN [17]
Our-Recommended-PAK MLWE Passwords 177 NTT ! 3 OKCN [17]

Our-Paranoid-PAK MLWE Passwords 239 NTT ! 3 OKCN [17]
a Auth. Material denotes authentication materials.
b PQ. Security denotes the post-quantum security level.
c Mul. denotes the algorithm of polynomial multiplication.
d RO denotes whether this protocol is constructed in the random oracle model.
e Error Rec. denotes the error reconciliation mechanism.

Table 2 summarizes protocols [1, 7, 8, 10, 13, 21, 30] and our proposals from
different aspects. The majority of these lattice-based protocols are built on RLWE
or MLWE, as LWE holds the unattractive feature of low performance and expen-
sive communication cost due to the large matrix. Furthermore, to illustrate the
post-quantum security level attained by various schemes, we include an esti-
mation of core-SVP hardness using the approach described in [1]. The results
show that NewHope1024, Kyber-AKE-3, Yang-PAK, Our-Recommended-PAK and
Our-Paranoid-PAK achieve 128-bit post-quantum security.

Table 3 provides a comparison of our scheme with state-of-the-art lattice-
based protocols [1, 7, 8, 10, 30] in the running time, the communication cost, and
the failure rate. It is visible that the overall performance of our implementation
outperforms other PAKE protocols. Compared with the latest Yang-PAK [30],
Our-Recommended-PAK reduces the communication overhead and running time
by 36.8% and 13.8%, respectively. The performance of Our-Lightweight-PAK is
close to that of NewHope512, but NewHope512 does not achieve authentication.
As a MLWE-based AKE scheme, the running time of Our-Recommended-PAK is
43.8% of Kyber-AKE-3’s, and the communication cost is 60.7% of Kyber-AKE-3’s.

7.2 Potential Applications

Resource-constrained IoT Mobile Devices. At present, a variety of multi-
factor authentication schemes [28, 20] augment passwords with Þngerprint or
iris recognition in order to ensure the security of IoT devices. However, with the
advent of quantum computing, conventional schemes based on the intractability
of the integer factorization problem and the discrete logarithm problem will be
insecure. As shown in Table 3, our Lightweight-PAK scheme with the advantage
of lower communication cost and higher performance is more effectively that can
be used to connect resource-constrained IoT devices to resource-rich servers.
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Table 3. Performance comparison of lattice-based candidate schemes (us)

Scheme Running Time (us) Message Size (bytes) Failure
Cinit Sresp + Sfin Cfin Total Client Server Total Rate

NewHope512 [1] 46.089 55.630 60.639 162.358 928 960 1 888 2−55.0

NewHope1024 [1] 77.778 108.325 122.772 308.875 1 824 2 048 3 872 2−61.4

Frodo [7] 790.013 870.856 107.419 1 768.288 11 296 11 288 22 584 2−38.9

Kyber-AKE-2 [8] 81.920 150.490 115.200 347.610 1 568 1 664 3 232 2−145

Kyber-AKE-3 [8] 134.362 268.716 173.876 576.954 2 272 2 368 4 640 2−142

Ding-PAK [10] 2 643.838 2 884.243 337.413 6 702.656 4 136 4 256 8 392 2−1023

Gao-PAK [13] - - - - 3 904 4 000 7 904 2−1023

Yang-PAK [30] 84.172 144.290 64.859 293.321 1 864 2 592 4 456 2−41

Our-Lightweight-PAK 55.202 93.353 34.558 183.113 928 1 056 1 984 2−53.4

Our-Recommended-PAK 79.141 126.048 47.565 252.754 1 344 1 472 2 816 2−97.4

Our-Paranoid-PAK 113.891 169.524 61.082 344.497 1 760 1 888 3 648 2−131.6

a Cinit denotes the running time of the client initiation.
b Sresp + Sfin denotes the running time of the server response and the server Þnish.
c Cfin denotes the running time of the client Þnish.

Classical/quantum-safe TLS. We consider that TLS should be combined
with post-quantum cryptographic primitives since TLS has taken over more
than half of web traffic and has been widely deployed with applications such
as HTTPS, IMAPS, SMTPS in the real world. As a self-contained system, our
MLWE-PAK is designed without additional primitives, which are typically pro-
hibitively expensive in speciÞc applications such as public-key encryption, signa-
tures, or message authentication code. In Table 3, although our Lightweight-PAK
has 116-bit post-quantum security, it has 128-bit security against the classical
attacks according to the approach from [1]. Therefore, our Lightweight-PAK can
be deployed in current TLS to resist classical attacks; our Recommended-PAK
and Paranoid-PAK with higher security can be deployed in TLS to resist quantum
attacks.

8 Conclusion

The advancement of quantum computing has sparked widely interest in the
research of post-quantum cryptography. This paper designed an efficient post-
quantum MLWE-based PAKE protocol whose security is demonstrated under
the BPR framework. Moreover, beneÞting from the ßexibility of MLWE, we
provided 3 parameter sets and discussed corresponding potential applications
(e.g., classic/post-quantum TLS, resource-constrained IoT devices) in real life.
Compared with the latest Yang-PAK [30], Our-Recommended-PAK reduces the
communication overhead and running time by 36.8% and 13.8%, respectively.

One of our follow-up works will be aimed at integrating ourMLWE-PAKE pro-
tocol into TLS. In addition, optimizing the implementation of our MLWE-PAKE
protocol on embedded microcontrollers is especially useful for IoT applications
once the quantum era comes.
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Abstract. The security of lattice-based cryptosystems is generally based
on the hardness of the Shortest Vector Problem (SVP). There are two
common categories of lattice algorithms to solve SVP: search algorithms
and reduction algorithms. The original enumeration algorithm (ENUM)
is one of the former algorithms which run in exponential time due to the
exhaustive search. Further, ENUM is used as a subroutine for the BKZ
algorithm, which is one of the most practical reduction algorithms. It is
a critical issue to reduce the computational complexity of ENUM. In this
paper, first, we improve the mechanism in the so-called reordering method
proposed by Wang in ACISP 2018. We call this improvement Primal
Projective Reordering (PPR) method which permutates the projected
vectors by decreasing norms; therefore it performs better to reduce the
number of search nodes in ENUM. Then, we propose a Dual Projective
Reordering (DPR) method permutating the projected vectors in its dual
lattice. In addition, we propose a condition to decide whether the reorder-
ing method should be adopted or not. Preliminary experimental results
show that our proposed reordering methods can successfully reduce the
number of ENUM search nodes comparing to the predecessor, e.g., PPR
reduces around 9.6% on average in 30-dimensional random lattices, and
DPR reduces around 32.8% on average in 45-dimensional random lattices.
Moreover, our simulation shows that the higher the lattice dimension, the
more the proposed reordering method can reduce ENUM search nodes.

Keywords: Lattice cryptography, Enumeration algorithm, Reordering method,
Dual lattice

1 Intruduction

1.1 Background

Cryptosystems such as RSA [13] and ECC [9,11] are currently used to protect
private information, relying on hard mathematical problems like integer factoring
problem (IFP) and discrete logarithm problem (DLP). However, if a quantum
computer is developed in the near future, it can be compromised by quantum

� corresponding author, ORCID: 0000-0002-2872-4508.
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algorithms such as Shor’s algorithm [16], which can solve IFP and DLP in polyno-
mial time. Therefore, we need to move forward with post-quantum cryptography
(PQC) as soon as possible. Hence NIST officially started PQC standardization
project in 2016 and announced third round PQC candidates in 2020, including
four public key cryptography (CRYSTALS-KYBER, NTRU, SABER, and Clas-
sic McEliece) and three digital signature schemes (CRYSTALS-DILITHIUM,
FALCON, Rainbow). Among these candidates, around 70% are lattice-based
cryptosystems [1]. At the evaluating stage, cryptanalysis is essential to work.
Namely, it is necessary to decide on secure and practical parameters. The security
of lattice-based cryptography such as NTRU [8] and LWE-based schemes [12]
depend on the hardness of some lattice problems, such as SVP, CVP, and their
variants. The analysis of the concrete hardness of these problems is essential to
decide the proper parameter settings. In particular, TU Darmstadt published
open problems called the lattice challenge [5] to analyze the practical hardness
of lattice problems. In order to evaluate our proposed methods, We utilize a
random lattice provided by the lattice challenge.

Various algorithms for SVP have been proposed, and they can be classified
into two main categories. First, there are lattice basis reduction algorithms, which
convert a bad basis of a lattice into a good one, such as LLL reduction (Lenstra-
Lenstra-Lovász) reduction and BKZ (block Korkin-Zolotarev) reduction [15,4,3].
LLL reduction is a remarkable lattice reduction that runs in polynomial time;
therefore, we often use the LLL reduction to get a good basis before using
other algorithms to solve hard lattice problems. In our experiments, we use LLL
reduction, which is implemented in the open-source library NTL [17].

BKZ reduction, proposed by Schnorr and Euchner, was a hybrid LLL reduction
and ENUM algorithms that finds the shortest vector of a lattice. Given a lattice
basis and a block size parameter β, BKZ reduction reduced the block size lattice
basis by the LLL reduction before inputting them into ENUM iteratively. Since
the complexity of ENUM is much larger than LLL reduction, the complexity of
BKZ reduction depends on ENUM.

Second, lattice point search algorithms such as ENUM [15] and Sieve [2].
ENUM proposed in the same paper of BKZ reduction is an exhaustive search
method that finds the shortest lattice vector by the depth-first search in a tree
constructed with nodes labeled by coefficients. The complexity of ENUM is 2O(n2)

for a given n-dimensional lattice basis. As mentioned above, the BKZ reduction
depends on the complexity of ENUM; therefore, we can see that it is important
to work to reduce the complexity of ENUM for BKZ reduction.

The sieve algorithm proposed by Ajtai is well-known lattice point search
algorithms, which requires a runtime of 20.292n+O(n) and exponential memory of
20.2n+(n) in lattice dimension n.

Quick reordering technique (QRT) [18,19] is an initial reordering method
applied in lattice reduction. QRT reorders the output reduced basis vectors by
their decreasing norm, which is applied in BKZ reduction to reduce the number
of search nodes in ENUM by a certain probability.
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1.2 Our contribution

The BKZ, one of the lattice basis reductions, is one of the most powerful algorithms
known today. The runtime of the BKZ depends on the complexity of a subroutine
called ENUM, an enumeration search algorithm. In other words, reducing the
runtime of ENUM leads to reducing that of the BKZ, which is expected to bring
us much closer to the SVP solution. In this paper, we examine how much the
runtime of ENUM can be reduced by changing the order of the input basis into
ENUM, using the properties of projective and dual lattices. Our contributions
are as follows:

1. improving the previous reordering method using the property of projected
lattice;

2. proposing a reordering method using the property of dual lattice;
3. proposing condition to decide whether the reordering method should be

adopted or not.

Our experimental results show that the proposed improvement method for
the previous method, named PPR, can reduce around 9.6% on average in 30-
dimensional random lattices and that the proposed reordering method using the
property of dual lattice, named DPR, can successfully reduce the large number
of ENUM search nodes, e.g., reducing around 32.8% on average in 45-dimensional
random lattices. Moreover, we experimentally show that DPR overcomes the
QRT weakness that the reduction of the search node number decreases as the
dimension increase and can increase the reduction as the dimension increase.

1.3 Organization

We introduce mathematical backgrounds in section 2 and the details of some
classic lattice algorithms and the quick reordering technique (QRT), which is
invited to improve ENUM in section 3. In section 4, we propose our new reordering
methods, which are called PPR and DPR, and condition tR to decide whether the
reordering method should be adopted or not. We then present the experimental
results on our proposed method in section 5. Finally, the conclusion is given in
section 6.

2 Preliminaries

Given n linearly independent vectors B := (b1, · · · ,bn) ∈ Rm, the lattice
generated by them is defined as L(b1, . . . ,bn) := {

∑n
i=1 vibi | vi ∈ Z}. Here, n

is the rank of L, and m is the dimension of L. If n=m, L is called a full-rank
lattice. The fundamental domain of L corresponding to this basis B is the set
P (L) := {

∑n
i=1 xibi | 0 ≤ xi < 1} called the fundamental parallelepiped of L.

vol(P (L)) is called the volume of a lattice L which depends on the basis B.

Shortest Vector Problem (SVP). A lattice L has at least nonzero shortest
vectors. The Shortest Vector Problem (SVP) is to find one shortest nonzero
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vector of L given the basis B of lattice L, which is expected to be very difficult
to solve in polynomial time.

Gram-Schmidt Orthogonalization (GSO). Gram-Schmidt Orthogonaliza-
tion (GSO) is a classic procedure in linear algebra that creates a set of orthogonal
vectors given a set of linearly independent vectors. It works by projecting each vec-
tor on the space orthogonal to the span of the previous vectors in order from front
to front of linearly independent vectors. Note that on changing the order of the
inputs of linearly independent vectors, Gram-Schmidt Orthogonalization outputs
different orthogonal vectors. We denote by B∗ = (b∗

1, · · · ,b∗
n) Gram-Schmidt

orthogonal vector (GSO vectors) of the given lattice basis B = (b1, · · ·bn). The
GSO vectors of a linearly independent vectors B in order from front to front can
be computed as follows:




b∗
1 := b1

b∗
i := bi −

i−1∑
j=1

µi,jb
∗
j (2 ≤ i ≤ n)

where

µi,j :=
〈bi,b

∗
j 〉

‖b∗
j‖2

(1 ≤ j < i ≤ n)

and let 〈·, ·〉 : Rm × Rm → R to be inner product.
The GSO vector of a linearly independent vectors B in order from back to

front can be computed as follows




b†
n := bn

b†
i := bi −

i+1∑
j=n

νi,jb
†
j (1 ≤ i ≤ n− 1)

where

νi,j :=
〈bi,b

†
j〉

‖b†
j‖2

(1 ≤ i < j ≤ n)

Note that the volume of L(B) can also be computed by vol(L(B)) =
∏n

i=1 ‖b∗
i ‖.

For any 1 ≤ i ≤ n, let πi : Rn → spanR(b1, · · · ,bi−1)
⊥ be an orthogonal

projection of a vector onto spanR(b1, · · · ,bi−1)
⊥. We also denote by πi(L) a

projective sublattice with basis vectors of (πi(bi), . . . , πi(bn).

Dual lattice. We define the notation of the dual of a lattice and see its applica-
tions. We denote the dual lattice of L by L̂ := {x ∈ spanR(L) | 〈x,y〉 ∈ Z (∀y ∈
L)}, where let 〈·, ·〉 : Rm × Rm → R to be inner product. If D := (d1, · · · ,dn)
is the basis of a dual lattice L̂(B) then D = (BBT)−1B. A dual lattice has
good properties: let {b∗

1, · · · ,b∗
n} be GSO vectors of lattice basis B and let
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{d†
1, · · · ,d†

n} be GSO vectors of dual lattice basis D in reverse order, then for
all i,

‖b∗
i ‖ · ‖d

†
i‖ = 1.

The properties of the dual lattice have been applied to attacks to lattice cryptog-
raphy [6,10]. Our proposed algorithm also uses the properties of a dual lattice.

Gaussian heuristic. Given a lattice L and a continuous subset C of R, we can
estimate the number of points in C ∩ L approximately vol(C)/vol(L), which is
called the Gaussian heuristic. Using Gaussian heuristic, We can estimate the
shortest lattice vector norm approximately, denoted by GH(L) :=

√
n

2πevol(L)
1
n .

Geometric series assumption (GSA) The geometric assumption (GSA)[14]
says that the norms of GSO vectors ‖b∗

i ‖ in the LLL-reduced basis decline
geometrically with quotient q such as ‖b∗

i ‖2/‖b∗
i−1‖2 = q for i = 1, · · · , n and

q ∈ [3/4, 1) Here, q is called the GSA constant, whose size depends on the
reduction algorithm and the corresponding parameter setting.

3 Lattice Algorithms

This section introduces some classic lattice algorithms, such as the LLL basis
reduction algorithm, the enumeration search algorithm (ENUM), and the BKZ
algorithm [15]. Furthermore, we recall the quick reordering technique (QRT),
which is invited to improve the previous algorithms.

3.1 LLL reduction

The LLL reduction, an approximation algorithm to SVP, was developed in 1982
by A.K.Lenstra, J.W.Lenstra, Jr., and L.Lovasz. Given a lattice basis and a
parameter 3/4 < δLLL < 1, LLL reduction repeats size reduction and the swap
of basis neighbors until the basis is a good one which means nearly orthogonal.
Note that the closer δLLL is to one, the better the LLL-reduced basis is. Since
LLL reduction terminates in the polynomial time, it is applied to many attacks
on cryptosystems.

3.2 ENUM

We describe Schnorr-Euchner’s enumeration algorithm (ENUM) [15] associ-
ated with our proposal algorithms. Given a lattice basis B = (b1, · · · ,bn),
the inputs of the ENUM are GSO coefficients (µi,j)1≤j≤i≤n, the square norms
{‖b∗

1‖, · · · , ‖b∗
n‖} of B∗ and search bound R which is usually GH(L)×1.05. The

output is one shortest vector v =
∑n

i=1 uibi, where {ui}ni=1 is the set of integer
coefficients that ENUM searches.

ENUM performs the depth-first search of the ENUM tree formed by half
vectors in the projected lattice πn(L), πn−1(L), · · · , π1(L) within the norm bound
R. The depth of the ENUM tree is equal to the lattice dimension n. For 0 ≤ k ≤ n,
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Algorithm 1 Quick Reordering Technique (QRT)

Input: A basis {b1, · · · ,bn}, index q′n
Output: A basis {b1, · · · ,bn}
1: if n ≥ 10 then
2: Compute the slope qcurr of current GSO vector lengths by LSF.
3: if qcurr < q′n then
4: {b′

1, · · · ,b′
n} ← Normal Reordering({b1, · · · ,bn})

5: Compute AveGSO and AveGSO′

6: if AveGSO ≤ AveGSO′ then
7: {b1, · · · ,bn} ← {b′

1, · · · ,b′
n}

8: Compute GSO information.
9: end if
10: end if
11: end if

the nodes at depth k are half of the number of the vectors in the rank-k projected
lattice πn+1−k(L) with norm ≤ R. Therefore The Gaussian heuristic estimates
of the number of nodes at depth k as:

Hk(R) :=
1

2
· vol(Bk(R))

vol(πn+1−k(L))
=

1

2
· vol(Bk(R))∏n

i=n+1−k ‖b∗
i ‖

where Bk(R) is the k-dimensional Euclidean ball of radius R centered around
0. Then the total number of search nodes in ENUM is approximately N =∑n

k=1 Hk(R) = 1
2 ·

∑n
k=1 ·

vol(Bk(R))∏n
i=n+1−k ‖b∗

i ‖
. From [7], Hk(R) is maximal around the

middle depth k � n/2(see an example of 30-dimension in Fig2)

3.3 BKZ reduction

The BKZ reduction is a powerful lattice reduction algorithm [3,4,15]. Given a
lattice basis, one sets a proper blocksize β ≥ 2 on which both the runtime and
the output quality depend. Assuming that j is the first index of each local block
Bj,min(j+β−1,n), BKZ reduction iteratively performs the LLL reduction and the
ENUM on each local block for j from 1 to n−1. Note that the ENUM subroutine
is the most expensive part of the BKZ reduction. Therefore it is important to
decrease the total number of search nodes in ENUM in order to reduce the
runtime of BKZ reduction.

3.4 Quick Reordering Technique

The Quick Reordering Technique (QRT) [18,19] is a reordering method to reduce
the runtime of the BKZ using ENUM as subroutines. Using a quick sort to
reorder the input basis vectors by their decreasing norms (in this paper, we call
this operation Normal Reordering (NR). QRT can decrease the number of
search nodes in ENUM with high probability both when the GSA assumption [14]
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does not hold and when the average of ‖b∗
�n/2�−1‖, ‖b∗

�n/2�‖, ‖b∗
�n/2�+1‖ is bent

larger after reordering the basis.
We show the QRT algorithm in Algorithm 1. The first step is to decide

whether the basis is a good basis, i.e., nearly orthogonal. To do this, we calculate
the constant q under the GSA assumption in the input basis using the least-squares
method (LSF). LSF is a method frequently used in regression analysis. Given n
points {(xi, yi) | 1 ≤ i ≤ n}, find the line y = ax+ b that minimizes the distance

between these points. Specifically, it can be obtained by a =
∑n

i=1 xi yi−n·x̄ ȳ∑
i=1 nx2

i−n·(x̄)2

and b = ȳ − a. If qcurr = a and qcurr < q′n, i.e., the basis is judged to be bad,
It calculates the GSO of {b′

1, · · · ,b′
n} that is Normal Reordered and obtains

vectors {b′∗
1 , · · · ,b′∗

n } before getting AveGSO such that

AveGSO :=
‖b∗

�n/2�−1‖+ ‖b∗
�n/2�‖+ ‖b∗

�n/2�+1‖
3

If AveGSO < AveGSO′ holds, we decide that the number of search nodes in
ENUM is less for {b′

1, · · · ,b′
n} than for {b1, · · · ,bn} and thus we set {b′

1, · · · ,b′
n}

to be ENUM input. The reason why we consider the ENUM to be less computa-
tionally intensive when AveGSO < AveGSO′ is that the number of search nodes
in ENUM is highest around �n

2 � and the surrounding GSO vector norm is large,
the number of search nodes can decrease.

It has been pointed out that QRT can efficiently reduce the total ENUM
runtime up to about 30 dimensions of the lattice, but the reduction decreases as
the dimensionality increases.

4 Our Proposals

In this section, we propose two methods to decrease the number of search nodes

N in ENUM. Recall that N ≈
∑n

k=1
vol(Bk(R))∏n
i=n−k+1 ‖b∗

i ‖
, which depends on the input

basis. By enlarging the back half of the GSO vectors’ norm, it is possible to
decrease the number of search nodes in the ENUM process. Note that because the
lattice volume is invariant, the shorter the front half of the GSO vectors’ norm,
the longer the back half of the GSO vectors’ norm. In this paper, we propose
two lattice basis reordering methods with the following strategies.

1. Shorten the former half of the GSO vectors’ norm, which correspondingly
lengthens the latter half of the GSO vectors’ norm;

2. Directly lengthen the back half of the GSO vectors’ norm.

Primal Projective Reordering (PPR) introduced in section 4.1 is based on
the former strategy, while Dual Projective Reordering (DPR) introduced
in section 4.2 is based on the latter strategy.

4.1 Primal Projective Reordring

First, we describe the Primal Projective Reordering (PPR) method to decrease
the number of search nodes in ENUM by shortening the former half of the input
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Algorithm 2 Primal Projective Reordering (PPR)

Input: A basis {b1, . . . ,bn} ∈ Rm

Output: A basis {b1, · · · ,bn} ∈ Rm such that ∀i ∈ {1, · · · , n}, ‖b∗
i ‖ =

mini≤j≤n ‖πi(bj)‖
1: (b∗

0, b
∗
1, · · · ,b∗

n) ← (0, b1, · · · ,bn) ;
2: (B−1, B0, B1, · · · , Bn) ← (∞, 1, ‖b1‖2, · · · , ‖bn‖2) ;
3: for i = 1 to n− 1 do
4: k ← −1
5: for j = i to n do
6: t ← 〈bj , b

∗
i−1〉 ;

7: b∗
j ← b∗

j − t
Bi−1

b∗
i−1 ;

8: Bj ← Bj − t2

Bi−1
;

9: if Bk > Bj then
10: k ← j ;
11: end if
12: end for
13: Swap(bi, bk) ;
14: end for

GSO vectors’ norm. As a result, the latter half of the GSO vectors’ norm become
larger. This strategy is similar to the previous study [18,19], Normal Reordering
(NR) method, which directly reorders the input basis vectors by decreasing norm.
Specifically, in PPR method, we move the shortest basis vector to ahead, and
move the vector whose projective norm onto b1 is the shortest in the projected
sublattice π1(L). Then we repeat this procedure and get a reordered basis. PPR
can be regarded as an improved version of NR method.

We denote by B := {b1, · · · ,bn} the lattice basis and by {b∗
1, · · · ,b∗

n} the
GSO vectors of B. Then the PPR changes the lattice basis order such that

‖b∗
1‖ = min{‖b1‖, · · · , ‖bn‖}

‖b∗
2‖ = min{‖π2(b2)‖, · · · , ‖π2(bn)‖}

...

‖b∗
n−1‖ = min{‖πn−1(bn−1)‖, ‖πn−1(bn)‖}
‖b∗

n‖ = ‖πn(bn)‖

which is equivalent to

∀i ∈ {1, · · · , n}, ‖b∗
i ‖ = min

i≤j≤n
‖πi(bj)‖

We show the PPR in Algorithm 2. Note that for all 1 ≤ i ≤ n

πi(bj) = bj −
i−1∑
k=1

〈bj , b
∗
k〉

‖b∗
k‖2

b∗
k.
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Algorithm 3 Dual Projective Reordering (DPR)

Input: A basis {b1, . . . ,bn} ∈ Rm,
Output: {b1, · · · ,bn} ∈ Rm such that ∀i ∈ {1, · · · , n}, ‖d†

i‖ = min1≤j≤i ‖τi(dj)‖
1: D ← (BBT)−1B ;
2: (d1, · · · ,dn) ← (dn, · · · ,d1), ;
3: PPR((d1, · · · ,dn)) ;
4: (d1, · · · ,dn) ← (dn, · · · ,d1) ;
5: B ← (DDT)−1D ;

Therefore,

πi(bj) = πi−1(bj)−
〈bj , b

∗
i−1〉

‖b∗
i−1‖2

b∗
i−1

and

‖πi(bj)‖2 = ‖πi−1(bj)‖2 −
〈bj , b

∗
i−1〉2

‖b∗
i−1‖2

Note that the complexity of PPR is at most O(n3) for a given n-dimensional
lattice, which is negligible compared to the complexity of ENUM.

4.2 Dual Projective Reordering

We further introduce another reordering method to decrease the number of search
nodes in ENUM by directly lengthening the back half of the GSO vectors’ norm.
Here we use the property of a dual lattice. Let {d†

n, · · · ,d
†
1} be the dual lattice

basis{d1, · · · ,dn} in reverse order. Since ‖b∗
i ‖ · ‖d†

i‖ = 1 holds, reducing the

norm of each GSO vector d†
i incurs enlarging the norm of b∗

i correspondingly.
Based on this idea, we propose the Dual Projective Reordering (DPR) method

which applies the PPR method to the reversed dual basis {d†
n, · · · ,d

†
1}. Then

DPR changes the lattice basis order such that

‖d†
n‖ = min{‖d1‖, · · · , ‖dn‖}

‖d†
n−1‖ = min{‖τn−1(d1)‖, · · · , ‖τn−1(dn−1)‖}

...

‖d†
2‖ = min{‖τ2(d1)‖, ‖τ2(d2)‖}

‖d†
1‖ = ‖τ1(d1)‖

which is equivalent to

∀i ∈ {1, · · · , n}, ‖d†
i‖ = min

1≤j≤i
‖τi(dj)‖.

We show the DPR in Algorithm 3. Note that the DPR method also cost at
most O(n3) for a given n-dimensional lattice, which is negligible compared to
the ENUM complexity.
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Algorithm 4 Reordering with tR
Input: A basis {b1, . . . ,bn} ∈ Rm, its GSO vectors {b∗

1, · · · ,b∗
n} and a parameter

tsucc ≥ 1.
Output: A reordered basis {b′

1, ·,b′
n} or a input basis {b1, . . . ,bn}.

1: {b∗
1, · · · ,b∗

n} ← computeGSO({b1, · · · ,bn}) ;
2: {b′

1, · · · ,b′
n} ← Reordering({b1, · · · ,bn}) ;

3: {b′∗
1 , · · · ,b′∗

n } ← computeGSO({b′
1, · · · ,b′

n}) ;
4: tR ← 1 ;
5: for i = �n/2� to n do

6: tR ← tR · ‖b′∗
i ‖

‖b∗
i ‖

;

7: end for
8: if tsucc < tR then
9: output {b′

1, · · · ,b′
n} ;

10: end if
11: output {b1, · · · ,bn} ;

4.3 Observation

Because of the possibility that reordering basis vectors may incur an increase
of search nodes in ENUM, it is necessary to observe and set an threshold to
enhance the effect of the reordering methods. Let the GSO vectors of the lattice
basis be {b∗

1, · · · ,b∗
n}, and let the GSO vector of the DPR-reordered basis be

{b′∗
1 , · · · ,b′∗

n }. Here we define a parameter tR as

tR :=
n∏

i=�n/2�

‖b′∗
i ‖

‖b∗
i ‖

.

A larger tR indicates a larger GSO vectors of the latter reordered basis vectors,
and a potentially better performance of the reordering method. We can apply
this idea to PPR, DPR, and NR, too.

We show the algorithm of reordering with tR in Algorithm 4. An input
parameter tsucc ≥ 1 is a threshold, where the larger tR is than tsucc, the more
search nodes will be reduced by the reordering method.

5 Experimental Results

In this section, we show the experimental results of the PPR method and the
DPR method. The implementation was done in C++ language using the number
theory library NTL [17]. For the random lattice, we generate the random lattice
bases from the SVP Challenge [5]. The upper bound R input into ENUM is fixed
at 1.05×GH(L).

5.1 Experimental result for 30-dimensional random lattice

We performed the following experiment. We have prepared 1000 cases of 30-
dimensional random lattice bases LLL-reduced with δLLL = 0.8 and applied NR,
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Fig. 1. The distribution of ‖b∗
i ‖. (average value of 1000 cases of 30-dimensional random

lattice LLL-reduced with δLLL = 0.8)

PPR and DPR to them before inputting that basis into ENUM, respectively.
Fig. 1 shows the distribution of the GSO vectors’ norm respectively, which is the
average value of 1000 cases of 30-dimensional random lattice LLL-reduced with
δLLL = 0.8.

Fig. 2. Total number of search nodes at each level in ENUM (average value of 1000
cases of 30-dimensional random lattice LLL-reduced with δ = 0.8)
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Fig. 3. The number of search nodes in ENUM (average value of 1000 cases of 30-
dimensional random lattice LLL-reduced with δ = 0.8, 0.9, 0.99). WR: Without any
Reordering, NR: Normal Reordering, PPR: Primal Projective Reordering, DPR: Dual
Projective Reordering.

From Fig. 1, we can see that PPR and DPR satisfy the condition to lengthen
the back half of the GSO vectors’ norm, while Normal Reordering (NR), unfor-
tunately, shortens the back half of the GSO vectors’ compared to PPR, DPR.
Therefore we can see that PPR and DPR are an improvement on N. Next, Fig. 2
shows the number of search nodes at each level in the ENUM tree (the average
value of 1000 cases of 30-dimensional random lattices). From Fig. 2, we can see
that the number of search node in ENUM is the largest around n

2 as pointed out
in [7]. Moreover, the numbers of search nodes in ENUM using PPR and DPR are
respectively much smaller than that of the case with NR or without Reordering.
The large-small relationship of the experimental results on the total search node
number (=

∑n
i=1 Hi) for each method was DPR < PPR < NR < Without any

Reordering. (i.e., The number of ENUM search node with DPR was the lowest of
four.) When we usually use LLL reduction, we set δLLL as close to 1 as possible,
e.g., δLLL = 0.99. Fig. 3 shows the search node number in ENUM when lattice
basis LLL-reduced with δ = 0.8, 0.9, 0.99 in the four cases: without reordering,
using NR, PPR and DPR.

From Fig. 3, we can see that every three reordering methods reduce the
number of search nodes compared to the case without reordering for δLLL = 0.8.
However, when δLLL = 0.9 and 0.99, the total number of search nodes increases.
The reason is that the norm in the middle of the GSO vectors NR-reordered
becomes large, while the back half of the GSO vectors’ norm becomes extremely
small. Although previous studies claim that the larger the norm in the middle of
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Fig. 4. α := N̄WR/N̄DPR at each dimensional lattices. (average value of 1000 cases of
30 to 45 dimensional random lattices LLL-reduced with δLLL = 0.99)

the GSO vector is, the more the total number of search nodes can be reduced,
we claim that it is necessary to lengthen the back half of the GSO vectors’ norm
in order to decrease the number of search nodes. We can see that both PPR
and DPR can reduce the number of search nodes compared to the case without
reordering with δLLL = 0.9 or 0.99.

Moreover, the experimental result shows that DPR decreases the number of
search nodes more than PPR. i.e., Directly lengthening the back half of the GSO
vectors’ norm decreases the number of search nodes more than shortening the
front half. Therefore in the following subsection, we will focus on our discussion
on the case with DPR.

5.2 Experimental results on a high-dimensional lattice

Next, to see the performance of DPR in more than 30-dimensional lattice, we
performed the same experiment about DPR, not only 30 dimensions but also
30-45 dimensions. (The same Experiments in more than 46-dimensional lattice
were impossible due to the exponential computation time of ENUM.). Fig. 4
shows that experimental result. N̄DPR is the number of search nodes when the
basis without reordering is input to ENUM, while N̄DPR is the number of search
nodes when DPR.

Fig. 4 shows that the more the dimension increases, the more DPR decreases
the average number of search nodes, although it has been pointed out that NR
decreases as the dimension increases. Therefore we overcome the QRT weakness
that the reduction of the number of search nodes decreases as the dimension
increase, and obtained the result that the reduction can increase as the dimension
increase. Furthermore, from experimental results, DPR decreased the number of
search nodes by 32.8% on average on 45-dimensional lattices.

The 24th Annual International Conference on Information Security and CryptologySession 4 - 1

ICISC 2021180



14 Kazuki Yamamura and Yuntao Wang Eiichiro Fujisaki

Fig. 5. The scatter plot of tR and α := NWR/NDPR. (1000 cases of 40-dimensional
random lattices LLL-reduced with δLLL = 0.99)

5.3 Experimental results on tR

To observe the lattice basis condition on which DPR can decrease the number of
search nodes in ENUM, we have confirmed the usefulness of DPR’s tR through
experiments by 40-dimensional random lattices. Fig. 5 shows the experimental
results of the relation between tR and α := NWR/NDPR. NWR is the number of
search nodes in ENUM without reordering, while NDPR is the number of search
nodes when using DPR.

From Fig. 5, we can see that the larger α, the larger tR. In other words, the
larger tR, the larger the number of search nodes. Moreover, we can see that
the events often happen that tR exceeds one and α exceeds one. (i.e., when the
back half of the GSO vectors’ norm becomes large, the number of search nodes
successfully decreases). The experimental result shows that when the tR is greater
than one, the DPR-reordered basis can efficiently decrease the number of search
nodes in ENUM and that events often happen. (See the green area in Fig.5)
Therefore we can see that if tsucc in Algorithm 4 is larger than one, the number
of search nodes decreases with high probabilities.

6 Conclusion and Future Work

In this paper, we observed whether the number of search nodes in ENUM
decreases by changing the order of the inputted into ENUM, using the properties
of projective and dual lattices. Our contributions are as follows.

1. A proposal of a basis reordering method, PPR, that extends the methods of
previous studies;
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2. A proposal of a basis reordering method DPR using the properties of a dual
lattice;

3. A proposal of tR to decide how much the reordered basis reduces the compu-
tational complexity of ENUM compared to the original basis.

The experimental results show that PPR can decrease the number of search nodes
in ENUM by decreasing the projection length orders, which improves the QRT
in the previous study. Moreover, they show that DPR has better performance
than PPR and decreases the number of search nodes by 32.8% on average on
45-dimensional lattices. Furthermore, we experimentally show that DPR can
increase the quantities to decrease the number of search nodes as dimensions
increase: i.e., DPR overcomes the QRT weakness that the quantities to decrease
the number of search nodes decreases as the dimension increase.

The reordered basis cannot always decrease the number of search nodes in
ENUM compared to the original basis. Therefore, based on the idea that the
larger the norm of the latter GSO vector of DPR-reordered basis, the more the
reordered basis can decrease the number of search nodes in ENUM, we proposed
tR to decide how much the reordered basis reduces the computational complexity
of ENUM compared to the original basis. We experimentally showed that the
larger the tR, the more the number of search node in ENUM decreases.

Future work includes the application of DPR to the BKZ and Extreme
Pruning [7]. If we can efficiently decide whether the number of search nodes can
decrease by using tR, we can reduce the complexity of these algorithms by using
DPR.
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Abstract. Over the last decade, many exploit mitigations based on Con-
trol Flow Integrity (CFI) have been developed to secure programs from
being hijacked by attackers. However, most of them only abort the pro-
tected application after attack detection, producing no further information
for attack analysis. Solely restarting the application leaves it open for re-
peated attack attempts. We propose Resilient CFI, a compiler-based CFI
approach that utilizes dynamic taint analysis to detect code pointer over-
writes and trace attacks back to their origin. Gained insights can be used
to identify attackers and exclude them from further communication with
the application. We implemented our approach as extension to LLVM’s
Dataflow Sanitizer, an actively maintained data-flow tracking engine. Our
results show that control-flow hijacking attempts can be reliably detected.
Compared to previous approaches based on Dynamic Binary Instrumen-
tation, our compiler-based static instrumentation introduces less run-time
overhead: on average 3.52x for SPEC CPU2017 benchmarks and 1.56x for
the real-world web server NginX.

Keywords: Software Security · Control Flow Integrity · Resiliency · Taint
Analysis · Dynamic Information Flow Tracking · LLVM

1 Introduction

Control-flow hijacking attacks are one of the most harmful threats for today’s
software landscape. They enable attackers to execute malicious code inside a
victim program to gain complete control over its execution context and even-
tually further infiltrate whole IT systems. Depending on purpose and leverage
of IT systems, attackers could misuse them to extract confidential information,
manipulate sensitive data or control physical operations.

Because of the severe consequences, motivation for academia and industry
is high to create new approaches to effectively mitigate control-flow hijack-
ing attacks of programs written in low-level programming languages like C
and C++. Developed countermeasures like Data Execution Prevention (DEP),
Stack Canaries and Address Space Layout Randomization (ASLR) proved to
be practical and are now used by default in many runtime environments. They
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successfully protect against code injection attacks but are only partially effec-
tive against advanced exploit techniques such as return-to-libc or Return-Oriented
Programming (ROP). Therefore, within the past 15 years, academia developed
a countermeasure called Control Flow Integrity (CFI). Abadi et al. originally in-
troduced CFI [1] as a technique which statically instruments binaries to secure
forward-edge (indirect jumps, indirect function calls) and backward-edge (func-
tion returns) control-flow instructions with additional run-time checks. Within
the last years, this technique has been taken up by many publications which
improved concepts for backward-edge CFI and forward-edge CFI. As CFI has
proven an efficient and mostly effective countermeasure, it nowadays becomes
more and more adopted in industry standard compilers [16].

Unfortunately, most (if not all) existing CFI approaches only consider de-
tection of control-flow hijacking attacks. Their default behavior upon attack
detection is to abort the program to prevent further exploitation. While “Detect
and Abort” might be a reasonable strategy to prevent extraction of confidential
information or manipulation of sensitive data, it can result in loss or damage
of data and affects the availability of provided services. Service providers are
well prepared for occasional restart and recovery procedures after program
abort but in case of a targeted attack, the attacker can start the exploit over and
over again. If no appropriate countermeasures are taken between aborting and
restarting, subsequent exploitation attempts can cause non-negligible down-
times. For providers of critical services, this can be serious threat to availability.

In this paper, we present Resilient CFI (ReCFI), an approach for control-flow
integrity which enables advanced attack reaction strategies to counter repeated
control-flow hijacking attempts via similar attack vectors. Resilient CFI (ReCFI)
is able to determine the source of attacks at program level and extract informa-
tion about attackers which can be used to exclude them from further commu-
nication with the program. ReCFI is designed as a compiler plug-in, providing
both forward- and backward-edge CFI. It aims for small run-time overhead as
well as zero false negatives and false positives in order to be a solution for attack
mitigation and not only being used as a tool for testing or debugging. As a basis
for our work, we employ dynamic taint analysis to detect malicious overwrites
of code pointers, track back the attack to its originating interface and generate
useful information for identifying the attacker.

The idea of utilizing dynamic taint analysis for detecting code pointer over-
writes is not completely new. In the past, approaches have been proposed to
use specialized hardware in order to track data-flow and check the integrity
of code pointers efficiently while the program is executed [15,5,10,8]. Unfortu-
nately, specialized hardware is too expensive to deploy those solutions widely.
Newsome and Song [14], followed by other authors [6,7,11], proposed software-
implemented taint-tracking engines based on Dynamic Binary Instrumentation
(DBI) to ensure control-flow integrity on commodity systems. However, dy-
namic instrumentation causes unacceptable run-time delays, hindering practi-
cal usability of those approaches.
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With ReCFI, we propose a compiler-based approach that statically inserts
additional instructions to a program at compile-time, thus eliminating the run-
time overhead for dynamic instrumentation. Our contributions are summarized
in the following:

– We provide a concept for utilizing dynamic taint analysis to detect mali-
cious overwrites of code pointers which additionally provides the ability to
generate information to identify the attack origin.

– We implement1 our concept as an extension to LLVM’s Dataflow Sanitizer,
an actively maintained data-flow tracking framework.

– We implement security measures necessary for static instrumentation solu-
tions to protect against attackers modeled with contiguous write capabilities.

– We evaluate the performance using SPEC CPU2017 benchmarks and con-
duct a case study with the popular NginX web server to exemplify how
ReCFI can be applied to complex real-world programs and protect them
from repeated exploitation attempts.

We present our design goals and the attacker model under which we developed
ReCFI in Section 2. We explain the concept of ReCFI in Section 3 before describing
details of its implementation in Section 4. In Section 5, we show how ReCFI can
be applied to the NginX web server as a case study. We discuss the security
properties of ReCFI in Section 6 and evaluate its performance in Section 7. In
Section 8, we summarize related work before concluding the paper in Section 9.

2 Design Goals and Attacker Model

ReCFI aims to prevent repeated attacks on the control-flow integrity of a pro-
gram. It is a security mechanism designed to (1) detect manipulation of code
pointers resulting from memory corruption-based attacks like heap or stack-
-based buffer-overflows, (2) identify the origin of an attack, i.e., the interface
used by the attacker to inject malicious input, (3) provide detailed informa-
tion about the origin of an attack gained directly from the running program,
and (4) support programs which need to run natively without an interpreter or
virtual machine environment.

We assume that the program protected by ReCFI contains memory-corrup-
tion errors. An attacker is able to (remotely) send malicious input data to exploit
those errors and thereby gain the following capabilities:

Arbitrary read: The attacker can read from arbitrary memory locations of the
target program’s address space.

Contiguous write: Starting from the memory location of a vulnerable buffer or
array variable, the attacker can overwrite adjacent memory locations (that
are not write-protected by the operating system).

1 ReCFI source code published here: https://github.com/Fraunhofer-AISEC/ReCFI
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This is a realistic attacker model which, in practice, means we assume that
all attacks utilize buffer over- and underflows on the stack or heap. ReCFI is
implemented to also detect more powerful attackers which are able to overwrite
code pointers not adjacent to the vulnerable buffer but at arbitrary locations.
However, we rely on the integrity of taint tracking metadata as ground truth for
our attack detection algorithm and therefore cannot assume an attacker with
arbitrary write capabilities because that would include the ability to maliciously
overwrite the metadata.

3 Resilient CFI

Resilient CFI

Step 1:
Propagation 

and 
Combination 
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Input Buffers
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Fig. 1: Overview of ReCFI’s steps to protect an application with input from
standard input stream (trusted), and network and filesystem (untrusted).

ReCFI is a compiler-based approach for Control Flow Integrity (CFI), driven
by dynamic taint analysis. It protects both, forward and backward control-flow
edges and provides information about the origin of the attack. ReCFI works by
assigning taint labels to untrusted program input data, propagating these taint
labels in memory throughout program execution and verifying the absence of
taint of code pointers before execution of control-flow instructions. We designed
ReCFI as a compiler-based security mechanism and implemented it on top of
the LLVM2 compiler infrastructure. At compile-time, ReCFI instruments the
program at LLVM IR level to insert additional instructions. At run-time, original
and instrumented instructions are executed together natively to perform taint
propagation simultaneously and to detect attacks as they happen. The LLVM
developer community maintains a framework for dynamic taint analysis called
Dataflow Sanitizer (DFSan)3, which we extended to implement our CFI approach.

2 https://llvm.org/
3 https://clang.llvm.org/docs/DataFlowSanitizer.html
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Figure 1 illustrates ReCFI’s methodology, which we divided into sequential
steps that are described in the following.

Step 0: Initial Input Tainting. ReCFI requires an initial tainting of untrusted
program input. For most applications, network or file I/O is untrusted. De-
pending on the application domain, other buffer variables containing program
input from, e.g., command-line arguments, environment variables, or memory-
mapped peripherals could also be untrusted. In the example shown in Figure 1,
file and network interfaces are untrusted and their respected buffers get tainted
while the standard input stream is considered trustworthy. Finding the com-
plete and sound set of untrusted input buffers for a given program is a highly
application-dependent task. Our approach does not aim to provide a general
solution to this task. Instead, ReCFI provides a simple API that can be used by
application developers to set the initial taint label of variables in the program’s
source code.

Step 1: Taint Propagation. To model the program’s taint state at run-time, we
utilize DFSan to split up the program’s memory space and set up a shadow
memory area as shown in Figure 2. For every byte of application memory, the
shadow memory contains the corresponding taint label. To keep track of the
program’s taint state, DFSan instruments every data-flow instruction with ad-
ditional instructions to propagate taint labels. Before an instruction is executed,
the taint labels of every instruction operand are loaded from shadow mem-
ory and propagated according to the semantics of the instruction. For binary
operations, e.g., an arithmetic instructions, DFSan combines the taint of both
operands, generating a new union taint label. As an example, in Figure 1, the
taints of the file and network buffers are combined, e.g., because of an XOR
operation within a cryptographic function decrypting a network packet with a
key read from a file. Hence a new union taint label is created and assigned to the
decryption result buffer. DFSan provides the ability to regain the original taint
labels from the union taint label they have been combined to. This is essential
to ReCFI’s Attack Origin Tracking step.

Step 2: Attack Detection. In addition to DFSan’s instrumentation of data-flow
instructions, ReCFI also instruments control-flow instructions. Our approach
provides both, forward- and backward-edge control-flow integrity by instru-
menting every indirect jump, call and return instruction. In front of any of those
instructions, ReCFI inserts additional instructions to check the taint label of the
target address. If the taint label indicates that the target address is tainted, then
the current program execution is considered to be under attack because a tainted
target address implies that the control flow is directly controlled by input from
untrusted sources. In the exemplary program execution illustrated in Step 2 of
in Figure 1, a code pointer (e.g. the return address) is overwritten with data from
variable b as part of an attack that exploits a buffer-overflow vulnerability. In this
case, ReCFI detects the tainted return address and prevents the program from
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Fig. 2: Memory layout of an application protected by ReCFI.

executing the control flow instruction with the corrupted code pointer. Instead
invokes an attack reaction routine which acts as the entry point to Step 3.

Step 3: Attack Origin Tracking. After an attack has been detected, ReCFI analyzes
the taint label of the corrupted code pointer. Thereby, it recursively resolves
union taint labels to their original taint labels to eventually identify from which
particular program input source the code pointer has been derived from. ReCFI
supports 216 different taint labels and therefore can distinguish between many
different input sources, respectively different potential attackers. In the exam-
ple in Figure 1, ReCFI is able to resolve the taint label of the corrupted code
pointer and trace the attack back to an attacker who used the network interface.
The quality of identification of a particular attacker strongly depends on the
granularity of input tainting, as shown in the following three examples:

1. If the same taint label is assigned to every data packet read from the network
interface, ReCFI is only able to identify that the attacker is coming from the
network.

2. If a new taint label is generated per communication peer, then ReCFI can
narrow down the attacker’s identity, e.g., to an IP or MAC address, a user-
name, or a TLS certificate—depending on how communication peers are
distinguished when generating the new taint label in the first place.

3. If a new taint label is generated per incoming network packet, ReCFI can
deduce the actual network packet that triggered the vulnerability. Hence, it
is possible to conduct advanced analyses of the packet’s payload to identify
the attacker.

The more fine-grained the input tainting, the more precise an attacker can be
identified, which can be highly valuable for Step 4.

Step 4: Attack Reaction. After an attack has been detected, an appropriate reaction
has to be conducted to mitigate subsequent similar attacks. Those reactions are

The 24th Annual International Conference on Information Security and CryptologySession 4 - 2

ICISC 2021 189



Resilient CFI 7

highly application dependent. Nevertheless, we want to briefly point out two
common patterns for attack reactions enabled by ReCFI in the following:

Attack reactions can utilize filtering mechanisms to blacklist communication
with peers identified as attackers. In networked applications, a firewall can be
configured based on the network address (IP, MAC, etc.) of a malicious packet
which can be identified by ReCFI. Consequently, after restarting the application,
the attacker will not be able to conduct the exploit again from the same network
address. In applications authenticating their users using username-password
combinations or X.509 certificates, ReCFI can be also used to create a new taint
label for every user and deny access to the service by blacklisting usernames or
revoking certificates.

Another possible attack reaction could be to selectively apply memory-safety
techniques to the program under attack, e.g. adding bounds checks to overflown
buffers or move them into guarded memory locations4. Provided with detailed
information about the attack origin generated by ReCFI, those memory-safety
techniques can be selectively applied only to data structures on the attack path,
thus minimizing the performance and memory overheads.

Besides reactions that aim to protect a single program, with ReCFI it is also
possible to forward attack information via network sockets or IPC mechanisms
to a monitoring component in order to contribute in assessing the overall secu-
rity status of a system and select appropriate actions to protect the system.

4 Implementation Details

The implementation of ReCFI is based on Dataflow Sanitizer (DFSan), a frame-
work for dynamic taint analysis which is actively maintained as part of LLVM.
Since DFSan is not designed as a CFI mechanism, we had to implement addi-
tional security measures to protect programs according to our attacker model.
In this section, we summarize relevant implementation internals of DFSan and
describe the modifications we conducted in order to implement ReCFI.

Memory Layout and Taint Representation. DFSan divides the process’ virtual mem-
ory into application memory and shadow memory, as schematically depicted in
Figure 2. Every byte of application memory is associated with two bytes (16 bit)
of shadow memory representing its corresponding taint label. The mapping
between application memory and shadow memory is calculated via a bitmask.

With DFSan’s taint labels being two bytes (16 bit) in size, ReCFI can differ-
entiate between 216 − 1 potential attackers (excluding the “untainted” label). By
default, DFSan aborts the application if more than 216 taint labels are created.
To support use cases where more taint labels are needed, we modified DFSan
to wrap around instead of aborting, and reuse taint label identifiers. ReCFI
emits a warning every time the number of taint labels wraps around. Security
implications of this wrap-around strategy are further discussed in Section 6.

4 As realized by Electric Fence (https://linux.die.net/man/3/efence) or LLVM’s
Address Sanitizer (https://clang.llvm.org/docs/AddressSanitizer.html)
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Checking the Integrity of Code Pointers. For the implementation of Step 2 of ReCFI,
we additionally instrument control-flow instructions. Implementing CFI checks
for indirect jumps and function calls in LLVM is straight-forward because the
target address pointer is an argument of the call/jump instruction. Therefore,
ReCFI just has to calculate the shadow memory location corresponding to the
pointer’s location which is represented in LLVM IR.

For return instructions, the location of the return address is architecture-
specific and therefore only known by the machine code generation backend of
LLVM. On x86 and aarch64 processor architectures the LLVM intrinsic function
llvm.addressofreturnaddress5 can be utilized to obtain the location of the
return address on the current stack frame. ReCFI inserts this intrinsic to locate
the return address and check its corresponding taint label before every return
instruction. Moreover, ReCFI extends DFSan to properly initialize the taint label
of the return address to untainted on creation of new stack frames, i.e. in every
function prologue.

Although ReCFI instruments function prologue and epilogue, it does not
rely on correct stack unwinding. This is because it only inserts taint checking
instructions to the epilogue which are read-only. No cleanup instructions are
required. Therefore, there are no compatibility issues when the applications use
setjmp/longjmp or other related functions for exception handling.

Avoiding Taint Labels on the Stack. DFSan implements an optimization strategy to
minimize its performance overhead, which introduces a weakness that could be
utilized by an attacker to circumvent our control-flow integrity checks: for each
local variable, DFSan allocates space for a taint label on the stack. Every time the
variable’s taint label needs to be checked or updated, DFSan accesses the taint
label allocated on the stack instead of accessing the shadow memory region.
This optimization saves a few instructions to calculate the shadow address.
However, if attackers manage to overflow a stack variable, they might be able
to overwrite the value of the taint label and reset it to untainted. In this case,
our CFI checks could miss the integrity violation and the attack would not be
detected. To avoid this potential security breach we removed this optimization.

A second optimization strategy of DFSan concerns propagation of taint labels
through function calls. By default, taint labels of arguments and return values are
passed through Thread-Local Storage (TLS). To reduce the number of memory
accesses, DFSan provides an option to pass taint labels as additional function call
arguments alongside their corresponding original arguments in CPU registers.
However, for more than 3 parameters (more than 6 in total with taint labels),
taint labels would be passed by pushing them to the stack, leading to the same
potential security weakness as the first optimization strategy described above.
Therefore, we disabled this optimization for ReCFI.

Input Tainting and Collection of Attacker Information. DFSan provides the basic API
for input tainting. Application developers can use it to create new taint labels

5 https://llvm.org/docs/LangRef.html#llvm-addressofreturnaddress-intrinsic
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and assign them to buffer variables that are considered entry points for attacker-
controlled input data. Additionally, DFSan maintains a global map structure
dfsan_label_info which maps each 16-bit taint label identifier to a pointer
of arbitrary application-specific data. With ReCFI, this application-specific data
can be used to provide detailed information about the source of the tainted input
data, e.g. the source address of a received network packet or the fingerprint of
a TLS certificate associated with the current communication session. The more
detailed those information, the more precise an attacker can be identified. In
case ReCFI detects a CFI violation, it invokes an attack reaction routine and
passes taint label information and the associated application-specific data as
arguments. We implemented this attack reaction routine in ReCFI’s runtime
library as a function with weak linkage. In this way, application developers can
redefine the function symbol to implement their custom attack reaction routine
and perform application-specific reactions based on the provided information
that ReCFI extracts from the taint labels.

5 Case Study: NginX Web Server

To confirm ReCFI’s ability to detect control-flow hijacking attacks on complex
programs, we conducted a case study with the popular web server NginX.
Versions 1.3.9 and 1.4.0 of NginX contain a stack buffer overflow vulnerability
(CVE-2013-2028), which can be exploited to gain remote code execution (RCE).
The exploit can be triggered by sending specifically crafted HTTP requests. The
vulnerability is caused by an unsound cast from signed to unsigned integer,
misinterpreting the size of the network buffer as overly large. Thus, too much
bytes are written to the buffer, leading to an overwrite of the return address.

According to ReCFI’s Step 0, we first classified the network interface as non-
trustworthy and searched for input buffers into which data is read from the
network socket. We assigned the initial taint label to network input buffers as
shown in Listing 1. We added a call to dfsan set label to taint the bytes starting
at the address of buf up to buf + n, which equals the number of bytes read
from the network socket. The taint label is represented by c->recfi_label. It is
initialized during connection establishment with the HTTP client and associated
to the object c, representing the connection. As shown in Listing 2, we modified
the function ngx_event_accept to insert taint label initialization after NginX
accepts the connection request.

With these few manual modifications to NginX, we compiled it with ReCFI
which automatically inserts additional code for Steps 1-3. Running the exploit6,
ReCFI successfully detects the corruption of the return address and is able to
track the origin of the attack back to the IP address of the client who started the
exploit.

For Step 4, we defined a custom attack reaction function directly in the NginX
source code, overwriting ReCFI’s default attack handler with an application

6 https://dl.packetstormsecurity.net/papers/general/nginx_exploit_

documentation.pdf

The 24th Annual International Conference on Information Security and CryptologySession 4 - 2

ICISC 2021192



10 O. Braunsdorf et al.

Listing 1: Instrumentation of NginX’s function ngx unix recv(). Additional
instructions for initial input tainting are highlighted.

1 ssize_t

2 ngx_unix_recv(ngx_connection_t *c, u_char *buf, size_t size)

3 {

4 [...]

5 do {

6 ssize_t n = recv(c->fd, buf, size, 0);

7 dfsan set label(c->recfi label, buf, n);
8 [...]

9 }

10 }

Listing 2: Instrumentation of NginX’s function ngx event accept(). Additional
instructions for initial input tainting are highlighted.

1 void ngx_event_accept(ngx_event_t *ev) {

2 [...]

3 s = accept(lc->fd, (struct sockaddr *) sa, &socklen);

4 struct sockaddr in *sa in = (struct sockaddr in*) sa;
5 char *ip = inet ntoa(sa in->sin addr);
6 c->recfi label = dfsan create label("accept", ip);
7 [...]

8 }
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specific reaction as described in Section 4. We implemented a custom attack
handler to which ReCFI passes the attacker’s IP address. The attackers IP is then
blacklisted by adding a new Linux iptables rule. This is only an example for attack
reactions possible with NginX. If NginX is configured for client authentication
via username & password or X.509 certificates, ReCFI could also associate taint
labels with the username or the client certificate’s fingerprint and blacklist them.

To measure the performance overhead of ReCFI in NginX we used the WRK
benchmark7. In server software, compute time only makes up a fraction of the
overall performance because I/O operations are much more time-consuming. To
account for this, we measured the throughput of served HTTP requests within
30 seconds for different file sizes. Results are shown in Table 1. Averaging over
all file sizes (geometric mean), ReCFI introduces a slowdown of 1.56x.

Table 1: Slowdown of ReCFI in NginX.
File Size 1 KB 10 KB 100 KB 1 MB

Slowdown 2.10x 1.88x 1.34x 1.11x

6 Security Discussion

In this section, we discuss security guarantees and limitations of ReCFI.

Accuracy in Attack Detection. ReCFI uses dynamic analysis to track the data-
flow along actual execution paths. In contrast to CFI approaches solely based
on static analysis, there is no over- or under-approximation of the control-flow
graph. Hence, there are no false positives when detecting an overwrite of a
jump or return address. Therefore, all potential attacks detected by ReCFI are
indeed overwrites of code pointers with attacker-supplied input. Assuming
every attacker-controllable interface is correctly tainted in Step 0, ReCFI also
does not have false negatives, i.e., it is able to detect every overwrite of code
pointers with attacker-controlled input data. Accidental overwrites from benign
interfaces are not detected because these interfaces are not marked as taint source
in Step 0. This is acceptable, because we can assume that they are very unlikely
and happen accidentally and thus are a one-time event as opposed a targeted,
repeated attack with the intention to exploit the program.

Bounded Number of Taint Labels. As described in Section 4, our implementation
of ReCFI can create up to 216 − 1 distinct taint labels. If applications generate
new taint labels very frequently, this can eventually cause a wrap-around of
the 16-bit taint label identifier. This could lead to confusion in associating taint

7 https://github.com/wg/wrk
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labels with their corresponding taint source (potential attack origin). However,
ReCFI still prevents the application from exploitation.

Protection of Taint Metadata. With ReCFI, we adapted DFSan to avoid storing
taint labels on the stack as described in Section 4. Therefore, attackers with
contiguous write capabilities cannot overwrite the security-critical taint metadata.
Hence, ReCFI successfully protects programs against attackers complying to our
attacker model.

Protection of Programs with External Libraries. Because ReCFI is a compiler-based
approach, it can only protect those parts of a program which have been compiled
with it. It cannot detect overwrites of code pointers if they happen in external
libraries, which have not been compiled with ReCFI. In order to effectively protect
those parts of the program which have been compiled with ReCFI, we have to
ensure correct propagation of taint labels even through calls to functions of
external libraries. This issue is solved by DFSan which automatically generates
a wrapper function for each external library function. Within each wrapper
function, the actual external function is called and the taint labels of arguments
and return values are propagated according to the data-flow semantic of the
external function. DFSan provides a so called ABI list8 which can be used by
developers to conveniently specify the data-flow semantic for each external
library function.

7 Performance Evaluation

We measured the performance impact of ReCFI using the CPU-bound SPEC
CPU2017 benchmark suite9. Since we implemented ReCFI primarily for the C
programming language, we tested all SPEC CPU2017 benchmarks written in C,
omitting those written in C++ and Fortran. All measurements were taken on an
Intel Xeon E7-4850 v3 CPU with 2.20 GHz.

Run-Time Overhead. To understand the performance overhead of ReCFI and
separately DFSan, we measured both versions and compared their overheads
to the baseline compiled with default compiler flags. We ran each benchmark 3
times and used their medians to calculate the overhead relative to the baseline.
The resulting run-time overheads are shown in Figure 3. The slowdown caused
by ReCFI ranges from 1.99x for the nab benchmark to 7.30x for the perlbench
benchmark, averaging at 3.52x (geometric mean). For comparison with other
published approaches and related work, we list their run-time overheads in
Section 8.

As depicted in Figure 3, enabling DFSan introduces most of the performance
overhead. There are several factors that cause its decrease in run-time perfor-
mance: (1) An additional memory access to read or write the corresponding taint

8 https://clang.llvm.org/docs/DataFlowSanitizer.html
9 https://www.spec.org/cpu2017/
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label for every memory load or store operation, (2) two additional memory ac-
cesses to write and read function arguments passed through TLS, (3) taint label
union operations for arithmetic instructions, (4) register spills due to additional
operations on taint labels, (5) displacement of application memory/code from
cache lines in favor of taint label handling. On top of that, ReCFI’s additional
control-flow integrity checks add (1) an additional memory access to initialize
the taint label of the return address to untainted, (2) an additional memory ac-
cess to load the taint label of code pointers before return- and indirect call/jump
instructions, and (3) the related instruction to check this label for taintedness.
The measurement results show that the overhead introduced by ReCFI on top
of DFSan is comparatively small, which endorses our approach for software
projects where DFSan is already used.

For the benchmarks perlbench and gcc, ReCFI and DFSan introduce larger
overheads, presumably because both benchmarks test program compilation
workloads which execute many memory load and store operations while the
other benchmarks are more bound to integer and floating point arithmetic. For
some benchmarks, e.g., lbm or nab, the measurement results suggest that ReCFI
has smaller overhead than DFSan. We assume that for those benchmarks, ReCFI
does not have a significant impact on performance compared to DFSan, and that
ReCFI’s additional memory access instructions have a positive effect on internal
caching structures of the CPU, leading to minor improvements in the overall
run-time compared to DFSan.
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Fig. 3: Normalized run-time overhead for SPEC CPU2017.

Memory Overhead. During our run-time benchmarks, we also measured the peak
memory usage of every benchmark program by monitoring their maximum
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resident set size. The average memory overhead measured for ReCFI is 3.07x.
As ReCFI does not allocate any memory on top of DFSan, there is no significant
difference from DFSan’s memory overhead. It is caused by the following factors:
(1) two additional bytes shadow memory for every byte of application memory,
(2) the DFSan union table, and (3) the dfsan_label_info map as described
in Section 4. The dfsan_label_info structure is a map that associates 20 byte
of additional data and pointers per taint label identifier and thus uses 216 ×
20B ≈ 1.3MB of memory. DFSan’s union table UT is a two-dimensional array
implementing a strictly triangular matrix which tracks whether two taint labels
i and j have been combined to a new union taint label k as result of an arithmetic
instruction with two tainted operands.

UT[i][ j] �→ k, with i < j (strictly triangular)

With taint labels being 16 bit in size, a full union table would consume approx-
imately 4.2 GB of memory.

216−1∑

k=1

(k) × 16bit ≈ 2.1 × 109 × 2 B ≈ 4.2 GB

However, in practice only few distinct taint label combinations exist in the union
table. Therefore, only few of the virtual memory pages containing the union
labels are actually mapped to physical RAM. Thus, the physical memory usage
for the dfsan_label_info map and the union table is constant while shadow
memory additionally consumes 2x application memory. Hence, programs like
the SPEC CPU2017 benchmarks, which have application memory consumption
of multiple gigabytes, have approximately tripled memory usage with ReCFI.

8 Related Work

Within the last 10 years there were many publications in the field of control-flow
integrity. Most of the classical compiler-based CFI approaches only introduce
overheads of 1.01x-1.45x [3] but are subject to false negatives [4] and completely
lack the ability to gain information about the attack origin. Therefore, we will
omit them from our summary of related work and refer to [3] as a comprehen-
sive overview of recent development in that field. In the following, we focus
on proposed exploit mitigation techniques that utilize dynamic information-
flow tracking to gain insights about the attacker which can be used to prevent
repeated attack attempts. We classify them based on their instrumentation tech-
niques.

Hardware-Based. Early approaches were based on architectural modifications
(e.g. to CPU or MMU) to track data-flow and check for tainted return/jump
addresses in hardware [15,5,10,8]. Dedicated hardware clearly brings the ad-
vantage of low run-time overhead. Reported slowdowns range between <1.01x
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to 1.17x for compute-bound benchmarks. However, implementations are based
on non-commodity hardware prototypes that are not widely available, greatly
inhibiting their adoption. They do not need access to applications’ source code
but often require modifications to the operating system, further decreasing
practicability. ReCFI is a compiler-based approach which can run on commod-
ity CPUs and only requires minimal changes to the application code to mark
potentially attacker-controlled interfaces as taint source.

Dynamic Binary Instrumentation. Chronologically, hardware-based approaches
have been superseded by approaches based on Dynamic Binary Instrumentation
(DBI). With DBI, an application’s binary code is loaded and executed by a binary
interpreter. During execution, it can analyze and modify program code on-the-
fly to add instructions for taint propagation and monitoring of code pointers.
This technique is very flexible and does not require recompilation. However,
analysis and instrumentation during run-time introduce more overhead than
ReCFI in most cases. The authors of TaintCheck [14] (based on the Valgrind
framework10 reported a slowdown of up to 40x. Dytan [7] and libdft [11] both
utilize the Intel PIN framework [12]. Their respective authors reported 50x slow-
down and 7-11x slowdown. TaintTrace [6] (based on DynamoRIO11) proposes
multiple performance optimizations, the most impactful of which is using a di-
rect shadow mapping between application memory and taint metadata similar
to our approach. The authors measured a slowdown of 5.5x on SPEC2000 INT
benchmarks.

Static Instrumentation. Static instrumentation techniques have been proposed
to eliminate overheads of DBI for inserting additional instructions at run-time.
Instead, they insert all additional instructions before the program is executed.
Xu et al. [17] accomplish this by utilizing the CIL framework [13] for Source-
to-Source Transformation of C code to insert additional instructions. They report
a slowdown of 1.76x on average for compute-bound benchmarks. However,
for performance optimization they use stack variables to store the taint meta-
data of the protected application’s stack variables. This introduces new security
vulnerabilities in cases of stack buffer overflow attacks. ReCFI actively avoids
that as we described in Section 4. Moreover, building on source-to-source trans-
formation, Xu et al. only protect applications written in C while ReCFI is a
compiler-based approach and therefore is able to protect programs of all lan-
guages that compile to LLVM IR.

The most recent work related to ReCFI is Iodine [2]. It is also a compiler-
based static instrumentation approach and is built on top of DFSan. Iodine
reduces run-time overhead by applying Optimistic Hybrid Analysis (OHA) [9] to
taint tracking. They use a profile-guided static analysis to eliminate some of the
additional taint checking instructions on the fast-path and fall back to conserva-
tive dynamic taint checking on the slow-path. Banerjee et al. report an average

10 https://valgrind.org/
11 https://dynamorio.org/
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slowdown of 1.41x for SPECint C benchmarks. While they focus mainly on per-
formance optimizations for generic information-flow tracking problems, ReCFI
specializes on detection of code pointer overwrites and generating information
about the attack origin. Hence, they are complementary approaches.

9 Conclusion

In this paper, we presented ReCFI, a compiler-based security mechanism to de-
tect control-flow hijacking attacks and gain information about the attack origin
by utilizing dynamic taint analysis. Our system statically instruments appli-
cations at compile-time to insert additional instructions for taint propagation
and integrity-checking of return addresses, function pointers and indirect jump
targets. Our implementation is based on LLVM’s Dataflow Sanitizer (DFSan),
an actively maintained framework for dynamic data-flow analysis. ReCFI can
be used by enabling compiler-flags of the clang C compiler and only requires
minimal modifications to the source code by developers to identify potentially
attacker-controlled interfaces as taint source. We extended DFSan with security
measures to protect against attackers with contiguous write capabilities. Utiliz-
ing dynamic analysis, ReCFI precisely tracks the data-flow of the program with-
out over- or under-approximation and therefore does not yield false positives
nor false negatives as opposed to classical compiler-based CFI approaches [4].
We outlined how ReCFI can be used in server software to track an attack back
to the attackers’ IP addresses and exclude them from further communication.
ReCFI introduces a slowdown of 3.52x on average for SPEC CPU2017 bench-
marks and only 1.56x on average for the real-world web server NginX. Thus,
ReCFI advances the state of the art for control-flow integrity solutions with
attack origin identification.
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Pike, G.: Enforcing Forward-Edge Control-Flow Integrity in GCC & LLVM. In: 23rd
USENIX Security Symposium. pp. 941–955 (2014)

17. Xu, W., Bhatkar, S., Sekar, R.: Taint-Enhanced Policy Enforcement: A Practical Ap-
proach to Defeat a Wide Range of Attacks. In: 15th USENIX Security Symposium
(2006)

The 24th Annual International Conference on Information Security and CryptologySession 4 - 2

ICISC 2021200



Preimage Attacks on 4-round Keccak by Solving
Multivariate Quadratic Systems

Congming Wei1, Chenhao Wu2, Ximing Fu2,3, Xiaoyang Dong1, Kai He4, Jue
Hong4, and Xiaoyun Wang1

1 Institute for Advanced Study, BNRist, Tsinghua University, Beijing, China
2 The Chinese University of Hong Kong, Shenzhen, Shenzhen, China

fuximing@cuhk.edu.cn
3 University of Science and Technology of China, Hefei, Anhui, China

4 Baidu Inc., Beijing, China

Abstract. In this paper, we present preimage attacks on 4-round Keccak-
224/256 as well as 4-round Keccak[r = 640, c = 160, l = 80] in the
preimage challenges. We revisit the Crossbred algorithm for solving the
Boolean multivariate quadratic (MQ) system and elaborate the computa-
tional complexity for the caseD = 2. The result shows that the Crossbred
algorithm has advantages when n is small and m outperforms n with fea-
sible memory costs. In our attacks, we construct Boolean MQ systems
in order to make full use of variables. With the help of solving MQ
systems, we successfully improve preimage attacks on Keccak-224/256
reduced to 4 rounds. Moreover, we implement the preimage attack on
4-round Keccak[r = 640, c = 160, l = 80], an instance in the Keccak
preimage challenges, and find 78-bit matched near preimages.

Keywords: Keccak � Preimage attack � Multivariate quadratic systems

1 Introduction

Due to the breakthrough attacks on hash functions [17, 19, 20, 18], the National
Institute of Standards and Technology (NIST) started new standardization of
hash functions. The Keccak sponge function [2] won the competition and be-
came the new generation of Secure Hash Algorithm, known as SHA-3. Since its
publication in 2008, both the keyed modes and the unkeyed modes of Keccak
have been widely studied.

This paper is focused on the preimage attack. Morawiecki et al. [15] gave
the experiment of preimage attack with SAT solver, illustrating that using SAT
solver outperforms exhaustive search when Keccak is reduced to 3 rounds. Then
in 2013, rotational cryptanalysis [14] was applied to the preimage attack on 4-
round Keccak[r = 1024, c = 576] with complexity 2506. Then a breakthrough in
the preimage attack occurred in 2016. Guo et al. proposed a new linear struc-
ture of Keccak [7] and gave 3/4-round preimage attacks based on the linear
structure. After that, some improved attack methods have been proposed. Li et
al. [11] constructed a new structure called cross-linear structure, and improved

The 24th Annual International Conference on Information Security and CryptologySession 5 - 1

ICISC 2021 201



2 C. Wei et al.

preimage attacks on several 3-round Keccak instances. A two-block method [10]
was proposed to attack 3/4-round Keccak-224/256, such that the constraints
could be allocated to two blocks and the complexity was lowered. Besides, Ra-
jasree [16] proposed a nonlinear structure, focusing on Keccak-384/512 reduced
to 2, 3 and 4 rounds. Later, He et al. [8] developed the linearization method of
[10] to save degrees of freedom and improved the preimage attacks on 4-round
Keccak-224/256.

Apart from solving linear systems, methods for solving nonlinear systems
have been applied such that more degrees of freedom could be saved. Liu et
al. [12] made full use of equations derived from the hash value by construct-
ing Boolean quadratic systems. They used relinearization techniques to solve
quadratic systems and improved the attacks on Keccak-384/512. After that,
Dinur [5] gave an efficient polynomial method-based algorithm [13] for solving
multivariate equation systems and applied it in cryptanalysis including preimage
attacks on Keccak. The method solved equations of degree 4 and successfully
improved preimage attacks on Keccak-384/512 but did not outperform attacks
on Keccak-224/256 in [8].

Our Contributions. In this paper, we draw our attention to preimage at-
tacks and present several results of attacks on 4-round Keccak-224/256 as well
as 4-round Keccak[r = 640, c = 160, l = 80].

One key technique in our attacks is to solve multivariate quadratic (MQ)
polynomial systems. We present a new observation on MQ polynomials and
elaborate the complexity of the Crossbred algorithm with D = 2. Our elabora-
tion shows that the Crossbred algorithm outperforms the brute force even in the
worst case, improving the complexity analysis in [6]. More impressively, although
our algorithm is no better than Dinur’s [5] in terms of time complexity asymp-
totically, our algorithm uses feasible memory in a wide range of parameters and
is easy to implement. Especially in our attack, the derived MQ systems have
small number of variables and larger number of equations, our method needs
lower computational costs.

For preimage attacks on Keccak, we exploit the output of the inverse χ−1

and carefully select constant values to linearize one round backward and one
round forward. Compared with the structure in [10, 8], our structure has more
arbitrary constants. Guessing values of arbitrary constants helps to get messages
later. Based on our structure, all input bits of χ in the 4th round are quadratic,
and then we construct MQ systems in order to fully utilize degrees of freedom and
derived equations. Using the Crossbred algorithm, we give a preimage attack on
4-round Keccak[r = 640, c = 160, l = 80] using one message block and preimage
attacks on 4-round Keccak-224/256 using two message blocks.

To the best of our knowledge, we propose the first analysis of 4-round Keccak
[r = 640, c = 160, l = 80] in the Keccak preimage challenges and give several 78-
bit matched preimages. Besides, we improve complexities of preimage attacks
on 4-round Keccak-224/256. Table 1 lists the results of this paper compared
with the previous ones. The complexity in list is the times of 4-round Keccak
permutation.
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The rest of this paper is organized as follows. Sec. 2 shows notations and
preliminaries of Keccak as well as the properties of the nonlinear layer χ, followed
by the complexity elaboration of solving MQ systems. Preimage attacks on 4-
round Keccak-224/256 are present in Sec. 3. And the preimage attack on the
challenge with implementation details is shown in Sec. 4. Finally, Sec. 5 concludes
this paper.

2 Preliminaries and Main Techniques

In this section, we will give the notation and the introduction to Keccak with
some properties of the nonlinear layer χ. Then we elaborate the complexity of
solving a MQ system.

2.1 Notation

r Rate of a sponge function
c Capacity of a sponge function
b Bit width of a permutation, b = r + c
R The round function of Keccak permutation
θ, ρ, π, χ, ι The five mapping steps of R. A subscript i denotes the mapping

step in the i-th round, e.g., χi denotes χ in the i-th round for
i = 0, 1, 2, . . . .

L Composition of θ, ρ and π and its inverse denoted by L−1

M Input message
Ai Input of the i-th round function, Ai+1 = χ(Bi), i = 0, 1, 2, . . .
A′

i Input of ρ in the i-th round, A′
i = θ(Ai), i = 0, 1, 2, . . .

Bi Input of χ in the i-th round, Bi = L(Ai), i = 0, 1, 2, . . .

2.2 Keccak-f Permutation

In the Keccak hash function, the Keccak-f permutation with width b is denoted
by Keccak-f [b], where b ∈ {25, 50, 100, 200, 400, 800, 1600}. The state for Keccak-
f [b] can be represented as a 5 × 5 × w-bit state as depicted in Fig. 1. A[x, y]
denotes a lane in the state, where x, y are in {0, 1, 2, 3, 4}. Each bit in A[x, y] is
denoted as A[x, y, z] with 0 ≤ z < w.

Keccak-f [b] consists of 12+2log2(b/25) rounds of permutation R. Each round
R consists of five steps, denoted by θ, ρ, π, χ and ι. R = ι ◦ χ ◦ π ◦ ρ ◦ θ.

θ :A[x, y, z] = A[x, y, z]⊕
4∑

y=0

A[x− 1, y, z]⊕
4∑

y=0

A[x+ 1, y, z − 1],

ρ :A[x, y, z] = A[x, y, z] ≪ T [x, y],

π :A[y, 2x+ 3y, z] = A[x, y, z],

χ :A[x, y, z] = A[x, y, z]⊕ (A[x+ 1, y, z]⊕ 1) ·A[x+ 2, y, z],

ι :A[0, 0, z] = A[0, 0, z]⊕RCi[z].
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Table 1. Comparison of preimage attacks on 4-round Keccak.

Digest Instances Guessing Solving Total Ref
length times Complexity Complexity

224 Keccak-224

2213 26 2219 [7]
2207 28 2215 [10]
− − a2202 [5]
2192 28 2200 [8]

2164 218 b2182 Sec. 3.1

256 Keccak-256

2251 23 2254 [7]
2239 28 2247 [10]
− − c2231 [5]
2218 28 2226 [8]

2196 218 d2214 Sec. 3.2

80

Keccak[r = 1440,
254 − solved [3]

c = 160, l = 80]
Keccak[r = 640,

239 219 258 Sec. 4.1
c = 160, l = 80]

aThe complexity is equal to 2217 bit operations. bThe complexity is equal to 2197 bit
operations.
cThe complexity is equal to 2246 bit operations. dThe complexity is equal to 2229 bit
operations.

Fig. 1. State of Keccak
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Here ”⊕” and ”·” are additions and multiplications over F2. T [x, y] are offsets
and RCi are constants for round i. Since ι has no influence on our attacks, we
ignore it in the rest of the paper.

2.3 The Keccak Hash Function

The Keccak hash function is the family of sponge functions [1] with Keccak-f [b]
permutation. The function is parameterized by the rate r, capacity c, and output
length l which satisfies r+c = b, and denoted as Keccak[r,c,l]. The standardized
Keccak functions restricted to Keccak[1152,448,224], Keccak[1088,512,256], Kec-
cak[832,768,384], and Keccak[576,1024,512] are called Keccak-224, Keccak-256,
Keccak-384 and Keccak-512 respectively.

As illustrated in Fig. 2, the sponge function has two phases, absorbing phase
and squeezing phase. The b-bit initial state (IV) is set to be all 0’s. At the
beginning, padded message is divided into blocks with length of r. The first r-bits
of IV is XORed with the first block and then is sent to f . Again, the first r-bits
of output is XORed with the second block and computed in f . This procedure
is repeated until all the blocks are absorbed. After that, if l is smaller than r,
the first l-bit output of the absorbing phase is the output string. Otherwise, if
l is greater than r, another function f is applied to produce r more bits. This
procedure is repeated until we obtain enough output strings. Then the output
strings are truncated to a l-bit digest.

0

0

pad

f f f fff

c

   r

     

M hash value

absorbing squeezing

sponge

Fig. 2. Sponge Construction

The padding rule for Keccak, named multi-rate padding, extends a message
M to be a message of the form M10∗1. That is, M is first padded with a single
bit ”1” and then with a smallest non-negative number of ”0” and finally with a
single bit ”1” in order to produce a padded message whose bit length becomes
multiple of r. The SHA-3 family adopts standardized Keccak functions except
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that it applies a different padding rule of the formM0110∗1. We refer the readers
to [2] for more details.

2.4 Properties of Step χ

Before introducing attacks on Keccak functions, we first show some properties
of the nonlinear step χ and its inverse χ−1.

For the 5-bit input a = a0a1a2a3a4 of χ, the output b = b0b1b2b3b4 can be
expressed as bi = ai ⊕ (ai+1 ⊕ 1)ai+2.

Property 1. [7] Given two consecutive bits bi, bi+1 of the output of χ, a linear
equation can be set up on the input bits as bi = ai⊕(bi+1⊕1) ·ai+2. Specifically,
the equation turns to be ai = bi in the case of bi+1 = 1.

The inverse operation χ−1 has algebraic degree 3, and its algebraic normal
form can be written as

ai = bi ⊕ (bi+1 ⊕ 1) · (bi+2 ⊕ (bi+3 ⊕ 1) · bi+4). (1)

To reduce algebraic degrees of the output, the input has at most two variables
and these variables should not be consecutive. Let x and c stand for the variable
and constant, respectively. Each constant c could be 1 or 0. Since variables are
not consecutive, the inputs are in the form of ’xcxcc’. Table 2 lists the inputs
and their corresponding outputs of χ−1.

Table 2. Inputs and their corresponding outputs of χ−1 for the ‘xcxcc’ input pattern

Inputs x0x00 x0x01 x0x10 x0x11 x1x00 x1x01 x1x10 x1x11

Outputs xx2xx0 x0x01 xx2xxx2 xxx1x2 xx2xxx x1x0x xx2xxx2 xxx1x2

#Linear 3 2 3 3 4 3 3 3
#Quadratic 1 0 2 1 1 0 2 1

According to Table 2, we find that the outputs of χ−1 for ‘xcxcc’ are linear
only when the inputs are ’x0x01’ or ’x1x01’ as described in Property 2.

Property 2. [7] When bi+3 = 0, bi+4 = 1 and bi+1 is known, then the input aj ’s
can be written as linear combinations of bj ’s, for all i ∈ {0, 1, 2, 3, 4}.

2.5 On the Concrete Complexity of Crossbred Algorithm with
D = 2

In this section, we introduce an algorithm, the Crossbred algorithm [9] with
D = 2 case, and elaborate the concrete complexity for solving MQ systems. The
subsequent attacks on 4-round Keccak are based on this algorithm.

The 24th Annual International Conference on Information Security and CryptologySession 5 - 1

ICISC 2021206



Preimage Attacks on 4-round Keccak by Solving MQ Systems 7

An MQ polynomial of n Boolean variables x1, x2, . . . , xn over binary field F2

is defined as

z(x1, . . . xn) =
∑

1≤i<j≤n

ai,jxixj +
∑

1≤i≤n

bixi + c, (2)

where ai,j ∈ F2, bi ∈ F2 and c ∈ F2. Then an MQ system of m equations and n
variables, called an (m,n) MQ system, is given by




z1(x1, . . . , xn) = 0,

z2(x1, . . . , xn) = 0,

...

zm(x1, . . . , xn) = 0.

where zi(x1, . . . , xn) are MQ polynomials for i = 1, 2, . . . ,m.
The MQ polynomial z in (2) can be written in the residual form

z(x1, . . . xn) = x1f1 + · · ·+ xn−1fn−1 + L+ c (3)

where fi is a linear functions from variables xi+1, . . . , xn and L is a linear combi-
nation of x1, . . . , xn. According to (3), an (m,n) MQ system can be transformed
to the following form




z1 = x1f
1
1 + x2f

1
2 + · · ·+ xn−1f

1
n−1 + L1 + c1 = 0,

z2 = x1f
2
1 + x2f

2
2 + · · ·+ xn−1f

2
n−1 + L2 + c2 = 0,

...

zm = x1f
m
1 + x2f

m
2 + · · ·+ xn−1f

m
n−1 + Lm + cm = 0

(4)

Our next step is to derive polynomials such that more coefficients of xi are
constants based on the residual form (4). Taking f j

n−1 as instance, all possi-

bilities of f j
n−1 are 0, xn, which means that there exists a linear combination

(α1, α2, . . . , αm) such that
∑m

j=1 αjf
j
n−1 = 0. We use a vector vjn−1 of dimension

1 to illustrate f j
n−1. If f

j
n−1 = xn, set v

j
n−1 = (1); otherwise, set vjn−1 = (0). The

problem of finding αj can be reduced to solving the linear system as follows

(
v1n−1, v

2
n−1, . . . , v

m
n−1

)



α1

α2

...
αm


 = 0.

There are at least m− 1 linearly independent solutions and each solution corre-
sponds to a combination of z1, z2, . . . , zm which derives a polynomial

m∑
j=1

αjzj = x1

m∑
j=1

αjf
j
1 + · · ·+ xn−2

m∑
j=1

αjf
j
n−2 +

m∑
j=1

αjLj +

m∑
j=1

αjcj .
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The same execution can be performed on other coefficients. In general, we
aim to find linear combinations α = (α1, . . . , αm) such that

∑m
j=1 αjf

j
i = 0 for

each i = n− t, n− t+ 1, . . . , n− 1 with a given 1 < t < n. Then we obtain the
following remainder equation

m∑
j=1

αjzj =

n−t−1∑
i=1

xi

m∑
j=1

αjf
j
i +

m∑
j=1

αjLj +

m∑
j=1

αjcj = 0. (5)

Now we discuss the number of solutions of α, which determines the number of
remainder equations we have. Let f j

i = vji (xi+1, . . . , xn)
�, where vji is an (n− i)

dimensional binary row vector. Then α satisfies the condition αM = 0, where

M =




v1n−t v
1
n−t+1 · · · v1n−1

v2n−t v
2
n−t+1 · · · v2n−1

...
...

. . .
...

vmn−t v
1
n−t+1 · · · vmn−1




and is of dimensionm× t(t+1)
2 . There are at leastm− t(t+1)

2 independent solutions

of α, and hence m− t(t+1)
2 remainder equations can be derived.

We use guess-and-determine techniques to solve remainder equations. It is
obvious that for any fixed values of x1, . . . , xn−t−1, each remainder equation (5)

is reduced to a linear equation. Then a linear system of m − t(t+1)
2 equations

over t+ 1 variables can be derived for each guess of variables and can be solved
by Gaussian elimination. If the system is solvable, a solution can be verified
by substituting it into the MQ system of equations. If the solution is verified
correctly, we find the solution for the MQ equations, otherwise, the corresponding
guess is wrong. In order to guarantee that there is no more than one solution on

average for each guess, choose t such that m− t(t+1)
2 ≥ t+ 1.

Complexity Analysis: The computational complexity involves three parts, of
which the first is for computing the remainder equations, the second is for solving
the remainder equations and the third is for verifying the survived solutions.

The remainder equations can be obtained by Gaussian elimination on an

m× t(t+1)
2 binary matrix with the complexity of m2 · t(t+1)

2 bit operations. The

memory cost is m× t(t+1)
2 < m2 bits.

For solving the remainder equations, guess n− t− 1 bits and solve a derived

linear system of m− t(t+1)
2 equations over t+1 variables. With the help of Gray

code, each equation update needs only n bit operations and totally (m− t(t+1)
2 )n

bit operations are needed to update a linear system. Then the linear system

can be solved by Gaussian elimination with (m− t(t+1)
2 )2(t+ 1) bit operations.

On average, there are 2t+1−(m− t(t+1)
2 ) = 2

(t+1)(t+2)
2 −m solutions for each linear

system. Here, we use two binary matrices of size (m − t(t+1)
2 ) × (t + 1) in the

memory, one for storing the iterated system and the other for solving the linear
system. This memory cost can be shared by all guesses.

In order to verify the solutions, a solution is substituted into the MQ equa-
tions. Assume that each solution is verified correct for each equation with the
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probability 1/2, then verifying a solution needs to compute
∑m

i=1 i (1/2)
i ≈ 2

equations. Computing each equation needs at most
(
n
2

)
AND operations and(

n
2

)
+n XOR operations. And hence, verifying a solution needs about 2n(n+1) ≈

2n2 bit operations. In order to store the (m,n) MQ equations, the memory cost

is at most m
((

n
2

)
+ n+ 1

)
= m

(
n(n+1)

2 + 1
)
bits.

Let T and M denote the computational cost in terms of bit operations and
memory cost in terms of bits for solving an (m,n) MQ system, then we have

T =m2 · t(t+ 1)

2
+ 2n−t−1

(
(m− t(t+ 1)

2
) · n+ (m− t(t+ 1)

2
)2(t+ 1)

)
+

2n−t−1 · 2
(t+1)(t+2)

2 −m · 2n2

≈2n−t−1(t+ 1)

(
m− t(t+ 1)

2

)2

+ 2n−m+
t(t+1)

2 +1 · n2

and

M = m · t(t+ 1)

2
+ 2

(
m− t(t+ 1)

2

)
(t+ 1) +m

(
n(n+ 1)

2
+ 1

)

<

(
(t+ 1)(t+ 5)

2
+

n(n+ 1)

2

)
m.

For the worst case m = n,

T ≈ 2n−t−1

(
n− t(t+ 1)

2

)2

(t+ 1) + 2
t(t+1)

2 +1 · n2.

Choose t such that n− t(t+1)
2 ≥ t+1 and n− (t+1)(t+2)

2 < t+2, i.e.,
√
2n− 3 <

t <
√
2n − 1. Then we have n − t(t+1)

2 = n − (t+1)(t+2)
2 + t < 2t + 3 and

t(t+1)
2 ≤ n− t− 1. Consequently, T < 2n−t−1 · (2t+ 3)

2
(t+ 1) + 2n−t−1 · 2n2 <

2n+2−
√
2n ·

(
2n2 + 8n

√
2n+ 8n+

√
2n

)
.

It is noted that our algorithm is suitable to any parameter (m,n). Generally,
the number of equations is larger than that of equations, i.e., m ≥ n. m < n
corresponds to the case with more than 1 solutions on average. n−m variables
can be set to constant and the case is reduced to the m = n case.

Comparison In this section, we compare our method with the fast exhaustive
search [4] and polynomial method [5].

In [4], the brute force can be sped up by enumeration in the standard
Gray code. The fast exhaustive search (FES) needs 2d · log n · 2n bit opera-
tions. When m = n, in order to compare the complexity with that of the FES,

which is 2n+2 log n bit operations, we just need to compare C(n) = 2−
√
2n ·(

2n2 + 8n
√
2n+ 8n+

√
2n

)
with log n. When n ≥ 64, C(n) < log n, Crossbred

algorithm has lower complexity than FES in terms of bit operations.
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The polynomial method [5] includes two procedures, of which the first is
enumerating the isolated solutions to the polynomial system and the second is
testing the solutions. In the first procedure, to achieve lower complexity, the algo-
rithm enumerates solutions to probabilistic polynomials that are of lower degree,
and hence the algorithm is probabilistic, though the probability may be high and
close to 1. In this algorithm, exponential potential solutions are obtained, stored
and handled in the memory with extensive use of Möbius transformations, giving
rise to heavy memory cost.

By contrast, our method is a deterministic algorithm. Our algorithm avoids
storing many candidate solutions and high degree polynomials. In our algorithm,
the memory is used to store linear systems and the original quadratic systems,
where the updated linear systems can share the same memory, such that the
memory cost in our method is feasible. When used in security analysis of cryp-
tosystems, the memory cost is within the ability of a single PC.

Here, we list the comparison of our algorithm with fast exhaustive search [4]
and memory-optimized variant of polynomial method [5] in Table 3 for some
practical parameters.

Table 3. Comparison of concrete complexities in terms of bit operations and memory
costs in terms of bits. The memory cost of exhaustive search is small and omitted here.

variables Complexity Memory Algorithm
n (bit operations) (bits)

80

284 − Exhaustive Search [4]
277 260 Polynomial Method [5]
280 218 Ours(m = n, t = 11)
276 219 Ours(m = 2n, t = 16)

128

2133 − Exhaustive Search [4]
2117 291 Polynomial Method [5]
2126 220 Ours(m = n, t = 14)
2120 221 Ours(m = 2n, t = 21)

192

2197 − Exhaustive Search [4]
2170 2132 Polynomial Method [5]
2188 222 Ours(m = n, t = 18)
2180 223 Ours(m = 2n, t = 26)

256

2261 − Exhaustive Search [4]
2223 2173 Polynomial Method [5]
2249 223 Ours(m = n, t = 21)
2241 224 Ours(m = 2n, t = 30)

The results in Table 3 show that the Crossbred algorithm requires lower com-
putational costs than polynomial method when n is small and m outperforms n.
When n becomes larger and m is close to n, our method needs more bit opera-
tions. Hence our method is more suitable for the subsequent attacks on 4-round
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Keccak which yield MQ problems with small n and large m. By this algorithm,
solving an MQ problem can be reduced to calls to solving linear systems, which
are easy to parallelize using single instruction multiple data (SIMD) speedup.
More details about implementation are discussed in Sec. 4.2. Take an example
to show the efficiency of this method. For example, an (m = 4n, n = 80) MQ
instance can be solved by solving 245 linear systems of 45 equations over 35 vari-
ables with memory cost 220 bits, which are feasible on modern microprocessors.

3 Preimage Attacks on 4-Round Keccak

In this section, we introduce preimage attacks on 4-round Keccak via solving
systems of quadratic Boolean equations. Based on a 2-round linear structure,
we derive an algebraic system such that the output after 3 rounds of degree at
most 2, and then we solve this algebraic system using the algorithm in Sec. 2.5.

3.1 Preimage Attack on 4-round Keccak-224

In the following, we extend the linear structure in [7] and improve the preimage
attack on 4-round Keccak-224, where two message blocks are used.

ιι  ••χχ  
-1 -1

ππ  ••ρρ -1 -1

θθ  
-1

XXOORR  wwiitthh  tthhee  
22nndd  bblloocckk

AA11 BB00 AA00'' AA00

OOuuttppuutt  ooff  tthhee  
11sstt  bblloocckk

CC

Fig. 3. The one backward round of Keccak-224

Our structure, applied on the second block, consists of one backward round
A0 = R−1(A1) and two forward rounds A2 = R(A1), A3 = R(A2). Here, A0

is the XOR of the output of the first message block with the second message
block. Fig. 3 shows one backward round for 4-round Keccak-224. The bits of
lanes in green boxes are of degree 1. The lanes in light gray(resp. dark gray)
boxes are set to constants 0’s(resp. 1’s). And those in white boxes represent
arbitrary constants. We set 10 lanes of state A1[0, y] and A1[2, y], y ∈ {0, . . . , 4}
as variables, i.e., there are totally 10× 64 = 640 variables, while the other lanes
are set to constants. According to Property 2, we have

A1[3, y] = 0, y ∈ {0, . . . , 4},
A1[4, y] = 0xFFFF FFFF FFFF FFFF, y ∈ {0, . . . , 4},
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then the output in B0 are linear. Instead of directly setting all 5 lanes of A1[1, y]
to zero like [10, 8], we only set

A1[1, y] = 0, y ∈ {0, 1, 3},

and A1[1, 2] and A1[1, 4] are arbitrary constants which helps to find different
messages by setting all possible values. Furthermore, after ρ−1 and π−1 we have
A′

0[x, 3] ⊕ A′
0[x, 4] = 0xFFFF FFFF FFFF FFFF, x ∈ {2, 3, 4}. When using only one

message block, the last 449 bits of A0 are set to 0 or 1 as the capacity or padding
bits. Here we use two message blocks to reduce the number of constraints on A0.
Denote the output state of the first block as C, the constraints resulting from
capacity and padding rules become

A0[x, 3] = C[x, 3], x = 3, 4,

A0[x, 4] = C[x, 4], x ∈ {0, 1, · · · , 4},
A0[2, 3, 63] = C[2, 3, 63]⊕ 1.

(6)

Due to step θ,A0[x, 3, z]⊕A0[x, 4, z] = A′
0[x, 3, z]⊕A′

0[x, 4, z] = 1, x ∈ {2, 3, 4}, z ∈
{0, 1, · · · , 63}. Hence, C should satisfy

C[3, 3]⊕ C[3, 4] = 0xFFFF FFFF FFFF FFFF,

C[4, 3]⊕ C[4, 4] = 0xFFFF FFFF FFFF FFFF,

C[2, 3, 63] = C[2, 4, 63].

(7)

Since output bits of a hash function can be considered to be uniformly dis-
tributed, the complexity of finding a preimage satisfying (7) via brute force is
264+64+1 = 2129. Once getting the output C, A0 can meet the requirements of
(6) with only 320 constraints as follows

A0[x, 4] = C[x, 4], x ∈ {0, 1, · · · , 4}. (8)

Then we linearize bits in A2 as illustrated in Fig. 4. To avoid the propagation
by θ, the following 2× 64 = 128 constraints are added

4∑
y=0

A1[0, y] = α,
4∑

y=0

A1[2, y] = β, (9)

where α, β are 64-bit constants. In this way, the outputs in A2 are linear on
the variables. After a round of R, the outputs in A3 are of degree 2, which are
indicated in orange in Fig. 4. Since L is a linear operation, we can set up series
of quadratic polynomials of B3.

Due to Property 1, we obtain 2 × 64 + 32 = 160 quadratic equations from
224-bit hash value, i.e.,

B3[0, 0, z]⊕ (A4[1, 0, z]⊕ 1) ·B3[2, 0, z] = A4[0, 0, z], z = 0, 1, · · · , 63,
B3[1, 0, z]⊕ (A4[2, 0, z]⊕ 1) ·B3[3, 0, z] = A4[1, 0, z], z = 0, 1, · · · , 63,
B3[2, 0, z]⊕ (A4[3, 0, z]⊕ 1) ·B3[4, 0, z] = A4[2, 0, z], z = 0, 1, · · · , 31.

(10)
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θθ ππ••ρρ 

θθ 

ππ••ρρ ιι••χχ 

ιι••χχ 

AA11 AA11'' BB11 AA22

AA22'' BB22 AA33

Fig. 4. The 2 forward rounds of Keccak-224

Assuming that 0s and 1s appear equally in A4, about half of equations can be
written as B3[x, y, z] = A4[x, y, z]. By Guo et al.’s study [7], quadratic bits in B3

can be linearized by guessing values of linear polynomials. Appendix A shows
how to linearize a bit in B3. Here we give 2-bit linearization by guessing 11 values
of linear polynomials. For B3[0, 0, z] and B3[1, 0, z + 44], since both ρ and π are
permutation steps, we can get the corresponding bits A′

3[0, 0, z] and A′
3[1, 1, z].

According to

A′
3[x, y, z] = A3[x, y, z]⊕

4∑
y=0

A3[x− 1, y, z]⊕
4∑

y=0

A3[x+ 1, y, z − 1],

as shown in Fig. 5, linearizing two bits requires 21 linearized bits in A3, i.e.,

A3[4, y, z], A3[0, y, z], A3[1, 1, z], A3[1, y, z − 1], A3[2, y, z − 1], y ∈ {0, · · · , 4}.
(11)

According to the equation

A3[x, y, z] = B2[x, y, z]⊕ (B2[x+ 1, y, z]⊕ 1) ·B2[x+ 2, y, z],

it is obvious that the only quadratic term in A3[x, y, z] is generated by B2[x +
1, y, z] and B2[x + 2, y, z]. Hence we can linearize A3[x, y, z] by guessing values
of B2[x+ 1, y, z] or B2[x+ 2, y, z]. Note that A3[x, y, z] and A3[x− 1, y, z] share
a common operand B2[x + 1, y, z] in their quadratic terms. By fixing the value
of B2[x + 1, y, z], A3[x, y, z] and A3[x − 1, y, z] are linearized as well. Thus by
guessing 11 bits

B2[3, 1, z], B2[3, y, z − 1], B2[1, y, z], y ∈ {0, · · · , 4}, (12)

B3[0, 0, z] and B3[1, 0, z+44] are linearized. Similarly, two equations B3[1, 0, z+
1] = A4[1, 0, z+1] and B3[2, 0, z] = A4[2, 0, z] can also be linearized at the same
time by guessing 11 values of linear polynomials.
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According to (8), (9), (10), we have 160 quadratic equations over 640 −
320 − 128 = 192 variables. Since the hash value can be regarded as random
values, about 24 pairs from 160 quadratic equations can be used during 2-bit
linearization. When m = 12, n = 05, an MQ problem with 136 equations over
36 variables is constructed.

Complexity Analysis: The MQ system has a solution with the probability
2−100. Let t be 15, according to Sec. 2.5, the computing complexity is 232 +
231.3 ≈ 233 bit operations, which is equivalent to 218 calls to the 4-round Keccak
permutation. The memory complexity for solving the MQ system is 217 bits.
Compared with solving the MQ system, the computational cost of performing
Gaussian Elimination on linear constraints can be omitted while the memory
cost is 219 bits for storing the linear system. In this case, the time complexity
of this attack is 2129 + 264+100+18 = 2182 and the memory complexity is 219

bits, which are shared by different MQ systems. By guessing A[1, 2], A[1, 4], α,
β and guessing bits in B2, we can get 264+100 = 2164 messages that satisfy the
conditions and thus our attack is feasible. For SHA3-224, the time complexity
of the preimage attack is 2182 while the padding rule changes.

ιι••χχ 

θθ ππ••ρρ 

ιι••χχ 

Slice z Slice z

Slice z-1 Slice z-1

Slice z

Slice z

BB22 AA33 AA33'' BB33

Slice z+44

Fig. 5. Linearization of two quadratic bits in B3. In the figure, bits related to the first
bit are indicated by up diagonal slash and those related to the second bit are indicated
by down diagonal slash. Besides, bits in green boxes are linear and bits in orange boxes
are quadratic.

5 When m > 12, computing the remainder equations and verifying solutions cost more
time than solving the remainder equations during the MQ system solving process,
which increases the whole computing complexity.
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3.2 Preimage Attack on 4-round Keccak-256

The attack on 4-round Keccak-256 works similarly, where two message blocks
are applied. Fig. 6 shows one backward round for 4-round Keccak-256. We set
10 lanes of state A1[0, y] and A1[2, y], y ∈ {0, . . . , 4} as variables. For constant
bits in A1, we have

A1[1, y] = 0, y ∈ {0, 1, 3, 4},
A1[3, y] = 0, y ∈ {0, . . . , 4},
A1[4, y] = 0xFFFF FFFF FFFF FFFF, y ∈ {0, . . . , 4}.

The outputs of χ−1 are linear according to Property 2. Further, we haveA′
0[x, 3]⊕

A′
0[x, 4] = 0xFFFF FFFF FFFF FFFF, x ∈ {1, 2, 3, 4}. According to the capacity and

the padding rule, the output C of the first block and A0 should satisfy

A0[x, 3] = C[x, 3], x = 2, 3, 4,

A0[x, 4] = C[x, 4], x ∈ {0, 1, · · · , 4},
A0[1, 3, 63] = C[1, 3, 63]⊕ 1.

Due to step θ, A0[x, 3, z] = A0[x, 4, z] ⊕ 1, x ∈ {1, 2, 3, 4}, z ∈ {0, 1, · · · , 63}.
Hence C should satisfy

C[2, 3]⊕ C[2, 4] = 0xFFFF FFFF FFFF FFFF,

C[3, 3]⊕ C[3, 4] = 0xFFFF FFFF FFFF FFFF,

C[4, 3]⊕ C[4, 4] = 0xFFFF FFFF FFFF FFFF,

C[1, 3, 63] = C[1, 4, 63].

(13)

The complexity of finding a preimage whose 4-round output satisfy (13) by
brute force is 23×64+1 = 2193. Once obtaining the first message block, we set
5× 64 = 320 constraints on A0 as follows

A0[x, 4] = C[x, 4], x ∈ {0, 1, · · · , 4}. (14)

Thus A0 meets the requirement of the capacity and the padding rule.
The two rounds forward for Keccak-256 is similar with Keccak-224 except

that A[1, 4, z] = 0, z = 0, 1, . . . , 63. To avoid the propagation by θ, we add
2× 64 = 128 constraints

4∑
y=0

A1[0, y] = α,

4∑
y=0

A1[2, y] = β, (15)

where α and β are 64-bit constants. Totally, there are (5 + 2) × 64 = 448 con-
straints on 640 variables. Similar to Keccak-224, we have 3×64 = 192 quadratic
equations from 256-bit hash value. Assuming that 0s and 1s appear equally in
the states, half of equations are in the form of B3[x, y, z] = A4[x, y, z] on aver-
age. Similar to the preimage attack on 4-round Keccak-224, quadratic bits can
be linearized by guessing values of linear polynomials.
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We have 192 quadratic equations and 640− 448 = 192 variables. Among 192
quadratic equations 32 pairs meet the requirement for the 2-bit linearization
on average. When using m = 12 pairs of equations6, an MQ problem with 168
equations over 36 variables is constructed and has a solution with the probabil-
ity 2−132. Let t = 16, the computing complexity is 233.1 + 215.3 ≈ 233 which is
equivalent to 218 calls to the 4-round Keccak permutation. The memory com-
plexity for solving the MQ system and the constraint system are 217 and 219

bits. Totally, the time complexity of this attack is 2193 + 264+132+18 = 2214 and
the memory cost is 219 bits. We can get 2196 two-block messages which satisfy
the conditions by guessing the value of constants A[1, 2], α, β as well as bits in
B2 and thus our attack is feasible. For SHA3-256 and SHAKE256, in despite of
different padding rules, the time complexities are also 2214.

ιι  ••χχ  
-1 -1

ππ  ••ρρ -1 -1

θθ  
-1

XXOORR  wwiitthh  tthhee  
22nndd  bblloocckk

AA11 BB00 AA00'' AA00

OOuuttppuutt  ooff  tthhee  
11sstt  bblloocckk

CC

Fig. 6. The one backward round of Keccak-256

4 Application to Keccak Challenge

In this section, we implement the preimage attack on Keccak[r = 640, c =
160, l = 80] in the Keccak challenges.

4.1 Preimage Attack on 4 round Keccak[r = 640, c = 160, l = 80]

4-round Keccak[r = 640, c = 160, l = 80] is an instance of Keccak with the width
800 in the Keccak Crunchy Crypto Collision and Preimage Contest [3]. In this
section, we apply our structure to the preimage attack on 4 round Keccak[r =
640, c = 160, l = 80] with only one message block.

The structure consists of one backward round A0 = R−1(A1) and two forward
rounds A2 = R(A1), A3 = R(A2), as illustrated in Fig. 7. We set 10 lanes
of state A1[0, y] and A1[2, y], y ∈ {0, . . . , 4} as variables, i.e., there are totally
10× 32 = 320 variables. The other lanes are set as 448 constants, and we have

A1[3, y] = 0, y ∈ {0, . . . , 4},
A1[4, y] = 0xFFFF FFFF, y ∈ {0, . . . , 4}.

6 When m > 12, computing the remainder equations and verifying solutions cost more
time than solving the remainder equations during the MQ system solving process,
which increases the whole computation costs.
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Thus A0 are all linear due to Property 2. According to capacity and padding
rules, the last 162 bits satisfy the following constraints

A0[3, 4, 30] = 1, A0[3, 4, 31] = 1,

A0[x, 4, z] = 0, x ∈ {0, . . . , 4}, z ∈ {0, . . . , 31}.
(16)

To avoid the propagation by θ, we add extra 64 constraints

4∑
y=0

A1[0, y] = α,
4∑

y=0

A1[2, y] = β, (17)

where α, β are 32-bit constants. Totally, we have 320− 162− 64 = 94 variables.
Fig. 7 presents how variables propagate in 2 forward rounds.

θθ ππ••ρρ 

θθ 

ππ••ρρ ιι••χχ 

ιι••χχ 

AA11 AA11'' BB11 AA22

AA22'' BB22 AA33

ππ  ••ρρ -1 -1

θθ  
-1

BB00AA00 AA11’’ιι  ••χχ  
-1 -1

Fig. 7. The linear structure of Keccak[r = 640, c = 160, n = 4]

Similar to the preimage attack on 4-round Keccak-224, two equations satisfy-
ing B3[0, 0, z] = A4[0, 0, z] and B3[1, 0, z+12] = A4[1, 0, z+12] can be linearized
by adding 11 equations. After linearizing some equations we use the method of
solving MQ systems in Sec. 2.5 to deal with the rest ones.

In the Keccak preimage challenge, the given hash value of 4-round Keccak[r =
640, c = 160, l = 80] is

75 1a 16 e5 e4 95 e1 e2 ff 22

and its bit representation is shown below.

H[0] = 10101110 01011000 01101000 10100111

H[1] = 00100111 10101001 10000111 01000111

H[2] = 11111111 01000100
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Due to Property 1, we obtained 48 quadratic equations from H[i] and 26 equa-
tions are of the form of B3[x, y, z] = A4[x, y, z] as underlined. We found that
there are totally 5 pairs of bits satisfying the 2-bit linearization which is in-
dicated in red. When linearizing these bits, note that there are 2 repetitive
conditions so the number of extra equations is 53 rather than 55. After that,
there remain 38 quadratic equations over 31 variables. The MQ system has a so-
lution with the probability 2−7. Let t = 7, according to Sec. 2.5, solving this MQ
system needs to solve 223 linear systems of 10 equations over 8 variables. The
computing complexity is 232.6 + 231.9 ≈ 233 bit operations if the system is solv-
able, which is equivalent to 219 calls to the 4-round Keccak permutation. And
the memory complexity is 214 bits. The memory cost of performing Gaussian
Elimination on linear constraints is 217 bits while the time cost can be omitted.
Our attack obtains a preimage with the computing complexity 232+7+19 = 258

and the memory complexity 217. We give 78-bit matched preimages of 4-round
Keccak[r = 640, c = 160, l = 80] in Sec. 4.3.

4.2 Implementation

Our target platform for implementing attack towards 4-round Keccak[r = 640, c =
160, l = 80] preimage challenge is a hybrid cluster equipped with 50 GPUs and
20 CPUs. The model of equipped GPUs is NVIDIA Tesla V100 (Volta micro-
architecture) with 32 GB configuration and the model of equipped CPUs is Intel
Xeon E5-2699@2.2GHz.

Our program consists of four steps:

1. Extract linear representation from linear constraints.

2. Iterate linear constraints and update MQ systems.

3. Solve MQ systems.

4. Substitute MQ solutions into original input and verify the hash result.

Since the program of solving MQ problems is easy to parallelize and suitable to
GPU, we program the MQ solving routine on GPU and deploy the remaining
subroutines on CPU.

As described in Section 4.1, the original Keccak system consists of 800 vari-
ables. In the preprocessing, the 480+162+64 = 706 constraints could be imposed
in advance so that the entire Keccak system can be represented by the remaining
94 variables and the computing complexity in further steps can be therefore re-
duced. In the main iteration, the program sets all the possible values of 53 extra
equations and extracts the linear representation. These constraints, as well as
10 quadratic constraints which have been linearized by extra equations, are sub-
stituted into the 94-variables MQ system, resulting in a 31-variable MQ system
of 38 equations. Subsequently, these MQ problems are copied to GPUs for the
next solving process.

For each time a new constraint system is imposed, we apply Gaussian Elimi-
nation to extract the linear representations of variables. The yielded row echelon
form matrix is stored in memory, thereby reproducing the complete message in
the verification step.
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To solve MQ systems, we employ the method in Sec. 2.5. A solution candidate
can be obtained if the MQ problem is solvable. Using the solution and all the
matrices stored in the previous steps, a message candidate can be reproduced.
We verify a message candidate by comparing its 4-round hash with the target
one. In practice, the execution time of the verification process is negligible.

Benchmarks. To inspect the practical performance of each subroutine in
terms of the execution time, we present a benchmark on our implementation.
All the subroutines are implemented using CUDA and C++. The computation
time of each subroutine is shown in Table 4.

The subroutine to preprocess on 706 constraints will be executed only once.
Need to mention that, the subroutine to iterate linear constraints, update MQ
systems, and verify produced hashes are multithreaded and the program would
process on a batch (214) of candidates, thus for these subroutines the execution
time is measured as the elapsed time to process one batch. Also note that, the
above-mentioned subroutines are executed on CPU. When a new batch of MQ
systems is updated, it is copied to the off-chip memory of GPU for solving
process. In practice, the GPU program to solve MQ systems can be pipelined
with the subroutine to update MQ systems.

The result in Table 4 shows that setting D = 2 has the best practical perfor-
mance for the Crossbred algorithm. According to Table 4, the entire search space
is 239 and the program takes 209.53 seconds to process on 214 guess candidates.
We estimate one preimage can be found in 223 GPU years.

MQ Solving Method D

Runtime

of preprocessing

constant linear

constraints

(seconds)

Runtime

of setting

iterating

constraints

and updating

MQ

systems

(seconds)

Runtime

of solving

MQ

systems

(seconds)

Runtime

of

verification

(seconds)

Estimate

runtime

to obtain

a preimage

(GPU Year)

Crossbred 2

7.76 21.21

183.89

4.43

223

Crossbred 3 263.94 308

Fast Exhaustive

Search
N/A 212.13 253

Table 4. Preimage attack on 4-round Keccak[r = 640, c = 160, l = 80] with 4 CPU
cores and a single Tesla V100 GPU card.

4.3 Results

We executed our program on the GPU cluster consisting of 50 NVIDIA Tesla
V100 GPUs for a total of 45 days and 7 hours. Our program had traversed
about 233.84 guessing times, namely, 233.84+19 = 252.84 time complexity, which
is equivalent to 252.84/258 = 2.8% of traversal space and obtained 2 message
candidates which could produce hashes with 2 bit differentials.

The message and corresponding result hash of the first candidate are:
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A = d7 c4 77 ec e8 22 18 ca 80 90 8a 29 7d 39 78 fc 10 93 1c 97

2e 42 88 81 f8 21 45 4e 04 8f d8 cd 74 27 c9 67 00 00 00 00

e2 7d d6 d0 c4 26 8d c2 19 23 07 6f 16 03 21 61 99 26 41 f8

d1 bd 77 7e 07 de ba b1 fb 70 27 32 8b d8 36 98 01 48 1a e4

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00,
H = 75 1a 16 e5 e4 95 c1 e2 f7 22,

where the differences are highlighted red.
The message and result hash of the second candidate are:
A = 61 47 20 d5 57 c0 64 06 62 ef 6d 7c f1 b3 38 2a cb 8c 48 b6

ff 01 e4 e4 9f 09 9b 05 92 76 dd 25 d5 5e 82 61 11 c7 78 1a

f8 9d 2c b7 82 52 7b 9f 1e f9 59 b0 2d 3e a6 0b 60 57 6c 9f

00 fe 1b 1b 60 f6 64 fa 6d 89 22 da 2a a1 7d 9e ee 38 87 e5

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00,
H = 75 1a 16 e5 e4 95 e1 e2 f7 32.
Along with the obtained 2-bit differential candidates, the frequencies of ham-

ming distance between candidates’ hash and target hash are counted in Table 5.

5 Conclusion

In this paper, improved preimage attacks are proposed on 4-round Keccak-
224/256. We extend the attacks to the Keccak preimage challenge, implemented
on a GPU cluster. Preimages of two-bit differentials with the target hashing
value are found. Specifically, our attacks are based on the complexity elabo-
ration of solving Boolean MQ systems, which is a fundamental tool in solving
cryptographic problems and hence of independent interest.

Hamming Distance Number Hamming Distance Number

2 2 13 78146

3 7 14 97193

4 28 15 95992

5 115 16 69338

6 389 17 33109

7 1136 18 10398

8 2883 19 1866

9 7223 20 175

10 15155 21 11

11 30203 22 1

12 52239

Total 425279

Table 5. Number of candidates with respect to the hamming distance from the target
hash.
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A Linearization of A Bit In B3

By Guo et al.’s study [7], a quadratic bit in B3 can be linearized by guessing
10 values of linear polynomials, which is called the first linearization method.
Fig. 8 illustrates how to linearize a bit in B3. Since both ρ and π are permutation
steps, we can get the corresponding bit in A′

3. According to

A′
3[x, y, z] = A3[x, y, z]⊕

4∑
y=0

A3[x− 1, y, z]⊕
4∑

y=0

A3[x+ 1, y, z − 1],

the corresponding bit is the XORed sum of 11 bits in A3, as shown in Fig. 8.
According to the equation

A3[x, y, z] = B2[x, y, z]⊕ (B2[x+ 1, y, z]⊕ 1) ·B2[x+ 2, y, z],
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it is obvious that the only quadratic term in A3[x, y, z] is generated by B2[x +
1, y, z] and B2[x + 2, y, z]. Hence we can linearize A3[x, y, z] by guessing values
of B2[x+ 1, y, z] or B2[x+ 2, y, z]. Note that A3[x, y, z] and A3[x− 1, y, z] share
a common operand B2[x + 1, y, z] in their quadratic terms. By fixing the value
of B2[x + 1, y, z], A3[x, y, z] and A3[x − 1, y, z] are linearized as well. Thus the
11 bits in A3 can be linearized by guessing only 10 bits, i.e.,

B2[x+ 1, y, z], B2[x+ 3, y, z − 1], y ∈ {0, · · · , 4}. (18)

Equivalently, the bit inA′
3 is linearized and the corresponding equationB3[x, y, z] =

A4[x, y, z] turns to be linear one.

ιι••χχ 

θθ ππ••ρρ 

ιι••χχ 

Slice z Slice z

Slice z-1 Slice z-1

Slice z Slice z

BB22 AA33

AA33'' BB33

Fig. 8. The first quadratic bit linearization. We illustrate how to linearize a quadratic
bit in B3. In the figure, bits in green boxes are linear and bits in orange boxes are
quadratic.
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Abstract. In CHES 2017, Bernstein et al. proposed Gimli, a 384-bit
permutation with 24 rounds, which aims to provide high performance
on various platforms. In 2019, the full-round(24 rounds) Gimli permu-
tation was used as an underlying primitive for building AEAD Gimli-
Cipher and hash function Gimli-Hash. They were submitted to the
NIST Lightweight Cryptography Standardization process and selected as
one of the second-round candidates. In ToSC 2021, Liu et al. presented
a preimage attack with a divide-and-conquer method on round-reduced
Gimli-Hash, which uses 5-round Gimli. In this paper, we present preim-
age attacks on a round-reduced variant of Gimli-Hash, in which the
message absorbing phase uses 5-round Gimli and the squeezing phase
uses 9-round Gimli. We call this variant as 5-9-round Gimli-Hash. Our
first preimage attack on 5-9-round Gimli-Hash requires 296.44 time com-
plexity and 297 memory complexity. This attack requires the memory for
storing several precomputation tables in Gimli SP-box operations. In our
second preimage attack, we take a time-memory trade-off approach, re-
ducing memory requirements for precomputation tables but increasing
computing time for solving SP-box equations by SAT solver. This attack
requires 266.17 memory complexity and 296+ϵ time complexity, where ϵ is
a time complexity for solving SP-box equations. Our experiments using
CryptoMiniSat SAT solver show that the maximum time complexity for
ϵ is about 220.57 9-round Gimli.

Keywords: hash function, preimage attack, Gimli, Gimli-Hash

1 Introduction

Gimli [3] is a 384-bit permutation proposed at CHES 2017 by Bernstein et al.
The number of rounds in Gimli permutation is 24. Gimli was designed for high
performance in a broad range of platforms from 8-bit AVR microcontrollers to
64-bit Intel/AMD server CPUs. In 2019, AEAD Gimli-Cipher and hash func-
tion Gimli-Hash were developed using Gimli with 24 rounds as an underlying
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primitive and submitted to the NIST Lightweight Cryptography Standardiza-
tion process and selected as one of the second-round candidates [2]. Gimli-Hash
produces 256-bit fixed-length output but can be used as an extendable one-way
function (XOF). Gimli-Cipher is based on a duplex mode of operation, and
Gimli-Hash uses the sponge mode with a rate of 128 bits and a capacity of 256
bits.

Since the Gimli was proposed in 2017, it has been investigated by a number
of analyses. Hamburg [6] analyzed 22.5-round Gimli with meet-in-the-middle
attack and pointed out the weak diffusion of Gimli. However, this attack is not
applicable to AEAD or hashing scheme. In ToSC 2021, Liu et al. [9] performed
the full-round (24 rounds) distinguishing attack with 252 time complexity using
zero-internal-differential method. In Asiacrypt 2020, Flórez-Gutiérrez et al. [5]
performed 24-round and 28-round distinguishing attacks against round-shifted
Gimli with time complexities of 232 and 264, respectively. Although many rounds
of round-shifted Gimli were analyzed by the distinguishing attacks, there is no
relation to the security of Gimli-Cipher or Gimli-Hash.

Zong et al. [14] proposed the collision attack on 6-round Gimli-Hash us-
ing differential characteristics with 2113 time complexity. In Crypto 2020, Liu
et al. [8] performed the collision attack on 6-round Gimli-Hash with a time
complexity of 264. They also presented the semi-free-start collision with a time
complexity of 264 for a round-shifted 8-round Gimli-Hash. In Asiacrypt 2020,
Flórez-Gutiérrez et al. [5] performed the collision and semi-free-start collision
attacks on round-shifted Gimli-Hash, reaching up to 12 and 18 rounds, respec-
tively. Both require 296+ϵ time complexity, where ϵ is about 210 Gimli operations,
experimentally obtained from the SAT solver.

As we can see in analyzing collision attacks on Gimli-Hash by Flórez-
Gutiérrez et al.[5], SAT solver is actively used for cryptanalysis. The SAT solver
can determine whether a given boolean satisfiability problem (SAT problem) is
satisfiable or unsatisfiable. Some cryptographic problems, such as finding differ-
ential trails or linear trails with minimal probability, are difficult to solve. To
solve the complex cryptographic problems, these problems are transformed into
SAT problems. For example, [11] made use of SAT solver to find differential
trails on ARX cipher Salsa20. Using this method, differential cryptanalysis of
the block cipher SIMON was performed [7]. Moreover, [10] was applied SAT
solver to find linear trails on SPECK and Chaskey. Additionally, [13] analyzed
integral cryptanalysis for ARX ciphers using SAT-solver of division property.

In ToSC 2021, Liu et al. [9] proposed preimage attacks on Gimli-Hash and
Gimli-XOF-128 with divide-and-conquer method. Due to the weak diffusion of
Gimli, the preimage attack on reduced Gimli-Hash can reach up to 5 rounds. It
utilizes five message blocks that produce a specific 256-bit hash value of Gimli-
Hash.

Because of the weak diffusion of Gimli, the divide-and-conquer method of
dividing manipulable space into smaller spaces was effective on 5-round Gimli-
Hash. However, as the number of rounds increases, the effect of diffusion in-
creases. Hence, the preimage attacks on Gimli using the divide-and-conquer

The 24th Annual International Conference on Information Security and CryptologySession 5 - 2

ICISC 2021 225



A Preimage Attack on Reduced Gimli-Hash 3

method do not apply more than 5-round. Instead, a preimage attack on 9-
round Gimli-XOF-128 was possible. Since the output size of Gimli-XOF-128
is 128bit, the preimage attack on Gimli-XOF-128 has fewer constraints than
Gimli-Hash which has the 256-bit output size. Moreover, because some results
of SP function could be known under certain conditions, the effect of the first
Small-swap operation disappeared. Therefore, the preimage attack on 9-round
Gimli-XOF performed with 2104 time complexity and 270 memory complexity.

Our Contributions. In this paper, we present preimage attacks on 5-9-
round Gimli-Hash. Gimli-Hash uses 24-round Gimli, and Liu et al. proposed
preimages attacks on 5-round Gimli-Hash with the round-reduced Gimli of 5
rounds (out of 24). As shown in Figure 5, the 5-9-round Gimli-Hash uses 5-
round Gimli in the message absorbing phase and 9-round Gimli in the squeezing
phase under the sponge construction. Gimli-Hash has absorbed all message
blocks into the state with 5-round Gimli. In the squeezing phase of Gimli-
Hash, the first 128 bits of the state are returned as output blocks, interleaved
with applications of 9-round Gimli.

Given a 256-bit hash value of Gimli-Hash, half of the hash value can make
the other half with some appropriate 256-bit value and Gimli. In the preimage
attack on 5-round Gimli-Hash[9], the divide-and-conquer method made the
halves of the hash values overlap by weak diffusion of Gimli. However, when
the number of rounds increases, additional connections are needed to find the
relation in the hash value, so the idea of Liu et al. no longer works. In this
paper, we propose a new collision-finding trail to overcome the limitation of Liu
et al.’s approach, and show that the preimage attack on 5-9-round Gimli-Hash
is possible with 296.44 time complexity and 297 memory complexity by using
precomputation tables.

In addition, to reduce memory complexity, we propose equations that can
be used instead of the precomputation tables. During the preimage attack, we
find solutions on the fly by solving the equations instead of the precomputa-
tion tables. Using this method, the time complexity increases to 296+ϵ, but the
memory complexity decreases to 266.17, where ϵ is the time complexity of solving
equations. To solve equations, we use CryptoMiniSat[12], one of the SAT solvers.
Because our equations can be transformed to conjunctive normal form(CNF), we
introduce how to transform given equations to CNF. Hence, the problem of find-
ing solutions to the given our equations change to a SAT problem. Moreover, we
conduct an experiment to measure the average time required to solve equations4.
As the result of the experiments, the average time to find the solution of the
most complex equation was 219.15 times that of the full-round Gimli(≈ 220.57

9-round Gimli). Since the ϵ ≈ 20.57, the time complexity of solving equation
method does not exceed 2128. A summary of our results can be seen in Table 1.

Organization This paper is organized as follows. In section 2, we describe
Gimli and Gimli-Hash with notations. In section 3, we describe the general
approach of preimage attack on Gimli-Hash introduced in [9]. Our improved
preimage attack on Gimli-Hash is in section 4. The method using precompu-

4 The test code is on https://github.com/yslee0804/Gimli_hash_9r_test.
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Table 1. Summary of attacks on Gimli

Attack Round Technique Time(a) Memory(a),(b) Reference

Preimage on
Gimli-Hash

(256-bit output)

2 Divide-
and-

Conquer

42.4 32 [9]
5 93.68 66 [9]

5-9
(c) 96.44 97 Sec. 4.2

96+ϵ1
(e) 66.17 Sec. 4.3

Preimage on
Gimli-XOF-128
(128-bit output)

9
Divide-
and-

Conquer
104 70 [9]

Distinguisher
on Gimli

24
Zero-

Internal-
Differential

52 negligible [9]

24(d)

Symmetry 32 negligible [5]
28(d) 64 negligible [5]

Collision on
Gimli-Hash

(256-bit output)

6
Divide-
and-

Conquer
64 64 [8]

12(d) Symmetry 96+ϵ2
(e) negligible [5]

14(d) Quantum 64+ϵ2
(e) negligible [5]

Semi-free start
Collision on
Gimli-Hash

(256-bit output)

8(d)

Symmetry 64 negligible [8]
18(d) 96+ϵ2

(e) 64 [5]

20(d) Quantum 64+ϵ2
(e) 64 [5]

(a) The time and memory complexity is expressed in log scale.
(b) The memory complexity measured base on 128-bit blocks.
(c) The last two permutations of Gimli-Hash use 9-round Gimli. The remaining
permutations of Gimli-Hash use 5-round Gimli.
(d) This attack is on the round shifted Gimli : starting from third round.
(e) ϵ1 and ϵ2 are the experimentally measured complexity(ϵ1 ≈ 20.57 and ϵ2 ≈ 10).
ϵ1 is in Section 4.3 and ϵ2 is in [5].

tation tables is in section 4.2 and using equations with SAT-solver is in section
4.3. The conclusion of this paper is in section 5. Additionally, Liu et al.’s preim-
age attack on 5-round Gimli-hash, which motivated this paper, is included in
appendix A.

2 Preliminaries

In this section, we describe the Gimli and Gimli-Hash. We describe the struc-
ture and notation of Gimli in section 2.1, and Gimli-Hash in section 2.2.

2.1 Description of Gimli

The permutation Gimli consists of non-linear layer SP-box, linear layer Small-
swap(S_SW) and Big-swap(B_SW), and constant addition. SP-box operation
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is performed preferentially every round, whereas other operations are applied a
particular round of Gimli. For 0 ≤ i ≤ 6, Small-swap and constant addition
occurs every (4i+ 1)-th round, and Big-swap operation occur every (4i+ 3)-th
round. In other words, the Gimli repeats the following 4 round process six times.

(SP → S_SW → AC)︸ ︷︷ ︸
(4i+1)-th round

→ (SP )︸ ︷︷ ︸
(4i+2)-th round

→ (SP → B_SW )︸ ︷︷ ︸
(4i+3)-th round

→ (SP )︸ ︷︷ ︸
(4i+4)-th round

The whole process of Gimli can be seen in Algorithm 1.

Gimli State The Gimli state S can be seen as a two-dimensional array with
3 rows and 4 columns, where each element is a 32-bit word as shown in Figure
1. The notation S[i][j] refers the 32-bit word in i-th row and j-th column where
0 ≤ i ≤ 2 and 0 ≤ j ≤ 3. In addition, the representation S[i, k][j, l] means 4
words S[i][j], S[i][l], S[k][j], and S[k][l]. For example, S[1, 2][0, 2] indicate the
words S[1][0], S[1][2], S[2][0], and S[2][2]. Additionally, the representation S[∗][j]
means the whole word in j-th column and S[i][∗] means the whole word in i-th
row. In other words, S[∗][j] means S[0, 1, 2][j] and S[i][∗] means S[i][0, 1, 2, 3].

To distinguish the state after each round, the notation Si indicates the state
after i-th round. In particular, S0 indicates the state before the first round.
Moreover, the notation Si.5 means the state after the SP operation and before
Small-swap or Big-swap. For example, S0.5 indicates the state in the first round
after SP operation but before Small-swap and constant addition.

S[0][0] S[0][1] S[0][2] S[0][3]

S[1][0] S[1][1] S[1][2] S[1][3]

S[2][0] S[2][1] S[2][2] S[2][3]

31
30
29

· · ·
2
1
0

Fig. 1. The state of Gimli

Non-linear Layer: SP-Box The non-linear layer is the SP-Box on 96 bits,
which is applied column-wise. The SP-Box is often treated as a function such
that SP : F32×3

2 → F32×3
2 . On three 32-bit input x, y, and z, SP updates them

as follows:
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x
y

←
←

x ≪ 24
y ≪ 9

}
Compute in parallel

x
y
z

←
←
←

x⊕ (z ≪ 1)⊕ ((y ∧ z) ≪ 2)
y ⊕ x⊕ ((x ∨ z) ≪ 1)
z ⊕ y ⊕ ((x ∧ y) ≪ 3)

}
Compute in parallel

x
z

←
←

z
x

}
Compute in parallel

Linear Layers: Small-swap, Big-swap The Gimli consists of two linear
operations; Small-swap(S_SW) and Big-swap (B_SW). These operations do
not occur every round. S_SW is executed on the (4i+ 1) round, and B_SW is
executed on the (4i+ 3) round, where 0 ≤ i ≤ 5.

S_SW and B_SW affect only the first row of Gimli state. S_SW operation
swap the values S[0][0] and S[0][1], and swap the values S[0][2] and S[0][3].
Similarly, B_SW operation swap the values S[0][0] and S[0][2], and swap the
values S[0][1] and S[0][3]. Figure 2 illustrates the S_SW and B_SW operations.

S[0][0] S[0][1] S[0][2] S[0][3]

S[1][0] S[1][1] S[1][2] S[1][3]

S[2][0] S[2][1] S[2][2] S[2][3]

S[0][0] S[0][1] S[0][2] S[0][3]

S[1][0] S[1][1] S[1][2] S[1][3]

S[2][0] S[2][1] S[2][2] S[2][3]

(a) Small-swap (b) Big-swap

Fig. 2. Gimli Small-swap(a) and Big-swap(b) operations

Constant Addition: AC In constant addition, 32-bit round constant rci =
0x9e377900⊕ (24− 4i) is xored to the state S[0][0] in every fourth round where
0 ≤ i ≤ 5.

2.2 Gimli-Hash

Gimli-Hash was built using the sponge construction framework. Sponge con-
struction framework is a way to make a function with arbitrary input/output
length from a permutation with fixed input/output length [4].
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Algorithm 1 The permutation Gimli
Input: A 384-bit state S. S[i][j] is 32-bit word, where 0 ≤ i ≤ 2 and 0 ≤ j ≤ 3
Output: Gimli(S)
1: for r = 0 to 23 do
2: for j = 0 to 3 do
3: S[∗][j] ← SP (S[∗][j])
4: end for
5: if r mod 4 = 0 then
6: Swap S[0][0] and S[0][1], swap S[0][2] and S[0][3]
7: S[0][0] ← S[0][0]⊕ (0x9e377900⊕ (24− r))
8: else if r mod 4 = 2 then
9: Swap S[0][0] and S[0][2], swap S[0][1] and S[0][3]

10: end if
11: end for
12: return S

Gimli
Perm.

0128

0256

M0

Gimli
Perm.

M1

Gimli
Perm.

Mt−1

Gimli
Perm.

Mt
128

128

256

128 128 128

128 128 128

256 256

248

8

0x01

Gimli
Perm.

128

256

h0

128

256

h1

128 128

Fig. 3. The illustration of Gimli-Hash

Algorithm 2 describes the Gimli-Hash process. The Gimli-Hash initializes
the Gimli state to 0. Then the input message of arbitrary length is read by
dividing it into 16-byte blocks. Before reading the message, XOR 1 next to the
last byte of input message. Then the input message is read by dividing it into
16-byte blocks. The remaining bytes in the last block are set to 0. This message
modifying process is pad(M) in Algorithm 2.

The 16-byte blocks are sequentially XOR to the 0-th row of Gimli state
(which is S[0][∗]) and perform Gimli. When the last block is XORed to the first
row of the state, 1 is also XORed to the last byte of the state which the byte
position is 47(line 5 in Algorithm 2). After the last message block is absorbed,
perform the Gimli and squeeze out the first 16-byte of the state(which is h0 =
S[0][∗]). This value is the first 16-byte of the hash value. To get the remaining 16-
byte of the hash value, perform the Gimli again and then squeeze out the first 16-
byte of the state(which is h1 = S[0][∗]). The final hash value is h = (h0, h1)(line
10-13 in Algorithm 2).

In this paper, we consider the separated state in the Gimli-Hash. That
means the state after M0 absorbed and the state after M1 absorbed should be
distinguishable. To distinguish these states, Si indicates the state after Mi is
absorbed. For example, if the message has t + 1 length((M0,M1, · · · ,Mt)), S2

indicates the state Gimli(Gimli(0384 ⊕ (M0∥0256)) ⊕ (M1∥0256)) ⊕ (M2∥0256)
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where the notation ∥ is concatenation. Moreover, Sh0
and Sh1

indicate the states
where h0 and h1 are squeezed, respectively. Note that Gimli(Sh0

) = Sh1
.

Algorithm 2 The Gimli-Hash function
Input: M ∈ {0, 1}∗
Output: 256-bit hash value h = (h0, h1)

1: The state S set to 0
2: (M0,M1, · · · ,Mt) ← pad(M)
3: for i = 0 to t do
4: if i = t then
5: S[2][3] ← S[2][3]⊕ 0x01000000
6: end if
7: S[0][∗] ← S[0][∗]⊕Mi

8: S ← Gimli(S)
9: end for

10: h0 ← S[0][∗]
11: S ← Gimli(S)
12: h1 ← S[0][∗]
13: return h = (h0, h1)

3 The General Approach of Preimage Attack

In this section, we summarized the general approach of preimage attack on
Gimli-Hash, which Liu et al. performed in [9]. The overall preimage attack
uses the meet-in-the-middle method and consists of four phases. It is also as-
sumed to recover five message blocks (M0,M1,M2,M3,M4) for a given 256-bit
hash value as shown in Figure 4. A brief description of each phase is as follows.

Gimli
Perm.

0128

0256

M0

Gimli
Perm.

M1
128

128

256

128

128

256

Gimli
Perm.

M2
128

128

256

Gimli
Perm.

M3
128

128

256

Gimli
Perm.

M4
128

128

248

8

0x01

Gimli
Perm.

128

256

h0

128

256

h1

128 128

Phase 1Phase 2Phase 3

Phase 4

Fig. 4. The framework of preimage attack of Gimli-Hash

Phase 1 From given hash values, find a 256-bit valid capacity part such that
Gimli(Sh0

) = Sh1
. The 256-bit hash value can be seen as (h0, h1) which h0

and h1 are 128-bit length, respectively. Moreover, h0 and h1 are rate part
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of Gimli. Therefore, if the valid capacity part of Sh1
or Sh0

is known, the
whole state data is revealed and can be computed in the backward direction
of Gimli-Hash.

Phase 2 Choose M3 and M4, and compute backward direction. Since Sh0 was
known, S4 can be computed. Moreover, S3 and S2 can be known because
M4 and M3 are chosen.

Phase 3 Choose M0 and M1 such that the capacity part of S2 collides. The
attacker can only control the rate part of S0, S1, and S2 by M0, M1, and
M2, respectively. Moreover, the capacity parts of S2 and S0 are fixed. The
strategy of this phase is making collisions in the capacity part of S1 by the
rate parts of S0 and S2. If the capacity part of S1 is collide, M1 can be
obtain from M1 = Gimli(S0)[0][∗] ⊕ S1[0][∗]. Since the size of the control-
lable variable is 256-bit, one value is matched in the capacity part of S1 as
expected.

Phase 4 From the found values in phase2 and phase3, M2 can be obtain from
M2 = Gimli(S1)[0][∗] ⊕ S2[0][∗].

Phase 1 and Phase 3 have most of the complexity for this preimage attack,
while Phase 2 and Phase 4 are simple.

Liu et al. performed a preimage attack on 5-round Gimli-Hash based on
a general approach with 293.68 time complexity and 266 memory complexity
[9]. The 5-round attack by Liu et al. can be seen in appendix A.

4 Preimage Attack on 5-9-Round Gimli-Hash

The Liu et al.’s preimage attack on 5-round Gimli-Hash has a big difference
in complexity between phase 1 and phase 3. The time complexity of phase 1
is 264. On the other side, the time complexity of phase 3 is 293.68. Therefore,
phase 1 of the preimage attack on Gimli-Hash seems to be able to analyze
more rounds. However, extending the round in phase 1 is not easy in a direct
way. This is because when the round is extended, it does not overlap in the
intermediate state. In appendix A, the step 2 of phase 1 checks whether the
calculated values collide with the T8 created in step 1. Hence, it cannot be
extended by approaching [9] method. On the other hand, we extend the rounds
by making precomputation tables and solving equations.

We describe the 5-9-round Gimli-Hash in 4.1. Then, we will show finding a
valid inner part(phase 1) by making precomputation tables in 4.2. Moreover, 4.3
describes how to reduce memory by solving equations with SAT-solver instead
of using precomputation tables.

4.1 Description 5-9-round Gimli-Hash

The 5-9-round Gimli-Hash is a reduced Gimli-Hash that uses two types of
permutations. One of the permutations consists of a 5-round Gimli, and the
other consists of a 9-round Gimli. The 5-round Gimli is used in the message
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absorbing stage. On the other hand, the 9-round Gimli is used in the hash
squeezing stage after the message absorbing stage. Figure 5 shows the 5-9-round
Gimli-Hash.

Gimli
Perm.

0128

0256

M0

Gimli
Perm.

M1

Gimli
Perm.

M3

Gimli
Perm.

M4||0x01
128

128

256

128 128 128

128 128 128

256 256

248

8

0x01

Gimli
Perm.

128

256

h0

128

256

h1

128 128

Gimli
Perm.

M2
128

128

256

(5R) (5R) (5R) (5R) (9R) (9R)

Fig. 5. The illustration 5-9-Round Gimli-Hash with 5 message blocks

The strategy of using two kinds of permutations within an algorithm is not
unique. This strategy can take advantage of message processing speed, or it can
provide additional security when transitioning from the absorbing phase to the
squeezing phase. For example, the hash scheme of SPARKLE[1], one of the NIST
lightweight cryptography competition finalists, has two kinds of permutations.
One is the 11-round permutation located after message absorbing, and the other
is 7-round permutation consisting of the remaining permutation.

4.2 Finding Valid Inner Part on 9-round Gimli(Phase 1)

To find valid capacity part, we make precomputation table T1,T2,T3,T4, and T5

preferentially.

Precomputation Given a 256-bit hash output h = (h0∥h1), let h0 =
(h0,0∥h0,1∥h0,2∥h0,3) and h1 =(h1,0∥h1,1∥h1,2∥h1,3) where h0 and h1 are 128-
bit values and hi,j(0 ≤ i ≤ 1, 0 ≤ j ≤ 3) is a 32-bit value. For all (a, b, x), we
compute SP-box operation as follows.

SP (h0,3, a, b) = (c, d, e)

SP (SP (x, d, e)) = (f, g, h)

In the calculation, store (a, b) in table T1[(c∥x∥f)]. It requires 296 64-bit
memory complexity. For all (a, b), compute (c, d, e) = SP (h0,2, a, b) and store
(a, b, c) in table T2[(d∥e)]. Consider the h1,0, for all (a, b), compute (c, d, e) =
SP−1(SP−1(h1,0, a, b)) and store (a, b, c) in table T3[(d∥e)]. The tables T2 and
T3 require 264 64-bit memory complexity, respectively. For all (a, b, c), compute
(d, e, f) = SP (SP (a, b, c)). Then (a, e, f) are stored in T4[(b∥c∥d)] and (b, c, d)
are stored in T5[(a∥e∥f)]. Each table has 296 96-bit memory complexity. The
Algorithm 3 shows a description of generating precomputation tables.
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Algorithm 3 Generating precomputation tables for finding the valid inner part
Input: Hash values h0 and h1

Output: Precomputation table T1, T2, T3, T4, and T5

for all a and b do
(c, d, e) ← SP (h0,3, a, b)
for all x do

(f, g, h) ← SP (SP (x, d, e))
T1[(c∥x∥f)] ← (a, b)

end for
(c, d, e) ← SP (h0,2, a, b)
T2[(d∥e)] ← (a, b, c)
(c, d, e) ← SP−1(SP−1(h1,0, a, b))
T3[(d∥e)] ← (a, b, c)
for all c do

(d, e, f) ← SP (SP (a, b, c))
T4[(b∥c∥d)] ← (a, e, f)
T5[(a∥e∥f)] ← (b, c, d)

end for
end for

Finding the valid inner part The 9-round preimage attack starts from the
guess 128-bit capacity part of S0 and S9. It is a meet-in-the-middle attack, but
it does not overlap in the Gimli state. The precomputation table is helpful to
fill the gap in the middle. After making the connection, we guess the left of the
inner part and find the valid values.

Step 1 (line 1-8 in Algorithm 4): Choose random values for S0[1, 2][0, 1] and com-
pute (S3[1, 2][0, 1], S3[0][2, 3]). Store (S0[1, 2][0, 1], S3[1, 2][0, 1], S3[0][2, 3])
in the table T6 and repeat 264. Then choose random values for (S9[1, 2][0, 2])
and compute (S4.5[1, 2][0, 2], S4.5[0][1, 3]). Store (S9[1, 2][0, 2], S4.5[1, 2][2],
S4.5[0][1, 3]) in the table T7[(S

4.5[1][0])∥ (S4.5[2][0])] and repeat 264.

S0

SP
S0.5

S SW

S1

SP
S2

SP

AC

S3

B SW

SP

S4

SP
S4.5

S SW
S5

SP
S6

SP

AC

S7

B SW

SP

S8

SP
S8.5

S SW
S9

AC

Known values

Guess values

Computed values

Fig. 6. Finding the valid inner part of 9-round Gimli (step 1 )
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Step 2 (line 9-15 in Algorithm 4): Given the values (S0[1, 2][0, 1], S3[1, 2][0, 1],
S3[0][2, 3]) from T6, choose 232 values for S3[0][0] and find the values
(S9[1, 2][0, 2], S4.5[1, 2][2], S4.5[0][1, 3]) in T7[(S

4.5[1][0])∥(S4.5[2][0])]. For each
matched value, determine the value of (S3[0][1], S4.5[1, 2][1]) in
T4[(S

3[1][1])∥(S3[1][1])∥(S4.5[0][1])]. Similarly, determine the value of
(S3[1, 2][2], S4.5[0][2]) in T5[(S

3[0][2])∥(S4.5[1][2])∥(S4.5[2][2])].

SP SP

Known values Guess values

Determinded by tables

S3 S4 S4.5

Computable values

Fig. 7. Finding the valid inner part of 9-round Gimli (step 2 )

Step 3 (line 16-18 in Algorithm 4): From the found values, compute the for-
ward and backward direction as possible rounds. Then S0.5[1, 2][2], S0.5[0][3],
S7[1, 2][1], and S7[0][3] can be computed from the state S3 and S4.5 respec-
tively. Determine the S0[1, 2][2], and S0.5[0][2] in the table T2[(S

0.5[1][2])∥
(S0.5[2][2])]. Moreover, determine the S7[0][1], and S8.5[1, 2][1] in the table
T3[(S

7[1][1])∥(S7[2][1])].

S0

SP
S0.5

S SW

S1

AC

S7

Known values

Determined by T8

Determined by T9

S7

SP
S8

SP
S8.5

S SW
S9

AC

Fig. 8. Finding the valid inner part of 9-round Gimli (step 3 )

Step 4 (line 19-23 in Algorithm 4): Let the values c = S0.5[0][3], x = S1[0][3], and
f = S3[0][1] Then determine the value S0[1, 2][3] using the table T1[(c∥x∥f)].
To verify the capacity part, compute from S0 to S9 and checking the values
S4.5[0][3], S7[0][3], and S8.5[0][3] are matched. If it is matched, return the
S9[1, 2][∗]. If not, go to step 2 and try the other values in T6.

Complexity In the precomputation, five precomputation tables were cre-
ated. Table T1 can be made with all a, b, and x. Therefore, T1 has 296 64-bit mem-
ory complexity and 3×296 SP operations. Similar way, the memory complexity of
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b

Fig. 9. Finding the valid inner part of 9-round Gimli (step 4 )

T2, T3, T4, and T5 is 264 64-bit, 264 64-bit, 296 96-bit, and 296 96-bit, respectively.
To create the tables, T2 and T3 needs 264 and 2×264 SP operation, respectively.
When creating tables T4 and T5, the equation (d, e, f) = SP (SP (a, b, c)) can fill
the tables T4 and T5 with one operation. Therefore, making T4 and T5 requires
only 2 × 296 SP operations in total. Overall, precomputation has 297 128-bit
memory complexity and (5× 296 SP operation) ≈ (293.152 9-round Gimli) time
complexity.

In the Step 1, T6 can be made by 264 random variables for S0[1, 2][0, 1], and
each variable performs 6 SP operations. T7 is similar except that each random
variable performs 8 SP operations. Therefore, the time complexity is 14×264 SP
operations in Step 1. In terms of memory complexity, T6 has 264 320-bit memory
complexity and T7 has 264 256-bit memory complexity. At Step 2, each value
in T6 need 232 random variables, 2 SP operations, 2 table lookup. If one table
lookup is considered as one SP operation, the time complexity of each value
in T6 is 232 × 4 SP operations. At Step 3, it is 6 SP operations that fill some
unknown values from the found values in Step 2. Then 2 table lookup need to find
(S0[1, 2][2],S0.5[0][2]) and (S7[0][1],S8.5[1, 2][1]). Step 4 only has 1 table lookup
and 36 SP operations. Therefore, the time complexity of the main computation
is 264 × 14 + 264 × 232 × (4 + 8 + 37) ≈ 296.44 9-round Gimli. The memory
complexity of the main computation is (264× 576-bit) ≈ (266.17 128-bit).

Overall, the time complexity is 296.44 9-round Gimli, and the memory com-
plexity is 297 128-bit block.

4.3 Reducing precomputation Memory using SAT Solver

To find the valid capacity part of 9-round Gimli, Algorithm 4 uses five sorted
precomputation tables, T1, T2, T3, T4, and T5. These tables are used to find un-
known values from the given values. If we find unknown values another way, we
should reduce the memory complexity for precomputation tables. The solutions
of the following equations replace the precomputation table.
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Algorithm 4 Finding the valid inner part of 9-round Gimli using precomputa-
tion tables
Input: Hash value h = (h0, h1) and precomputation tables T1, T2, T3, T4, T5

Output: Valid capacity part of Sh1

1: for 0 to 264 − 1 do
2: Choose random values for S0[1, 2][0, 1]
3: Compute (S3[1, 2][0, 1], S3[0][2, 3])
4: Store (S0[1, 2][0, 1],S3[1, 2][0, 1], S3[0][2, 3]) in T6

5: Choose random values for S9[1, 2][0, 2]
6: Compute (S4.5[1, 2][0, 2], S4.5[0][1, 3])
7: T7[(S

4.5[1][0])∥(S4.5[2][0])] ← (S9[1, 2][0, 2], S4.5[1, 2][2], S4.5[0][1, 3])
8: end for
9: for 0 to 264 − 1 do

10: Get (S0[1, 2][0, 1],S3[1, 2][0, 1], S3[0][2, 3]) from T6

11: for all S3[0][0] do
12: Compute S4.5[∗][0] = SP (S3[∗][0])
13: Get (S9[1, 2][0, 2], S4.5[1, 2][2], S4.5[0][1, 3]) from T7[(S

4.5[1][0])∥(S4.5[2][0])]
14: Get (S3[0][1], S4.5[1, 2][1]) from T4[(S

3[1][1])∥(S3[2][1])∥(S4.5[0][1])]
15: Get (S3[1, 2][2], S4.5[0][2]) from T5[(S

3[0][2])∥(S4.5[1][2])∥((S4.5[2][2]))]
16: Compute (S0.5[1, 2][2], S0.5[0][3]) and (S7[1, 2][1], S7[0][3]) from S3, S4.5

17: Get (S0[1, 2][2], S0.5[0][2]) from T2[(S
0.5[1][2])∥(S0.5[2][2])]

18: Get (S7[0][1], S8.5[1, 2][1]) from T3[(S
7[1][1])∥(S7[2][1])]

19: Get S0[1, 2][3] from T1[(S
0.5[0][3])∥(S1[0][3])∥(S3[0][1])]

20: Recover the state S0 and compute all states to S9

21: if S4.5[0][3], S7[0][3], and S8.5[0][3] are collide then
22: return S9[1, 2][∗]
23: end if
24: end for
25: end for

Given h0,3, c, f, and x, find a, b such that

SP (h0,3, a, b) = (c, d, e) and SP 2(x, d, e)x = f.
(1)

Given h0,2, d, e, find c such that SP (h0,2, a, b) = (c, d, e). (2)

Given b, c, d, find a, e, f such that SP 2(a, b, c) = (d, e, f). (3)

Given a, e, f, find b, c, d such that SP 2(a, b, c) = (d, e, f). (4)

The equation (1), (2), (3), and (4) replace precomputation table T1, T2, T4,
and T5 in 4.2 respectively. T3 can be replaced by equation (3) because T3 is
specific case of T4. The equation (1), (2), (3), and (4) are expected to have 1 so-
lution. For the case of equation (2), h0,2, d, e are fixed variables and the cardinal
number of range of variable c is 232. Since the SP-box operation is a permuta-
tion, we can expect that there is 1 solution in the range of variable c. Similarly
since SP 2 is also a permutation, equation (3) and (4) are expected to have 1
solution. For the case equation (1), h0,3, a, b, x are fixed variables and the the
number of candidate of a, b is 264. Because c is a fixed 32-bit variable, there are
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232 candidates of a, b, d, e. In addition, f is also fixed 32-bit variable, so equation
(1) can be expected to have 1 solution.
There are a lot of ways to solve the equation (1), (2), (3), and (4). One of the
fast ways is transforming the equations to SAT problems and using SAT solver.
Some of the cryptographic equations are too complex to transform into SAT
problems. For example, the S-boxes with a high algebraic degree are hard to
convert to CNF, so sometimes it is easier to use the truth table. However, CNF
of Gimli SP function is not complex because the SP-box of Gimli has a low
algebraic degree.
The SP-box of the Gimli consists of bitwise AND(∧), OR(∨), XOR(⊕) opera-
tions. When converting the SP operation to CNF, the AND and OR operations
should be considered as basic operations first. For example, the equation in which
the intermediate variable x3 is calculated by AND operation of x1 and x2 is as
follows.

x1 ∧ x2 = x3

This equation can be treated as a logical expression such that x1 is true if x1

is ‘1’ and x1 is false if x1 is ‘0’. Then the equation can be transformed to CNF
equation as follow.

(¬x1 ∨ ¬x2 ∨ x3) ∧ (x1 ∨ ¬x3) ∧ (x2 ∨ ¬x3) = true

Similarly, the equation x1 ∨ x2 = x3 can be transformed to CNF equation as
follow.

(x1 ∨ x2 ∨ ¬x3) ∧ (¬x1 ∨ x3) ∧ (¬x2 ∨ x3) = true

To complete the SP-box, 3 variables must be XORed to the output variable. In
other words,

x1 ⊕ x2 ⊕ x3 = x4.

This XOR equation can be transformed to CNF equation with 8 clauses.

(x1 ∨ x2 ∨ x3 ∨ ¬x4) ∧ (x1 ∨ x2 ∨ ¬x3 ∨ x4) ∧
(x1 ∨ ¬x2 ∨ x3 ∨ x4) ∧ (¬x1 ∨ x2 ∨ x3 ∨ x4) ∧

(¬x1 ∨ ¬x2 ∨ ¬x3 ∨ x4) ∧ (¬x1 ∨ ¬x2 ∨ x3 ∨ ¬x4) ∧
(¬x1 ∨ x2 ∨ ¬x3 ∨ ¬x4) ∧ (x1 ∨ ¬x2 ∨ ¬x3 ∨ ¬x4) = true

Rotation and bit shift operations can be treated by changing the variable in-
dex. The SP-box operation can be transformed to CNF combining the above
equations.

To solve equations (1), (2), (3), and (4), we use CryptoMiniSat library[12]
(https://github.com/msoos/cryptominisat). We construct a test to measure
the average number of solutions and the operation time in the Ubuntu 16.04.4
LTS with g++ 5.5.0 compiler using C++ code. Our test code is on https:
//github.com/yslee0804/Gimli_hash_9r_test.

When the input variables are uniformly random, equation (1), (2), (3), (4)
have on average 1 solution as expected. Table 2 shows the result of the average
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solving time for equations. Based on full round Gimli, the solving time ranged
from 27.74 to 219.15. Equation (2) finds the solution the fastest because it has
simpler operations and fewer intermediate variables than other equations (only
1 SP-box operation). On the other hand, equation (1) has complex operations
and many intermediate variables, so the solution is found the slowest. Equation
(3) and (4) are very similar, but there is difference in solving speed. This is
presumed to be due to the structure of SP-box. The forward direction of SP-box
can be treat variables independently. That means any intermediate variable can
be calculated with only input variables in the forward direction. However, when
calculated in the backward direction, intermediate variables must be calculated
sequentially. Since equation (4) is restricted by the given output variables, the
intermediate variables were woven as if they were operating in the backward
direction. On the other hand, equation (3) has more free output variables.

Table 2. Time complexity to solve equations

Gimli(full round) eq (1) eq (2) eq (3) eq (4)
Time complexity 1 219.15 27.74 210.34 218.15

The Algorithm 5 shows the process of finding the valid inner part of 9-round
Gimli using equations instead of precomputation tables. Except for the line 14
to 19 of Algorithm 5, the rest are the same as Algorithm 4.

Complexity In 4.2, time and memory complexity is 296.44 and 297 respec-
tively. Because of T6 and T7, The memory complexity of 4.3 is equal to 266.17.
However, 5 table lookups in 4.2 change to equation (1) (4). Hence, the time com-
plexity of 4.3 is 296.29+ϵ where 2ϵ is the complexity of solving equations. Referring
to the Table 2, the worst case time complexity of solving the equation(which is
equation (1)) is about 220.57 9-round Gimli. The memory complexity decreased
from 297 to 266.17 compared to Section 4.2.

5 Conclusion

In this paper, we analyzed preimage attack on 5-9-round Gimli-Hash, which
extends the last two permutations of Gimli-Hash to 9-round. In the structure
which the last two permutations extended to 9-round, it is difficult to apply the
Liu et al.’s preimage attack. This is because there is a gap between the states S3

and S4.5 in the process of finding the valid inner part of 9-round Gimli. We bridge
this gap using precomputation tables. As a result, finding the valid inner part
has 296.44 time-complexity and 297 memory complexity. Moreover, equations that
can replace the precomputation tables are presented to lower the high memory
complexity. We proposed a method of transforming the equations to CNF that
can be solved with SAT-solver. The solutions were found experimentally with the
time complexity up to 220.57 9-round Gimli. If we use these equations instead
of precomputation tables, the memory complexity is reduced to 266.17 instead
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Algorithm 5 Finding the valid inner part of 9-round Gimli using equations
Input: Hash values h0 and h1

Output: Valid capacity part
Find a valid capacity part

1: for 0 to 264 − 1 do
2: Choose random values for S0[1, 2][0, 1]
3: Compute (S3[1, 2][0, 1], S3[0][2, 3])
4: Store (S0[1, 2][0, 1], S3[1, 2][0, 1], S3[0][2, 3]) in T6

5: Choose random values for S9[1, 2][0, 2]
6: Compute (S4.5[1, 2][0, 2], S4.5[0][1, 3])
7: T7[(S

4.5[1][0])∥(S4.5[2][0])] ← (S9[1, 2][0, 2], S4.5[1, 2][2], S4.5[0][1, 3])
8: end for
9: for 0 to 264 − 1 do

10: Get (S0[1, 2][0, 1],S3[1, 2][0, 1], S3[0][2, 3]) from T6

11: for all S3[0][0] do
12: Compute S4.5[∗][0] = SP (S3[∗][0])
13: Get (S9[1, 2][0, 2], S4.5[1, 2][2], S4.5[0][1, 3]) from

T7[(S
4.5[1][0])∥(S4.5[2][0])]

14: Solve the equation (3) from (S3[1, 2][1], S4.5[0][1])
From the solution of equation (3), determine (S3[0][1], S4.5[1, 2][1])

15: Solve the equation (4) from (S3[0][2], S4.5[1, 2][2])
From the solution of equation (4), determine (S3[1, 2][2], S4.5[0][2])

16: Compute (S1[∗][2]), (S7[1, 2][1], S7[0][3]) start from S3, S4.5

17: Solve the equation (2) from (S0.5[1, 2][2])
From the solution of equation (2), determine (S0[1, 2][2], S0.5[0][2])

18: Solve the equation (3) from (S7[1, 2][1], S8.5[0][1])
From the solution of equation (3), determine (S7[0][1], S8.5[1, 2][1])

19: Solve the equation (1) from (h0,3, S
0.5[0][3], S1[0][3], S3[0][1])

From the solution of equation (1), determine S0[1, 2][3]
20: Recover the state S0 and compute all states to S9

21: if S4.5[0][3], S7[0][3], and S8.5[0][3] are collide then
22: return S9[1, 2][∗]
23: end if
24: end for
25: end for
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of 296+ϵ time complexity, where ϵ is the time complexity of finding solutions
of equations. A future work is preimage attack to 9-round Gimli-Hash. If two
states S0 and S1 can be connected effectively, the preimage attack of 9-round
Gimli-Hash may be possible.
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A The Preimage Attack of Liu et al.’s on 5-Round
Gimli-Hash

The 5-round Gimli-hash is a modification of the internal Gimli of Gimli-hash
to 5 rounds. The preimage attack on 5-round Gimli-hash was analyzed in [9].
The aim of this attack is to find five 128-bit message blocks for a given 256-bit
hash value. The attack process follows the general approach in section 3.

Phase 1: Finding a Valid Inner Part For the given hash value h=(h0,h1),
h0 and h1 are the 128-bit values of the rate part of state Sh0

and Sh1
. Thus, the

states S0[0][∗] = h0 and S5[0][∗] = h1 are set. Then, the following steps can be
found an appropriate capacity part that Gimli(S0) = S5.

Step 1 : Choose 264 random values for S0[1, 2][0, 1]. Since S0[0][∗] was known
by h0, two columns S0[∗][0, 1] can compute the values of S3[1, 2][0, 1] and
S3[0][2, 3]. Store the S3[1, 2][0, 1] and S3[0][2, 3] in the table T8.

Step 2 : Similar to step 1, choose a random value for S5[1, 2][0, 1]. Then the
value S3[∗][0, 1] can be obtained from two columns S5[∗][0, 1] with backward
direction computation. Check whether the values S3[1, 2][0, 1] are in the table
T8. If the values are in the table T8, hold all selected values and go to the
next step. Otherwise, repeat this step. This step may be repeated 264 times.

Step 3 : Note that S3[0][∗], S3[1, 2][0, 1] and S5[1, 2][0, 1] are fixed in Step 2.
For all values of S5[1, 2][2], S3[∗][2] can be obtained with backward direction
computation. Check that computed S3[0][1] matches the fixed S3[0][1]. If it
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matched, then store the values (S5[1, 2][2], S3[1, 2][2]) in the table T9. The
expected number of stored values is about 232. Similar to the previous pro-
cess, for all values of S5[1, 2][3], S3[∗][3] can be obtained. Check if it matches
the fixed S3[0][3] and store (S5[1, 2][3], S3[1, 2][3]) in the table T10

Step 4 : Select each value in T9 and T10 and then compute S0[∗][2, 3] in back-
ward direction. Then check the values S0[0][2, 3] matches the given S0[0][2, 3]
which is the part of hash value h0. If it is matched, return S5[1, 2][∗] which
is capacity part of Sh1

. Else, repeat this step. Because all possible number
of combinations is about 264, we can expect the one will be matched.

Complexity The time complexity of Step 1 is 264 × 6 SP operations and
the memory complexity is 264 × 192 bits ≈ 264.58 128-bit block. Since Step 2
may be repeat 264 times, the time complexity is 264 × 4 SP operations. In the
Step 3, all S5[1, 2][2] values and all S5[1, 2][3] are searched. Also, in each search,
the time complexity is 264 × 2 SP operations and the memory complexity is
232. In the Step 4, 264 T9, T10 combination are possible, and each pair need
6 SP operation. Since 5-round Gimli consist of 20 SP operations, total time
complexity is (264 × (6 + 4 + 2 + 2 + 6) SP operations) ≈ (264 5-round Gimli),
and total memory complexity is about 264.58.

Phase 2: Choosing M3 and M4 The capacity part of Sh1
was found by

phase 1, the full state of Sh1 and Sh0 can be recovered. Thus, the state S2 can
be obtained by selecting any M3 and M4. Therefore, choose random values for
M3 and M4 and compute backward direction to get S2.

Phase 3 : Matching the Inner Part In this phase, select the appropriate
M0 and M1 connecting the capacity part of S0 and S2. The capacity part of S0

was set to 0 and the rate part of S0 can be controlled by M0. Additionally, the
capacity part of S5

1 can be known because S2 was known and the rate part of S5
1

can be controlled by M2. Since the capacity part of S0 is 0, the precomputation
tables can be created. After creating precomputation tables, the part of S5

1 would
be guessed and connected it with the precomputation tables. In this process, the
following property is used for checking validation.

Property 1 ([8]). Suppose (OX,OY,OZ) = SP (IX, IY, IZ). Given a random
triple (IY, IZ,OZ), (IX,OX,OY ) can be uniquely determined. In addition, a
random tuple (IY, IZ,OY,OZ) is valid with probability 2−32.

The following steps show the way to find M0 and M1 which capacity part of
states are connected.

Step 0 (precomputation step): Since S0
0 [1, 2][∗] is all zero, S0.5

0 [0][∗] is also zero.
Therefore, for all values of S0

0 [0][0, 2], the values S0
1 [1, 2][0, 2] can be com-

puted. (S0
0 [0][0, 2], S0

1 [1, 2][2]) is stored in the table T10[(S0
1 [1][0]∥S0

1 [2][0])].
Similar to before process, for all values of S0

0 [0][1, 3], calculate S0
1 [1, 2][1, 3].

(S0
0 [0][1, 3], S0

1 [1, 2][3]) is stored in the table T11[(S0
1 [1][1]∥S0

1 [2][1])].
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Step 1 : For a guessed value S5
1 [0][1, 3], the values (S0.5

1 [0][1, 3], S0.5
1 [1, 2][0, 2])

can be calculated in the backward direction. Then, guess all values for
S0.5
1 [0][0], and calculate S0

1 [1, 2][0]. From T10[(S0
1 [1][0]∥S0

1 [2][0])], get the val-
ues for (S0

0 [0][0, 2], S0
1 [1, 2][2]). The value S0

1 [1, 2][2] in the T10 and calculated
value S0.5

1 [1, 2][2] are valid with probability 232 by property 1. Hence, there
is one valid pair (S0

1 [1, 2][2], S0.5
1 [1, 2][2]) for all S0.5

1 [0][0] as expected. More-
over, if (S0

1 [1, 2][2], S0.5
1 [1, 2][2]) is valid, it can determine S0.5

1 [0][2] by 1.
From the valid S0.5

1 [0][0], store (S0
0 [0][0, 2], S5

1 [0][1, 3], S0.5
1 [0][∗]) in the table

T12. Repeat this step for all S5
1 [0][1, 3].

Step 2 : Similar to Step 1, for all values S5
1 [0][0, 2], calculate the values

(S0.5
1 [0][0, 2], S0.5

1 [1, 2][1, 3]). Then guess S0.5
1 [0][1] for all possible value and

calculate S0
1 [1, 2][1]. From T11[(S0

1 [1][1]∥S0
1 [2][1])], get the values for

(S0
0 [0][1, 3], S0

1 [1, 2][3]). By property 1, verify (S0
1 [1, 2][3], S0.5

1 [1, 2][3]) and
recover valid S0.5

1 [0][3]. Check the values S0.5
1 [0][∗] are in the table T12. If it

in, move to step 3, else repeat this step.
Step 3 : At the step 2, S0

0 [0][1, 3] was guessed and S0
0 [0][0, 2] was found in the

table T12. Therefore, the message M0 = S0
0 [0][∗] can be recovered, and then

the values S5
0 [0][∗] can be calculated. Moreover, S0

1 [0][∗] can be calculated
because S5

1 [0][0, 2] and S5
1 [0][1, 3] were also known at the step 2. As a result,

the message M1 can be obtained by S5
0 [0][∗] ⊕ S0

1 [0][∗].

Complexity In the precomputation, the time complexity is 2× 264 × 10 SP
operation and the memory complexity is 2 × 264. At the step 1, there are 264

S5
1 [0][0, 2]. Each S5

1 [0][0, 2] performs 8 + 232 + 232 SP operations and store one
(S0

0 [0][0, 2], S5
1 [0][1, 3], S0.5

1 [0][∗]) in T12 as an expected value. Thus, the time
and memory complexity of step 1 is 296 SP operations and 264 256-bit blocks,
respectively. Similarly, the time complexity of step 2 is 296 SP operations. The
time complexity of step 3 is just 2 Gimli. Therefore, total time complexity is
(2× 297 SP operations) ≈ (293.68 5-round Gimli), and total memory complexity
is 266 128-bit blocks.

Phase 4: Finding the Valid M2 At the phase 2, the state S0
2 was recovered.

Additionally, at the phase 3, the state S5
1 was also recovered. Therefore, the

message M2 can be obtained by S0
2 [0][∗]⊕ S5

1 [0][∗].
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Abstract. This paper analyses the resistance of certain keystream generators against algebraic
attacks, namely generators consisting of a nonlinear feedback shift register, a linear feedback
shift register and a filter function. We show that poorly chosen filter functions make such designs
vulnerable to new algebraic attacks, using a divide and conquer approach that targets the LFSR
first. This approach provides efficient LFSR initial state recovery followed by partial NFSR initial
state recovery.

We apply our algebraic attacks to modified versions of the Grain family of stream ciphers. Our
analysis shows that, despite the highly nonlinear filter functions used in these variants, the LFSR
state can be recovered using our algebraic attack much faster than exhaustive search. Following
this, the NFSR initial state can be partially recovered, leaving a smaller subset of NFSR stages
to be exhaustively searched. This investigation highlights the importance of the filter function
in keystream generators with a “Grain-like” structure, and demonstrates that many functions
previously considered secure are vulnerable to this attack.

Keywords: Algebraic attack · fast algebraic attack · divide and conquer · nonlinear feedback
shift register · linear feedback shift register · filter generator · Grain

1 Introduction

Symmetric stream ciphers are used to provide confidentiality for a range of real-time applications.
The most common type of stream cipher is the binary additive stream cipher, where encryption
and decryption are performed by XORing a binary keystream with the plaintext or ciphertext
bitstream, respectively. The reciprocal nature of the XOR operation provides high speed
encryption and decryption processes. However, the security provided depends on the properties
of the keystream. The security of the keystream generator is therefore crucial.

Many keystream generators are based on shift registers. In 2003, algebraic attacks on keystream
generators based on linear feedback shift registers (LFSRs) were proposed [6]. A series of
equations relating the keystream bits to underlying state bits can be solved, given known
keystream outputs. The nonlinear filter generator was shown to be vulnerable to both algebraic
attacks [6] and fast algebraic attacks [5]. The design of keystream generators has subsequently
evolved to provide increased resistance to these and other known attacks.

One alternative approach is to use nonlinear feedback shift registers (NFSRs) in the design
of keystream generators. The nonlinearity of the shift register update results in a system of
equations that increases in degree over time. Solving such a system of nonlinear equations
has extreme computational complexity and is often impractical. However, in 2008, Berbain
et al. [2] showed that keystream generators consisting of a NFSR with a linear filter function
(known as linearly filtered nonlinear feedback shift registers (LF-NFSR)), are also vulnerable
to algebraic attacks.

Some contemporary keystream generators use a combination of a NFSR and a LFSR, together
with a nonlinear filter function taking inputs from both registers. We refer to these generators
as “Grain-like structures”, as the well known Grain family of stream ciphers is designed in this
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way. There are five variants of Grain: the original proposal Grain-V0 [16], updated versions
Grain-V1 [14], Grain-128 [15], Grain-128a [17], and the most recent variant Grain-128AEAD
[18]; proposed in 2005, 2006, 2006, 2011 and 2019, respectively.

Berbain et al. [2] showed that a modified version of Grain-128 is vulnerable to algebraic attacks
if the filter function takes only linear terms from the NFSR. Despite extensive analysis of the
Grain family [3, 20, 7, 22, 21, 30, 29, 8], since the work of Berbain et al. [2] little progress has
been made in applying traditional algebraic attacks to Grain-like structures. In this paper, we
investigate relationships between the properties of Grain-like structures and their resistance
to algebraic attacks.

Motivated by the work of Berbain et al. [2] and Courtois [5], we identify cases where the
filter function to a Grain-like structure can be algebraically manipulated to eliminate the
involvement of the NFSR. This allows us to apply a divide and conquer approach, targeting
the LFSR. We show that poorly chosen filter functions and sets of input positions to the filter
functions allow Grain-like structures to be represented as systems of equations containing only
LFSR initial state bits. Such a system can then be solved efficiently to recover the initial state
of the LFSR. Following this, the NFSR may be partially recovered. This reduces the overall
complexity of the exhaustive search required to recover the remaining bits of the NFSR.

We perform simulations to verify the effectiveness of our attack on Grain-like structures with
internal states sizes of 40, 60, 80 and 100 bits, as well as on a modified version of Grain-V0.
We also demonstrate that minor variations to the current variants of the Grain family render
them vulnerable to our attack. Although the proposed attack is not applicable to the current
variants of the Grain family, our results clearly show that care must be taken when choosing the
filter function of a Grain-like structure. In particular, these structures may still be vulnerable
to algebraic attacks, even when the output function incorporates bits form the LFSR and the
NFSR both linearly and nonlinearly.

This paper is organised as follows: Section 2 provides background information on shift register
based designs. Section 3 discusses current algebraic attack techniques. Section 4 presents our
algebraic attack technique for application to Grain-like structures. We introduce the Grain
family of stream ciphers in Section 5 and highlight why Grain currently resists algebraic
attacks. We then apply our attack technique to modified Grain variants in Section 6. Experimental
simulations for proof of concept are reported in Section 7 and discussed in Section 8. Conclusions
are drawn in Section 9.

2 Preliminaries

2.1 Feedback Shift Registers

A binary feedback shift register (FSR) of length n is a set of n storage devices called stages
(r0, r1, ..., rn−1), each containing one bit, together with a Boolean update function g. We denote
the initial state of the register as S0, consisting of initial state bits s0, s1, ..., sn−1. The state
at any time t is defined to be St, where St = st, st+1, ..., st+(n−1). The sequence of state bits
that passes through register R over time is denoted S; that is S = s0, s1, .., sn−1, sn, ... . All
bits sn+t, t ≥ 0 are referred to as update bits.

The registers investigated in this paper are regularly clocked Fibonacci style, as shown in
Figure 1. At time t+ 1, the content of stage ri is shifted to stage ri−1 for 1 ≤ i ≤ n− 1, and
the content of stage r0 is lost from the register. The new content of stage rn−1 (referred to as
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Algebraic Attacks on Grain-like Keystream Generators 3

the feedback) is computed by applying the Boolean feedback function g(r0, r1, .., rn−1) to St.
If g is linear, then the register is said to be a linear feedback shift register (LFSR) and if g is
nonlinear, then the register is said to be a nonlinear feedback shift register (NFSR).

A binary sequence can be generated from a FSR by applying a Boolean function f to the
state St, as shown in Figure 1. A simple way to produce output from a FSR is to choose
f = r0, so the output sequence is just the sequence of bits shifted out of the register at each
state update. Alternatively, the output can be a function of multiple register stages. In general,
yt = f(st, ..., st+n−1).

rn−1r2

. . .

r1r0

g(r0, r1, r2, .., rn−1)

f(r0, r1, r2, .., rn−1)

y

Fig. 1. An n-stage FSR with update function g and filter function f .

2.2 Filter Generators

Keystream generators where f is a function of the contents of multiple stages in R are called
filter generators. Traditionally, keystream generators for stream ciphers used a LFSR together
with a nonlinear filter function f [19]. If f is linear, the filter generator is equivalent to another
LFSR. LFSRs, when used by themselves as keystream generators, provide very little security to
the plaintext [23]. For this reason, LFSRs were traditionally filtered using a nonlinear Boolean
function.

Nonlinear filter generators A keystream generator consisting of a LFSR and a nonlinear filter
function f is known as a nonlinear filter generator (NLFG) [27]. The security of nonlinear filter
generators has been extensively analysed. These designs have been shown to be susceptible
to numerous attacks, including correlation attacks [27, 11, 24, 13], algebraic attacks [6, 10, 5]
and distinguishing attacks [9]. The properties of the nonlinear filter function are important
in determining the resistance of the NLFG to cryptanalysis. The underlying LFSR provides
only desirable statistical properties for the binary sequence. As a single nonlinear Boolean
function cannot display high levels of all the desirable cryptographic properties, such as high
nonlinearity, correlation immunity, algebraic degree and algebraic immunity, choosing a filter
function that resists one form of attack may leave the keystream generator vulnerable to other
attacks [26].

Linearly filtered nonlinear feedback shift registers In response to the cryptanalysis of NLFGs,
designs using NFSRs were proposed. One proposal is the dual construction of the nonlinear
filter generator; where the update function g to the register is nonlinear and the filter function
f is linear [12]. This is known as a linearly filtered nonlinear feedback shift register (LF-NFSR).
Berbain et al. showed that LF-NFSRs are also susceptible to algebraic attacks, resulting in
initial state (and possibly secret key) recovery [2]. We provide an overview of this attack in
Section 3.3. From the work of Berbain et al. [2] it is obvious that the properties of the filter
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function used in a LF-NFSR are critical in providing resistance to a traditional algebraic
attack. In this paper, we explore the relationship between the properties of the filter function
and the resistance to algebraic attacks for a more recent class of keystream generators.

2.3 Composite combiners and ‘Grain-like’ structures

Effective algebraic attacks have been proposed on both NLFG and LF-NFSR keystream
generators. A more complex design incorporates both a LFSR and a NFSR, together with
a nonlinear filter function taking inputs from both registers, as shown in Figure 2. Keystream
generators using this structure include Grain [16] and subsequent variants of Grain [14, 15, 17,
18]. We denote this general design as a “Grain-like” structure. Other ciphers such as Sprout
[1] and Plantlet [25] have adopted this structure. For simplicity, in this paper we consider
the lengths of the NFSR and LFSR to be the same (n). However, the approach outlined also
applies in the case where register lengths differ.

Fig. 2. Grain-like structure.

We denote the initial states of the NFSR and the LFSR as B0 and S0, respectively, and the
initial state bits b0, b1, ..., bn−1 and s0, s1, ..., sn−1, respectively. The states of the registers at any
time t are defined to be Bt and St. The sequences of state bits that pass through the registers
over time are denoted B and S; that is B = b0, b1, .., bn−1, bn, ... and S = s0, s1, .., sn−1, sn, ....
All bits bn+t and sn+t, t ≥ 0 are referred to as update bits for either the NFSR or the LFSR.
In the case of Grain-like structures, we denote the nonlinear update function as g, the linear
update function as � and the filter function as f . For a Grain-like structure, the LFSR is
autonomous when producing output as all of the inputs to � are from the LFSR. The NFSR
is not autonomous, as the nonlinear update function g contains one input from the LFSR.

The filter function f can be considered as the XOR sum (here denoted ’+’) of several different
types of monomials. That is, we consider sub-functions of f . We define the following sub-functions,
each as a sum of the terms indicated:

– LB - monomials with linear inputs from NFSR.
– LS - monomials with linear inputs from LFSR.
– fS - nonlinear monomials with inputs from LFSR only.
– fB - nonlinear monomials with inputs from NFSR only.
– fBS - nonlinear monomials with inputs from both NFSR and LFSR.

Thus, any filter function f in a Grain-like structure can be expressed as follows:

f(B,S) = LB + LS + fB + fS + fBS . (1)
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For example, the output function for the keystream generator of Grain-128AEAD is as follows:

y = b2 + b15 + b36 + b45 + b64 + b73 + b89 + s93 + b12s8 + s13s20 + b95s42 + b95b12s94 + s60s79.

This has the form f(B,S) = LB+LS+fS+fBS , where LB = b2+b15+b36+b45+b64+b73+b89,
LS = s93, fS = s13s20 + s60s79, fBS = s8b12 + b95s42 + b95b12s94 (and fB = 0).

3 Current Algebraic Attacks

The goal of an algebraic attack is to create a system of low degree equations that relates
the initial state bits of the cipher to some observed output bits and to solve these equations
to recover the internal state values. For a binary additive stream cipher, the output may be
obtained using a known-plaintext attack.

Algebraic attacks are performed in two phases: pre-computation and online. The pre-computation
phase uses knowledge of the structure of the keystream generator to build a system of equations,
relating initial state bits and output bits. These are represented as variables. In the online
phase, given an observed output sequence, the appropriate substitutions are performed, the
system is solved and the initial state recovered.

Algebraic attacks were first introduced by Courtois and Meier [6] on ciphers with linear
feedback. An algebraic attack will be successful if the algebraic degree of the equations is
low, and enough output can be observed to produce a meaningful solution.

3.1 Algebraic attacks on NLFGs

Courtois and Meier [6] built a system of equations to represent a NLFG using a simple
approach: at time t = 0 the output bit y0 is produced by applying f to the state S0:

y0 = f(S0) = f(s0, . . . , sn−1)

Similarly, for every subsequent time step an equation can be formed.

yt = f(St) = f(st, . . . , st+n−1) (2)

As the NLFG is built on a LFSR, the linear update function g is used to replace state bits
st+n−1 with the corresponding linear combination of initial state bits keeping the equation
system of a constant degree (deg(f)), while maintaining the number of unknown variables in
the system.

Courtois and Meier noted that, in many cases, each equation in the system may be multiplied
through by a low degree multivariate function h (of degree e) to reduce the overall degree of
the system of equations [6]. We refer to h as a reduction function, and using the terminology
from [5] note that if fh = 0, then h is defined as an annihilator of f . Each equation in the
resulting system has the following form:

f(St)h(St) = yth(St).

The degree of this system will be equal to deg(fh) = d, where d < deg(f), with n independent
variables, where n is the length of the underlying LFSR.

In the online phase, a known output sequence {yt}∞t=0 provides values for yt to be substituted
into the equations and the system is solved using linearisation. For a more detailed explanation,
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the reader is referred to Courtois and Meier’s paper [6].

The above considerations lead to the algorithms presented in Appendix A.1. In the online
phase of the attack, the initial state of the LFSR can be recovered if approximately

(
n
d

)
bits

of output are known. This attack has a computational complexity of O(n
(
n
d

)
+

(
n
d

)ω
), where

d is the degree of the system and ω is the Guassian elimination exponent ω ≈ 2.8 [6]. If this
output requirement cannot be met, it may be possible to solve the system by applying other
methods for solving simultaneous equations, such as Gröbner bases or the XL algorithm [4].

3.2 Fast algebraic attacks on NLFGs

Following algebraic attacks on NLFGs, Courtois [5] showed that the attack could be improved
if the overall degree of the system of equations could be reduced further, below the degree
of fh. This increases the complexity of the precomputation phase, but greatly reduces the
complexity of the online phase. However, precomputation only needs to be performed once
for a particular cipher. This equation system may then be reused in multiple online phases to
recover the states of the cipher corresponding to multiple different keystreams. These attacks
are known as fast algebraic attacks.

Fast algebraic attacks make use of a concept Courtois [5] described as “double-decker equations”.
These equations allow an attacker to equate an expression in terms of initial state bits only
to an expression in terms of initial state bits and observed output bits. The existence of
“double-decker equations” in a system produced using Equation 2 permits all of the monomials
in initial state bits only of degree from e = deg(h) to d = deg(fh) to be separated from the
other monomials. Given approximately

(
n
d

)
equations, the monomials of degree e to d will

occur in multiple equations. Consequently, linear combinations of the equations in the system
can be identified that cancel these monomials. These linear combinations define a new system
in n unknowns, of degree e < d. This new system can be solved by linearisation, with less
computational complexity than for traditional algebraic attacks. For a detailed explanation,
the reader is referred to Courtois’ paper [5]. The above considerations lead to the algorithm
presented in Appendix A.2. Note that the online phase of the attack is the same as for regular
algebraic attacks.

When the Berlekamp-Massey algorithm is used to find the linear dependency, the pre-
computation phase of the attack has a computational complexity of O(

(
n
d

)
log(

(
n
d

)
)) [5]. The

initial state of the LFSR can be recovered in the online phase of the attack by observing
approximately

(
n
d

)
bits of output with a computational complexity of O(

(
n
d

)(
n
e

)
+
(
n
e

)ω
), where

d is the degree of fh, e is the degree of h and ω ≈ 2.8 [5]. Note that at first glance the online
complexities for an algebraic attack and a fast algebraic attack look similar. However, when n
is much larger than d, as is the case with registers used in practice,

(
n
d

)ω
is much larger than(

n
d

)(
n
e

)
and

(
n
e

)ω
. Thus, by reducing the degree from d to e, the complexity of the online phase

is drastically reduced for registers of practical size.

3.3 Algebraic attacks on LF-NFSRs

Initially, LF-NFSRs were considered resistant to algebraic attacks, due to the use of a nonlinear
state update function. Using the nonlinear feedback function to derive equations for the update
bits in terms of initial state bits causes the degree of the system of equations to increase over
time. However, Berbain et al. [2] showed that it is possible to keep the degree of the system
of equations constant by rearranging the linear output function to represent an initial state
bit as a linear combination of other initial state bits and an output bit. Thus, an algebraic
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attack can be performed. Using this approach, the initial state of the underlying NFSR (and
possibly the secret key) can be recovered. We provide an overview of Berbain’s attack below.

Berbain’s preliminary observation: Consider y0, the output at time t = 0 produced by applying
of the linear filter function to the LF-NFSR contents:

y0 = �(s0, ..., sn−1) =
n−1∑
k=0

aksk,

where ak are coefficients from the set {0,1}.

There will exist a highest indexed term in this sum, sj , such that aj = 1. Thus, we can
write y0 as

y0 = sj +

j−1∑
k=0

aksk.

We can rearrange this equation to represent sj as a sum of an output bit and initial state bits,

sj =

j−1∑
k=0

aksk + y0.

Repeating this process for all subsequent time steps allows us to express every bit, sj+t for
t ≥ 0, in terms of output bits and initial state bits. This produces a set of equations of the
form:

sj+t =

j−1∑
k=0

ak+tsk+t + yt,

for t ≥ 0. Note that if the latter summations contain any term for which an equation already
exists, the term can be replaced by the corresponding linear combination of initial state bits
and output bits.

The above considerations lead to the algorithm presented in Appendix A.3. For certain update
functions a reduction function of g, say h, may be used to reduce the overall degree of the
system. If the degree of gh is d, then the overall system will be of degree at most d. The
initial state of the LF-NFSR can be recovered in the online phase of the attack by observing
approximately

(
n
d

)
bits of output with a computational complexity of O(n

(
n
d

)
+

(
n
d

)ω
), where

d is the degree of the system and ω ≈ 2.8 [2]. Note that fast algebraic techniques are not
applicable to LF-NFSRs.

3.4 Algebraic attacks on Grain-like structures

After successfully applying algebraic attacks to LF-NFSRs, Berbain et al. proposed an algebraic
attack on Grain-like structures where the output function f is the XOR combination of a
LF-NFSR and a NLFG. That is, adopting the notation from Section 2.3, f(B,S) = LB+LS+
fS .

In this case the output of the keystream generator can be expressed as

y0 = LB + LS + fS =
n−1∑
k=0

akbk + LS + fS . (3)
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As discussed in Section 3.3, there exists a highest indexed term in LB (which we denote as
bj). Thus,

y0 = bj +

j−1∑
k=0

akbk + LS + fS ,

bj =

j−1∑
k=0

akbk + LS + fS + y0.

Repeating this for t > 0 allows for NFSR state bits of index j or higher to be represented as
the XOR sum of:

– a linear combination of NFSR initial state bits
– a linear and nonlinear combination of LFSR initial state bits
– a linear combination of observed output bits.

A second system of equations can then be built using the nonlinear update function to the
NFSR, making substitutions from the system generated by Equation 3 where applicable. This
system will be of degree at most deg(g)deg(fS). Combining the two systems results in a system
of equations of degree deg(g)deg(fS) in n+ j unknown initial state bits, where n is the size of
LFSR and j is the index of the highest indexed term in LB.

The success of this attack in recovering the LFSR and NFSR initial states demonstrated
that using the contents of stages in the NFSR linearly in the output function is not sufficient
to provide resistance to algebraic attacks; the NFSR contents must also be filtered nonlinearly
in some way.

4 Our algebraic attacks on Grain-like structures

Currently, Grain-like structures are considered resistant to algebraic attacks if the filter function
is chosen to incorporate inputs from both the LFSR and NFSR, and includes these both linearly
and nonlinearly. In this paper, we show that this is insufficient. The filter function must be
chosen more carefully than previously considered. We show that Grain-like structures designed
with filter functions that use inputs from the LFSR and NFSR both linearly and nonlinearly
may still be susceptible to algebraic attacks. We consider the filter functions used in Grain-like
structures and identify possible combinations of the sub-functions, each containing some (or
all) of the monomials shown in Equation 1. For each case we examine the applicability of
algebraic attacks.

4.1 Vulnerable filter functions

The algebraic attack presented by Berbain et al. [2] applies to the case where f(B,S) =
LB +LS + fS . As the success of this case is already documented, we omit this from our paper
and investigate four additional cases as follows.

Case 1: f(B,S) = LS+fS+fBS Consider a keystream generator that produces an output
bit at each time step by:

z = LS + fS + fBS . (4)

That is, NFSR state bits are only used nonlinearly and only in fBS . Every monomial in fBS

will contain both NFSR bits and LFSR bits. Thus, using the idea of annihilators presented
by Courtois and Meier [6], we may multiply Equation 4 by a low degree function containing
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only LFSR bits that will eliminate fBS . We denote this function as ABS , and consider it to
be a “partial annihilator” in as much as ABS only annihilates certain monomials. Note that
the degree of the NFSR bits in fBS does not affect the ability to annihilate the monomials
containing bits from the NFSR.

Therefore Equation 4 can be rewritten as

zABS = ABS(LS + fS), (5)

which is an equation containing only LFSR initial state bits. The degree of the system of
equations built using Equation 5 will be at most deg(ABS)+deg(fS). Note, however, that the
right hand side of Equation 5 contains only initial state bits from the LFSR. This means that
fast algebraic attack methods can be performed in the precomputation phase of the attack
to reduce the degree of unknown variables in the system from deg(ABS)+deg(fS) to deg(ABS).

To illustrate this point, consider the filter function

z = x1 + x0x3 + x3x4 + x0x1x2 + x2x3x4, (6)

where x0, x1, x2, x3 are inputs from the LFSR and x4 is taken from the NFSR. Equation 6
may be rewritten as

z = x1 + x0x3 + x0x1x2 + x3x4(1 + x2).

Multiplying through by x2 gives:

x2z = x1x2 + x0x1x2 + x0x2x3,

since x2(1 + x2) = 0.

The right hand side of this equation now contains only inputs from the LFSR and can therefore
be used to mount an algebraic attack on the LFSR. Further processing (clocking the equation
forward and taking suitable linear combinations of the resulting equations to eliminate all
right hand side terms of degree higher than deg(ABS) = 1) would then allow a fast algebraic
attack on the LFSR, with much lower online complexity than the original algebraic attack.

Case 2: f(B,S) = LB + LS + fS + fBS The simple idea presented for Case 1 can be
extended to the case where f(B,S) = LB + LS + fS + fBS , under certain conditions. If the
filter function is chosen such that each monomial in LB uniquely divides a monomial in fBS

of degree at most 1 in NFSR bits, then a common factor containing only LFSR bits may be
found. It follows that we can annihilate every monomial containing inputs from the NFSR by
multiplying through by a low degree function of LFSR initial state bits.

For example, consider a keystream bit produced by

z = x1 + x4 + x0x3 + x3x4 + x0x1x2 + x2x3x4, (7)

where x0, x1, x2, x3 are inputs from the LFSR and x4 is input from the NFSR. This is the
function used in the previous example, with the inclusion of x4 used linearly. We now have:

z = x1 + x0x3 + x0x1x2 + x4(1 + x3 + x2x3).

Multiplying through by x3 + x2x3 gives:

(x3 + x2x3)z = (x3 + x2x3)(x1 + x0x3 + x0x1x2).

As before, the right hand side of this equation now contains only inputs from the LFSR.

The 24th Annual International Conference on Information Security and CryptologySession 6 - 1

ICISC 2021 253



10 Matthew Beighton, Harry Bartlett, Leonie Simpson, and Kenneth Koon-Ho Wong

Case 3: f(B,S) = LS + fS + fB + fBS Case 3 is a simple extension of Case 2. That is, if
each of the monomials used in fB is a factor of some monomial used in fBS then a common
factor containing only LFSR bits may again be found and a partial annihilator obtained.

For example, consider a keystream bit produced by

z = x1 + x4x5 + x0x3 + x0x1x2 + x2x3x4x5, (8)

where x0, x1, x2, x3 are inputs from the LFSR and x4, x5 are inputs from the NFSR. We now
have:

z = x1 + x0x3 + x0x1x2 + x4x5(1 + x2x3).

Multiplying through by x2x3 gives:

(x2x3)z = (x2x3)(x1 + x0x3 + x0x1x2).

As before, the right hand side of this equation now contains only inputs from the LFSR.

Case 4: f(B,S) = LB +LS + fS + fB + fBS Case 4 is a filter function that contains all
possible monomial types (monomials that are linear and nonlinear in both the LFSR and the
NFSR bits). If the filter function is chosen such that each monomial in LB and fB uniquely
divides a monomial in fBS , then there exists a partial annihilator that will eliminate LB, fB
and fBS .

For example, consider a keystream bit produced by

z = x1 + x4 + x5 + x0x3 + x0x1x2 + x2x4 + x3x5 + x6x7 + x1x2x6x7, (9)

where x0, x1, x2, x3 are inputs from the LFSR and x4, x5, x6, x7 are inputs from the NFSR.
We now have:

z = x1 + x4 + x5 + x0x3 + x0x1x2 + x2x4 + x3x5 + x6x7 + x1x2x6x7

z = x1 + x4(1 + x2) + x5(1 + x3) + x0x3 + x0x1x2 + x2x4 + x3x5 + (1 + x1x2)x6x7.

Multiplying through by x1x2x3 gives:

(x1x2x3)z = (x1x2x3)(x1 + x0x3 + x0x1x2 + x2x4 + x3x5).

As before, the right hand side of this equation now contains only inputs from the LFSR.

4.2 Generalised algebraic attack algorithm

We present here an attack algorithm based on the analysis above. This attack uses a divide
and conquer strategy. We first target the LFSR and recover the LFSR initial state. The NFSR
is then targeted, with partial NFSR intitial state recovery possible.

Recovering the LFSR We show that if an output function to a Grain-like structure fits any
of the cases discussed in Section 4.1, then a system of equations can be developed that relates
observable output bits to just LFSR initial state bits, and does not increase in algebraic degree
over time.

The structure of a system of equations built in this way allows for the fast algebraic attack
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techniques highlighted in Section 3.2 to be applied. That is, given access to approximately
(
n
d

)
bits of output (where n is the size of the LFSR and d is the algebraic degree of the system
relating LFSR initial state bits to observable output bits), a precomputation phase can be
performed that allows a new system of equations to be built of degree e < d, where e is the
degree of ABS . This precomputation phase has a complexity of O(

(
n
d

)
log

(
n
d

)
+ n

(
n
d

)
). The

initial state of the LFSR can then be recovered in the online phase of the attack by observing
approximately

(
n
d

)
bits of output with complexity O(

(
n
d

)(
n
e

)
) +

(
n
e

)ω
, where ω is the Guassian

elimination exponent ω ≈ 2.8.

Recovering the NFSR Once the LFSR initial state is recovered, every future LFSR state bit
will be known, as the LFSR is autonomous. The next stage is to recover the NFSR initial state.

If the output function satisfies Cases 2 or 4 from Section 4.1, then it may be possible to
build a system of equations where each equation is linear in NFSR initial state bits. It is
likely, however, that for the cases covered in this paper this approach is not applicable. That
is, the structure of the functions that allow us to target the LFSR inhibits the ability to build
such a system for the NFSR state bits. In these cases, a different approach may be applied to
recover the NFSR contents. The idea is best illustrated through an example.

Consider the example filter function used in Case 3 of Section 4.1. That is, at each time
step a keystream bit is produced by

z = x1 + x4x5 + x0x3 + x0x1x2 + x2x3x4x5, (10)

where x0, x1, x2, x3 are from the LFSR and x4, x5 are from the NFSR. Since the LFSR is
known, each output bit will have the form

z = αx4x5 + β,

where α and β may be 0 or 1, respectively.

Clearly, when α = 0 no information about the initial state of the NFSR is leaked. We must
therefore utilise the case where α = 1. If z = x4x5 and z = 1, then we know x4 = x5 = 1.
Likewise if z = x4x5 + 1 and z = 0, then we know x4 = x5 = 1. Once we have recovered these
state bits, we may then look to equations where z = x4x5 and z = 0, but for which we know
either x4 or x5 equals 1. We would then know that the unknown state bit is equal to zero.
Similarly for the case where z = x4x5+1 and z = 1. Continuing in this way, we may be able to
recover n consecutive bits of the NFSR. It may then be possible to reverse the NFSR update
and therefore recover the NFSR initial state.

For certain filter functions it may not be possible to recover n consecutive state bits. In this
case, the partially recovered initial state reduces the exhaustive search required to recover the
correct initial state of the NFSR. For instance, suppose m bits of the NFSR can be recovered.
This leaves 2n−m possible candidates for the correct NFSR initial state which, for m > 0, is
better than exhaustively searching the entire register. Each candidate can be used (together
with the known LFSR initial state) to produce output. The candidate which produces the
correct output sequence can be assumed to be the correct initial state.

Once the correct LFSR and NFSR initial states are recovered, it may be possible to reverse
the initialisation process and reveal the secret key.
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5 The Grain Family of Stream Ciphers

We now focus on the well known Grain family of stream ciphers. In the following sections
we provide an overview of the functions used in the family and highlight why the variants
currently resist traditional algebraic attacks. We then demonstrate how an algebraic attack is
possible on modified versions of each of the Grain variants.

5.1 Description of the Grain

Grain is a well known family of stream ciphers that has been extensively analysed. There
are five main variants: Grain-V0 [16], its revised specification Grain-V1 [14], Grain-128 [15],
Grain-128a [17] and Grain-128AEAD [18]. Grain-V0, Grain-V1 and Grain-128 provide only
confidentiality to a plaintext message. Grain-128a provides confidentiality, or confidentiality
and integrity assurance. Grain-128AEAD provides confidentiality and integrity assurance to
every plaintext message.

Keystream generators in the Grain family are based on three main building blocks: a nonlinear
feedback shift register (NFSR), a linear feedback shift register (LFSR) and a nonlinear filter
function. The length of the registers changes depending on key and initialisation vector (IV)
size. Table 1 provides the sizes of the key, IV and component registers for each variant.

Table 1. Inputs, register lengths and internal state sizes of Grain variants.

Variant
Key
(bits)

IV
(bits)

NFSR length
(bits)

LFSR length
(bits)

Internal state
(bits)

Grain-V0 80 64 80 80 160
Grain-V1 80 64 80 80 160
Grain-128 128 96 128 128 256
Grain-128a 128 96 128 128 256

Grain-128AEAD 128 96 128 128 256

5.2 Phases of Operation

Grain variants can be partitioned into two classes: those that are capable of authentication
and those that are not. The phases of operation among the Grain variants are all similar.
Each variant produces an initial state by loading a secret key and public IV, and then clocking
the cipher a certain number of times. For Grain-128AEAD, this initialisation process uses the
secret key to make reversing the initialisation process difficult.

Processing the plaintext Once the initialisation phase is complete, the output from the
Grain keystream generator is used to encrypt plaintext to form ciphertext. When processing
the plaintext, Grain-V0, Grain-V1, Grain-128 and Grain-128a (not in authentication mode)
produce keystream z, which is XORed with the plaintext p to produce ciphertext c, where
c = z + p. For Grain-128a (with authentication) and Grain-128AEAD, if the index of the
output bit is even, then it is used as keystream and XORed with the plaintext to produce
ciphertext. If the index of the output bit is odd, then the output is used to help generate the
tag. We omit the process by which the tag is generated in this paper as it does not directly
affect our findings.
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5.3 Resistance against algebraic attacks

All of the Grain variants use filter functions of the same form. In particular, all of the variants
have filter functions of the form f(B,S) = LB +LS + fS + fBS . Recall from Section 4.1 that a
Grain-like structure that uses a filter function of this form will be susceptible to an algebraic
attack if each of the monomials in LB is a factor of some monomial used in fBS . Each Grain
variant, however, uses terms in LB that do not appear in any other monomial. This eliminates
the ability to annihilate these terms from the NFSR and thus defeats our attack.

6 Algebraic Attack on Modified Versions of the Grain Family

We now mount an algebraic attack on adapted versions of the Grain family of stream ciphers
with modified filter functions. We show that even with bits from the NFSR used nonlinearly
in f , a system of equations that does not increase in degree over time can be constructed,
enabling successful fast algebraic attacks on the modified variants of V0, V1, 128 and also
128a (without the authentication). We also mount algebraic attacks on the variants with
authentication (128a and 128AEAD). We note that recovering the LFSR initial state is the
same for all variants, but on average less of the NFSR initial state will be recovered for variants
with authentication due to the decimation used on the output when generating keystream.

6.1 Modified version of Grain

We introduce a modified version of the Grain family, where we replace any independent
linear term taken from the NFSR by the corresponding term in the LFSR. That is, all filter
functions f(B,S) remain the same, except that monomials appearing only in LB are replaced
by monomials in LS with the same indices. Note that we denote a modified version of Grain
by appending the suffix −m.

Table 2 highlights the differences between original and modified versions of each Grain variant.
To save space, we present the modifications for Grain-V0 in detail here and refer the interested
reader to Appendix B for details of the other variants.

Table 2. Modifications to linear combinations in different Grain variants.

Variant Original linear combination Modified linear combination

V0 b0 s1
V1 b1 + b2 + b4 + b10 + b31 + b43 + b56 s1 + s2 + s4 + s10 + s31 + s43 + s56
128 b2 + b15 + b36 + b45 + b64 + b73 + b89 + b93 s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93
128a b2 + b15 + b36 + b45 + b64 + b73 + b89 + s93 s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93

128AEAD b2 + b15 + b36 + b45 + b64 + b73 + b89 + s93 s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93

Grain-V0−m In the case of Grain-V0-m, the bit b0 was replaced by s1 so as to not use the
same bit used in the linear update of the LFSR.

For Grain-V0-m, the output function is as follows:

z = h(B,S) =s1 + s3 + s25 + b63 + s3s64 + s46s64 + s64b63 + s3s25s46 + s3s46s64

+ s3s46b63 + s25s46b63 + s46s64b63.

Note that b63 was left as a linear term in f of Grain-V0−m as f satisfies the conditions of
Case 2 covered in Section 4.1.
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We show that for each variant, it is possible to build systems of equations that are independent
of the NFSR. This means that the degree of the system of equations will not vary over time,
despite the presence of NFSR bits in the filter function of each variant.

6.2 Stage 1: LFSR recovery

In this section we apply the algorithm from Section 4. We provide the details for Grain-V0 and
Grain-128a-m/128AEAD-m. The details for the other variants can be found in Appendix C.
The theoretical data and computational complexity requirements to recover the LFSR initial
state for each variant are summarised in Table 3. In Section 7, we provide experimental results
for the modified version of Grain-V0.

Grain-V0−m
At time t = 0 an output bit in Grain-V0-m is produced as follows:

z0 =s1 + s3 + s25 + s3s64 + s46s64 + s3s25s46 + s3s46s64 + b63(1 + s64 + s3s46 + s25s46 + s46s64)

Multiplying this equation by (s64 + s3s46 + s25s46 + s46s64) gives

(s64 + s3s46 + s25s46 + s46s64)z0 =s1s3s46 + s1s25s46 + s1s46s64 + s3s46s64 + s1s64 + s3s46

+ s25s46 + s25s64

where the right hand side of the equation contains only LFSR initial state bits and is of degree
3. Thus, by observing at least

(
80
3

)
keystream bits, fast algebraic techniques may be applied

in the precomputation phase of the attack to reduce the overall degree of the system to the
degree of the left hand side (which is of degree 2 in the unknown LFSR initial state bits) [5].

Grain-128a−m (with authentication)/Grain-128AEAD−m
The process for recovering the LFSR initial state in Grain-128a-m (with authentication) and
Grain128AEAD-m is very similar to Grain-128a-m (without authentication). In keystream
generation, Grain-128a-m (with authentication) and Grain-128AEAD-m use a decimated
version of the output sequence as keystream. Therefore, every second equation produced using
the output function will contain an unknown output bit (used for authentication and so not
visible in a known plaintext scenario). To avoid this problem, an attacker simply builds the
system following the process for Grain-128a-m (without authentication), and then builds a
new system by taking all the even indexed equations. Note that this requires the attacker to
produce twice as many equations as they would for Grain-128a-m (without authentication),
but still only requires the same amount of keystream output.

The highest degree monomial is of order 5 (see Appendix C). Thus, by observing at least(
80
5

)
keystream bits, fast algebraic techniques may be applied in the precomputation phase of

the attack to reduce the overall degree of the system to the degree of the left hand side (which
is of degree 3 in the unknown LFSR initial state bits) [5]. Note that due to the keystream
decimation used in these variants, the precomputation phase requires a higher complexity (as
discussed by Courtois [5]).

6.3 Stage 2: NFSR recovery

Once the LFSR initial state is recovered, the output function will contain only unknown initial
state bits from the NFSR. Due to the structure of the output function for the Grain variants,
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Table 3. Resource requirements for recovering the LFSR of the modified Grain variants.

Variant Grain-V0-m Grain-V1-m Grain-128-m
Grain-128a-m

(no authentication)
Grain-128a-m

(authentication)/128AEAD

Precomputation phase

Degree of system before
applying fast algebraic techniques

3 3 5 5 5

Complexity O(219) O(219) O(231) O(231) O(278)

Degree of system after
applying fast algebraic techniques

2 2 3 3 3

Online phase

Data 217 217 228 228 228

Complexity O(233) O(233) O(252) O(252) O(252)

we adopt the second approach described in Section 4.2. We provide details for Grain-V0-m in
this section. Details for the other variants can be found in Appendix D.

The data requirement for this stage will utilise the data collected for LFSR state recovery.
The computational complexity is considered to be negligible [3]. The number of NFSR initial
state bits recovered through application of this method is hard to estimate and will vary
depending on the particular initial state. However, some guidance based on experimental
results is provided in Section 7.4. Moreover, if at least one bit of the NFSR can be recovered,
the remaining exhaustive search is better than exhaustively searching the key space. Due to
the low computational complexity of partial NFSR recovery we provide experimental results
for this in the following section.

Grain-V0−m
At time t = 0 an output bit in Grain-V0 is produced as follows:

z0 =s1 + s3 + s25 + s3s64 + s46s64 + s3s25s46 + s3s46s64

+ b63(1 + s64 + s3s46 + s25s46 + s46s64)

This function is linear in the single NFSR bit b63. At each time step we have:

z = αb63+t + β,

where α and β can be 0 or 1, respectively.

When α = 1, an NFSR initial state bit will be recovered. This can be used for simple partial
state recovery of the NFSR. The remaining stages of the NFSR initial state can then be found
through exhaustive search. An estimate of the average exhaustive search requirement for each
modified Grain variant is provided in Table 5 of Section 7.4.

7 Experimental simulations

We have performed computer simulations of our algebraic attack, applying it to toy versions
of Grain-like structures with total internal states of 40, 60, 80 and 100 bits, to demonstrate
proof of concept. We have also performed simulations of the full modified version of Grain-V0.
The details of these versions, the simulation setup and results are provided in the following
sections. We also provide experimental results in Section 7.4 for the partial NFSR recovery of
each of the full modified versions of Grain; this is possible because of the low time complexity
required to partially recover these states.
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7.1 Specifications

The toy Grain-like structures used in our simulations were formed using registers each of
length 20, 30, 40 and 50 respectively. The details for the structures are as follows. Note that
we use subscripts on the functions to distinguish between the registers of the different sizes.
The modified version of Grain-V0 is denoted using the subscript 80.

The LFSR update functions correspond to primitive polynomials of the relevant order and
are as follows:

�20 = s0 + s11 + s15 + s17

�30 = s0 + s7 + s28 + s29

�40 = s0 + s35 + s36 + s37

�50 = s0 + s46 + s47 + s48

�80 = s0 + s13 + s23 + s38 + s51 + s62

The NFSR update functions g20, g30, g40, g50 are modified versions of the nonlinear update
used in Sprout [1]. The modified functions use the same number of inputs and have the same
algebraic degree of 4. The update function g80 is the same function used in Grain-V0. The
nonlinear update functions are as follows:

g20 = s0 + b0 + b13 + b19 + b15 + b2b15 + b3b5 + b7b8 + b14b19 + b10b11b12 + b6b13b17b18

g30 = s0 + b0 + b19 + b28 + b22 + b4b22 + b5b7 + b11b12 + b21b28 + b15b17b19 + b9b19b25b27

g40 = s0 + b0 + b27 + b38 + b28 + b5b28 + b6b9 + b15b14 + b31b38 + b23b25b27 + b15b27b33b37

g50 = s0 + b0 + b33 + b47 + b38 + b6b38 + b8b13 + b17b20 + b35b47 + b25b28b30 + b15b33b42b45

g80 = s0 + b0 + b9 + b15 + b21 + b28 + b33 + b37 + b45 + b52 + b60 + b63 + b9)b15 + b33b37+

+ b60b63 + b21b28b33 + b45b52b60 + b9b28b45b63 + b15b21b60b63 + b33b37b52b60 + b9b15b21b28b33+

+ b37b45b52b60b63 + b21b28b33b37b45b52

The output functions used in the simulations are modified versions of the one used in Grain-V0
[16] with the same number of taps and algebraic degree. The output functions are as follows:

f20 = s1 + s2 + s6 + s2s16 + s12s16 + s2s6s12 + s2s12s16 + b15(s16 + s2s12 + s6s12 + s12s16 + 1)

f30 = s1 + s2 + s9 + s2s24 + s17s24 + s2s9s17 + s2s17s24 + b23(s24 + s2s17 + s9s17 + s17s24 + 1)

f40 = s1 + s2 + s13 + s2s32 + s23s32 + s2s13s23 + s2s23s32 + b31(s32 + s2s23 + s13s23 + s23s32 + 1)

f50 = s1 + s2 + s16 + s2s40 + s29s40 + s2s16s29 + s2s29s40 + b39(s40 + s2s29 + s16s29 + s29s40 + 1)

f80 = s1 + s3 + s25 + s3s64 + s46s64 + s3s25s46 + s3s46s64 + b63(s64 + s3s46 + s25s46 + s46s64 + 1)

7.2 Experimental approach

For each simulation, random NFSR and LFSR states were produced. Output from the Grain-like
structure was then produced. The attack from Section 4 was then applied to fully recover the
LFSR initial state and partially recover the NFSR initial state. The remaining NFSR bits were
then exhaustively searched. Each initial state candidate was used to produce output, which was
checked against the correct output sequence. A candidate that produced the correct output
was considered the correct initial state. The computed initial state was then checked against
the correct initial state.

The code used for the simulations was written using the SageMath software package [28]
and all calculations were performed using QUT’s High Performance Computing facility. We
used a single node from the cluster with an Intel Xeon core capable of 271 TeraFlops.
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7.3 Results on toy Grain-like structure

In precomputation, the initial system of equations was built, the linear dependency was found
and the reduced system of equations was built. For n = 20, approximately 211 bits of output
were used in the precomputation phase of the attack. For n = 30, approximately 213 bits of
output were used, approximately 214 bits of output were used for n = 40 and approximately
215 bits of output were used for n = 50. For the modified version of Grain-V0, approximately
217 bits of output were used. The majority of the computational complexity required for the
precomputation comes from applying the linear dependency to produce the reduced system
of equations. On average, precomputation was completed in 3 seconds, 37 seconds, 8 minutes
and 1 hour, respectively for the toy versions of Grain. The precomputation phase of the attack
for the modified version of Grain-V0 took 24 hours on average.

A total of 100 simulations were performed for each structure. In every simulation the full
LFSR initial state was recovered. Each simulation for the toy version required on average
10 seconds to recover the LFSR initial state, regardless of the register size. For the modified
version of Grain-V0, 30 seconds were required on average to recover the LFSR state in the
online phase.

For each simulation, partially recovering the NFSR took less than a second. Table 4 provides
a tally (across the 100 simulations) of how many times a certain number of state bits were
recovered from the NFSR. For each simulation, the full available keystream was used. That
is, the NFSR state was partially recovered using 211, 213, 214, and 215 bits of keystream for
registers of length 20, 30, 40 and 50 respectively. Note that the results for NFSR recovery of
the modified version of Grain-V0 can be found in Section 7.4.

We see from Table 4 that the number of NFSR initial state bits that were recovered varied.
On average, 18, 25, 34 and 45 bits were recovered for the respective NFSR initial states of
size 20, 30, 40 and 50. The remaining 2, 3, 5 and 8 bits were recovered by exhaustive search
and used to produce output. The output was then compared against the correct output. This
process took a maximum of a few seconds in each case.

Table 4. Distribution table for NFSR bits recovered over 100 simulations for Grain-like structures of length
n = 20, n = 30, n = 40 and n = 50.

n = 20

No. bits
recovered

0 . . . 13 14 15 16 17 18 19 20

Frequency 0 . . . 0 0 0 0 34 59 7 0

n = 30

No. bits
recovered

0 . . . 22 23 24 25 26 27 . . . 30

Frequency 0 . . . 0 3 9 72 16 0 . . . 0

n = 40

No. bits
recovered

0 . . . 32 33 34 35 36 37 . . . 40

Frequency 0 . . . 0 21 50 18 11 0 . . . 0

n = 50

No. bits
recovered

0 . . . 43 44 45 46 47 48 . . . 50

Frequency 0 . . . 0 10 53 33 4 0 . . . 0

7.4 NFSR recovery on full modified Grain family

Due to the low computational complexity of partially recovering the NFSR, we have performed
simulations for the full modified versions of the Grain family. A total of 1000 simulations were
performed for each variant. For each simulation, 217 bits of output were produced and used to
partially recover the NFSR initial state. Each simulation required less than a second to partially
recover the NFSR state. Figure 3 and Figure 4 provide tallies (across the 1000 simulations) of
how many times a certain number of state bits were recovered for the NFSR of each variant,
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respectively. Grain-V0 and Grain-V1 have been graphed as a single data set due to the extreme
similarity between the results for each variant. Similarly for Grain-128 and Grain-128a (without
authentication), and Grain-128a (with authentication) and Grain-128AEAD. Table 5 provides
an estimate for the exhaustive search requirements for each modified Grain variant, based on
Figures 3 and 4.

Fig. 3. Histogram for NFSR bits recovered over 1000 simulations for each modified Grain variant, using 217

bits of output.

Fig. 4. Histogram for NFSR bits recovered over 1000 simulations for each modified Grain variant, using 217

bits of output.

Table 5. Average exhaustive search requirement for the NFSR of each modified Grain variant using 217 bits
of output.

Variant Grain-V0-m Grain-V1-m Grain-128-m
Grain-128a-m
(no auth.)

Grain-128a-m
(auth.)

Grain-128AEAD-m

Average NFSR exhaustive
search complexity

223 223 241 241 278 278

It is worth noting that for the simulations presented in this paper, a limited number of output
bits were used for the partial recovery of the NFSR. In practice, the NFSR only needs to be
recovered once and so, an attacker may use all the available keystream for NFSR recovery.
Using more keystream will increase the number of state bits recovered by an attacker, in
general, but will take longer. For instance, Table 6 shows the average number of NFSR state
bits recovered in Grain-128a-m, across 10 trials, when using 29, 210, 213, 217, 219 and 220 bits of
keystream. By increasing the amount of keystream used for NFSR recovery from 29 bits to 220

bits, 26 more NFSR state bits were recovered on average. This decreases the exhaustive search
requirement for the remaining NFSR bits from 262 to 236. Similar decreases in the exhaustive
search complexity would also apply to the other variants in Table 5.
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Table 6. Number of NFSR bits recovered for increasing amounts of keystream in Grain-128a-m (no
authentication).

Number of output bits 29 210 213 217 219 220

Average number of NFSR bits recovered 66 66 74 87 91 92

Average exhaustive search complexity 262 262 254 241 237 236

8 Discussion/observations

Berbain et al. [2] proposed two attacks, one of which was successfully applied to a modified
version of Grain-128, with an output function of the form f(B,S) = LB + LS + fS . This
attack required a system of equations of degree 6 in 256 unknowns to be solved, requiring
approximately 239 bits of keystream and with a computational complexity of 2105.

In this paper, we present a new divide and conquer algebraic attack on Grain-like structures.
Unlike the attack of Berbain et al. [2], our method can be applied to Grain-like structures
with filter functions containing taps from the NFSR that are used nonlinearly. We show that
Grain-like structures with an output function of the form

f(B,S) = LS + fS + fBS

are always susceptible to our attack. It is therefore not sufficient to include NFSR bits
nonlinearly as components of fBS alone. Furthermore, we showed that output functions satisfying
any of the forms:

– f(B,S) = LB + LS + fS + fBS

– f(B,S) = LS + fS + fB + fBS

– f(B,S) = LB + LS + fS + fB + fBS

are all susceptible to a divide and conquer attack, if the filter function is chosen poorly. We
showed in Section 6 that this is the case for a modified version of each Grain variant.

For example, Grain-128-m with output function of the form f(B,S) = LS + fS + fBS is
susceptible to attack. First, the LFSR initial state is recovered via a fast algebraic attack
requiring approximately 228 bits of keystream and complexity of 251.51. Then the NFSR
initial state is partially recovered using the keystream produced for the LFSR recovery. Partial
recovery of the NFSR takes about a second. From Table 6 we see that, if 220 bits of output are
used an average of 92 bits from the NFSR are recovered. The remainder of the state can be
recovered in 236 operations. Thus the entire initial state can be recovered with a complexity
of about 251.51, by observing approximately 228 bits of keystream.

The results of Berbain et al. [2] provide full initial state recovery, whereas our approach
provides full recovery of the LFSR and partial recovery of the NFSR state, with the remaining
state bits of the NFSR being recovered by exhaustive search. We see, however, that in all cases
without authentication, the exhaustive search of the NFSR does not significantly add to the
complexity of the attack. Furthermore, our attack approach applies to a much larger set of
filter functions. We identified an additional four cases of such functions that are vulnerable
to algebraic attacks providing efficient partial state recovery. Moreover, these attacks are, in
general, much more efficient than the attack proposed by Berbain et al. [2], and require less
keystream.

This analysis highlights that it is not only the choice of a filter function that includes the NFSR
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contents nonlinearly and linearly in the output function that currently provides resistance
against algebraic attacks in the Grain variants. Rather, it is both the use of the NFSR bits
linearly and nonlinearly, together with the careful choice of input stages that provides the
resistance. The authors of Grain-128a state “Grain-128a does use an NFSR, which introduces
much more nonlinearity together with the nonlinear filter function. Solving equations for the
initial 256 bit state is not possible due to the nonlinear update of the NFSR and the NFSR
state bits used nonlinearly in the nonlinear filter function [17].” We have shown that although
Grain itself is currently resistant to algebraic attacks, the statement made by the authors is
over simplified, and not always accurate. We have provided examples where functions satisfy
this criterion, but the keystream generators are still susceptible to algebraic attacks.

9 Conclusion

This paper investigated the security of a certain type of contemporary keystream generator
design against algebraic attacks. These keystream generators use a nonlinear feedback shift
register, a linear feedback shift register and a nonlinear output function taking inputs from
both registers. We refer to these designs as “Grain-like” structures, as the well known Grain
family of stream ciphers has this structure.

Motivated by the work of Berbain et al. [2] we looked for approaches that eliminate nonlinear
contributions from the NFSR to the filter function. Courtois’ method in [5] shows how to
reduce the degree of a function by multiplying through by a “annihilator”. We took a similar
approach, but used it to annihilate the nonlinear monomials in the filter function that take
inputs from the NFSR. This allowed us to build a system of algebraic equations taking inputs
from LFSR bits only, permitting a divide and conquer approach, first targeting the LFSR
in an algebraic attack. Following this, NFSR recovery is possible. Note that our attack is
applicable to a much larger set of filter functions than the attack presented by Berbain et al.
[2], since we are not constrained to filter functions in which NFSR bits are only present linearly.

To illustrate the effectiveness of the attack, we applied our attack method to modified versions
of the Grain family of stream ciphers. We performed simulations of our attack on Grain-like
structures with internal state sizes of 40, 60, 80 and 100 bits, as well as on a modified version
of Grain-V0. In our experiments, the full LFSR initial state was always correctly recovered.
The NFSR initial state was partially recovered, dramatically reducing the exhaustive search
requirement to obtain the remaining NFSR bits. Having recovered the initial state, it may
then be possible to recover the secret key.

These results are relevant to designers of keystream generators as they clearly demonstrate that
even when the output function incorporates bits from the LFSR and the NFSR both linearly
and nonlinearly, the keystream generator may still be susceptible to attack, resulting in state
recovery faster than brute force. We emphasise that our attack method is not applicable to the
original Grain family as the filter functions included in those designs do not meet the conditions
that permit this attack. However, this paper clearly demonstrates that some output functions
previously thought to be secure against algebraic attacks are, in fact, insecure. Designers
should carefully assess their chosen functions with this in mind.
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Gröbner bases. Report, INRIA, 2003.
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A Algorithms

A.1 Algorithm for NLFG algebraic attack

Precomputation phase:

Step 1 Use f(S0) = y0 to relate initial state bits (s0, s1, . . . , sn−1) to observed output bit y0.
Step 2 Multiply f by a function h (if applicable) to reduce overall degree to d.
Step 3 Clock forward using f(St) = yt to build a system of equations of constant algebraic

degree, applying the linear update as required.

Online phase:

Step 4 Substitute observed output bits {yt}∞t=0 into the system of equations.
Step 5 Solve the system of equations by linearisation, to recover S0 = s0, s1, . . . , sn−1.

A.2 Algorithm for Fast algebraic attack

The precomputation phase is similar to a regular algebraic attack, with Step 3 replaced by
three steps (3a, 3b and 3c) as follows.

Step 3a Identify the combination of equations that will eliminate monomials of degree e to d
in the initial state bits.

Step 3b Use this linear dependency to build a new general equation.
Step 3c Use this general equation to build a system of equations of degree e in the initial state

bits.

A.3 Algorithm for LF-NFSR algebraic attack

Precomputation phase:

Step 1 A system of equations is developed using the linear filter function to represent every
state bit as a linear combination of a subset of the initial state bits and some output bits.
We denote this system of equation by system L.

Step 2 A second system of equations is developed using the nonlinear update function g to
represent update bits as a nonlinear combination of a subset of initial state bits. We denote
this system by system G. Substitutions are made for state bits in system G using system
L where applicable to reduce the number of unknown state variables while keeping the
degree of system G constant.

Step 3 The two systems are combined by aligning the equations from each system that
represent the same state bit. The resulting system contains only initial state bits and
observed output bits. We denote this system as system L+ G.

Online phase:

Step 4 Substitute observed output bits {yt}∞t=0 into the system of equations
Step 5 Solve the system of equations by linearisation.

B Modified Version of Grain

Grain-V1−m

z = h(B,S) =s1 + s2 + s4 + s10 + s31 + s43 + s56 + s25 + b63+

+ s3s64 + s46s64 + s46s64 + s3s25s46 + s3s46s64 + s3s46b63 + s25s46b63 + s46s64b63

As with Grain-V0−m, f of Grain-V1−m satisfies Case 2 and so b63 was left in the function.
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Grain-128−m

z = h(B,S) =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93+

s8b12 + s13s20 + b95s42 + s60s79 + b12b95s95

Grain-128a−m/Grain-128AEAD−m

z = h(B,S) =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93+

s8b12 + s13s20 + b95s42 + s60s79 + b12b95s94

Note that the structure of the filter function used Grain-128 is identical to the structure of
the filter functions in Grain-128a, except that s95 in the final term for Grain-128 was changed
to s94 in Grain-128a. This change is reflected in the modified versions shown here.

C Recovering the LFSR initial state of Grain

Grain-V1−m
At time t = 0 an output bit in Grain-V1 is produced as follows:

z0 =s1 + s2 + s3 + s4 + s10 + s31 + s43 + s56 + s25+

s3s64 + s46s64 + s3s25s46 + s3s46s64 + b63(1 + s64 + s3s46 + s25s46 + s46s64)

Multiplying this equation by (s64 + s3s46 + s25s46 + s46s64) gives

(s64 + s3s46 + s25s46 + s46s64)z0 =(s1 + s2 + s4 + s10 + s31 + s43 + s56 + s25+

s3s64 + s46s64 + s3s25s46 + s3s46s64)(s64 + s3s46 + s25s46 + s46s64),

where the right hand side of the equation contains only LFSR initial state bits. When the
right hand side is expanded, the highest degree monomial is of order 3. Thus, by observing
at least

(
80
3

)
keystream bits, fast algebraic techniques may be applied in the precomputation

phase of the attack to reduce the overall degree of the system to the degree of the left hand
side (which is of degree 2 in the unknown LFSR initial state bits) [5].

Grain-128−m
At time t = 0 an output bit in Grain-128 is produced as follows:

z0 =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 + s8b12 + s13s20 + b95s42 + s60s79 + b12b95s95

Multiplying this equation by (s8 + 1)(s42 + 1)(s95 + 1) gives

(s8 + 1)(s42 + 1)(s95 + 1)z0 =(s8 + 1)(s42 + 1)(s95 + 1)(s2 + s15 + s36 + s45 + s64 + s73 + s89+

s93 + s13s20 + s60s79),

where the right hand side of the equation contains only LFSR initial state bits. When the
right hand side is expanded, the highest degree monomial is of order 5. Thus, by observing
at least

(
80
5

)
keystream bits, fast algebraic techniques may be applied in the precomputation

phase of the attack to reduce the overall degree of the system to the degree of the left hand
side (which is of degree 3 in the unknown LFSR initial state bits) [5].
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Grain-128a−m (without authentication)
At time t = 0 an output bit in Grain-128a is produced as follows:

z0 =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 + s8b12 + s13s20 + b95s42 + s60s79 + b12b95s94

Multiplying this equation by (s8 + 1)(s42 + 1)(s94 + 1) gives

(s8 + 1)(s42 + 1)(s94 + 1)z0 =(s8 + 1)(s42 + 1)(s94 + 1)(s2 + s15 + s36 + s45 + s64 + s73 + s89+

s93 + s13s20 + s60s79),

where the right hand side of the equation contains only LFSR initial state bits. When the
right hand side is expanded, the highest degree monomial is of order 5. Thus, by observing
at least

(
80
5

)
keystream bits, fast algebraic techniques may be applied in the precomputation

phase of the attack to reduce the overall degree of the system to the degree of the left hand
side (which is of degree 3 in the unknown LFSR initial state bits) [5].

D Recovering the NFSR Initial State of Grain

Grain-V1−m
At time t = 0 an output bit in Grain-V1 is produced as follows:

z0 =s1 + s2 + s4 + s10 + s31 + s43 + s56 + s25+

s3s46 + s25s46 + s3s25s46 + s3s46s64 + b63(1 + s64 + s3s46 + s25s46 + s46s64)

Similarly to Grain-V0-m, this output function is already linear in b63 and the state can be
partially recovered in a similar way.

Grain-128−m
At time t = 0 an output bit in Grain-128 is produced as follows:

z0 =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 + s8b12 + s13s20 + b95s42 + s60s79 + b12b95s95

There is one monomial (b12b95s95) that is of degree 2 in NFSR initial state bits. At each time
step we have:

zt = αb12 + βb95 + γb12b95 + ζ

As described in Section 4.2, these equations can be used to gain information about individual
NFSR state bits when not all of α, β and γ are 0. This information can in turn be used to
partially recover the NFSR initial state.

Grain-128a−m (without authentication)
At time t = 0 an output bit in Grain-128a is produced as follows:

z0 =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 + s8b12 + s13s20 + b95s42 + s60s79 + b12b95s94

There is one monomial (b12b95s94) that is of degree 2 in NFSR initial state bits. The possible
output equations will be the same for Grain-128a−m (without authentication) as it is for
Grain-128-m. The state can then be partially recovered in the same way as Grain-128-m.

Grain-128a−m (with authentication)/Grain-128AEAD-m
The possible output equations will be the same for Grain-128a−m (with authentication) as it
is for Grain-128-m. In the case of Grain-128a−m (with authentication)/Grain-128AEAD-m,
we may only utilise even index output bits to recover NFSR initial state bits. This will result
in less of the state being recovered overall.
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Abstract. The See-In-The-Middle attack is designed to work effectively
even with a low signal to noise ratio; hence, it can be performed even
with poor side-channel analysis tools. Because it exploits the side-channel
leakage of the middle round of the block cipher implementations, it is
effective for implementations with reduced masking. In this study, we
propose attacks to improve the See-In-The-Middle attack against the
4-round masked implemented AES introduced in the previous work. In
addition, we present an attack against AES-256 implemented with 12-
round reduced masking to recover 2-byte of the master key using the
related-key differential trail, showing that the See-In-The-Middle attack
is only thwarted by masking the whole rounds of AES-256 in the related-
key model.

Keywords: AES · Side-channel analysis· SITM · Middle rounds attack
· Differential cryptanalysis

1 Introduction

The side-channel analysis (SCA) proposed in 1996 is currently the most pow-
erful attack technique among the attacks on cryptographic implementations [7].
Many methods that utilize various side-channel information, such as power con-
sumption and electromagnetic emanation of the device for attack, have been
proposed [2, 8].

Applying masking to the whole round of the block cipher can be a general
countermeasure for all SCAs. However, in practice, it is often applied only to the
first and last few rounds of the block cipher because the masking implementation
causes a large overhead [10]. The side-channel assisted differential cryptanalyses
have been recently proposed. [3, 4, 6]. Among them, S. Bhasin et al. [3] presented
the See-In-The-Middle (SITM) that attack targets the reduced masked imple-
mentations of block ciphers such as AES, SKINNY and PRESENT. They showed
that SITM attack is possible even in harsh experimental environments with a
low signal to noise ratio (SNR).

⋆ This work was supported by Institute for Information & communications Technology
Promotion(IITP) grant funded by the Korea government(MSIT) (No.2017-0-00520,
Development of SCR-Friendly Symmetric Key Cryptosystem and Its Application
Modes).
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Contributions

In this study, we improve the SITM attacks against AES with a 4-round masked
implementation. In addition, we show that SITM attacks against AES-256 are
also possible in the related-key model. Our attack in the related-key model works
on 12-round masked AES-256 and can recover 2-byte of a secret master key.
Therefore, full-round masking should be applied to the AES-256 implementa-
tion to guarantee security against SCA in the related-key model. The attack
complexities are summerized in Table 1. Target depth refers to the number of
rounds for measuring power traces through side-channel observation.

Table 1. Comparison of the SITM attack complexities on AES

Distinguisher
Key

size

Target

depth

Data

(chosen PTs)

Memory

(bytes)
Time Ref.

Single-key

characteristics

128
3 213.73 210 O(211.5) [3]

3 27.32 211 27.32 Section 3

192
3, 4 214.73 210 O(211.5) [3]

3, 4 28.32 211 28.32 Section 3

256
3, 4 214.73 210 O(211.5) [3]

3, 4 28.32 211 28.32 Section 3

Related-key

characteristics
256 7 231 25 232 Section 4*

* 2-byte master key recovery, PT: PlainText

2 Attack Methodology

2.1 The Block Cipher AES

The block cipher AES encrypts a 16-byte plaintext using a 128-, 192- and 256-
bit master key (MK) and processes 10, 12, and 14 rounds, respectively [9]. For
convenience, we labeled the bytes in the cipher state column-wise from left to
right: 


s0 s4 s8 s12
s1 s5 s9 s13
s2 s6 s10 s14
s3 s7 s11 s15


 .

The round function of AES is composed of SubBytes (SB), ShiftRows (SR),
MixColumns (MC) and AddRoundKey (AK). SB applies an 8-bit S-box to
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each byte of the state. SR cyclic left rotates the ith row of the state by i-byte.
MC applies a diffusion matrix to each column of the state. AK XORs the rth

round key RKr to the state.

AES-128 uses the master key as the first round key, while AES-192 and
AES-256 also use the master key in the first and the second rounds without
modification. To help understand the related-key differential trail in Section 4,
we will describe the round key generation process of AES-256 below.

MK is divided by 16-byte and used as RK0 and RK1. We denote the ith cell
of RKr as RKr[i]. RK2 ∼ RK14 are generated by the following process:

For r = 1, 2, · · · , 7,
RK2r[i] ← S(RKr+1[i+ 13])⊕RKr[i]⊕Rconr, 0 ≤ i ≤ 2;

RK2r[i] ← S(RKr+1[12])⊕RKr[3]⊕Rconr, i = 3;

RK2r[i] ← RK2r[i− 4]⊕RKr[i], 4 ≤ i ≤ 15;

RK2r+1[i− 16] ← S(RK2r[i− 4])⊕RKr+1[i− 16], 16 ≤ i ≤ 19;

RK2r+1[i− 16] ← RK2r+1[i− 20]⊕RKr+1[i− 16], 20 ≤ i < 32,

where S() stands for the 8-bit S-box, and Rconr is a round dependent constant.
Please refer to [9] for more details.

2.2 SITM Overview

The SITM attack is a side-channel assisted differential cryptanalysis that targets
reduced masked implementations of a block cipher. Differential cryptanalysis
analyzes the difference that changes as the state with difference progresses to
the next state. The sequence of the connected states is referred as the differential
trail and if the difference is not a specific value other than zero, then it is referred
as the differential pattern.

The difference between the side-channel traces occurring during the encryp-
tion processes is used for the attack. Suppose that we observe the side-channel
leakage occurring in the encryption processes of two different plaintexts. If the
S-box is applied to the same values, the two power traces will be similar. How-
ever, if the values are different, a recognizable difference will exist between the
two power traces. We call the difference between the two power traces as the
difference trace. Using this, we can determine whether a pair of encryption pro-
cesses satisfies the target differential pattern (or differential trail) in the middle
round. After finding such encryption pairs, the attacker can deduce the key can-
didates that can make a valid differential transition. We used the ChipWhisperer-
Lite tool for the side-channel observation and implemented AES in C code on
ATXMEGA128D4 8-bit RISC [1].
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3 Improved SITM Attacks on AES Using Single-Key
Differential Patterns

3.1 The Differential Patterns

Our SITM attack uses AES differential patterns other than the ones used in the
attack proposed in [3]. We used 32 differential patterns for the attack. Figure 1
presents one of the cases among them.

Fig. 1. AES differential pattern (Active cells are colored in red).

In MC, the MDS matrix is applied to each column, such that at least five
cells among the input and output cells of the matrix are active.3 To follow our
differential pattern, pessimal diffusion must occur in the first round MC. The
number of differential trails, in which pessimal diffusion occurs such that the
s0 cell after the first round is inactive, is 28 − 1; thus, a differential pattern in
Figure 1 occurs with a probability of approximately 2−8.

An inactive column is guaranteed in the third round if only one cell among
s0 ∼ s3 is inactive after the first round. We call the group of these four differ-
ential patterns as a “type”. We then define and use the following eight types of
differential patterns:

type 1: s0 and s5 cells are active in PT.

type 2: s1 and s6 cells are active in PT.

3 A cell with a non-zero difference is called “active”.
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type 3: s2 and s7 cells are active in PT.

type 4: s3 and s14 cells are active in PT.

type 5: s4 and s9 cells are active in PT.

type 6: s8 and s13 cells are active in PT.

type 7: s10 and s15 cells are active in PT.

type 8: s11 and s12 cells are active in PT.

3.2 Application of SITM

Our SITM attack process is divided into two processes: 1) finding plaintext
pairs satisfying the differential pattern; and 2) key-recovery. These processes are
independently performed for each type, so that the 2-byte key candidates can
be recovered at each execution. This section describes the attack on type 1 as
an example, which can be easily transformed into attacks on other types.

Finding plaintext pairs satisfying the differential pattern This process
requires the following steps:

1. Randomly generate 24.32 plaintexts satisfying the input differential pattern.

2. Encrypt each plaintext and collect the power traces of the third round SB
operation.

3. Calculate the difference trace for one of the power trace pairs.

4. Check whether the difference trace has an inactive column in the third round
SB operation. Collect the plaintext pair if there is any.

5. Repeat steps 3 and 4 for all difference traces.

A type has four differential patterns; therefore, the probability that a plaintext
pair is collected in the abovementioned process is approximately 2−6. We expect
at least three plaintext pairs to be filtered because there are 27.57 of difference
traces.

We can classify the differential pattern of each filtered plaintext pair by
analyzing their difference trace. For example, if the first column is inactive in
the third round SB operation, the plaintext pair will have a differential pattern
in which the s0 of the first round output is inactive. Figure 2 shows the difference
between the power traces of the plaintext pair following Figure 1. It is easy to
see that s0 ∼ s3 cells are inactive and s4 ∼ s15 cells are active.

Key-recovery Each differential pattern has 28 − 1 differential trails capable
of pessimal diffusion. Among these differential trails, we exclude trails that do
not occur through a valid differential transition from the plaintext pair. Since
there are 32,385 differential transitions of the AES S-box, it is valid with a
probability of 32385/216 ≈ 2−1; thus, the number of differential trails can be
reduced to approximately (28 − 1) × 2−1−1 ≈ 26 according to the difference
between plaintext pairs. For each valid differential trails, we can determine two
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Fig. 2. Difference trace at the third round SB operation (The highlighted parts show
that the first column is inactive).

or four 1-byte key candidates. Consequently, we obtain at most 26 × 4× 4 = 210

2-byte key candidates.

By repeating this process for three plaintext pairs, the expected number of
2-byte key candidates is 216−6−6−6 = 2−2. Therefore, we can recover the right
2-byte key of the master key.

Attack complexity For AES-128, we can recover the entire master key by per-
forming the same attack on each of the eight types. Accordingly, 24.32 encryptions
and side-channel observations at the third round are needed to perform an attack
on a single type. Thus, the attack requires 8 × 24.32 = 27.32 chosen plaintexts
and a time complexity of 27.32. We need 211 bytes of memory space because it
stores up to 210 of 2-byte key candidates.

This attack can easily be applied to AES-192 and AES-256. After the recovery
of the first round key, we can now apply the types beginning from the second
round and observe the difference traces at the fourth round. The second round
key can be recovered by repeating the same attack. Thus, the attack requires
16× 24.32 = 28.32 chosen plaintexts, a time complexity of 28.32, and 211 bytes of
memory space.

We tested this attack 10,000 times and found that we can collect 3 pairs of
plaintext pairs when using 15 (23.9) plaintexts on average. From the three pairs
of plaintexts belonging to a type, we could reduce the number of 2-byte master
key candidates to an average 1.08.

4 SITM Attack on AES-256 Using Related-Key
Differential Trail

This section presents a method of recovering a 2-byte master key of AES-256
using side-channel observation and related-key differential trail.
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4.1 The Related-key Differential Trail

The related-key differential trail of AES we use is shown in Figure 3, which is
a part of the multicollision trail proposed in [5]. In this related-key differential
trail, there is difference only in the master key, not in the plaintext. Therefore,
we search for a plaintext that satisfies the related-key differential trail existing
with a probability of 2−30. We can determine whether or not the related-key
differential trail is satisfied by observing the difference trace of the seventh round
SB operation.

Fig. 3. The related-key differential trail of AES-256 with probability 2−30. (The same
colored cells have the same difference, except for the green and grey. Gray columns are
the diffusion results of blue cells. Green denotes arbitrary difference.)
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4.2 Application of SITM

Our SITM attack process is divided into two processes: 1) finding a plaintext
satisfying the related-key differential trail; and 2) key-recovery.

Finding a plaintext satisfying the related-key differential trail

1. Generate a random plaintext.

2. Encrypt the plaintext using the master key and collect the power traces of
the seventh round SB operation.

3. Encrypt the plaintext using the master key with difference and collect the
power traces of the seventh round SB operation.

4. Check whether or not the difference trace is active only in the first row (Fig-
ure 4). Collect the plaintext if it is.

5. Repeat all steps until two plaintexts are collected.

We expect to collect two plaintexts by repeating the process for 231 times.
Figure 4 shows the difference between the power traces of two encryptions

satisfying the related-key differential trail. It is easy to see that only s0, s4, s8,
and s12 cells are active at the seventh round SB operation.

Fig. 4. Difference trace at the seventh round SB operation (The highlighted parts
show that the first row is active).

Key-recovery The actual value of the s0 and s8 cells of the first round SB
input has four candidate, respectively. We can XOR the s0 and s8 cells of the
collected plaintext with those candidates, and obtain 24 2-byte key candidates.
We have collected two plaintexts; hence, we can independently obtain 24 2-
byte key candidates twice. The expected number of 2-byte key candidates is
216−12−12 = 2−8, therefore, we can recover the 2-byte key of the master key.
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Attack complexity The attack requires 231 chosen plaintexts, 232 times of
encryptions and side-channel observations at the seventh round, and 25 bytes of
memory space.

We tested this attack 100 times and found that we need an average of 230.96

plaintexts to collect two plaintexts. From 2 plaintexts satisfying the related-key
differential trail, we could reduce the number of 2-byte master key candidates
to an average 1.

5 Conclusion

Our study shows that the SITM attack with the third round side-channel obser-
vation proposed in [3] can be improved. Our attack reduced the data and time
complexities compared to the previous work.

We have shown that the SITM attack is possible in the related-key model and
can be conducted with practical complexity. Shivam Bhasin et al. recommended
a 12-round masking for AES-256 to mitigate SITM [3]. However, AES-256 re-
quires full round masking to mitigate the SITM attacks in the related-key model
because our attack uses power traces from the seventh round.
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Abstract. Rocca is the first dedicated cipher for 6G systems accepted
in ToSC 2021 and will be presented at FSE 2022. In this paper we show
that Rocca is susceptible to differential fault attack under the nonce
reuse scenario. The attack outcome results in a complete internal state
recovery by injecting 4 × 48 faults in three out of eight internal state
registers. Since the round update function of Rocca is reversible it also
allows for key recovery. To the best of our knowledge this is the first
third party analysis of Rocca.

Keywords: Fault Attack · Differential Fault Attack · Random Faults ·
Rocca · Side Channel Attack · AES SBox

1 Introduction

When it comes to implementing any cryptosystem on hardware, security of the
cipher becomes a primary concern. The adversary can always take advantage
of the cipher implementation by disturbing the normal operation mode of the
cipher, and then trying to find the secrets of the cipher by restricting its com-
putationally expensive search space to a smaller domain. By disturbing normal
modes of operation of a cipher we mean causing glitches in the clock input, using
focused laser beams to introduce bit flips, exposing the hardware to severe envi-
ronments like high temperatures, over-voltage or anything that can change the
internal state of the cipher. Once the changes are incorporated into the cipher
and faulty ciphertexts are produced, the differences between fault-free and faulty
ciphertexts are noted and we try to deduce the internal state of the cipher, and
if possible, the secret key too. Since Boneh et al. [2] used fault attacks against an
implementation of RSA. Since then, fault attacks have been widely used against
many encryption algorithms, including DES [4] and AES [5].

Rocca [12] is the first dedicated cipher for 6G systems which was accepted
in ToSC-2021 Issue 2 and will be presented at FSE 2022. Rocca [12] is an AES-
based encryption scheme with a 256-bit key and 128-bit tag, which provides both
a raw encryption scheme and an AEAD scheme. The design of this cipher is in-
spired by the work of Jean and Nikolic[8], in which the authors have described
several constructions based on the AES round function which can be used as
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building blocks for message authentication code (MAC) and authenticated en-
cryption with associated data (AEAD). The AEGIS family [16] and Tiaoxin-
346 [11] are some of the ciphers which are also inspired by these constructions.
These two ciphers were submitted to the CAESAR competition and AEGIS-128
has been selected in the final portfolio for high-performance applications. The
round functions of the AEGIS family and Tiaoxin-346 are quite similar. Both
these ciphers have been found vulnerable to differential faults attacks [15,6,1].

Our Contribution. In this paper we describe a fault attack on Rocca. To the
best of our knowledge this is the first third party analysis of Rocca. The fault
attack described here is a differential fault attack targeted on one byte at a time.
We provide a theoretical analysis of the feasibility of this attack.

We show that the complete internal state of Rocca can be recovered by
injecting faults in all the 48 bytes of 3 internal state registers out of the total
8 registers. The recovery of the values of these 48 bytes using differential fault
attack reduces to differential fault attack of AES S-box due to the design of the
cipher. The complete attack strategy is described in Section 3.

The fact that we could extend the recovery of these 3 internal state registers
to complete internal state recovery shows certain flaws in the design of the ci-
pher. In comparision, the recovery of complete internal state requires the fault
to be injected in all the 8 state registers of AEGIS-128L and in all 13 state
registers of Tiaoxin-346 in the random fault model [15]. However, the number
of faults required in Rocca is more than that of AEGIS-128L due to the strong
cryptographic properties of AES Sbox. The comparision between our attack on
Rocca and fault attacks on similarly designed ciphers in terms of the fault model,
number of faults required, and the number of state registers in which fault is
injected is described in Table 1.

We also discuss the possible strategies to reduce the threat the our differential
fault attack in Section 4.2. We believe that the threat of a differential fault attack
cannot be completely abated, but these strategies can help make the attack
computationally hard or impractical.

The attack presented in this paper assumes that the adversary can induce
faults at precise location and timing. When we assume that an adversary can
inject faults into the cipher, it is a strong assumption. Similarly, if the fault attack
model assumes that the adversary can inject faults with precise location and
timing, it is an another strong assumption. Thus, the assumption in this paper
is very strong. It should also be noted that this attack requires the assumption
of nonce-misuse.

Motivation. As stated above the attack on Rocca described in this paper
assumes the nonce misuse settings. The authors of Rocca does not claim any
security of the cipher in nonce-misuse setting.

However, the security evaluation of ciphers in the nonce misuse setting is
very important. It is considered near-impossible to prevent nonce misuse in the
presence of physical attacks [3]. In the practical applications, the case of nonce
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misuse might exist due to the poor implementations, misuse of cipher and tech-
nical flaw of nonce generation function etc. The impossibility of full robustness
against nonce-misuse settings in practical applications of a cryptographic algo-
rithm is considered a reality. There has been a lot of study regarding the security
of cryptographic systems in the nonce misuse settings, such as in [4,14,9,10] to
cite a few. The differential fault attacks on AEGIS and Tiaoxin family of ci-
phers [15,6,1] also have the requirement of nonce-reuse.

Hence, cryptanalyzing Rocca in the nonce-misuse setting is very important
for complete understanding of its security and this analysis should be done before
the ciphers’ wide commercial deployments.

Organization. In this work we have presented a differential fault attack on
Rocca under the nonce reuse scenario. In Section 2, we describe the basics of
DFA and the specification of Rocca. In Section 3, we describe our attack on
Rocca for complete internal state and key recovery. In Section 4 we present a
comparision of Rocca with other ciphers from the point of view of DFA, and
present possible countermeasures. We conclude our work in Section 5.

2 Preliminaries

2.1 Differential Fault Attack

Differential fault attacks can be thought of as a combination of the classical
differential attack and the side channel attacks (SCAs). While the procedure
to retrieve the secret state (key or the internal state) in DFA is similar to the
classical differential cryptanalysis, the DFA also belongs to the set of very pow-
erful SCAs. The injected faults can be specified as positively observable leaked
information by capable attackers [13]. These attacks injects a well-timed and
well-aimed faults which exploits the confusion and diffusion property of a cryp-
tographic algorithm and this allows the attacker to obtain a desired difference
distribution in the ciphertext.

The first fault attack was presented by Boneh, DeMillo and Lipton [2] when
they published an attack on RSA signature scheme. Inspired by this attack,
Biham and Shamir [4] described such attacks on symmetric ciphers and called
these attacks Differential Fault Attack (DFA). DFA are the most commonly used
fault technique. In these attacks the attacker induces faults in the cryptographic
primitive, then obtains at least one correct ciphertext and one faulty ciphertext
and uses this information to obtain some knowledge of the secret state. These
faults induced can be described using the fault models, which includes the tim-
ing, location of the fault and the number of bits or bytes affected in the register
in which the fault is induced. The fault model provides the attacker some in-
formation about the difference between certain states of the computation of the
cipher.

For a general idea of DFA one can take the following example: for a function
S, a attacker injects a fault ε and obtains a relation of the type: S(x)⊕S(x⊕ε) =
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δ; where the difference δ is known to the attacker, x is the unknown value that
she wants to retrieve and the fault ε is either known (deterministic model) or
unknown (random model) to the attacker.

For the attack in this work, the attacker is assumed to have full control on
the timing and the location of the fault. She should also be able to induce not
permanent, but transient faults in the random model.

2.2 Specification of Encryption Phase of Rocca

We here describe only the encryption phase, which is where we intend to inject
the faults. For details of other phases, such as initialization, associated data
processing, finalization and tag generations, the readers are requested to refer
to the cipher specification description [12].

Rocca has an internal state with eight 128-bit registers S[0], S[1], . . . , S[7]
and thus has a total state size of 8 × 128 = 1024 bits. The internal state is
updated using a nonlinear state update function defined below:

Si+1[0] = Si[7]⊕X0 Si+1[4] = Si[3]⊕X1

Si+1[1] = R(Si[0], Si[7]) Si+1[5] = R(Si[4], Si[3])

Si+1[2] = Si[1]⊕ Si[6] Si+1[6] = R(Si[5], Si[4]) (1)

Si+1[3] = R(Si[2], Si[1]) Si+1[7] = Si[0]⊕ Si[6]

where R(X) is defined as:

R(X) = MixColumns ◦ ShiftRows ◦ SubBytes(X) (2)

Note that the transformation R is invertible. We denote the reverse of R by
R−1. This is an important property for state recovery, and also in the case of
key recovery, as it allows the internal state to be clocked backwards.

This update function has two external outputs X0 and X1 and the non-
linearity is provided by the the transformation R, which is applied to four out
of the total eight registers. During the encryption phase, a block of 256−bit
plaintext Pi = P 0

i ||P 1
i is encrypted to produce a 256-bit ciphertext Ci = C0

i ||C1
i

as defined below:

C0
i = P 0

i ⊕R(Si[1])⊕ Si[5]

C1
i = P 1

i ⊕R(Si[0]⊕ Si[4])⊕ Si[2]
(3)

After this step the internal state is updated using the update function described
in Equation 1 and the next 256-bits of plaintext is encrypted as in Equation 3,
i.e.

C0
i+1 = P 0

i+1 ⊕R(Si+1[1])⊕ Si+1[5]

C1
i+1 = P 1

i+1 ⊕R(Si+1[0]⊕ Si+1[4])⊕ Si+1[2]
(4)

For simplicity we assume the following in the rest of this section:
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– Si[0] = [ai0 , ai1 , . . . , ai15 ], where each ajil is a byte.

– Si[1] = [bi0 , bi1 , . . . , bi15 ], where each bjil is a byte.

– Si[2] = [ci0 , ci1 , . . . , ci15 ], where each cjil is a byte.

– Si[3] = [di0 , di1 , . . . , di15 ], where each djil is a byte.

– Si[4] = [ei0 , ei1 , . . . , ei15 ], where each ejil is a byte.

– Si[5] = [fi0 , fi1 , . . . , fi15 ], where each f j
il
is a byte.

– Si[6] = [gi0 , gi1 , . . . , gi15 ], where each gjil is a byte.

– Si[7] = [hi0 , hi1 , . . . , hi15 ], where each hj
il
is a byte.

Also all the Si’s, can be represented as a 4× 4 matrices. In our attack below we
use this representation.

3 Key and Internal State Recovery of Rocca

In this section, we describe full state recovery attack on a block cipher Rocca
using fault injections.

3.1 Attack Procedure

We describe here the process to recover the internal states Si[1], and Si[5]. A
similar procedure can be applied to recover the rest of the states. Let us assume
that the adversary first encrypts a plaintext P 0

i and obtains the corresponding
ciphertext C0

i ,. Then the adversary repeats the encryption of the same plaintext
after injecting a fault into bi1 , such that this byte becomes faulty. Let ε is the fault
injected and let the faulty state be denoted by S̃i[1]. Thus the faulty state S̃i[1]
differs from Si[1] only at the first byte, i.e. the first byte of S̃i[1] has the entry
bi0 ⊕ ε. This encryption with injection of the fault generates a faulty ciphertext,
say C̃0

i .
Without loss of generality, for the rest of the attack, we assume that the

plaintext is all zeroes. The attack can easily be generalized for a randomly cho-
sen plaintext. Now the difference between the fault-free ciphertext and faulty
ciphertext is:

C0
i ⊕ C̃0

i = R(Si[1])⊕ Si[5]⊕R(S̃i[1])⊕ Si[5]

= R(Si[1])⊕R(S̃i[1])
(5)

The matrix representation of the above difference is:



δ00 δ01 δ02 δ03
δ04 δ05 δ06 δ07
δ08 δ09 δ010 δ011
δ012 δ013 δ014 δ015


 = R(



bi0 bi1 bi2 bi3
bi4 bi5 bi6 bi7
bi8 bi9 bi10 bi11
bi12 bi13 bi14 bi15


)⊕R(



bi0 ⊕ ε bi1 bi2 bi3
bi4 bi5 bi6 bi7
bi8 bi9 bi10 bi11
bi12 bi13 bi14 bi15


) (6)

where δj ’s denote the difference in the fault-free ciphertext and faulty ciphertext.
Now using the definition of R(X) from Equation 2, we have:
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1. Applying SubBytes we get

SubBytes(Si[1]) =



s(bi0) s(bi1) s(bi2) s(bi3)
s(bi4) s(bi5) s(bi6) s(bi7)
s(bi8) s(bi9) s(bi10) s(bi11)
s(bi12) s(bi13) s(bi14) s(bi15)


 and

SubBytes(S̃i[1]) =



s(bi0 ⊕ ε) s(bi1) s(bi2) s(bi3)
s(bi4) s(bi5) s(bi6) s(bi7)
s(bi8) s(bi9) s(bi10) s(bi11)
s(bi12) s(bi13) s(bi14) s(bi15)




where s(x) is the S-box value of x.
2. Applying ShiftRows we get

ShiftRows ◦ SB(Si[1]) =



s(bi0) s(bi1) s(bi2) s(bi3)
s(bi5) s(bi6) s(bi7) s(bi4)
s(bi10) s(bi11) s(bi8) s(bi9)
s(bi15) s(bi12) s(bi13) s(bi14)


 and

ShiftRows ◦ SB(S̃i[1]) =



s(bi0 ⊕ ε) s(bi1) s(bi2) s(bi3)
s(bi5) s(bi6) s(bi7) s(bi4)
s(bi10) s(bi11) s(bi8) s(bi9)
s(bi15) s(bi12) s(bi13) s(bi14)




3. Applying MixColumns we get

R(Si[1]) =



2 · s(bi0)⊕ 3 · s(bi5)⊕ 1 · s(bi10)⊕ 1 · s(bi15) z1 z2 z3
1 · s(bi0)⊕ 2 · s(bi5)⊕ 3 · s(bi10)⊕ 1 · s(bi15) z6 z7 z4
1 · s(bi0)⊕ 1 · s(bi5)⊕ 2 · s(bi10)⊕ 3 · s(bi15) z11 z8 z9
3 · s(bi0)⊕ 1 · s(bi5)⊕ 1 · s(bi10)⊕ 2 · s(bi15) z12 z13 z14


 and

R(S̃i[1]) =



2 · s(bi0 ⊕ ε)⊕ 3 · s(bi5)⊕ 1 · s(bi10)⊕ 1 · s(bi15) z1 z2 z3
1 · s(bi0)⊕ 2 · s(bi5)⊕ 3 · s(bi10)⊕ 1 · s(bi15) z6 z7 z4
1 · s(bi0)⊕ 1 · s(bi5)⊕ 2 · s(bi10)⊕ 3 · s(bi15) z11 z8 z9
3 · s(bi0)⊕ 1 · s(bi5)⊕ 1 · s(bi10)⊕ 2 · s(bi15) z12 z13 z14




where each zj ’s can be computed as the first column has been computed.

Replacing these values in Eqn 6, we get


δ00 δ01 δ02 δ03
δ04 δ05 δ06 δ07
δ08 δ09 δ010 δ011
δ012 δ013 δ014 δ015


 =



2 · (s(bi0)⊕ s(bi0 ⊕ ε)) 0 0 0
1 · (s(bi0)⊕ s(bi0 ⊕ ε)) 0 0 0
1 · (s(bi0)⊕ s(bi0 ⊕ ε)) 0 0 0
3 · (s(bi0)⊕ s(bi0 ⊕ ε)) 0 0 0




Hence we have the following four equations

δ00 = 2 · (s(bi0)⊕ s(bi0 ⊕ ε))

δ04 = (s(bi0)⊕ s(bi0 ⊕ ε))

δ08 = (s(bi0)⊕ s(bi0 ⊕ ε))

δ012 = 3 · (s(bi0)⊕ s(bi0 ⊕ ε))

(7)
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where the value of δ0i is known and bi0 and ε are unknown. Analyzing the Equa-
tion 7, we can recover the value of bi0 . Similarly faults on other bytes will provide
the information on other bytes of the state Si[1]. Once Si[1] is recovered we can
compute the value Si[5] as follows:

Si[5] = R(Si[1])⊕ C0
i

3.2 Analysis of Equation 7

Equation 7, can also be generalized as:

s(x)⊕ s(x+ ε) = c−1
i δ0i (8)

where ci = 1, 2 or 3, (x and ε) are unknown variables, and δ0i is a known con-
stant. We know that the following two proposition holds for the AES S-box:

Proposition 1. For any input difference ε of the AES S-box, a certain output
difference δ always appears twice while the other output differences appear just
once.

Proposition 2. For any input difference ε of the AES S-box, the number of
possible output difference is always 127.

Using Proposition 1, Proposition 2, and the analysis described in [7, Section 3.5]
we can deduce that using four random S-box input differences i.e., four values
of ε, and as the value of x remains the same, we can uniquely retrieve the value
of x which satisfies the set of Equation 8.

These faults are induced in the internal state and not the plaintext, i.e. the
faults do not depend on the plaintext. However, inducing these faults will gen-
erate 4 faulty ciphertexts for the same plaintext. Thus using 4 pairs of faultfree
and faulty ciphertexts we can retrieve the value of bi0 . Similarly the complete
value of Si[1], which contains 16 bytes bi0 , · · · , bi15 , can be retrieved using 16×4
faults and four pairs of faultfree and faulty ciphertext.

3.3 Internal State Recovery

We now describe how to recover the remaining internal states using the process
described above.
From Equation 3 and the assumption that the plaintext is all zeroes we have

C1
i = R(Si[0]⊕ Si[4])⊕ Si[2] (9)

If we inject a fault in the first byte of Si[4], then the faulty ciphertext generated
would be

C̃1
i = R(Si[0]⊕ S̃i[4])⊕ Si[2] (10)
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From Equations 9 and 10 we get

C1
i ⊕ C̃1

i = R(Si[0]⊕ Si[4])⊕R(Si[0]⊕ S̃i[4]) (11)

Proceeding as the attack described above, we need to solve the following set of
equations:

δ10 = 2 · (s(ai0 ⊕ ei0)⊕ s(ai0 ⊕ ei0 ⊕ ε))

δ14 = (s(ai0 ⊕ ei0)⊕ s(ai0 ⊕ ei0 ⊕ ε))

δ18 = (s(ai0 ⊕ ei0)⊕ s(ai0 ⊕ ei0 ⊕ ε))

δ112 = 3 · (s(ai0 ⊕ ei0)⊕ s(ai0 ⊕ ei0 ⊕ ε))

(12)

and we can recover the value of first byte of Si[0] ⊕ Si[4] using four faults and
four pairs of faultfree and faulty ciphertext. Applying the same strategy to the
remaining 15 bytes we can recover the complete values of Si[0]⊕Si[4] and Si[2].

We have recovered the registers Si[1], Si[5], Si[2] and the value of Si[0]⊕Si[4].
Recovering Si[4] will give the value of Si[0]. Thus now we try to obtain the value
of Si[4].

Using Equation 1, we can rewrite Equation 4 as follows, along with the
assumption that the plaintext is all zeroes:

C0
i+1 = R(R(Si[0])⊕ Si[7])⊕R(Si[4])⊕ Si[3] (13)

and

C1
i+1 = R(Si[7]⊕ Si[3])⊕ Si[1]⊕ Si[6] (14)

Inducing a fault in the first byte of Si[3] will provide a faulty ciphertext corre-
sponding to Equation 14 and we have

C̃1
i+1 = R(Si[7]⊕ S̃i[3])⊕ Si[1]⊕ Si[6] (15)

Thus we have

C1
i+1 ⊕ C̃1

i+1 = R(Si[7]⊕ Si[3])⊕R(Si[7]⊕ S̃i[3]) (16)

Using the same attack strategy we obtain the value of the first byte of Si[7]⊕Si[3]
by solving the following equations:

δ̄10 = 2 · (s(hi0 ⊕ di0)⊕ s(hi0 ⊕ di0 ⊕ ε))

δ̄14 = (s(hi0 ⊕ di0)⊕ s(hi0 ⊕ di0 ⊕ ε))

δ̄18 = (s(hi0 ⊕ di0)⊕ s(hi0 ⊕ di0 ⊕ ε))

δ̄112 = 3 · (s(hi0 ⊕ di0)⊕ s(hi0 ⊕ di0 ⊕ ε))

(17)

Inducing 4 faults and using four pairs of faultfree and faulty ciphertext for each
16 bytes of Si[3], we recover the values of Si[7] ⊕ Si[3]. Since the value of Si[1]
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is already known, from Equation 14, we can recover the value of Si[6].

Since a fault was already induced in Si[4] and Si[3], thus from Equation 13
we obtain the value of the faulty ciphertext as:

C̃0
i+1 = R(R(Si[0], Si[7]))⊕R(S̃i[4])⊕ S̃i[3] (18)

Hence we have

C0
i+1 ⊕ C̃0

i+1 = R(Si[4])⊕R(S̃i[4])⊕ Si[3]⊕ S̃i[3] (19)

Since the value of the fault induced in Si[3] is known, hence the value of Si[3]⊕
S̃i[3] is also known. Using the same attack strategy we obtain the value of Si[4],
which then allows us to determine the value of Si[0].

Let us assume that R(Si[4]) = α0 and R(Si[0]) = α1, where α0, α1 are known
constants. Replacing these values in Equation 13 we get

C0
i+1 = R(α1 ⊕ Si[7])⊕ α0 ⊕ Si[3] (20)

Since we already know the value of Si[7] ⊕ Si[3] and let Si[7] ⊕ Si[3] = α2,
Equation 20 can be written as:

C0
i+1 = R(α1 ⊕ Si[7])⊕ α0 ⊕ Si[7]⊕ α2

= R(Si[7]⊕ α1)⊕ Si[7]⊕ α0 ⊕ α2

(21)

We can obtain the value of S[7] by solving Equation 21.
Therefore we obtain the complete internal state.Once the entire internal state

is known at a certain timestamp i, the cipher can be clocked forwards to recover
all subsequent plaintext using known ciphertext and state contents.

3.4 Key Recovery

The round update function is reversible and thus the internal state can be clocked
backwards to retrieve the value of the secret key. Consider that at any time stamp
i+ 1 the complete internal state is known, i.e. Si+1[0], Si+1[1], Si+1[2], Si+1[3],
Si+1[4], Si+1[5], Si+1[6], Si+1[7], is known. Now the internal state at the previous
time stamp i can be retrieved by the following done in order:

1. Si[7] = Si+1[0]⊕X0, where X0 is either the known plaintext or the constant
Z0 = 428a2f98d728ae227137449123ef65cd

2. Si[0] = R−1(Si+1[1]⊕ Si[7])
3. Si[3] = Si+1[4]⊕X1, where X1 is either the known plaintext or the constant

Z1 = b5c0fbcfec4d3b2fe9b5dba58189dbbc
4. Si[4] = R−1(Si+1[5]⊕ Si[3])
5. Si[5] = R−1(Si+1[6]⊕ Si[4])
6. Si[6] = Si+1[7]⊕ Si[0]
7. Si[1] = Si+1[2]⊕ Si[6]
8. Si[2] = R−1(Si+1[3]⊕ Si[1])

We can reverse clock the internal state until we reach the initial state and recover
the secret key.
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4 Discussion

This paper shows that a differential fault attack is possible in the nonce-reuse
scenario on Rocca. When implementing Rocca care must be taken to avoid nonce
reuse so that any attacker cannot obtain plaintext-ciphertext pairs using the
same parameters. In this section we compare the security of Rocca with some
other ciphers against DFA and present some countermeasures to protect Rocca
against DFA.

4.1 Comparision

We compare the fault attack presented in this paper with that of the fault attacks
on the other two ciphers, the Aegis family and Tiaoxin which was described in
[15]and [6]. All these ciphers are AES based encryption scheme inspired by the
work of Jean and Nikolic [8]. The comparision is described in Table 1.

The security any cipher against DFA is generally measured by the fault model
used in the attacks and the number of faults required to implement the attack.
It is also assumed that the location and timing of the faults are known to the
attacker (however in some cases the attacker does not need to know about the
location and timing of the attack, depending on the construction of the cipher).
In our work as well as the work of [15], the fault model used is a single fault
model, i.e. the fault injected has a width of ≤ b, where b is the input size of the
Sbox used in the cipher, AES Sbox in this case. However, the difference is the
nature of this fault injected.

– Random fault : a fault which can have any value between 1 and 2b − 1 and
all these values are equally possible. This model is considered to be the most
practical fault model. The DFA described in [15] uses this model.

– Known fault : in this case the fault has a specific value as defined by the
attacker. This paper uses this model of fault. This fault model requires a
stronger adversary. However, it has been shown that such fault model is
achievable.

The fault model used in [6] is:

– Bit Flipping : A specific internal bit of the cipher is flipped. In practice, it is
more complex than the random fault, but it has been shown to be practical
in several papers/attacks.

From Table 1, we cannot make a fair comparision of the security of the ciphers
against DFA, still the following conclusions would be fair:

– For a state size of 1024, the requirement 4× 48 faults is more than AEGIS-
128L in random byte model. Thus we could say it is slightly more resistant
towards DFA.
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Cipher Recovery State Size Fault Model No. of Faults Target∗

AEGIS-128 [15] State 540 Random 64 4/5

AEGIS-128 [6] State 540 Bit Flipping 3× 128 3/5

AEGIS-256 [15] State 768 Random 80 5/6

AEGIS-256 [6] State 768 Bit Flipping 4× 128 4/6

AEGIS-128L [15] State 1024 Random 128 8/8

AEGIS-128L [6] State 1024 Bit Flipping 4× 128 4/8

Rocca (Section3) State and Key 1024 Random 4× 48 3/8

Tiaoxin-346 [15] State 1664 Random 208 13/13

Tiaoxin-346 [15] Key 1664 Random 48 3/13

Table 1: Comparision of security against DFA of AES based ciphers.
Target∗ implies the number of registers in which the faults were injected
out of the total registers the complete internal state is divided into.

– Since the key recovery for Tiaoxin-346 requires only 48 faults and only 1
known plaintext, it can be considered slightly weak against DFA. However,
with regards to state recovery Tiaoxin-346 is the most secure against DFA
among the ciphers described in Table 1.

We describe below some countermeasure strategies for Rocca.

4.2 Mitigating the Differential Fault Attack on Rocca

We discuss here a few probable strategies to avoid differential fault attack or
make it computationally hard or impractical.

While the construction of Aegis family, Tiaoxin and Rocca are all based on
the AES round function, the basic difference is in the generation of the keystream
or ciphertext. The Aegis family of ciphers and Tiaoxin has an output function
that includes a bitwise AND operation but Rocca uses the AES round function
even in its ciphertext generation phase. It was observed in [15] that the ciphers
which has the following two properties can be attacked using fault attacks:

– The ciphertext output functions contains one quadratic term and is otherwise
linear.

– The internal state transitions contain linear paths across different stages and
do not have external input.

Based on these observations a few countermeasures were suggested.
However, the same countermeasures cannot be applied to Rocca as the output

function is different from the these ciphers. The output function of Rocca makes
use of AES round function on a state register and a XOR with another state
register. Based on these observations and considering that the speed of the cipher
should not be compromised, we observed that the potentially useful strategies
for preventing partial recovery of state information from leading to full state
recovery or key recovery include the following:
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– Using more than one state registers while encrypting the plaintext. For exam-
ple changing C0

i = P 0
i ⊕R(Si[1])⊕Si[5] to C0

i = P 0
i ⊕R(Si[1]⊕Si[3])⊕Si[5]

will restrict the attacker to obtain values of combinations of state register
Si[1] ⊕ Si[3] instead of obtaining the value of a single state register Si[1]
directly. This will increase the required number of faults required.

– State registers used in the keystream generation on which the AES round
function R is applied should again be non-linearly mixed when the state is
updated. This will prevent the attacker from obtaining information of a state
register by applying faults at different time stamps

– It is always a safer option to modify the state update function during intial-
ization phase to be non-invertible without the knowledge of the secret key.
This will prevent a state recovery attack to lead to key recovery.

However, these mitigation strategies leaves room to determine if they introduce
some vulnerabilities which can be exploited by other attackers.

5 Conclusion

In this paper we demonstrate a differential fault attack on Rocca under the nonce
reuse scenario. We show that we can recover the complete internal state using
4×48 faults. Since the round update function is reversible, internal state recovery
also allows key recovery. In this attack we have assumed that the adversary has
the knowledge of the location of the fault induced. It would be interesting to
study this attack in the model where the adversary has no knowledge of the
location of the fault induced.
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Abstract. With the recent development of Internet of Things (IoT)
devices, related security issues are also increasing. In particular, the pos-
sibility of accessing and hijacking cryptographic devices is also increasing
due to the rapid increase in usage of these devices. Therefore, research on
cryptographic technologies that can provide a safe environment even in
resource-constrained environments has been actively conducted. Among
them, there are increasing security issues of side-channel analysis for
devices due to their physical accessibility. The lightweight block cipher
PIPO was recently proposed in ICISC 2020 to address these issues. The
PIPO has the characteristic of providing robust security strength while
having less overhead when using the side-channel analysis countermea-
sures. A differential fault attack is a type of side-channel analysis that
induces fault in cryptographic operations and utilizes difference informa-
tion that occurs. Differential fault attacks on the PIPO have not yet been
studied. This paper proposed a single-bit flip-based differential fault at-
tack on the lightweight block cipher PIPO for the first time. We show
that simulations enable the recovery of the correct secret key with about
98% probability through 64 fault ciphertexts. Therefore, the PIPO does
not provide security against differential fault attacks. When using the
PIPO cipher on IoT devices, designers must apply appropriate counter-
measures against fault-injection attacks.

Keywords: Side-Channel Analysis · Differential Fault Attack · Bit-
Sliced lightweight Cipher · PIPO

1 Introduction

Side-channel analysis (SCA) is cryptanalysis that uses physical information, such
as power consumption, electromagnetic emission, and sound that occurs while

⋆ This work was supported by Institute for Information & communications Technology
Promotion (IITP) grant funded by the Korea government (MSIT) (No. 2017-0-00520,
Development of SCR-Friendly Symmetric Key Cryptosystem and Its Application
Modes).
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a cryptographic algorithm operates on real devices [9]. Numerous devices have
been widely used worldwide with the recent development of Internet of Things
(IoT) devices. Under these circumstances, malicious attackers are becoming more
accessible to these devices and are naturally becoming able to attack them phys-
ically. Therefore, there is an increasing interest in side-channel security in this
environment, and a variety of lightweight ciphers and SCA countermeasures
are being studied. However, existing block ciphers are inefficient due to large
time and memory overhead when countermeasure is applied. When operating
lightweight ciphers in an IoT environment, it is not easy to provide side-channel
security at the algorithm level. In ICISC 2020, the bit-sliced lightweight block
cipher PIPO has been introduced to mitigate overhead [7]. PIPO is designed to
respond to SCA effectively. When SCA countermeasures such as masking are
applied, it has very little overhead and provides security strength similar to ex-
isting ciphers. Various cryptanalysis and optimization papers on the PIPO have
been continuously introduced recently, leading to an increasing interest in the
PIPO [8, 10].

Differential fault attack (DFA) is a type of semi-invasive SCA that uses differ-
ence information that occurs when cryptographic algorithms operate on a device
by inducing an artificial fault. DFA was first proposed by Biham et al. for DES in
1997 [1]. Subsequently, DFAs on various cryptographic algorithms such as AES
were studied [2, 3, 5], and fault-injection techniques for practical attacks were
developed in many ways [11, 12, 14]. DFAs on bit-sliced block ciphers have been
studied, but the actual target is mostly lookup table-based implementations and
few studies on bit-sliced implementations. In 2018, Sinha et al. proposed a DFA
on RECTANGLE-80 implemented with the bit-slice technique [16]. They are
based on forcing certain bits to zero or flipping certain consecutive bits or all
bits in a word. And they observe the change in the scope of a brute force attack
according to each attacker’s assumption. The attacker’s assumption with coer-
cion and continuity, as discussed in the paper above, is a challenging problem,
and the comparatively weak attacker’s assumption has a limit in that the range
of brute force attacks is enormous.

Our Contributions. Our contributions are twofold. First, we proposed a DFA
logic on the recently introduced the lightweight block cipher PIPO for the first
time. A random bit-flip at a specific byte position is used in the proposed attack.
Experiments have shown that 64 ciphertexts can recover the correct secret key
with overwhelming probability. The PIPO does not provide security against
DFA. So it suggests the need to apply fault-injection countermeasure techniques
in operating the PIPO in the real world. The second contribution is that the
proposed attack process can be applied to perform DFAs on various bit-sliced
block ciphers. Through this, we expect to contribute to the evaluation of DFA
security against unverified bit-sliced block ciphers.

Organization. The remainder of this paper is structured as follows. In Section
2, we introduce the lightweight block cipher PIPO and DFA. Section 3 provides
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Table 1. Notation for the PIPO cipher

Parameter Description

RKr, cr r-round key and constant
S,R,R−1 S-Layer, R-Layer, and Inverse R-Layer

Sb S-Box operation

C,C� Normal and fault ciphertexts

m,m� Normal and fault S-Layer output
j, k Matrix index of PIPO input/output (j, k ∈ [0, 7])

aj
col j-column vector values of PIPO input/output

ak
row k-row vector values of PIPO input/output
x S-Layer input
i S-Box input difference
bp 1-bit of intermediate value (p ∈ [0, 63])
|| Bit concatenation operation

the methodology of the proposed DFA logic on the PIPO. Then, in Section 4,
we evaluate the validity of the proposed attack with a simulation-based experi-
ment and discuss the applicability of other bit-sliced block ciphers. Finally, we
conclude the paper in Section 5.

2 Backgrounds

2.1 PIPO : Plug-In Plug-Out

The PIPO cipher is described in this section using the notation in Table 1. Han
et al. introduced the PIPO a lightweight block cipher in 2020 [7]. It is an SPN-
structured cryptographic algorithm that encrypts 64-bit fixed-size plaintexts and
is designed for bit-sliced implementation. It is divided into PIPO 64/128 and
PIPO 64/256 according to key size and consists of 13 rounds and 17 rounds,
respectively. The PIPO has a simple structure in which round operations con-
sisting of S-Layer, R-Layer, and AddRoundKey are repeated after key whitening,
as shown in Fig. 1. The operational input and output forms of the PIPO can be
expressed in the 8 × 8 matrix, as shown in Fig. 2. When 64-bit plaintexts are
defined as (b63||b62||...||b1||b0), It is stored in rows by 8-bits as follows:

akrow = (b8×k+7||b8×k+6||...||b8×k+1||b8×k) , k ∈ [0, 7] (1)

The S-Layer operation can be considered that the 8-bit S-Box operation is per-
formed on a column basis in the matrix in Fig. 2 since the PIPO is a bit-sliced
structure. When the bit slicing operation is defined as BitS, the S-Layer opera-
tion can be expressed as follows:

S(a) = BitS
(
Sb

(
a0col

)
, Sb

(
a1col

)
, ..., Sb

(
a6col

)
, Sb

(
a7col

))
(2)

The R-Layer of the PIPO is a bit permutation that only uses bit-rotations in
bytes. The R-Layer operation is performed on row units in Figure 2, At this
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Input (64-bit)

S-Layer

R-Layer

...

S-Layer

R-Layer

Output (64-bit)

RK0 ⊕ c0

RK1 ⊕ c1

RKr−1 ⊕ cr−1

RKr ⊕ cr

Fig. 1. Overall structure of the PIPO.

Fig. 2. Operational input and output form of the PIPO 64/128.
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point, the rotation operation is performed as follows:

R (a) =(a0row ≪ 0, a1row ≪ 7, a2row ≪ 4, a3row ≪ 3

a4row ≪ 6, a5row ≪ 5, a6row ≪ 1, a7row ≪ 2)
(3)

Finally, the key schedule of the PIPO has a simple structure in which the secret
key is divided by 64 bits and used repeatedly, and round constants are added
for each round. The key schedule of PIPO 64/128 is expressed as follows:

K = K1||K0, RKi = Ki mod 2 ⊕ ci

where i = 1, 2, ..., 13 and ci = i
(4)

2.2 Differential Fault Attack

A DFA, which is a type of SCA, combines existing differential analysis with fault-
injection attack. When the cryptographic device is operating, the attack exploits
differece information that results from injecting a fault in the middle. The type of
fault that arises determines the difficulty of the practical attack while performing
a DFA. According to the fault-injection scale and its positioning capability, the
fault model can be classified as follows:

– Fault Model (fault-injection scale)
• Bit Flip: The attacker can flip a single-bit of a specific word
• Byte Error: The attacker can change a single byte of a specific word

into a random value.
• Word Error: The attacker can change a single word into a random value.

– Fault Model (positioning capability)
• Chosen Position: The attacker can specify exactly where the fault is

injected.
• Random Position: The attacker cannot specify exactly where the fault

is injected. The faults occur in a random position.

With a smaller fault-injection scale, the attacker’s assumption is stronger. Fur-
thermore, when a specific position can be defined, the attacker’s assumption is
strong. Fault-injection attacks can be performed through techniques such as row-
hammer attack, laser fault-injection, and electromagnetic fault-injection, etc. Bit
flipping is difficult to induce with electromagnetic fault-injection technology, but
it is possible to perform on powerful fault models with row-hammer attack and
laser fault-injection. Through a low-hammer attack and laser fault-injection, this
paper propose a bit-flip fault-based DFA logic on the PIPO at a reproducible
level.

3 Differential Fault Attack on PIPO

In this section, we propose a DFA logic on the lightweight block cipher PIPO.
The attack process is described based on the PIPO 64/128. The attack can be
performed for the PIPO 64/256 by applying the same method for additional
rounds.
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...

S-Layer

R-Layer

S-Layer

R-Layer

Output (64-bit)

RK11 ⊕ c11

RK12 ⊕ c12

RK13 ⊕ c13

Fault 2

Fault 1

Fig. 3. Fault position of proposed DFA on the PIPO 64/128

3.1 Attacker’s Assumption

The attacker can conduct encryption in the proposed DFA by obtaining a device
with the PIPO operating with a fixed secret key. He or she can induce a fault in
which a random single-bit is flipped at a specific byte position during the cryp-
tographic operation and can monitor pairings of normal and fault ciphertexts.

3.2 Proposed DFA Scheme on PIPO

Since the PIPO 64/128 divides the secret key into two parts and uses it repeat-
edly, recovering two round keys can obtain a secret key completely. Thus, the
proposed DFA recovers RK13 and RK12, with a total of two attacks on the last
round S-Layer input and the penultimate round S-Layer input, as shown Fault
1 and Fault 2 in fig. 3. Each attack consists of four steps as follows:

STEP 1. Calculate the S-Layer I/O difference.

First, during the operation of the PIPO, the attacker is induced to flip a single-bit
of a specific byte. This allows to acquire a pair of normal and fault ciphertexts.
The normal and fault S-Layer output can be calculated using the acquired nor-
mal and fault ciphertext pairs. As a result, the attacker can calculate the S-Layer
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Fig. 4. Relation between S-Layer input difference and output difference

output difference ∆m
(
= m⊕m�

)
as shown in the following equation:

∆m = R−1 (C ⊕ (RK13 ⊕ c13))⊕R−1
(
C� ⊕ (RK13 ⊕ c13)

)

= R−1 (C)⊕R−1 (RK13 ⊕ c13)⊕R−1
(
C�

)
⊕R−1 (RK13 ⊕ c13)

= R−1 (C)⊕R−1
(
C�

)
(5)

When a certain single-bit of the S-Layer input of the PIPO is flipped, due to
bit-sliced structural features, the S-Layer output difference occurs in a column
containing that bit, as shown fig. 4. Thus, the attacker can estimate the S-Layer
input difference(= i) depending on whether a specific column of the S-Layer out-
put difference obtained by Equation 5 is zero or not. When the attacker induced
a random single-bit flip of tth (0 ≤ t ≤ 7) byte and observed the difference in
cth (0 ≤ c ≤ 7) column of the last round S-Layer output difference, the S-Layer
input difference of that byte is 2c and the S-Box input difference is 2t.

STEP 2. Determining S-Layer input candidates.

The S-Box input values can be estimated according to pairs of S-Box input
differences and output differences determined in STEP 1. The S-Box difference
equation can be constructed as follows in terms of acquired values:

Sb
(
xj
col

)
⊕ Sb

(
xj
col ⊕ i

)
=

(
m⊕m�

)j

col
(6)

Through the previous step, the attacker knows the values of i and
(
m⊕m�

)

exactly. Thus, the S-Box difference table can be used to reduce the number of

candidates for S-Box input
(
= xj

col

)
satisfying the Equation 6. To determine the
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only one candidate, multiple difference information is required for the same S-
Box. In other words, faults are required for multiple bits in the same column, i.e.,
the attack on multiple bytes. The attacker can specify the position of the fault-
injected byte, and STEP 1 allows us to find where the bit flip occurs. Thus, he
or she can easily be filtering and collecting fault data that fits the conditions.
Theoretically, using three difference information to reduce a candidate, it is
confirmed as only one candidate with a probability of about 89.1%. And using
four difference information, a high probability of about 98.8% determines only
one xj

col candidate.

STEP 3. Calculate Round Key.

Repeat STEP 1 to 2 to confirm S-Layer input in column units. Perform analysis
on all columns. Determine all input bytes and calculate the last round key as
follows:

RK13 = R (S (x))⊕ C ⊕ c13 (7)

In the attack process, bit flip faults are required for all column positions in the
S-Layer. That is, each of the eight columns must have a fault. And in the previ-
ous step, we confirmed that the faults of three or more byte positions uniquely
determine one column with high probability. As a result, when the attacker per-
forms an attack after filtering the ciphertext, it is possible to confirm RK13 with
a probability of about 89.1% through 24 fault ciphertexts and 98.8% through 32
fault ciphertexts.

STEP 4. Confirm secret key.

For RK12 recovery, the attacker induces faults in penultimate round S-Layer
input, as shown in Fault 2 in fig. 3. The attack process is the same as the re-
covery of RK13, resulting in only overhead for additional intermediate value
calculations and no additional attack logic. Finally, the 128-bit secret key of
PIPO 64/128 is completely restored by adding round constants to RK12 and
RK13 obtained through the previous process and then concatenating them as
follows:

K = (RK13 ⊕ 0xd)||(RK12 ⊕ 0xc) (8)

4 Experiments and Discussion

4.1 Experimental Result

In this section, evaluation results are shown for the proposed DFA logic on
the PIPO 64/128. This experiment is a simulation result and the experimental
environment is shown in Table 2. We induced single-bit flip fault randomly for
each byte of the last- and penultimate round S-Layer input and filtered the
desired form of fault ciphertexts one by one based on STEP 1 of Section 3.

The 24th Annual International Conference on Information Security and CryptologySession 7 - 2

ICISC 2021298



Differential Fault Attack on Lightweight Block Cipher PIPO 9

Table 2. Experimental environment

Item Configuration

CPU Intel(R) Core(TM) i7-8700K CPU @ 3.70GHz
Memory 32.00G

OS Window 10 x64
Development platform Microsoft Visual Studio 2017
Development language C

As a result of the attack, we were able to analyze the correct round key quickly
within a second with 32 fault ciphertexts according to the proposed DFA process.
Fig. 5 shows the number of times to determine only one key out of 1000 attacks
when the number of attack bytes is different. The number of faults ciphertexts
used for each attack is (8×# of attack bytes). The experiments showed similar
results to the theoretical predictions. It showed that when performing attacks on
three to four bytes, the number of times determined by a single key was higher
than 900 times, and a 100% success rate for more bytes.
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Fig. 5. The number of successful attacks according to the number of attack bytes (1000
times, considered successful when only one key is analyzed)

4.2 DFA on Bit-Sliced Block Ciphers

This section discusses the applicability of the proposed DFA logic to other bit-
sliced block ciphers. Bit-sliced block ciphers include ROBIN, FANTOMAS [4],
and RECTANGLE [17] etc. Although the S-Box input size and operational word
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Fig. 6. Last round structure of RECTANGLE, FANTOMAS, and ROBIN

units are different by ciphers. However, when representing intermediate values
as matrices as shown in Fig. 2, bit-wise operations are performed per row, while
S-Box operations are performed in units of columns. So if a single-bit of a specific
byte in the S-Layer input is flipped, a 1-bit difference table for the S-Box can be
built. The last round of each cipher is constructed as shown in Figure 6. At this
case, since ShiftRow and L-Layer are linear operations, secret key information is
not required when calculating the output difference of the substitution layer, and
it can be easily calculated through the inverse diffusion layer of the ciphertext
difference. Therefore, it is possible to find the exact fault bit position by applying
STEP 1 of Section 3 equally to each cipher. And key candidates can be identified
using multiple byte difference information and a difference table. As such, the
proposed attack logic entails employing a 1-bit difference table and navigating
for fault positions depending on the characteristics of the bit-sliced structure.
As a result, it is easy to apply the proposed attack to various bit-sliced block
ciphers.

5 Conclusion

In this paper, we proposed a DFA logic on the lightweight block cipher PIPO for
the first time and demonstrated the validity of the attack through simulation.
With an overwhelming probability, the proposed DFA resulted in the accurate
acquisition of the secret key for the PIPO 64/128 with 32 fault ciphertexts for
each round, a total of 64 fault ciphertexts. When targeting PIPO 64/256, the
proposed attack uses the same logic and performs additional attacks on two
rounds. It just requires additional calculations for the intermediate values at
this time, and no other logic is demanded, making it easier to apply. As a result,
when the PIPO cipher is used in the real world, this paper recommends that the
fault-injection countermeasure is used [6, 13, 15]. Because the suggested attack
has a structure that is suited for attacking bit-sliced structures, we expect it to
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be applied in DFAs on various bit-sliced block ciphers. In the future, we plan to
employ the proposed attack methodology for a variety of bit-sliced block ciphers.
Because the proposed DFA logic is based on a single-bit flip model and must
be able to specify a specific byte position, the attacker’s assumption is rather
strong. Thus, we plan to design an attack logic that alleviates the assumption
of attackers, and verify the attack’s validity to the real device through an actual
electromagnetic fault-injection attack.
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Abstract. As the global IoT market increases, the importance of secu-
rity in the IoT environment is growing. So, studies on lightweight cipher
techniques are actively underway for limited environments. In ICISC
2020, PIPO, a bitslice lightweight cipher that can effectively apply a
countermeasure considering side-channel analysis, was proposed. In this
paper, we propose Deep Learning-based profiled and non-profiled Side-
Channel Analysis for PIPO. In profiled attack, we use an 8-bit model
instead of 1-bit model that considered the bitslice characteristic of S-
Box output. Although an each bit of S-Box output is distributed across
the power trace, the 8-bit model has shown high training performance
with 98% accuracy, and was able to derive right key successfully. In non-
profiled attack, we propose a labeling technique suitable for the bitslice
characteristic and show the excellence of our proposed labeling through
experiments. Also, we expect that these characteristics will apply to other
bitslice block ciphers as well as PIPO.

Keywords: Side-Channel Analysis · Deep Learning · PIPO · Block Ci-
pher.

1 Introduction

Recently, with the development of the Internet of Things (IoT), IoT devices,
such as wearable biometric sensors and smart home devices, have increasingly

⋆ This work was supported by Institute for Information communications Technology
Promotion (IITP) grant funded by the Korea government (MSIT) (No. 2017-0-00520,
Development of SCR-Friendly Symmetric Key Cryptosystem and Its Application
Modes).
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become common in daily life and are widely used worldwide. However, IoT de-
vices have limitations, such as the size of the hardware and power consumption.
To implement encryption in such a limited environment, studies on lightweight
block ciphers are increasing. However, these lightweight block ciphers may be
vulnerable to Side-Channel Analysis.

Side-Channel Analysis (SCA) is an technique that recovers secret information
by using side-channel information(e.g., power consumption, sound, and electro-
magnetic leaks) generated while encryption is performed on the target devices.
In addition, SCA that uses the power consumption can be classified as profiled
SCA and non-profiled SCA.

Profiled SCA creates a profile using a device that is very similar to a target
device and finds secret information by matching the power traces obtained from
the target device with the created profile, e.g., Template Attacks [1]. Non-profiled
SCA derives secret information through statistical analysis of the power traces
obtained when encrypting with the same secret keys and random plaintexts on
the target device, e.g. Correlation Power Analysis (CPA), Differential power
analysis (DPA) [3].

Furthermore, as deep learning techniques advance, studies on deep learning-
based SCA are also increasing. Deep learning-based SCA derives secret infor-
mation by training neural networks such as Multi-Layer Perceptron (MLP) and
Convolution Neural Network (CNN) with intermediate values corresponding to
side-channel information. In the case of profiling SCA, the intermediate values of
the attack traces on target devices are derived using the trained neural network.
In non-profiling SCA, the secret key is determined by the training performance
of the neural network for each guessed key.

In this work, we propose deep learning-based profiled and non-profiled SCA
on bitslice lightweight block cipher PIPO-64/128. In profiled SCA, we show that
the neural network trained well by extracting features of power traces when we
use an ID leakage model as label. Although the 1-bit model of S-Box output is
considered when analyzing bitslice block cipher, we show that features are well
extracted even using our model. In non-profiled SCA, we propose the improved
labeling method on bitslice block cipher. And we demonstrate the excellence of
our proposed labeling by comparing it to existing.

2 Background

2.1 PIPO: Bitslice Lightweight Block Cipher

PIPO (Plug-In Plug-Out) is a bitslice lightweight block cipher with a Substi-
tution Permutation Network (SPN) structure proposed in 2020 [2]. It provides
excellent performance in 8-bit AVR software with a bitsliced implementation.
PIPO supports a 64-bit block size and uses an S-Box with 8-bit input and out-
put. There are two variants of PIPO based on different key sizes (PIPO-64/128,
PIPO-64/256), as shown in Table 1.

Table 2 shows the definition of notations used throughout this paper. For
PIPO-64/128, the master key K is split into two 64-bit subkeys K0 and K1,
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Table 1: Types of PIPO
Master Key size The number of rounds

PIPO-64/128 128-bit 13
PIPO-64/256 256-bit 17

i.e., K = K1||K0. The round keys are then defined as RKr = Krmod 2 where
r = 0, 1, · · · , 13. Similarly, for PIPO-64/256, the master key K is split into four
64-bit subkeys K0, K1, K2, and K3, i.e., K = K3||K2||K1||K0, and the round
keys are RKr = Krmod 4 where r = 0, 1, · · · , 17.

Table 2: Definition of notations
Notation Definition

⊕ XOR(eXclusive OR) operator
� right shift operator
& AND operator
|| bitwise concatenation operator

mmodn the remainder when m is divided by n
K master key

RKr r-th Round Key
Si i-th byte of S-Layer output
si,j j-th bit of Si

Each round consists of non-linear S-Layer, linear R-Layer, and Key Addition.
The structure of PIPO is shown in Figure 1.

Specifically, the non-linear S-Layer applies a bitslice implementation. Block
ciphers in a bitslice structure can process multiple S-Box operations in parallel
without table reference, since S-Box is implemented as a bitwise logical opera-
tion. Therefore, for 8-bit input and output of S-Box both are stored in different
registers and operated in parallel, so as shown in Figure 2, the operation is per-
formed by storing the i-th input bits of each S-Box in the i-th byte (0 ≤ i ≤ 7).

2.2 Supervised Learning using Multi-Layer Perceptron

Multi-Layer Perceptron (MLP) is a feed-forward neural network with multiple
layers, and each layer has multiple perceptrons [4]. It forms a fully connected
structure in which each perceptron of the previous layer and the perceptrons
of the next layer are all connected. As shown in Figure 3, MLP consists of an
input layer, hidden layers, and an output layer. MLP can be learned through a
data set given a large amount of data and corresponding labels (correct answer),
which is called supervised learning [5]. The learning process is the following:
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Fig. 1: PIPO structure

Fig. 2: S-Layer structure
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Calculate the loss value between the label for the training data and the out-
put value of the MLP, and update the weights and bias of the neural network
through a backpropagation algorithm in the direction of reducing the loss value.
In this process, an overfitting problem that cannot predict well new data may
occur, since a neural network model can be trained to fit only the training data.
Therefore, to evaluate the predictive performance of the MLP, we monitor the
overfitting using validation data which is independent of the training data [6].
If overfitting occurred, we then modify the hyper-parameters to improve the
generalization performance of the MLP.

Fig. 3: The structure of MLP

2.3 Deep Learning-based profiled Side-Channel Attack

Profiled SCA is a technique of generating the profile through a profiling de-
vice which is similar the target device, then analyzing the secret information by
matching the side-channel information of the attack target device with the pro-
file of profiling device. In 2013, Martinasek et al. proposed Deep Learning-based
profiled SCA (DL-based profiled SCA) [9]. The analysis process of DL-based
profiled SCA is divided into profiling and attack phases. In the profiling phase,
the neural network is trained by setting the input as the training traces and the
output as the label about the target operation intermediate value. In the attack
phase, the attack trace is input to the trained neural network and the interme-
diate value is restored through the output of the neural network. Martinasek et
al. were set the label through the one-hot encoding of an intermediate value and
performed DL-based profiled SCA for AES [9]. As above, in DL-based profiled
SCA, typically, the one-hot encoding value of the intermediate value is used as
a label.
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2.4 Deep Learning-based non-profiled Attack

Non-profiled SCA is a technique for analyzing secret information using multiple
side-channel information collected during the encrypting for the random plain-
texts with the same secret key. In 2019, Benjamin proposed a Deep Learning-
based non-profiled SCA (DL-based non-profiled SCA) [7]. The analysis process
of DL-based non-profiled SCA is as follows. First, for each guess key, the neural
network is trained by setting the input as the traces and the output as the label
value for the target intermediate value. Then, since the label calculated by the
right key is a value related to the traces, the neural network is well trained.
However, since the label calculated by the wrong key is a value unrelated to
the traces, the neural network is not well trained. We analyze the secret key by
judging the guess key that trained the neural network best as the right key. In
DL-based non-profiled SCA, we also prefer that the intermediate value of wrong
keys have a low correlation with the intermediate value of the right key like the
traditional non-profiled SCA, so it takes generally the output of the non-linear
operation to the intermediate value. Timon was set the LSB or MSB of the S-Box
output as the label and performed DL-based non-profiled SCA for AES [7].

3 DL-based profiled SCA on PIPO

3.1 Attack Scenario

Profiling Phase

The profiling phase is the process of training neural networks using power con-
sumption collected during the encryption of PIPO-64/128. In this paper, a neural
network is constructed using an MLP model. The PIPO S-Layer is implemented
in parallel so that each byte of S-Box output is not all stored in the same register,
but power consumption information is distributed. However, since an MLP has a
fully connected layer structure, it is expected that the features of the correspond-
ing byte can be extracted even if the information is distributed. Therefore, to
recover one byte of the first round key of PIPO-64/128, the power consumption
should be set as the input of the neural network, and the output of the PIPO
S-Layer is set as the label. In order to recover the entire first round key RK0,
we have to repeat this for all bytes.

Attack Phase

The attack phase is the process of finally recovering the key of PIPO-64/128 by
putting the attack trace as an input into the trained neural network. By putting
attack power consumption as input into one neural network obtained from the
training phase, one byte of the output of the PIPO S-Box can be recovered. As
shown in Figure 4, the result of performing an inverse S-Box operation on the
recovered S-Box output and an XOR operation with the plaintext is considered
as the correct key. This process can be done on all bytes to recover the entire
first round key RK0, and the master key K can finally be recovered when both
first and second round keys are found.
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Fig. 4: Attack phase

Performance metric

In order to evaluate whether the attack stage was well performed, the ratio of
the number of correct guess keys among a total of 1,000 attack traces collected
with random plaintexts and random keys is used as a performance metric. For
example, if the attack phase is performed on 1,000 attack traces and 500 keys
are matched, the success rate of the attack is 50%.

3.2 Experimental Result

In this section, we present our experiment results that apply DL-based profiled
SCA for PIPO-64/128.

Experimental Environment

For the experiment, we obtain the power traces from PIPO-64/128 1st round S-
Layer to R-Layer when encrypted 10,000 times with a random key and a random
plaintext in the experimental environment as Table 3. Power traces were divided
into 9,000 profiling dataset and 1,000 attack dataset, and 10% of the profiling
dataset was used as the validation data set for verification in the profiling phase.

We target Si of first round, the output of S-Layer, and use the identity (ID
leakage) model as our power model, so there are 256 classes. Thus, we set the
number of the last node in neural network to 256. Also, label is target value’s
one-hot encoding value.

Table 3: Experimental Environment
Target Board ChipWhisperer-Lite
Target Chip Atmel XMEGA 128 (8-bit processor)

Sampling Rate 29,538 MS/s
Tensorflow version 1.15.0

Keras version 2.3.1
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MLP Architecture

This section describes the our MLP model used in the experiment. It has three
hidden layers with 150, 100 and 50 nodes. also, activation function of the hidden
layer used “ReLU” and the output layer used “Softmax”. The number of nodes
in the input layer is 1,260, which is the number of points in the power traces, and
the number of nodes in the output layer is 256, the number of possible target
values. Each hidden layer and input layer include a batch normalization and a
dropout to prevent overfitting.

Table 4 shows our MLP architecture, and detail of hyperparameters are
shown in Table 5.

Table 4: MLP on DL-based profiled SCA
Layer Node (in, out) Kernel initializer
Input (1260,1260) -
Dense (1260,150) he uniform
ReLU (150,150) -
Dense (150,100) he uniform
ReLU (100,100) -
Dense (100,50) he uniform
ReLU (50,50) -
Dense (50,256) he uniform

Softmax (256,256) -

Table 5: Hyperparameters
Label One-hot encoding (8-bit) of S-Layer output

Optimizer Adam (learning rate = 0.001)
Batch Size 32
Epochs 100

Loss function Categorical cross entropy
Dropout 0.1

Experimental Result

This section presents the experimental results when each byte of RK0 is recov-
ered. Figure 5 shows the training, validation loss(left) and the training, validation
accuracy(right) of first byte of RK0. In Figure 5, The x-axis of the graph repre-
sents the number of epochs, and the y-axis represents the loss or accuracy. Also,
the blue line is result of training and orange line is result of validation.
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Fig. 5: Result of the first byte of RK0

The maximum validation accuracy is 75%, and the correct guess rate when
performing an attack on 1,000 attack data set is 72.8%. Table 6 shows the maxi-
mum validation accuracy and correct guess rate for RK0. We can see that every
byte has more than 60% validation accuracy, and the correct guess rate is similar.
Therefore, RK1 is recovered in the same way, the master key K for PIPO-64/128
can be recovered using RK0, RK1.

Table 6: Results of all bytes of RK0

Byte 0 1 2 3 4 5 6 7
Maximum validation accuracy(%) 75 66 77 75 90 60 79 98

Correct guess rate(%) 72.8 67.4 76.8 71.8 87.1 56.4 78.3 97.1

Due to the bitslice structure characteristics of the PIPO S-Layer, each bit
of the S-Box output is distributed across the power traces. Nevertheless, it can
be seen that the MLP model learns by extracting features by itself, even if the
label is composed using the 8-bit model of the S-Box output value rather than
the 1-bit model. We expect to be applicable to not only PIPO but also other
bitslice block ciphers.

4 DL-based non-profiled SCA on PIPO

4.1 Attack Scenario

Since PIPO-64/128 is also a block cipher using an S-Box, DL-based non-profiled
SCA can be performed by similarly applying Timon’s analysis [7]. The DL-based
non-profiled SCA process is as follows.

– Set the input of the MLP to the power traces and the output to the label
value (MSB or LSB, etc.) of the S-Box 1 byte output about the arbitrary
guess key.
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– After training is performed for all guess keys, the best-trained guess key is
determined as the right key.

The learning metric uses the training loss value. That is, the guess key with the
lowest final loss value is judged as the right key. Timon used the MSB or LSB
value as the label value of DL-based non-profiled SCA for AES [7]. However,
unlike AES, PIPO-64/128 is a bitslice block cipher. Therefore, in this paper, we
propose a new labeling method considering the bitslice structure. Figure 6 shows

Fig. 6: General cipher’s trace vs Bitslice cipher’s trace

the difference in the power trace of the general cipher and the bitslice cipher.
In the general cipher, all bits of the S-Box output are exposed at a single time
point.

Therefore, in DL-based non-profiled SCA for general cipher, single-bit label-
ing or HW labeling in which multiple bits overlap is appropriate. However, in
the traces of the bitslice block cipher, only a single-bit of the S-Box output is
exposed at a single time point. In this case, the power information about each bit
of the S-Layer output is data in an independent time point. Therefore, we pro-
pose binary encoding labeling that each single-bit is encoded as an independent
label in DL-based non-profiled SCA for bitslice block cipher.

Algorithm 1 shows the proposed binary encoded labeling algorithm.

4.2 Experimental Result

In this section, we present our experimental results that apply DL-based non-
profiled SCA for PIPO-64/128. For each labeling method, we derived the min-
imum number of traces required to DL-based non-profiled SCA and compared
the performance of the methods.
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Algorithm 1 Binary encoded labeling algorithm

Input : a 8-bit value x

Output : a binary encoded label y = (x0, x1, x2, x3, x4, x5, x6, x7), xi ∈ {0, 1}

1: for i = 0 to 7 do

2: xi ← (x � i) & 1

3: end for

4: Return y = (x0, x1, x2, x3, x4, x5, x6, x7)

Experimental Environment

We analyzed using the PIPO-64/128 non-profiled analysis open data set[8]. The
library version used in the experiment is 2.6.0 for Tensorflow and 2.6.0 for Keras.

MLP Architecture

This section describes the our MLP model used in the experiment. It has one
hidden layers, with the number of layer nodes is 200. Activation function of the
hidden layer used “ReLU” and the output layer used “Sigmoid”. The number
of nodes in the input layer is 2,200, which is the number of points in the power
traces, and x (the number of nodes in the output layer) is 1 (MSB labeling) or
8 (binary encoding labeling), the number of possible target values. Each binary
encoding value is not independent of the other. For example, when let y1 =
(0, 0, 0, 1), y2 = (0, 0, 1, 1), y3 = (1, 1, 1, 0), y1 is closer with y2 than y3 because
y1, y2 differ only one element but y1, y3 differ all element. Therefore, we did not
apply one-hot encoding about labels in non-profiled SCA and the target of our
MLP model is the regression problem. So we choose mean squared error as the
loss function. Table 7 shows our MLP architecture, and detail of hyperparameters
are shown in Table 8.

In our experiments, since the performance of the MSB labeling was better
than LSB labeling, we focused on comparing MSB labeling with our proposed
labeling method.

Table 7: MLP on DL-based non-profiled SCA
Layer Node (in, out) Kernel initailizer
Input (2200,2200) -
Dense (2200,200) he normal
ReLU (200,200) -
Dense (200,x) he normal
Sigmoid (x,x) -
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Table 8: Hyperparameters
Label Binary encoding (8-bit), MSB of S-Layer output

Optimizer Adam (learning rate = 0.0001)
Batch Size 100
Epochs 1000

Loss function Mean Squared Error

Experimental Result

We defined ”number of traces required for analysis” is the number of traces
when the right key has the lowest loss value. Figure 7 is the learning result of
first byte of RK0 on the binary encoding labeling neural network, and it is the
result of learning with 60, 70, and 80 traces, respectively. The x-axis of the graph
represents the number of epochs and the y-axis represents the loss value. In the
graph, the black line is the wrong keys, the red line is the right key, and the blue
line is some wrong key that has lower loss than the right key. At 60 traces, the
analysis failed because there was some wrong key with a lower final loss than
the right key, but at 70 traces, the analysis succeeded because the final loss of
the right key was the lowest. Additionally, at 80 traces, the final loss of the right
key decreased comparing a result of 70 traces. As such, we repeated the analysis
with a trace of 10 units, and we find a minimum number of traces required
for analysis by each labeling method. Table 9 shows the minimum number of
traces by each binary encoding, and MSB labeling method in the first round key
analysis. As a result, the average minimum number of traces for binary encoding
is 86.75 and that of MSB is 153.75. Consequently, binary encoding labeling has
minimum analysis traces that about 56.4% of MSB labeling.

Table 9: Minimum number of traces required for analysis by each labeling method
in RK0

Label\Byte 0 1 2 3 4 5 6 7 Average
Binary encoding 70 90 90 100 100 100 70 70 86.75

MSB 170 160 190 160 130 140 120 160 153.75

5 Conclusion

In this paper, we propose deep learning-based profiled and non-profiled side-
channel analysis for PIPO-64/128. For DL-based profiled SCA, the PIPO S-
Layer output’s one-hot encoding value is used as a label. As a result, all bytes
of first round key show a validation accuracy greater than 60% and up to 98%.
In addition, the attack phase uses the ratio of the number of correct guess keys
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(a) Result at 60 traces (b) Result at 70 traces

(c) Result at 80 traces

Fig. 7: Result of first byte of RK0 on DL-based non-profiled SCA by binary
encoding labeling

among a total of attack traces to evaluate attack performance. The ratio of
correct guessing on attack dataset is up to 97%, which is similar to the validation
accuracy. Thus, the right key could be recovered with an 8-bit model even though
the S-Layer output was distributed across the power trace by bit slicing. On the
other hand, for DL-based non-profiled SCA, we use binary encoding of PIPO
S-Box output as the label. And the training loss value was used to evaluate the
training performance. We show that when using binary encoding as the label, all
bytes can be recovered with 100 power traces less than when using MSB label.
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We expect that our experimental results can also be applied to (high-order)
analysis on other block ciphers which are either bitslice-based or not. Thus, in
future work, we plan to analyze other block ciphers using the proposed DL-based
profiled SCA and DL-based non-profiled SCA.
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Abstract. This paper presents a keyed hash function satisfying collision
resistance and the pseudorandom-function (PRF) property. It is based
on the Merkle-Damg̊ard hash function. It is shown to satisfy collision
resistance under the ideal assumption that the underlying compression
function is a random oracle. It is also shown to be a secure PRF if
the underlying compression function is a secure PRF against related-key
attacks in two keying strategies. The novel feature of the proposed keyed
hash function is its efficiency. It achieves the minimum number of calls
to the underlying compression function for any message input. Namely,
constructed with the compression function accepting a w-bit message
block, it processes any l(≥ 0)-bit massage with max{1, �l/w�} calls to
the compression function. Thus, it is more efficient than the standardized
keyed hash function HMAC, which also satisfies both collision resistance
and the PRF property, especially for short messages. The proposed keyed
hash function, as well as HMAC, can be instantiated with the SHA-256
compression function.

Keywords: Hash function · Collision resistance · Pseudorandom func-
tion · Related-key attack · Provable security

1 Introduction

Background. Cryptographic hash functions are an important primitive in cryp-
tography and are used for various applications such as message digest, message
authentication, and pseudorandom generation. Among them, some interesting
cryptographic schemes were recently constructed with a keyed hash function
satisfying both collision resistance and the pseudorandom-function property si-
multaneously: compactly committing authenticated encryption with associated
data (ccAEAD) [10,16] and hash-based post-quantum EPID signatures [8]. We
call such a keyed hash function a collision-resistant and pseudorandom hash
function.

It is also well known that a collision-resistant and pseudorandom hash func-
tionH directly instantiates computationally hiding and computationally binding
string commitment. In the commit phase, for a message M , a sender chooses a
key K uniformly at random, computes σ ← HK(M), and sends σ to a receiver.
In the open phase, the sender reveals M and K to the receiver. This scheme is
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computationally hiding since H is a pseudorandom function (PRF). It is com-
putationally binding since H is collision-resistant: It is intractable to find a pair
(M,K) and (M ′,K ′) such that (M,K) �= (M ′,K ′) and HK(M) = HK′(M ′).

HMAC [4] is a collision-resistant and pseudorandom hash function, which
is specified by NIST in FIPS PUB 198-1 [13] and by ISO in ISO/IEC 9797-
2:2021 [20]. A drawback of HMAC is that it is not so efficient for short messages
since it calls its underlying hash function twice.

Our Contribution. We present a new collision-resistant and pseudorandom hash
function. It is a kind of Merkle-Damg̊ard hash function HF : {0, 1}n/2×{0, 1}∗ →
{0, 1}n using a compression function F : {0, 1}n × {0, 1}w → {0, 1}n, which is
depicted in Fig. 1. HF is regarded as a keyed function with its key space {0, 1}n/2.
It is based on MDP [18] and is very similar to Keyed-MDP (MDP keyed via IV).
Thus, we call it KMDP+.

HF achieves the minimum number of calls to its compression function F
under the assumption that a message input is fed only into the message-block
input ({0, 1}w) of its compression function. Namely, a message M ∈ {0, 1}∗ is
processed with �|M |/w� calls to the compression function if |M | > 0, where |M |
is the length of M . If |M | = 0, then M is processed with a single call to the
compression function.

HF is shown to be collision-resistant if F is a random oracle, that is, F is
chosen uniformly at random: Any adversary needs Ω(2n/2) queries to F to find a
colliding pair of inputs of HF . HF is shown to be a secure PRF if the compression
function F used as a keyed function with its key space {0, 1}n is a secure PRF
against related-key attacks [6] in two keying strategies. The proof uses the hybrid
argument [15].

The construction is simple, and the techniques used for the security analyses
are conservative. Nevertheless, as far as we know, KMDP+ is the first keyed hash
function satisfying collision resistance and the PRF property and achieving the
minimum number of calls to its compression function for any message input. In
addition, the SHA-256 compression function seems suitable for the instantiation
of KMDP+.

Related Work. An iterated hash function consisting of a compression function
is called a Merkle-Damg̊ard hash function [9,24]. Pseudorandom functions were
first introduced by Goldreich, Goldwasser, and Micali [14].

Instantiated with a Merkle-Damg̊ard hash function, HMAC is shown to be
a secure PRF if its underlying compression function is a secure PRF in two
keying strategies, keyed via the chaining value and keyed via the message [2].
AMAC [3] is also a hash-based PRF that calls its underlying hash function
once. From its construction, it is easy to see that AMAC also satisfies collision
resistance. However, due to its output transform such as truncation, SHA-256
does not seem suitable for the instantiation of AMAC with a sufficient level of
collision resistance.

Bellare and Ristenpart [7] introduced the notion of multi-property preser-
vation and presented the domain extension EMD shown to produce a hash

2
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function satisfying collision resistance, PRF property, and pseudorandom-oracle
property (indifferentiability) from a compression function satisfying the corre-
sponding property. Their construction assumes padding with Merkle-Damg̊ard-
strengthening and is not so efficient as our construction.

The domain extension MDP was presented by Hirose, Park, and Yun [18]. It is
implicit in [18] that Keyed-MDP is also a collision-resistant and pseudorandom
hash function. In terms of efficiency, though Keyed-MDP is very competitive
with KMDP+, the latter is still better than the former that assumes padding
with Merkle-Damg̊ard-strengthening.

A PRF based on a Merkle-Damg̊ard hash function and achieving the mini-
mum number of calls to its compression function was presented by Hirose and
Yabumoto [19]. A Merkle-Damg̊ard hash function achieving the minimum num-
ber of calls to its compression function was proposed and shown to satisfy indif-
ferentiability [17]. We unify these two constructions and obtain KMDP+.

The Merkle-Damg̊ard hash function keyed via the initial value with prefix-
free padding for message input is shown to be a secure PRF if the underlying
compression function is a secure PRF [5]. Our proof on PRF is based on this
proof.

Quite recently, Andreeva et al. [1] and Dodis et al. [11] presented similar
domain extension schemes which outperform the Merkle-Damg̊ard domain ex-
tension in terms of the number of calls to the underlying compression function.
However, their domain extension schemes are not effective in processing a short
message consisting of a few message blocks.

CMAC [25] is a CBC-MAC function designed by Iwata and Kurosawa [21,22],
which achieves the minimum number of calls to its underlying block cipher. It
is not designed to satisfy collision resistance.

A distinguishing attack on the SHA-256/512 compression functions keyed via
the chaining value was presented by Kuwakado and Hirose [23].

Organization. Section 2 gives notations and definitions. Section 3 describes the
proposed keyed hash function. Section 4 shows the collision resistance of the
proposed keyed hash function under the assumption that the underlying com-
pression function is a random oracle. Section 5 shows that the proposed keyed
hash function is a secure PRF if the underlying compression function is a secure
PRF against related-key attacks in two keying strategies. Section 6 discusses the
instantiation with the SHA-256 compression function and its efficiency. Section 7
gives a concluding remark.

2 Preliminaries

2.1 Notations

Let Σ := {0, 1}. Let (Σn)∗ :=
⋃∞

i=0 Σ
ni and (Σn)+ :=

⋃∞
i=1 Σ

ni. Let ε ∈ Σ0 be
an empty sequence.

3
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For a binary sequence u ∈ Σ∗, let |u| be the length of u. For binary sequences
zi, zi+1, . . . , zi+j ∈ Σ∗, let zi‖zi+1‖ · · · ‖zi+j be their concatenation, which is also
denoted by z[i,i+j] for simplicity.

Let s � S denote that s is assigned an element chosen uniformly at random
from set S.

For integers a, b, and d, a ≡ b (mod d) is denoted as a ≡d b.

A random function ρ : D → R is called a random oracle if, for any x ∈ D,
ρ(x) is assigned an element chosen uniformly at random from R.

2.2 Collision Resistance

Let HF : X → Y be a hash function using a compression function F . The
collision resistance of a hash function is often discussed under the assumption
that its compression function is a random oracle.

Let A be an adversary trying to find a collision for HF , that is, a pair of
distinct inputs mapped to the same output. The col-advantage of A against HF

is defined as

AdvcolHF (A) := Pr[(X,X ′) ← AF : HF (X) = HF (X ′) ∧X �= X ′] .

It is assumed that A makes all the queries necessary to compute HF (X) and
HF (X ′). Let AdvcolHF (q) be the maximum col-advantage over all adversaries mak-
ing at most q queries.

2.3 Pseudorandom Function

Let f : K×X → Y be a keyed function with its key space K and fK(·) := f(K, ·).
Let A be an adversary against f . The goal of A is to distinguish between fK
and a random oracle ρ : X → Y, where K � K. A is given either fK or ρ as an
oracle and makes adaptive queries in X . A outputs 0 or 1. The prf-advantage of
A against f is defined as

Advprff (A) :=
∣∣Pr [AfK = 1

]
− Pr [Aρ = 1]

∣∣ ,

where A is regarded as a random variable that takes values in {0, 1}. f is called
a secure pseudorandom function (PRF) if no efficient adversary A has any sig-
nificant prf-advantage against f .

The prf-advantage can be extended to adversaries with multiple oracles. The
prf-advantage of adversary A with access to p oracles is defined as

Advp-prff (A) :=
∣∣Pr[AfK1

,fK2
,...,fKp = 1]− Pr[Aρ1,ρ2,...,ρp = 1]

∣∣ ,

where (K1, . . . ,Kp) � Kp and ρ1, . . . , ρp are independent random oracles.

4
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2.4 PRF under Related-Key Attack

Let A be an adversary against f : K×X → Y. Let Φ be a set of functions from K
to K. A makes a Φ-related-key attack (Φ-RKA) [6]: A is given g[K] : Φ×X → Y
such that g[K](ϕ,X) := g(ϕ(K), X) as an oracle, where g is either f or a random
oracle ρ : K × X → Y and K � K. A makes adaptive queries to the oracle and
outputs 0 or 1. The prf-rka-advantage of A making a Φ-RKA on f is given by

Advprf-rkaf,Φ (A) :=
∣∣Pr[Af [K] = 1]− Pr[Aρ[K] = 1]

∣∣ .

f is called a secure PRF under Φ-RKAs if no efficient adversary A has any
significant prf-rka-advantage.

The prf-rka-advantage of A with access to p oracles is defined as

Advp-prf-rkaf,Φ (A) :=
∣∣Pr[Af [K1],...,f [Kp] = 1]− Pr[Aρ1[K1],...,ρp[Kp] = 1]

∣∣ ,

where (K1, . . . ,Kp) � Kp and ρ1, . . . , ρp are independent random oracles.

Lemma 1 ([19]). For any adversary A against f taking at most t time and
making at most q queries in total, there exists an adversary A′ such that

Advp -prf-rka
f,Φ (A) ≤ p ·Advprf-rkaf,Φ (A′) .

A′ takes at most about t+ q · τf time and makes at most q queries, where τf is
time required to compute f .

3 Proposed Hash Function

Let n > 1 be an even integer and w > 1 be an integer. The proposed hash
function KMDP+ uses a compression function F : Σn ×Σw → Σn. It also uses
the following padding function:

pad(M) :=

{
M if |M | > 0 and |M | ≡w 0

M‖10d otherwise ,

where d is the smallest non-negative integer satisfying |pad(M)| ≡w 0. Notice
that pad(ε) = 10w−1.

KMDP+ is the hash function HF : Σn/2 × Σ∗ → Σn, which is described
in Algorithm 1. It is also depicted in Figures 1 and 2. To specify HF , three
fixed constants IV, c0, c1 ∈ Σn/2 are used. c0 and c1 are assumed to satisfy the
following conditions: c0 �= 0n/2; c1 �= 0n/2; c0 ⊕ c1 �= 0n/2.

For the PRF property, HF is regarded as a keyed function with its key space
Σn/2.

For HF , the number of calls to its compression function F required to process
an input message M is 1 if M is the empty sequence and �|M |/w� otherwise.
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Algorithm 1: The proposed hash function HF : Σn/2 ×Σ∗ → Σn

input : (K,M)
output: HF (K,M)
M1‖M2‖ · · · ‖Mm ← pad(M); /* |Mi| = w for 1 ≤ i ≤ m */

V0 ← K‖IV ;
for i = 1 to m− 1 do Vi ← F (Vi−1,Mi);

if |M | > 0 ∧ |M | ≡w 0 then Vm ← F (Vm−1 ⊕ (0n/2‖c0),Mm);

else Vm ← F (Vm−1 ⊕ (0n/2‖c1),Mm);
return Vm;

IV

Mm−1 MmM1

K F F F

c0

(a) If |M | > 0 and |M | ≡w 0

IV

Mm−1 Mm‖10···0M1

K F F F

c1

*

(b) If |M | = 0 or |M | �≡w 0. The last block M∗
m is incomplete: 1 ≤ |M∗

m| < w.

Fig. 1: The proposed hash function. A message input M is divided into blocks
of length w.

4 Collision Resistance

The collision resistance of HF is discussed under the assumption that F is a
random oracle. A pair of inputs (K,M) and (K ′,M ′) for HF are colliding if
(K,M) �= (K ′,M ′) and HF (K,M) = HF (K ′,M ′). The following theorem im-
plies that any adversary needs Ω(2n/2) queries to find a colliding pair of inputs
for HF .

Theorem 1. For collision resistance of HF ,

AdvcolHF (q) ≤ q/2n/2−1 + q(q − 1)/2n .

Proof. Suppose that a colliding pair, M and M ′, are found for HF . Namely,
HF (M) = HF (M ′) and M �= M ′. It is assumed that |M | ≤ |M ′| without loss of
generality. Let pad(M) = M1‖M2‖ · · · ‖Mm and pad(M ′) = M ′

1‖M ′
2‖ · · · ‖M ′

m′ .

(i) Suppose that m = m′ = 1.

6
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M

K F
IV

c0

(a) If |M | = w

M‖10···0

FK
IV

c1

(b) If 0 ≤ |M | < w

Fig. 2: The proposed hash function for at most a single-block message

If |M | < w and |M ′| < w, or |M | = |M ′| = w, then a colliding pair are found
for F since pad(M) �= pad(M ′).

If |M | < w and |M ′| = w, then a colliding pair are also found for F since
c0 �= c1.

(ii) Suppose that m = 1 and m′ ≥ 2.
If |M | < w and |M ′| ≡w 0, then a colliding pair are found for F or an input

for F such that the least significant n/2 bits of the corresponding output equals
IV ⊕ c0 ⊕ c1.

If |M | < w and |M ′| �≡w 0, then a colliding pair are found for F or an input
for F such that the least significant n/2 bits of the corresponding output equals
IV .

If |M | = w and |M ′| ≡w 0, then a colliding pair are found for F or an input
for F such that the least significant n/2 bits of the corresponding output equals
IV .

If |M | = w and |M ′| �≡w 0, then a colliding pair are found for F or an input
for F such that the least significant n/2 bits of the corresponding output equals
IV ⊕ c0 ⊕ c1.

(iii) Suppose that m ≥ 2 and m′ ≥ 2.
If |M | ≡w 0 and |M ′| �≡w 0, or |M | �≡w 0 and |M ′| ≡w 0, then a colliding

pair are found for F or F wrt c0⊕ c1. A pair of inputs (Vi−1,Mi) and (V ′
i−1,M

′
i)

are called colliding wrt c0 ⊕ c1 if F (Vi−1,Mi) = F (V ′
i−1,M

′
i)⊕ c0 ⊕ c1.

Suppose that |M | ≡w 0 and |M ′| ≡w 0. If m = m′, then a colliding pair are
found for F . If m < m′, then a colliding pair are found for F or an input for F
such that the least significant n/2 bits of the corresponding output equals IV .

Suppose that |M | �≡w 0 and |M ′| �≡w 0. If m = m′, then a colliding pair are
found for F . If m < m′, then a colliding pair are found for F or an input for F
such that the least significant n/2 bits of the corresponding output equals IV .

Thus, a colliding pair for HF implies

1. a colliding pair,
2. a colliding pair wrt c0 ⊕ c1, or
3. an input mapped to an output whose least significant n/2 bits equals IV or

IV ⊕ c0 ⊕ c1

for F . The probability that the j-th query induces 1 or 2 above for F is at most
2(j−1)/2n. The probability that the j-th query induces 3 above for F is at most
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1/2n/2−1. Since an adversary makes at most q queries,

q∑
i=1

(2(i− 1)/2n + 1/2n/2−1) ≤ q/2n/2−1 + q(q − 1)/2n .

��

5 Pseudorandom-Function Property

We treat the compression function F : Σn × Σw → Σn as a keyed function
with its key space Σn in two keying strategies. In one strategy, a secret key is
simply chosen uniformly at random from Σn. In the other strategy, it is chosen
uniformly at random from Σn/2 × {IV }(⊂ Σn). To make the distinction clear,
we denote the keyed compression function F in the latter keying strategy by F̃ .

For both F and F̃ , we consider {id, xc0 , xc1}-related-key attacks, where id is
the identity permutation over Σn, and, for b ∈ {0, 1}, xcb is a permutation over
Σn such that x �→ x⊕ (0n/2‖cb).

The following theorem implies that HF is a secure PRF if both F and F̃ are
secure PRFs under {id, xc0 , xc1}-related-key attacks.

Theorem 2. For any adversary A taking at most t time and making at most q
queries each of which has at most � blocks after padding, there exist adversaries
A1 and A2 such that

Advprf
HF (A) ≤ Advprf-rka

F̃ ,{id,xc0 ,xc1}
(A1) + (�− 1)qAdvprf-rkaF,{id,xc0 ,xc1}

(A2) .

Both A1 and A2 take at most about t+O(�qτF ) time and make at most q queries,
where τF is time required to compute F .

Proof. Let Ic : Σn × (Σw)+ → Σn be a keyed function specified in Algorithm 2.
For an integer k ≥ 0 and functions µ : (Σw)∗ → Σn and µ̄ : Σ∗ → Σn, let
Hy[k]µ,µ̄ : Σ∗ → Σn be a function specified as follows: For M ∈ Σ∗ such that
pad(M) = M1‖ · · · ‖Mm,

Hy[k]µ,µ̄(M) :=




µ̄(M) if m ≤ k,

Ic0(µ(M[1,k]),M[k+1,m]) if m > k ∧ (|M | > 0 ∧ |M | ≡w 0),

Ic1(µ(M[1,k]),M[k+1,m]) if m > k ∧ (|M | = 0 ∨ |M | �≡w 0).

Notice that M[1,0] = ε.

Suppose that µ̄ is a random oracle and µ is a random oracle with a restriction
that µ(ε) is chosen uniformly at random from Σn/2 × {IV }. Then,

Hy[0]µ,µ̄(M) :=

{
Ic0(µ(ε),M[1,m]) if |M | > 0 ∧ |M | ≡w 0,

Ic1(µ(ε),M[1,m]) if |M | = 0 ∨ |M | �≡w 0,
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which is equivalent to HF . Hy[�]µ,µ̄ works as a random oracle for any M ∈ Σ∗

such that pad(M) consists of at most � blocks. Since every query made by A is
assumed to consist of at most � blocks after padding,

Advprf
HF (A) =

∣∣Pr[AHy[0]µ,µ̄

= 1]− Pr[AHy[�]µ,µ̄

= 1]
∣∣

≤
∣∣Pr[AHy[0]µ,µ̄

= 1]− Pr[AHy[1]µ,µ̄

= 1]
∣∣

+
�−1∑
k=1

∣∣Pr[AHy[k]µ,µ̄

= 1]− Pr[AHy[k+1]µ,µ̄

= 1]
∣∣ . (1)

For the first term of the upper bound in Inequality (1), let D0 be a prf-rka-
adversary against F̃ . D0 runs A and simulates the oracle of A using its oracle.
D0 outputs the output of A. Let G̃[K̃] be the oracle of D0, which are either
F̃ [K̃] or ρ̃[K̃], where K̃ � Σn/2 × {IV } and ρ̃ : Σn × Σw → Σn is a random
oracle. For the j-th query M made by A such that pad(M) = M1‖ · · · ‖Mm, D0

acts as follows:

– If m = 1, then D0 returns to A
{
G̃K̃⊕(0n/2‖c0)(M1) if |M | > 0 ∧ |M | ≡w 0,

G̃K̃⊕(0n/2‖c1)(M1) if |M | = 0 ∨ |M | �≡w 0.

D0 gets G̃K̃⊕(0n/2‖cb)(M1) by asking (xcb ,M1) to its oracle for b ∈ Σ.
– If m ≥ 2, then D0 returns to A

{
Ic0(G̃K̃(M1),M[2,m]) if |M | > 0 ∧ |M | ≡w 0,

Ic1(G̃K̃(M1),M[2,m]) if |M | = 0 ∨ |M | �≡w 0.

D0 gets G̃K̃(M1) by asking (id,M1) to its oracle.

D0 implements Hy[0]µ,µ̄ as the oracle of A if its oracle is F̃ [K̃]. It implements
Hy[1]µ,µ̄ if its oracle is ρ̃[K̃] since ρ̃K̃ , ρ̃K̃⊕(0n/2‖c0), and ρ̃K̃⊕(0n/2‖c1) are inde-
pendent. Thus,

∣∣Pr[AHy[0]µ,µ̄

= 1]− Pr[AHy[1]µ,µ̄

= 1]
∣∣ = ∣∣Pr[DF̃ [K̃]

0 = 1]− Pr[D
ρ̃[K̃]
0 = 1]

∣∣
= Advprf-rka

F̃ ,{id,xc0 ,xc1}
(D0) . (2)

D0 takes at most about t+O(�qτF ) time and makes at most q queries.
For the second term of the upper bound in Inequality (1), let Dk be a prf-

rka-adversary against F for k ∈ [1, � − 1]. Dk runs A and simulates the oracle
of A using its oracle. Dk outputs the output of A. Let G1[K1], . . . , Gq[Kq] be
the oracle of Dk, which are either F [K1], . . . , F [Kq] or ρ1[K1], . . . , ρq[Kq], where
Ki � Σn and ρi : Σ

n ×Σw → Σn is a random oracle for 1 ≤ i ≤ q. Notice that
A makes at most q queries. For the j-th query M made by A, let pad(M) =
M1‖ · · · ‖Mm. Suppose that m ≤ k. Then, Dk simulates µ̄ and returns µ̄(M) to
A. Suppose that m > k. Let J be a set of integers such that

J = {j′ |The j′(< j)-th query M ′ of A satisfies m′ > k and M ′
[1,k] = M[1,k]} ,
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where pad(M ′) = M ′
1‖ · · · ‖M ′

m′ . Let j∗ ← j if J = ∅ and j∗ ← minJ otherwise.
For the j-th query M of A, Dk acts as follows:

– If m = k + 1, then Dk returns to A
{
Gj∗(Kj∗ ⊕ (0n/2‖c0),Mk+1) if |M | > 0 ∧ |M | ≡w 0,

Gj∗(Kj∗ ⊕ (0n/2‖c1),Mk+1) if |M | = 0 ∨ |M | �≡w 0.

Dk gets Gj∗(Kj∗ ⊕ (0n/2‖cb),Mk+1) by asking (xcb ,Mk+1) to Gj∗ [Kj∗ ] for
b ∈ Σ.

– If m ≥ k + 2, then
{
Ic0(Gj∗(Kj∗ ,Mk+1),M[k+2,m]) if |M | > 0 ∧ |M | ≡w 0,

Ic1(Gj∗(Kj∗ ,Mk+1),M[k+2,m]) if |M | = 0 ∨ |M | �≡w 0.

Dk gets Gj∗(Kj∗ ,Mk+1) by asking (id,Mk+1) to Gj∗ [Kj∗ ].

In the process above, for the j-th query M , if M[1,k] is new, that is, J = ∅,
then Dk uses the new oracle Gj [Kj ] to compute the answer to the query. Dk

implements Hy[k]µ,µ̄ as the oracle of A if its oracles are F [K1], . . . , F [Kq] since
new Kj , which is chosen uniformly at random, is assigned to new M[1,k]. Dk

implements Hy[k + 1]µ,µ̄ if its oracles are ρ1[K1], . . . , ρq[Kq] since new ρj [Kj ] is
assigned to new M[1,k] and ρj(Kj , ·), ρj(Kj ⊕ (0n/2‖c0), ·), ρj(Kj ⊕ (0n/2‖c1), ·)
are independent. Thus,

∣∣Pr[AHy[k]µ,µ̄

= 1]− Pr[AHy[k+1]µ,µ̄

= 1]
∣∣ = Advq-prf-rkaF,{id,xc0 ,xc1}

(Dk) . (3)

Dk takes at most about t+O(�qτF ) time and makes at most q queries.
From Inequality (1), Equalities (2) and (3), and Lemma 1, there exist adver-

saries A1 and A2 such that

Advprf
HF (A) ≤ Advprf-rka

F̃ ,{id,xc0 ,xc1}
(A1) + (�− 1)q ·Advprf-rkaF,{id,xc0 ,xc1}

(A2) .

Both A1 and A2 take at most about t + O(�qτF ) time and make at most q
queries. ��

Algorithm 2: Ic : Σn × (Σw)+ → Σn

input : (U,X1‖X2‖ · · · ‖Xx)
output: Ic(U,X1‖X2‖ · · · ‖Xx)
V0 ← U ;
for i = 1 to x− 1 do Vi ← F (Vi−1, Xi); /* |Xi| = w for 1 ≤ i ≤ x */

Vx ← F (Vx−1 ⊕ (0n/2‖c), Xx);
return Vx;
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Remark 1. Even if F̃ is a secure PRF, F is not necessarily a secure PRF. For
example, suppose that F (K0‖K1, X) = 0n for any K0 and X if K1 �= IV , where
|K0| = |K1| = n/2. Then, F cannot be a secure PRF, while F̃ can be a secure
PRF.

Even if F is a secure PRF, F̃ is not necessarily a secure PRF. For example,
suppose that F (K0‖K1, X) = 0n for any K0 and X if K1 = IV . Then, F̃ cannot
be a secure PRF, while F can be a secure PRF.

Remark 2. The actual key length of F̃ is (n/2)-bits. F̃ may be viewed as a
tweakable keyed function with its key space Σn/2 and its tweak space Σn/2. A
proof applying a hybrid argument under the sole assumption that F̃ is a secure
tweakable PRF would give an upper bound containing �q ·Advprf-rka

F̃ ,{id,xc0 ,xc1}
(A1).

It guarantees only (n/4)-bit security due to the simple guessing-key attack on
F̃ .

6 Discussion

6.1 Instantiation

KMDP+ can be instantiated with the SHA-256 compression function together
with, for example, the following constants:

IV = 510e527f 9b05688c 1f83d9ab 5be0cd19 ,

c0 = 36363636 36363636 36363636 36363636 ,

c1 = 5c5c5c5c 5c5c5c5c 5c5c5c5c 5c5c5c5c .

IV is the second half of the initial hash value of the SHA-256 hash function [12].
c0 and c1 are taken from the constants ipad and opad of HMAC (Fig. 3) [13],
respectively. For such c0 and c1,

c0 ⊕ c1 = 6a6a6a6a 6a6a6a6a 6a6a6a6a 6a6a6a6a .

K

M
ipad

‖

opad

‖

H

H

Fig. 3: HMAC using a hash function H. Both ipad and opad are fixed constants.
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6.2 Efficiency

The SHA-256 compression function accepts a 512-bit message block. Thus, for
KMDP+ instantiated with the SHA-256 compression function, the number of
calls to the compression function required to process an input message M is 1 if
M is the empty sequence and �|M |/512� otherwise.

For HMAC [13], the amount of computation required to process an input
message depends on the amount of computation required by its hash function.
Here, we assume HMAC using SHA-256 [12]. The padding scheme of SHA-256
appends 10∗‖|M |64 to an input message M , where |M |64 is the 64-bit binary
representation of |M |. Thus, the number of calls to its compression function
required to process M is �(M − 447)/512�+ 4.

Ic(K,mdspad(M)) is an implementation of Keyed-MDP [18], where mdspad
is padding with Merkle-Damg̊ard strengthening. If Ic(K,mdspad(M)) is instanti-
ated with the SHA-256 compression function and mdspad is the padding scheme
of SHA-256, then the number of calls to the compression function is �(M −
447)/512�+ 1. Thus, Keyed-MDP is very competitive with KMDP+:

�(M − 447)/512�+ 1 =

{
max{1, �|M |/512�} if 0 ≤ |M | mod 512 ≤ 447,

�|M |/512�+ 1 otherwise.

7 Concluding Remark

We have proposed a collision-resistant and pseudorandom hash function based
on Merkle-Damg̊ard hashing. It achieves the minimum number of calls to its
underlying compression function for any input. It can be instantiated with the
SHA-256 compression function. Future work is to explore the PRF property of
the SHA-256 compression function keyed via the chaining value against related-
key attacks assumed for KMDP+.
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Abstract. Message franking is introduced by Facebook in end-to-end
encrypted messaging services. It allows to produce verifiable reports of
malicious messages by including cryptographic proofs generated by Face-
book. Recently, Grubbs et al. (CRYPTO’17) proceeded with the formal
study of message franking and introduced committing authenticated en-
cryption with associated data (CAEAD) as a core primitive for obtaining
message franking.
In this work, we aim to enhance the security of message franking and
propose forward security for message franking. It guarantees the security
associated with the past keys even if the current keys are exposed. Firstly,
we propose the notion of key-evolving message franking including addi-
tional key update algorithms. Then, we formalize forward security for five
security requirements: confidentiality, ciphertext integrity, unforgeability,
receiver binding, and sender binding. Finally, we show a construction of
forward secure message franking based on CAEAD, forward secure pseu-
dorandom generator, and forward secure message authentication code.

Keywords: message franking · forward security · abusive verifiable re-
ports

1 Introduction

1.1 Background

Message Franking. Billions of people use messaging services such as What-
sApp [22], Signal [19], and Facebook Messenger [11]. In these services, the secu-
rity goal is end-to-end security: the third party including the service providers
cannot compromise the security of messages. Keeping the messages secret from
the service providers has recently led to the following problem: when the receiver
receives malicious messages such as spam, phishing links, and so on, he/she at-
tempts to report them to the service providers so that they could take measures
against the sender. However, the service providers are not able to judge the
reported messages were actually sent by the particular sender.

To tackle this problem, Facebook introduced the notion of message frank-
ing [12]. In message franking, the sender generates a commitment to a message,

The 24th Annual International Conference on Information Security and CryptologySession 8 - 2

ICISC 2021 331



2 H. Yamamuro et al.

called a franking tag, along with a ciphertext generated using a secret key (which
is shared with the receiver) and sends them to Facebook. Next, Facebook gen-
erates a cryptographic proof, called a reporting tag, from the franking tag using
a tagging key (which is held by Facebook) and gives the ciphertext, the frank-
ing tag, and the reporting tag to the receiver. Then, the receiver decrypts the
ciphertext using the secret key, gets the message and an opening of the franking
tag, and verifies the validity of the franking tag. If the receiver wants to report a
malicious message, he/she sends the reporting tag and the opening to Facebook
in addition to the message. It enables Facebook to verify the specific sender
actually sent the reported messages by validating the reporting tag using the
tagging key.

Grubbs, Lu, and Ristenpart [13] initiated the formal study of message frank-
ing. They introduced committing authenticated encryption with associated data
(CAEAD) as a core primitive for message franking. CAEAD is authenticated en-
cryption with associated data (AEAD) that uses a small part of the ciphertext
as a commitment to the message.

Forward Security. In general, most of cryptographic primitives are designed to
be secure as long as their secret keys are not compromised. Thus, the exposure
of secret keys is the greatest threat for many cryptographic schemes. Especially,
if secret keys are compromised, the security of schemes is at risk not only after
compromising but also in the past.

Forward security [9, 14] is one of the major solutions to address the exposure
of secret keys, which ensures that compromise of the secret keys in the present
does not influence the security of ciphertexts and tags generated in the past.
Roughly, considering forward security, the lifetime of the system is divided into
n time periods and secret keys are updated in each period so that any past secret
keys cannot be calculated from the current secret keys. To date, forward security
was defined in a digital signature scheme [3], a symmetric encryption scheme [4],
and an asymmetric encryption scheme [5]. Recently, the definition of forward
security has also been considered for practical cryptographic primitives, such as
a non-interactive key exchange scheme [20], a 0-RTT key exchange protocol [8,
15], a 0-RTT session resumption protocol [2], and Signal protocol [1, 7].

In a message franking scheme, the exposure of secret keys causes malicious
adversaries to decrypt and tamper with the past ciphertexts and forge the past
reporting tags. Moreover, it also enables them to falsely report messages that
were actually not sent and generate messages that fail verification. To avoid
these problems, the challenge of achieving forward security in a message franking
scheme is important.

1.2 Our Contribution

In this paper, we initiate the study on forward security for message franking. For
capturing forward security, we firstly formalize key-evolving message franking,
which includes two key update algorithms for a secret key and a tagging key,
respectively.
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Roughly, forward security in message franking guarantees the security of the
ciphertexts and reporting tags generated with the past keys, even if the current
keys are exposed. More precisely, we define forward security on key-evolving
message franking for five security requirements: confidentiality, ciphertext in-
tegrity, unforgeability, receiver binding, and sender binding. Confidentiality and
ciphertext integrity are the security notions for ciphertexts, while unforgeabil-
ity, receiver binding, and sender binding are the security notions for report-
ing tags. Confidentiality guarantees that the information about the messages
is not leaked from the ciphertexts and ciphertext integrity guarantees that the
ciphertexts cannot be tampered with. Similar to the previous work on message
franking [13], we adapt multiple-opening (MO) security for confidentiality and
ciphertext integrity. MO security allows to securely encrypt multiple different
messages under the same secret key. Unforgeability guarantees that reporting
tags are not forged, receiver binding guarantees that the receiver is not able to
report messages that were not actually sent, and sender binding guarantees that
the sender is not able to send malicious messages that cannot be reported. See
Section 3.1 for the details.

We show a construction of a key-evolving message franking scheme combining
a CAEAD scheme with a forward secure pseudorandom generator (PRG) and
a forward secure message authentication code (MAC) scheme. In a nutshell, we
use a CAEAD scheme to generate ciphertexts and franking tags and decrypt
them with a secret key updated by a forward secure PRG. Moreover, we use
a forward secure MAC scheme to generate and verify reporting tags with an
updated tagging key. See Section 4.2 for the details.

1.3 Related Work

As mentioned above, Grubbs et al. [13] introduced CAEAD as a core primitive
for message franking. They provided two constructions of a CAEAD scheme:
Commit-then-Encrypt (CtE) that combines a commitment scheme with an au-
thenticated encryption with associated data (AEAD) scheme and Committing
Encrypt-and-PRF (CEP) that uses a nonce-based PRG, a pseudorandom func-
tion (PRF), and a collision resistant PRF.

Dodis, Grubbs, Ristenpart, and Woodage [10] showed the attack against
message franking for attachments. They also introduced encryptment, which is
simplified CAEAD for design and analyse and provided an encryptment scheme
using a hash function. Hirose [16] provided an encryptment scheme using a tweak-
able block cipher (TBC).

Leontiadis and Vaudenay [18] proposed a new security definition, called
multiple-opening indistinguishability with partical opening (MO-IND-PO), which
ensures confidentiality of unreported parts of the messages after reporting mali-
cious parts. Chen and Tang [6] introduced targeted opening committing authen-
ticated encryption with associated data (TOCE), which allows the receiver to
report only the abusive parts of the messages for verification.

Huguenin-Dumittan and Leontiadis [17] introduced message franking chan-
nel, which is resistant to replay attacks, out-of-order delivery and message drops.
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They provided a construction of a message franking channel using a CAEAD
scheme and a MAC scheme.

Tyagi, Grubbs, Len, Miers, and Ristenpart [21] introduced asymmetric mes-
sage franking (AMF) to achieve content moderation under the condition that
the sender and receiver identities are hidden from the service providers. They
provided a construction of an AMF scheme using an applied technique of a
designated verifier signature scheme.

2 Preliminaries

2.1 Notation

For a positive integer n, we write [n] to denote the set {1, · · · , n}. For a finite set

X, we write x
$←− X to denote sampling x from X uniformly at random and |X|

to denote the cardinality of X. For a string x, we write |x| to denote the length
of x. For an algorithm A, we write y ← A(x) to denote running A on the input
x to produce the output y. λ denotes a security parameter. A function f(λ) is
a negligible function if f(λ) tends to 0 faster than 1

λc for every constant c > 0.
negl(λ) denotes an unspecified negligible function.

2.2 Forward Secure Pseudorandom Generator

Definition 1 (Stateful Pseudorandom Generator [4]). A stateful pseudo-
random generator sPRG = (Key,Next) is a tuple of two algorithms associated
with a state space ST and a block space OUT defined as follows.

– St0 ← Key(1λ, n) : The key generation algorithm Key takes as input a security
parameter 1λ and the total number of time periods n and outputs the initial
state St0.

– (Outi, Sti) ← Next(Sti−1) : The next step algorithm Next takes as input the
current state Sti−1 and outputs a output block Outi and the next state Sti.

Definition 2 (Forward Security). Let n ≥ 1 be any integer. For a stateful
pseudorandom generator sPRG = (Key,Next), we define the forward security
game between a challenger CH and an adversary A as follows.

1. CH generates St0 ← Key(1λ, n), sets i := 0, and chooses b
$←− {0, 1}.

2. CH sets i := i+ 1. Depending on the value of b, CH proceeds as follows.
– If b = 1, CH computes (Outi, Sti) ← Next(Sti−1) and sends Outi to A.

– If b = 0, CH computes (Out′i, Sti) ← Next(Sti−1) and Outi
$←− {0, 1}λ

sends Outi to A.
3. A outputs d ∈ {0, 1}.
4. If d = 1 or i = n, CH proceeds to the next Step, else repeats Steps 2 and 3.
5. CH sends Sti to A.
6. A outputs b′ ∈ {0, 1}.
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In this game, we define the advantage of the adversary A as

AdvFS-PRG
sPRG,A (λ) :=

∣∣∣∣Pr[b′ = b]− 1

2

∣∣∣∣ .

We say that sPRG is forward secure if for any PPT adversary A, we have
AdvFS-PRG

sPRG,A (λ) = negl(λ).

2.3 Forward Secure Message Authentication Code

Definition 3 (Key-Evolving Message Authentication Code [4]). A
key-evolving message authentication code scheme FSMAC = (Gen,Upd,Tag,Ver)
is a tuple of four algorithms associated with a key space K, a message space M,
and a tag space T defined as follows.

– K0 ← Gen(1λ, n) : The key generation algorithm Gen takes as input a security
parameter 1λ and the total number of time period n and outputs the initial
secret key K0.

– Ki ← Upd(Ki−1) : The key update algorithm Upd takes as input the current
secret key Ki−1 and outputs the next secret key Ki.

– (τ, i) ← Tag(Ki,M) : The tagging algorithm Tag takes as input the current
secret key Ki and a message M and outputs a tag τ and the current time
period i.

– b ← Ver(Ki,M, (τ, î)) : The verification algorithm Ver takes as input the current
tagging key Ki, a message M , and a pair of a tag and a time period (τ, î) and
outputs a bit b, with 1 meaning accept and 0 meaning reject.

As the correctness, we require that for any n, λ ∈ N, M ∈ M, K0 ←
Gen(1λ, n), and Ki ← Upd(Ki−1) for i = 1, · · · , n, Ver(Kî,M,Tag(Kî,M)) = 1

holds for all î ∈ [n].

Definition 4 (FS-sEUF-CMA Security). Let n ≥ 1 be some integer. For
a key-evolving MAC scheme FSMAC, we define the forward secure strong exis-
tentially unforgeability under adaptive chosen message attack (FS-sEUF-CMA
security) game between a challenger CH and an adversary A as follows.

1. CH generates K0 ← Gen(1λ, n) and sets i := 0 and St := ∅ for all t ∈ [n].
2. CH sets i := i+ 1 and computes Ki ← Upd(Ki−1).
3. A is allowed to make tagging queries. On tagging queries M , CH computes

(τ, i) ← Tag(Ki,M), gives (τ, i) to A, and appends (M, (τ, i)) to Si.
4. A outputs d ∈ {0, 1}.
5. If d = 1 or i = n, CH proceeds to the next Step, else repeats Steps 2 through 4.
6. CH sends Ki to A.
7. A outputs (M∗, (τ∗, i∗)).

In this game, we define the advantage of the adversary A as

AdvFS-sEUF-CMA
FSMAC,A (λ) :=

Pr[Ver(Ki∗ ,M
∗, (τ∗, i∗)) = 1 ∧ (M∗, (τ∗, i∗)) /∈ Si∗ ∧ 1 ≤ i∗ < i].

We say that FSMAC is FS-sEUF-CMA secure if for any PPT adversary A, we
have AdvFS-sEUF-CMA

FSMAC,A (λ) = negl(λ).
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2.4 Committing Authenticated Encryption with Associated Data

Definition 5 (Committing Authenticated Encryption with Associated
Data [13]). A committing authenticated encryption with associated data
(CAEAD) scheme CAEAD = (Gen,Enc,Dec,Ver) is a tuple of four algorithms
associated with a key space K, a header space H, a message space M, an opening
space O, a ciphertext space C, and a franking tag space B defined as follows.

– K ← Gen(1λ) : The key generation algorithm Gen takes as input a security
parameter 1λ and outputs a secret key K.

– (C1, C2) ← Enc(K, H,M) : The encryption algorithm Enc takes as input a
secret key K, a header H, and a message M and outputs a ciphertext C1 and
a franking tag C2.

– (M ′, O) ← Dec(K, H,C1, C2) : The decryption algorithm Dec takes as input a
secret key K, a header H, a ciphertext C1, and a franking tag C2 and outputs
a message M ′ and an opening O.

– b ← Ver(H,M,O,C2) : The verification algorithm Ver takes as input a header
H, a message M , an opening O, and a franking tag C2 and outputs a bit b,
with 1 meaning accept and 0 meaning reject.

As the correctness, we require that for any n, λ ∈ N, M ∈ M, H ∈ H,
K ← Gen(1λ), (C1, C2) ← Enc(K, H,M), and (M ′, O) ← Dec(K, H,C1, C2),
M ′ = M and Ver(H,M ′, O, C2) = 1 holds.

Definition 6 (MO-IND Security). For a CAEAD scheme CAEAD, we de-
fine the multiple-opening indistinguishability (MO-IND security) game between
a challenger CH and an adversary A as follows.

1. CH generates K ← Gen(1λ) and sets S := ∅.
2. A is allowed to make encryption queries and decryption queries as follows.
– On encryption queries of the form (H,M), CH computes (C1, C2) ←

Enc(K, H,M), gives (C1, C2) to A, and appends (H,C1, C2) to S.
– On decryption queries of the form (H,C1, C2), if (H,C1, C2) /∈ S, CH gives

⊥ to A. Otherwise, CH computes (M ′, O) ← Dec(K, H,C1, C2) and gives
(M ′, O) to A.

3. A sends (H∗,M∗
0 ,M

∗
1 ) to CH, where |M∗

0 | = |M∗
1 |.

4. CH chooses a challenge bit b
$←− {0, 1}, computes (C∗

1 , C
∗
2 ) ← Enc(K, H∗,M∗

b )
and sends (C∗

1 , C
∗
2 ) to A.

5. A is allowed to make the same encryption and decryption queries as with Step
2 except that (H∗, C∗

1 , C
∗
2 ) cannot be queried in the decryption query.

6. A outputs b′ ∈ {0, 1}.

In this game, we define the advantage of the adversary A as

AdvMO-IND
CAEAD,A(λ) :=

∣∣∣∣Pr[b′ = b]− 1

2

∣∣∣∣ .

We say that CAEAD is MO-IND secure if for any PPT adversary A, we have
AdvMO-IND

CAEAD,A(λ) = negl(λ).
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Remark 1. While Grubbs et al. [13] used the definition which guarantees that
ciphertexts cannot be distinguished from random strings, our definition ensures
that, for the two messages outputed by the adversary, it is hard to identify
which message the received ciphertext is generated from. Similar to [6], we can
construct a CAEAD scheme satisfying MO-IND security from an authenticated
encryption with associated data (AEAD) scheme and a commitment scheme.

Definition 7 (MO-CTXT Security). For a CAEAD scheme CAEAD, we de-
fine the multiple-opening ciphertext integrity (MO-CTXT security) game between
a challenger CH and an adversary A as follows.

1. CH generates K ← Gen(1λ) and sets S := ∅.
2. A is allowed to make encryption queries and decryption queries as follows.

– On encryption queries of the form (H,M), CH computes (C1, C2) ← Enc(K,
H,M), gives (C1, C2) to A, and appends (H,C1, C2) to S.

– On decryption queries of the form (H,C1, C2), CH computes (M ′, O) ←
Dec(K, H,C1, C2) and gives (M ′, O) to A.

3. A outputs (H∗, C∗
1 , C

∗
2 ).

In this game, we define the advantage of the adversary A as

AdvMO-CTXT
CAEAD,A (λ) := Pr[M∗ ̸=⊥ ∧(H∗, C∗

1 , C
∗
2 ) /∈ S :

(M∗, O∗) ← Dec(K, H∗, C∗
1 , C

∗
2 )].

We say that CAEAD is MO-CTXT secure if for any PPT adversary A, we have
AdvMO-CTXT

CAEAD,A (λ) = negl(λ).

Definition 8 (R-BIND Security). We say that a CAEAD scheme CAEAD
satisfies the receiver binding (R-BIND security) if for any (H,M) ̸= (H ′,M ′),
Ver(H,M,O,C∗

2 ) = Ver(H ′,M ′, O′, C∗
2 ) = 1 never holds.

Definition 9 (S-BIND Security). We say that a CAEAD scheme CAEAD
satisfies the sender binding (S-BIND security) if for any K ∈ K, H ∈ H, C1 ∈ C,
C2 ∈ B, and (M ′, O) ← Dec(K, H,C1, C2), Ver(H,M ′, O, C2) = 0 and M ′ ̸=⊥
never holds.

3 Forward Secure Message Franking

In this section, we introduce forward secure message franking. First, in Sec-
tion 3.1, we define the syntax and its correctness of key-evolving message frank-
ing. Then, in Section 3.2, we provide forward security definitions for key-evolving
message franking.
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3.1 Syntax

In this section, we provide the syntax of a key-evolving message franking scheme.
A key-evolving message franking scheme includes two additional algorithms for
updating a secret key and a tagging key asynchronously.

Definition 10 (Key-Evolving Message Franking). A key-evolving message
franking scheme FSMF is a tuple of eight algorithms (SKGen,TKGen, SKUpd,
TKUpd,Enc,Tag,Dec,Ver) associated with a secret key space SK, a tagging key
space T K a header space H, a message space M, an opening space O, a ci-
phertext space C, a franking tag space B, and a reporting tag space T defined as
follow.

– SK0 ← SKGen(1λ, n) : The secret key generation algorithm SKGen takes as in-
put a security parameter 1λ and the total number of time periods n and outputs
the initial secret key SK0.

– TK0 ← TKGen(1λ, n) : The tagging key generation algorithm TKGen takes
as input a security parameter 1λ and the total number of time periods n and
outputs the initial tagging key TK0.

– SKi ← SKUpd(SKi−1) : The secret key update algorithm SKUpd takes as input
the current secret key SKi−1 and outputs the next secret key SKi.

– TKj ← TKUpd(TKj−1) : The tagging key update algorithm TKUpd takes as
input the current tagging key TKj−1 and outputs the next tagging key TKj.

– (C1, C2, i) ← Enc(SKi, H,M) : The encryption algorithm Enc takes as input the
current secret key SKi, a header H, and a message M and outputs a ciphertext
C1, a franking tag C2, and the current time period i.

– (τ, j) ← Tag(TKj , C2) : The tagging algorithm Tag takes as input the current
tagging key TKj and a franking tag C2 and outputs a reporting tag τ and the
current time period j.

– (M ′, O) ← Dec(SKi, H, (C1, C2, î)) : The decryption algorithm Dec takes as
input the current secret key SKi, a header H, and a tuple of a ciphertext, a
franking tag, and a time period (C1, C2, î) and outputs a message M ′ and an
opening O.

– b ← Ver(TKj , H,M,O,C2, (τ, ĵ)) : The verification algorithm Ver takes as input
the current tagging key TKj, a header H, a message M , an opening O, a

franking tag C2, and a pair of a reporting tag and a time period (τ, ĵ) and
outputs a bit b, with 1 meaning accept and 0 meaning reject.

As the correctness, we require that for any n, λ ∈ N, M ∈ M, H ∈ H,
SK0 ← SKGen(1λ, n), TK0 ← TKGen(1λ, n), SKi ← SKUpd(SKi−1), TKj ←
TKUpd(TKj−1) for i, j = 1, · · · , n, (C1, C2, î) ← Enc(SKî, H,M), (τ, ĵ) ← Tag(

TKĵ , C2), and (M ′, O) ← Dec(SKî, H, (C1, C2, î)), M
′ = M and Ver(TKĵ , H,M ′,

O, C2, (τ, ĵ)) = 1 holds for all î, ĵ ∈ [n].

3.2 Security Definitions

In this section, we define forward security for five security notions: confidentiality,
ciphertext integrity, unforgeability, receiver binding, and sender binding.
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Confidentiality. Intuitively, confidentiality guarantees that the information of
the messages is not leaked from the corresponding ciphertexts. More formally,
we require that adversaries with the information of the current secret key cannot
distinguish ciphertexts generated by the past secret key. We apply multiple-
opening (MO) security [13] to confidentiality. MO security ensures that multiple
ciphertexts, encrypted under the same secret key, whose opening is known do not
endanger the security of other ciphertexts whose opening is not known. In MO
security, the adversaries can make decryption queries in addition to encryption
queries to learn the openings of the ciphertexts generated via encryption queries.

Definition 11 (FS-MO-IND Security). Let n ≥ 1 be some integer. For
a key-evolving message franking scheme FSMF, we define the forward secure
multiple-opening indistinguishability (FS-MO-IND security) game between a chal-
lenger CH and an adversary A as follows.

1. CH generates SK0 ← SKGen(1λ, n) and sets i := 0 and St := ∅ for all t ∈ [n].
2. CH sets i := i+ 1 and computes SKi ← SKUpd(SKi−1).
3. A is allowed to make encryption queries and decryption queries as follows.

– On encryption queries of the form (H,M), CH computes (C1, C2, i) ←
Enc(SKi, H,M), gives (C1, C2, i) to A, and appends (H, (C1, C2, i)) to Si.

– On decryption queries of the form (H, (C1, C2, î)), if (H, (C1, C2, î)) /∈ Si, CH
gives ⊥ to A. Otherwise, CH computes (M ′, O) ← Dec(SKi, H, (C1, C2, î))
and gives (M ′, O) to A.

4. A sends (d,H∗,M∗
0 ,M

∗
1 , i

∗) to CH, where |M∗
0 | = |M∗

1 |.
5. If d = 1 or i = n, CH proceeds to the next Step, else repeats Steps 2 through 4.

6. CH chooses a challenge bit b
$←− {0, 1}. If i∗ ≥ i, CH chooses b′

$←− {0, 1} and
terminates. Otherwise, CH computes (C∗

1 , C
∗
2 , i

∗) ← Enc(SKi∗ , H
∗,M∗

b ) and
sends (SKi, (C

∗
1 , C

∗
2 , i

∗)) to A.
7. A outputs b′ ∈ {0, 1}.

In this game, we define the advantage of the adversary A as

AdvFS-MO-IND
FSMF,A (λ) :=

∣∣∣∣Pr[b′ = b]− 1

2

∣∣∣∣ .

We say that FSMF is FS-MO-IND secure if for any PPT adversary A, we have
AdvFS-MO-IND

FSMF,A (λ) = negl(λ).

Ciphertext Integrity. Intuitively, ciphertext integrity guarantees that ciphertexts
are not tampered with. More formally, we require that adversaries with the
information of the current secret key cannot generate a new ciphertext which is
correctly decrypted by the past secret key. Similar to the above confidentiality,
we apply the MO security to ciphertext integrity.

Definition 12 (FS-MO-CTXT Security). Let n ≥ 1 be some integer. For
a key-evolving message franking scheme FSMF, we define the forward secure
multiple-opening ciphertext integrity (FS-MO-CTXT security) game between a
challenger CH and an adversary A as follows.
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1. CH generates SK0 ← SKGen(1λ, n) and sets i := 0 and St := ∅ for all t ∈ [n].
2. CH sets i := i+ 1 and computes SKi ← SKUpd(SKi−1).
3. A is allowed to make encryption queries and decryption queries as follows.

– On encryption queries of the form (H,M), CH computes (C1, C2, i) ← Enc(
SKi, H,M), gives (C1, C2, i) to A, and appends (H, (C1, C2, i)) to Si.

– On decryption queries of the form (H, (C1, C2, î)), CH computes (M ′, O) ←
Dec(SKi, H, (C1, C2, î)) and gives (M ′, O) to A.

4. A outputs d ∈ {0, 1}.
5. If d = 1 or i = n, CH proceeds to the next Step, else repeats Steps 2 through 4.
6. CH sends SKi to A.
7. A outputs (H∗, (C∗

1 , C
∗
2 , i

∗)).

In this game, we define the advantage of the adversary A as

AdvFS-MO-CTXT
FSMF,A (λ) := Pr[M∗ ̸=⊥ ∧(H∗, (C∗

1 , C
∗
2 , i

∗)) /∈Si∗ ∧ 1 ≤ i∗ < i :

(M∗, O∗) ← Dec(SKi∗ , H
∗, (C∗

1 , C
∗
2 , i

∗))].

We say that FSMF is FS-MO-CTXT secure if for any PPT adversary A, we
have AdvFS-MO-CTXT

FSMF,A (λ) = negl(λ).

Unforgeability. Intuitively, unforgeability guarantees that reporting tags are not
forged. More formally, we require that adversaries with the information of the
current tagging key cannot generate a new reporting tag which is successfully
verified by the past tagging key.

Definition 13 (FS-UNF Security). Let n ≥ 1 be some integer. For a key-
evolving message franking scheme FSMF, we define the forward secure unforge-
ability (FS-UNF security) game between a challenger CH and an adversary A
as follows.

1. CH generates TK0 ← TKGen(1λ, n) and sets j := 0 and St := ∅ for all t ∈ [n].
2. CH sets j := j + 1 and computes TKj ← TKUpd(TKj−1).
3. A is allowed to make tagging queries. On tagging queries C2, CH computes

(τ, j) ← Tag(TKj , C2), gives (τ, j) to A, and appends (C2, (τ, j)) to Sj.
4. A outputs d ∈ {0, 1}.
5. If d = 1 or j = n, CH proceeds to the next Step, else repeats Steps 2 through 4.
6. CH sends TKj to A.
7. A outputs (H∗,M∗, O∗, C∗

2 , (τ
∗, j∗)).

In this game, we define the advantage of the adversary A as

AdvFS-UNF
FSMF,A (λ) := Pr[Ver(TKj∗ , H

∗,M∗, O∗,C∗
2 , (τ

∗, j∗)) = 1

∧ (C∗
2 , (τ

∗, j∗)) /∈ Sj∗ ∧ 1 ≤ j∗ < j].

We say that FSMF is FS-UNF secure if for any PPT adversary A, we have
AdvFS-UNF

FSMF,A (λ) = negl(λ).
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Receiver Binding. Intuitively, receiver binding guarantees that the receiver is
not able to report messages which were not actually sent. More formally, we
require that adversaries with the information of the current tagging key cannot
generate two messages successfully verified by the past tagging key for a pair of
franking tag and reporting tag.

Definition 14 (FS-R-BIND Security). Let n ≥ 1 be some integer. For a key-
evolving message franking scheme FSMF, we define the forward secure receiver
binding (FS-R-BIND security) game between a challenger CH and an adversary
A as follows.

1. CH generates TK0 ← TKGen(1λ, n) and sets j := 0.
2. CH sets j := j + 1 and computes TKj ← TKUpd(TKj−1).
3. A is allowed to make tagging queries. On tagging queries of C2, CH computes

(τ, j) ← Tag(TKj , C2) and gives (τ, j) to A.
4. A outputs d ∈ {0, 1}.
5. If d = 1 or j = n, CH proceeds to the next Step, else repeats Steps 2 through 4.
6. CH sends TKj to A.
7. A outputs ((H,M,O), (H ′,M ′, O′), C∗

2 , (τ
∗, j∗)).

In this game, we define the advantage of the adversary A as

AdvFS-R-BIND
FSMF,A (λ) := Pr[Ver(TKj∗ , H,M,O,C∗

2 , (τ
∗, j∗)) = Ver(TKj∗ , H

′,M ′, O′,

C∗
2 , (τ

∗, j∗)) = 1 ∧ (H,M) ̸= (H ′,M ′) ∧ 1 ≤ j∗ < j].

We say that FSMF is FS-R-BIND secure if for any PPT adversary A, we have
AdvFS-R-BIND

FSMF,A (λ) = negl(λ).

Sender Binding. Intuitively, sender binding guarantees that the sender is not
able to send malicious messages that cannot be reported. More formally, we
require that adversaries with the information of the current tagging key cannot
generate a ciphertext that are correctly decrypted but fail to verify by the past
tagging key.

Definition 15 (FS-S-BIND Security). Let n ≥ 1 be some integer. For a key-
evolving message franking scheme FSMF, we define the forward secure sender
binding (FS-S-BIND security) game between a challenger CH and an adversary
A as follows.

1. CH generates TK0 ← TKGen(1λ, n) and sets j := 0.
2. CH sets j := j + 1 and computes TKj ← TKUpd(TKj−1).
3. A is allowed to make tagging queries. On tagging queries of C2, CH computes

(τ, j) ← Tag(TKj , C2) and gives (τ, j) to A.
4. A outputs d ∈ {0, 1}.
5. If d = 1 or j = n, CH proceeds to the next Step, else repeats Steps 2 through 4.
6. CH sends TKj to A.

7. A outputs (j∗, SKi, H, (C1, C2, î)).
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SKGen(1λ, n)

St0 ← sPRG.Key(1λ, n)
Output SK0 = (0, ϵ, St0)

TKGen(1λ, n)

TK0 ← FSMAC.Gen(1λ, n)
Output TK0

SKUpd(SKi−1)

Parse SKi−1 = (i− 1, Outi−1, Sti−1)
(Outi, Sti) ← sPRG.Next(Sti−1)
Output SKi = (i, Outi, Sti)

TKUpd(TKj−1)

TKj ← FSMAC.Upd(TKj−1)
Output TKj

Enc(SKi, H,M)

Parse SKi = (i, Outi, Sti)
(C1, C2) ← CAEAD.Enc(Outi, H,M)
Output (C1, C2, i)

Tag(TKj , C2)

(τ, j) ← FSMAC.Tag(TKj , C2)
Output (τ, j)

Dec(SKi, H, (C1, C2, î))

Parse SKi = (i, Outi, Sti)

If î ̸= i, Output ⊥
else (M ′, O) ← CAEAD.Dec(Outi, H,C1, C2)

Output (M ′, O)

Ver(TKj , H,M,O,C2, (τ, ĵ))

If CAEAD.Ver(H,M,O,C2) = 0
Output 0

else b ← FSMAC.Ver(TKj , C2, (τ, ĵ))
Output b

Fig. 1. Construction of key-evolving message franking scheme.

8. CH computes (τ, j∗) ← Tag(TKj∗ , C2) and (M ′, O) ← Dec(SKi, H, (C1, C2, î)).

In this game, we define the advantage of the adversary A as

AdvFS-S-BIND
FSMF,A (λ) :=

Pr[Ver(TKj∗ , H,M ′, O, C2, (τ, j
∗)) = 0 ∧M ′ ̸=⊥ ∧1 ≤ j∗ < j].

We say that FSMF is FS-S-BIND secure if for any PPT adversary A, we have
AdvFS-S-BIND

FSMF,A (λ) = negl(λ).

4 Construction of Key-Evolving Message Franking

In this section, we show our construction of a key-evolving message franking
scheme. First, in Section 4.1, we provide the formal description of our construc-
tion. Then, in Section 4.2, we give security proofs for our construction.

4.1 Construction

Let sPRG = (sPRG.Key, sPRG.Next) be a stateful generator, FSMAC = (
FSMAC.Gen,FSMAC.Upd,FSMAC.Tag,FSMAC.Ver) a key-evolving MAC scheme,
and CAEAD = (CAEAD.Gen,CAEAD.Enc,CAEAD.Dec,CAEAD.Ver) a CAEAD
scheme. We assume that outputs of sPRG can be used as secret keys of CAEAD.
From these, we construct our key-evolving message franking scheme FSMF =
(SKGen,TKGen, SKUpd,TKUpd,Enc,Tag,Dec,Ver) in Figure 1.

The correctness of the scheme immediately follows from the correctness of
CAEAD and FSMAC.
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4.2 Security Proof

In this section, we show that our construction of FSMF given in Section 4.1
satisfies security notions defined in Section 3.2.

Theorem 1 (FS-MO-IND Security). If sPRG satisfies forward security and
CAEAD satisfies MO-IND security, then FSMF satisfies FS-MO-IND security.

Proof. LetA be a PPT adversary that attacks the FS-MO-IND security of FSMF.
We introduce the following games Gameα for α = 0, 1.

– Game0: Game0 is exactly the same as the game of FS-MO-IND security.

– Game1: Game1 is identical to Game0 except that CH computes Outi
$←− {0, 1}λ

after computing (Out′i, Sti) ← sPRG.Next(Sti−1).

Let Gα be the event that A succeeds in guessing the challenge bit in Gameα.

Lemma 1. There exists a PPT adversary B such that |Pr[G0] − Pr[G1]| =
2 · AdvFS-PRG

sPRG,B (λ).

Proof. We construct an adversary B that attacks the forward security of sPRG,
using the adversary A as follows.

1. B sets i := 0 and St := ∅ for all t ∈ [n].
2. Upon receiving Outi from CH, B sets i := i+ 1.
3. B answers encryption queries and decryption queries from A as follows.

– On encryption queries of the form (H,M), B computes (C1, C2) ← CAEAD.Enc(
Outi, H,M), returns (C1, C2, i) to A, and appends (H, (C1, C2, i)) to Si.

– On decryption queries of the form (H, (C1, C2, î)), if (H, (C1, C2, î)) /∈ Si, B
returns ⊥ to A. Otherwise, B computes (M ′, O) ← CAEAD.Dec(Outi, H,C1,
C2) and returns (M ′, O) to A.

4. When A outputs (d,H∗,M∗
0 ,M

∗
1 , i

∗), B returns d to CH.

5. B receives Sti from CH, sets SKi = (i, Outi, Sti), and chooses g
$←− {0, 1}.

6. If i∗ ≥ i, B sets b′ := g, returns b′ to CH, and terminates. Otherwise, B com-
putes (C∗

1 , C
∗
2 ) ← CAEAD.Enc(Outi∗ , H

∗,M∗
g ) and returns (SKi, (C

∗
1 , C

∗
2 , i

∗))
to A.

7. When A outputs g′, if g′ = g, B sets b′ := 1, else b′ := 0.
8. B returns b′ to CH.

We can see that B perfectly simulates the game Game0 if b = 1 and Game1 if
b = 0 for A. We assume that Gα occurs. Then, B outputs b′ = 1 since A succeeds
in guessing the challenge bit g in Gameα. Thus, Adv

FS-PRG
sPRG,B (λ) = 1

2 · |Pr[b′ =
1|b = 1]− Pr[b′ = 1|b = 0]| = 1

2 · |Pr[G0]− Pr[G1]| holds. ⊓⊔

Lemma 2. There exists a PPT adversary D such that
∣∣Pr[G1]− 1

2

∣∣ =

n · AdvMO-IND
CAEAD,D(λ).
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Proof. We construct an adversaryD that attacks the MO-IND security of CAEAD,
using the adversary A as follows.

1. D computes l ← [n] and St0 ← sPRG.Key(1λ, n) and sets i := 0 and St := ∅
for all t ∈ [n].

2. D sets i := i+1, computes (Out′i, Sti) ← sPRG.Next(Sti−1) and Outi
$←− {0, 1}λ

and sets SKi := (i, Outi, Sti).
3. D answers encryption queries and decryption queries from A as follows.
– If i = l, on encryption queries of the form (H,M), D makes encryption queries

of the form (H,M) to CH, gets the result (C1, C2), returns (C1, C2, i) to A,
and appends (H, (C1, C2, i)) to Si.
On decryption queries of the form (H, (C1, C2, î)), if (H, (C1, C2, î)) /∈ Si, D
returns ⊥ toA. Otherwise, D makes decryption queries of the form (H,C1, C2)
to CH, gets the result (M ′, O), and returns (M ′, O) to A.

– If i ̸= l, on encryption queries of the form (H,M), D computes (C1, C2) ←
CAEAD.Enc(Outi, H,M), returns (C1, C2, i) to A, and appends (H, (C1, C2,
i)) to Si.
On decryption queries of the form (H, (C1, C2, î)), if (H, (C1, C2, î)) /∈ Si, D
returns ⊥ to A. Otherwise, D computes (M ′, O) ← CAEAD.Dec(Outi, H,C1,
C2) and returns (M ′, O) to A.

4. A outputs (d,H∗,M∗
0 ,M

∗
1 , i

∗).
5. If d = 1 or i = n, D proceeds to the next Step, else repeats Steps 2 through 4.

6. If i∗ ̸= l, D chooses b′
$←− {0, 1}, returns b′ to CH, and terminates. Otherwise,

D returns (H∗,M∗
0 ,M

∗
1 ) to CH.

7. D receives (C∗
1 , C

∗
2 ) from CH and returns (SKi, (C

∗
1 , C

∗
2 , i

∗)) to A.
8. When A outputs g′, D sets b′ := g′ and returns b′ to CH

We can see that D perfectly simulates the game Game1 for A. We as-
sume that G1 occurs and i∗ = l holds or i∗ ̸= l holds and the challenge bit
matches the bit chosen randomly. Then, D succeeds in guessing the challenge
bit in MO-IND security game. Since probability of i∗ = l is 1

n and probability

that the challenge bit matches the bit chosen randomly is 1
2 , Adv

MO-IND
CAEAD,D(λ) =∣∣( 1

n Pr[G1] +
n−1
n · 1

2

)
− 1

2

∣∣ = 1
n ·

∣∣Pr[G1]− 1
2

∣∣ holds. ⊓⊔

Combining Lemma 1 and 2, We have

AdvFS-MO-IND
FSMF,A (λ) =

∣∣∣∣Pr[G0]−
1

2

∣∣∣∣

≤ |Pr[G0]− Pr[G1]|+
∣∣∣∣Pr[G1]−

1

2

∣∣∣∣
= 2 · AdvFS-PRG

sPRG,B (λ) + n · AdvMO-IND
CAEAD,D(λ),

which concludes the proof of Theorem 1. ⊓⊔

Theorem 2 (FS-MO-CTXT Security). If sPRG satisfies forward security
and CAEAD satisfies MO-CTXT security, then FSMF satisfies FS-MO-CTXT
security.
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Proof. Let A be a PPT adversary that attacks the FS-MO-CTXT security of
FSMF. We introduce the following games Gameα for α = 0, 1.

– Game0: Game0 is exactly the same as the game of FS-MO-CTXT security.

– Game1: Game1 is identical to Game0 except that CH computes Outi
$←− {0, 1}λ

after computing (Out′i, Sti) ← sPRG.Next(Sti−1).

LetGα be the event thatA succeeds in outputting the tuple (H∗, (C∗
1 , C

∗
2 , i

∗))
satisfying

M∗ ̸=⊥, (H∗, (C∗
1 , C

∗
2 , i

∗)) /∈ Si∗ , and 1 ≤ i∗ < i

in computing (M∗, O∗) ← Dec(SKi∗ , H
∗, (C∗

1 , C
∗
2 , i

∗)) in Gameα.

Lemma 3. There exists a PPT adversary B such that |Pr[G0] − Pr[G1]| =
2 · AdvFS-PRG

sPRG,B (λ).

Proof. We construct an adversary B that attacks the forward security of sPRG,
using the adversary A as follows.

1. B sets i := 0 and St := ∅ for t = [n].
2. Upon receiving Outi from CH, B sets i := i+ 1.
3. B answers encryption queries and decryption queries from A as follows.

– On encryption queries of the form (H,M), B computes (C1, C2) ← CAEAD.Enc(
Outi, H,M), returns (C1, C2, i) to A, and appends (H, (C1, C2, i)) to Si.

– On decryption queries of the form (H, (C1, C2, î)), if i ̸= î, B returns ⊥ to A.
Otherwise, B computes (M ′, O) ← CAEAD.Dec(Outi, H,C1, C2) and returns
(M ′, O) to A.

4. When A outputs d, B returns d to CH.
5. B receives Sti from CH, sets SKi := (i, Outi, Sti), and returns SKi to A.
6. When A outputs (H∗, (C∗

1 , C
∗
2 , i

∗)), B computes (M∗, O∗) ← CAEAD.Dec(
Outi∗ , H

∗, C∗
1 , C

∗
2 ). If M∗ ̸=⊥, (H∗, (C∗

1 , C
∗
2 , i

∗)) /∈ Si∗ , and 1 ≤ i∗ < i, B
sets b′ := 1, else b′ := 0.

7. B returns b′ to CH

We can see that B perfectly simulates the game Game0 if b = 1 and Game1
if b = 0 for A. We assume that Gα occurs. Then, B outputs b′ = 1 since A
succeeds in outputting the tuple (H∗, (C∗

1 , C
∗
2 , i

∗)) satisfying

M∗ ̸=⊥, (H∗, (C∗
1 , C

∗
2 , i

∗)) /∈ Si∗ , and 1 ≤ i∗ < i

in computing (M∗, O∗) ← Dec(SKi∗ , H
∗, (C∗

1 , C
∗
2 , i

∗)) in Gameα. Thus,
AdvFS-PRG

sPRG,B (λ) = 1
2 · |Pr[b′ = 1|b = 1]− Pr[b′ = 1|b = 0]| = 1

2 · |Pr[G0]− Pr[G1]|
holds. ⊓⊔

Lemma 4. There exists a PPT adversary D such that Pr[G1] =
n · AdvMO-CTXT

CAEAD,D (λ).

Proof. We construct an adversary D that attacks the MO-CTXT security of
CAEAD, using the adversary A as follows.
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1. D computes l ← [n] and St0 ← sPRG.Key(1λ, n) and sets i := 0 and St := ∅
for all t ∈ [n].

2. D sets i := i + 1, computes (Out′i, Sti) ← sPRG.Next(Sti−1) and Outi ←
{0, 1}λ, and sets SKi := (i, Outi, Sti).

3. D answers encryption queries and decryption queries from A as follows.

– If i = l, on encryption queries of the form (H,M), D makes encryption queries
of the form (H,M) to CH, gets the result (C1, C2), returns (C1, C2, i) to A,
and appends (H, (C1, C2, i)) to Si.
On decryption queries of the form (H, (C1, C2, î)), if i ̸= î, D returns ⊥ to A.
Otherwise, D makes decryption queries of the form (H,C1, C2) to CH, gets
the result (M ′, O), and returns (M ′, O) to A.

– If i ̸= l, on encryption queries of the form (H,M), D computes (C1, C2) ←
CAEAD.Enc(Outi, H,M), returns (C1, C2, i) to A, and appends (H, (C1, C2,
i)) to Si.
On decryption queries of the form (H, (C1, C2, î)), if i ̸= î, D returns ⊥ to A.
Otherwise, D computes (M ′, O) ← CAEAD.Dec(Outi, H,C1, C2) and returns
(M ′, O) to A.

4. A outputs d.
5. If d = 1 or i = n, D proceeds to the next Step, else repeats Steps 2 through 4.
6. If i ≤ l, D terminates, else returns SKi to A.
7. When A outputs (H∗, (C∗

1 , C
∗
2 , i

∗)), if i∗ = l, D returns (H∗, C∗
1 , C

∗
2 ) to CH,

else terminates.

We can see thatD perfectly simulates the gameGame1 forA. We assume that
G1 occurs and i∗ = l holds. Then, D successfully outputs the tuple (H∗, C∗

1 , C
∗
2 )

satisfying
M∗ ̸=⊥ and (H∗, C∗

1 , C
∗
2 ) /∈ S

in computing (M∗, O) ← CAEAD.Dec(K, H∗, C∗
1 , C

∗
2 ) in MO-CTXT security

game. Since probability of i∗ = l is 1
n , Adv

MO-CTXT
CAEAD,D (λ) = 1

n · Pr[G1] holds. ⊓⊔

Combining Lemma 3 and 4, We have

AdvFS-MO-CTXT
FSMF,A (λ) = Pr[G0]

≤ |Pr[G0]− Pr[G1]|+ Pr[G1]

= 2 · AdvFS-PRG
sPRG,B (λ) + n · AdvMO-CTXT

CAEAD,D (λ),

which concludes the proof of Theorem 2. ⊓⊔

Theorem 3 (FS-UNF Security). If FSMAC satisfies FS-sEUF-CMA secu-
rity, then FSMF satisfies FS-UNF security.

Proof. LetA be a PPT adversary that attacks the FS-UNF security of FSMF. We
construct an adversary B that attacks the FS-sEUF-CMA security of FSMAC,
using the adversary A as follows.

1. B sets j := 0 and Tt := ∅ for all t ∈ [n].
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2. B sets j := j + 1.
3. B answers tagging queries of the form C2 from A as follows. B makes tagging

queries of the form C2 to CH, gets the result (τ, j), returns (τ, j) to A, and
appends (C2, (τ, j)) to Tj .

4. When A outputs d, B returns d to CH.
5. B receives Kj from CH, sets TKj = Kj , and returns TKj to A.
6. When A outputs (H∗,M∗, O∗, C∗

2 , (τ
∗, j∗)), B returns (C∗

2 , (τ
∗, j∗)) to CH, else

terminates.

We can see that B perfectly simulates the FS-sEUF-CMA security game for
A. We assumes that A successfully outputs the tuple (H∗,M∗, O∗, C∗

2 , (τ
∗, j∗))

satisfying

Ver(TKj∗ , H
∗,M∗, O∗, C∗

2 , (τ
∗, j∗)) = 1, (C∗

2 , (τ
∗, j∗)) /∈ Tj∗ , and 1 ≤ j∗ < j.

Then, B successfully outputs (C∗
2 , (τ

∗, j∗)) satisfying

FSMAC.Ver(Kj∗ , C
∗
2 , (τ

∗, j∗)) = 1 and (C∗
2 , (τ

∗, j∗)) /∈ Sj∗

in FS-sEUF-CMA security game. Thus, AdvFS-sEUF-CMA
FSMAC,B (λ) = AdvFS-UNF

FSMF,A (λ),
which concludes the proof of Theorem 3. ⊓⊔

Theorem 4 (FS-R-BIND Security). If CAEAD satisfies R-BIND, then FSMF
satisfies FS-R-BIND security.

Proof. Let A be a PPT adversary that attacks the FS-R-BIND of FSMF. We as-
sume that A successfully outputs the tuple ((H,M,O), (H ′,M ′, O′), C∗

2 , (τ
∗, j∗))

satisfying

Ver(TKj∗ , H,M,O,C∗
2 , (τ

∗, j∗)) = Ver(TKj∗ , H
′,M ′, O′, C∗

2 , (τ
∗, j∗)) = 1,

(H,M) ̸= (H ′,M ′), and 1 ≤ j∗ < j.

Then, CAEAD.Ver(H,M,O,C∗
2 ) = CAEAD.Ver(H ′,M ′, O′, C∗

2 ) = 1 and (H,M) ̸=
(H ′,M ′) holds. This contradicts the R-BIND security of CAEAD. Thus, Theo-
rem 4 holds. ⊓⊔

Theorem 5 (FS-S-BIND security). If CAEAD satisfies S-BIND, then FSMF
satisfies FS-S-BIND security.

Proof. Let A be a PPT adversary that attacks the FS-S-BIND of FSMF. We
assume that A successfully outputs the tuple (j∗, SKi, H,C1, C2) satisfying

Ver(TKj∗ , H,M ′, O, C2, (τ, j
∗)) = 0,M ′ ̸=⊥, and 1 ≤ j∗ < j

in computing (τ, j∗) ← Tag(TKj∗ , C2) and (M ′, O) ← Dec(SKi, H,C1, C2).
When Ver(TKj∗ , H,M ′, O, C2, (τ, j

∗)) = 0 holds, at least one of CAEAD.Ver(
H,M ′, O, C2) = 0 and FSMAC.Ver(Kj∗ , C2, τ) = 0 holds.

If FSMAC.Ver(Kj∗ , C2, τ) = 0 holds, FSMAC.Ver(Kj∗ , C2,FSMAC.Tag(Kj∗ ,
C2)) = 0 holds. This contradicts the correctness of FSMAC.

If CAEAD.Ver(H,M ′, O, C2) = 0 holds,M ′ ̸=⊥ and CAEAD.Ver(H,M,O,C2)
= 0 holds in computing (M ′, O) ← CAEAD.Dec(Outi, H,C1, C2). This contra-
dicts the S-BIND security of CAEAD. Thus, Theorem 5 holds. ⊓⊔
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5 Conclusion

In this work, we propose forward secure message franking. Firstly, we formalize
key-evolving message franking including additional key update algorithms. Then,
we propose forward security for five security requirements. Finally, we show
key-evolving message franking satisfying forward security based on committing
authenticated encryption with associated data, forward secure pseudorandom
generator, and forward secure message authentication code.

Our definition is based on CAEAD introduced by Grubbs et al. [13]. In [6, 18],
variants of CAEAD were also proposed. By applying forward secure PRG and
forward secure MAC to these schemes as a similar manner to our construction,
it seems that forward secure variants schemes are obtained.
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New General Framework for Algebraic Degree
Evaluation of NFSR-Based Cryptosystems
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Abstract. At CRYPTO 2017, Liu presented a general framework of
iterative estimation of algebraic degree for NFSR-based cryptosystem-
s, by exploiting a technique, called numeric mapping, and gave distin-
guishing attacks on Trivium-like ciphers, including Trivium, Kreyvium
and TriviA-SC. This paper aims at further investigating algebraic de-
gree estimation of NFSR-based cryptosystems from a new perspective.
A new general framework for algebraic degree estimation of NFSR-based
cryptosystems is formalized to exploit a new way of constructing distin-
guishing attacks. This illustrates that our new framework is more accu-
rate than Liu’s when estimating the upper bound on algebraic degree of
NFSR-based cryptosystems. As result, the best known attack on the full
simplified variant of TriviA-SC v2 is presented.

Keywords: Cryptanalysis; Nonlinear feedback shift register; Distinguish-
ing attack; Trivium; Kreyvium; TriviA-SC.

1 Introduction

In recent years, for constrained environments like RFID tags or sensor networks,
a number of lightweight cryptographic primitives have been developed to provide
security and privacy. Nonlinear Feedback Shift Register (NFSR) is widely used
in the design of modern lightweight ciphers, such as Trivium [1], Grain v1 [2]
and MICKEY 2.0 [3] which have been selected in the eSTREAM [4] portfolio of
promising stream ciphers for small hardware, the authenticated cipher ACORN
v3 [5] which has been selected as one of seven finalists in the CAESAR compe-
tition, the block cipher family KATAN/KTANTAN [6], and the hash function
family Quark [7, 8].

The well-known Trivium stream cipher, designed by De Cannière and Preneel
in 2005, is a bit-oriented stream cipher in the eSTREAM project portfolio for
hardware implementation, and has an exceptional structure which leads to good
performance in both hardware and software. It has been studied extensively
and shows good resistance to cryptanalysis, even after more than a decade of
effort by cryptanalysts. Inspired by Trivium, some Trivium-like ciphers have
been successfully developed, e.g., Kreyvium [9] developed at FSE 2016 for the
efficient homomorphic-ciphertext compression and TriviA-SC [10, 11] developed
as a component of the authenticated encryption cipher TriviA-ck. Trivium uses
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an 80-bit key and an 80-bit IV, while Kreyvium and TriviA-SC both use a 128-bit
key and a 128-bit IV. These three ciphers all have 1152 rounds of initialization.

At CRYPTO 2017, Liu [12] presented a general framework of iterative esti-
mation of algebraic degree for NFSR-based cryptosystems, by exploiting a new
technique, called numeric mapping, and gave distinguishing attacks on Trivium-
like ciphers, including Trivium, Kreyvium and TriviA-SC. The key idea is based
on a simple fact. The advantage of this method is that it has linear time com-
plexity and needs a negligible amount of memory. Nevertheless, the estimation
bias of numeric mapping probably becomes larger as the number of iterated
rounds increases, this estimation method still requires to be further investigat-
ed. In this work, Liu presented distinguishing attacks on 1035-round TriviA-SC
v1, 1047-round TriviA-SC v2 and the full simplified variant of TriviA-SC, with
time complexities of 263, 261 and 263, respectively. After then, some new appli-
cations of the numeric mapping technique to other NFSR-based ciphers were
published in [13–16].

Our Contributions. In this paper, we focus on formalizing a new general frame-
work for algebraic degree evaluation of NFSR-based cryptosystems, to provide a
new way of constructing distinguishing attacks. We first introduce a new notion,
called algebraic degree tuple, which describes the algebraic degree of a multi-
variate Boolean function in each one of all variables. Based on this notion, a
new technique, called composite numeric mapping, is proposed, which gives a
new general idea for iteratively estimating the upper bound on algebraic degree
of an NFSR. We prove that composite numeric mapping is at least as good as
numeric mapping, and most likely better than it demonstrated by applications.
Then a new general framework for algebraic degree estimation of NFSR-based
cryptosystems is formalized, and an efficient algorithm is proposed and applied
to Trivium-like ciphers. The effectiveness and accuracy of our algorithm is con-
firmed by the experimental results. More importantly, to the best of our knowl-
edge, this is the first time that algebraic degree tuple is defined and used to
exploit new cryptanalytic techniques, which gives a new view on cryptanalysis
of NFSR-based cryptosystems. Our new framework is also potentially useful in
the future applications to other cryptosystems that are not built on NFSR.

For a NFSR-based cryptosystem, our algorithm can give an upper bound on
algebraic degree of any one internal state bit or output bit over a given set of
initial input variables with any size, e.g., all the key and IV bits, or all the IV bits.
It has practical time complexity and requires a negligible amount of memory.
By using our algorithm, we first investigate the mixing efficiency of Trivium-
like ciphers, when taking all the key and IV bits as initial input variables. The
results show that the maximum numbers of initialization rounds of Kreyvium,
TriviA-SC v1 and TriviA-SC v2 such that the generated keystream bit does not
achieve maximum algebraic degree are at least 983, 1109 and 1110 (out of 1152),
rather than 982, 1108 and 1108 obtained in [12], respectively. When taking all
the IV bits as initial input variables, the result shows that the maximum number
of initialization rounds of TriviA-SC v2 such that the generated keystream bit
does not achieve maximum algebraic degree is at least 988 (out of 1152), rather

2
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than 987 obtained in [12]. In other cases, although we do not improve [12] in
terms of the number of initialization rounds, tighter upper bounds on algebraic
degree are mostly obtained. Take 793 rounds of Trivium as example, when taking
all the IV bits as initial input variables, the upper bound on algebraic degree of
the first output bit evaluated by our algorithm is 78, which is tighter than 79 by
[12]. There results show that our new framework is more accurate than [12] when
estimating the upper bound on algebraic degree of NFSR-based cryptosystems.
All the results above are obtained on a common PC with 2.5 GHz Intel Pentium
4 processor within one second.

When taking a subset of all the IV bits as initial input variables, we apply
our new framework to Trivium-like ciphers. As results, some new cubes which
are as good as the results of [12] and can not be found by [12] are obtained.
As for the full simplified variant of TriviA-SC v2, new distinguishing attack is
found with time complexity of 259, which is the best known attack on the cipher.
The result is listed in Table 1, and comparisons with previous works are made.
It further illustrates that our new framework is more accurate than [12] when
estimating the upper bound on algebraic degree of NFSR-based cryptosystems.

Table 1. Attacks on simplified variant of TriviA-SC v2

Cipher # Rounds Attack Time compleixity Reference

Simplified
variant of

TriviA-SC v2

Full Distinguishing attack 2120 [17]
Full Distinguishing attack 263 [12]
Full Distinguishing attack 259 Sect. 3.2

To verify these cryptanalytic results, we make an amount of experiments on
round reduced variants of Trivium-like ciphers. The experimental results show
that our distinguishing attacks are always consistent with our evaluated results.
They are strong evidences of high accuracy of our new framework. To facili-
tate the reader to verify our results, the supplementary materials are submitted
together with our paper. They consist of the experimental results obtained by
applying our algorithm to Trivium-like ciphers, including all the results on Triv-
ium, Kreyvium, TriviA-SC v1 and TriviA-SC v2.

This paper is organized as follows. A new general framework for algebraic
degree evaluation of NFSR-Based cryptosystems is formalized in Section 2. In
Sections 3, algebraic degree tuple evaluations of Trivium-like ciphers are given
as applications to prove the effectiveness of our new framework. The paper is
concluded in Section 4.

3
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2 New General Framework for Algebraic Degree
Evaluation of NFSR-Based Cryptosystems

2.1 A New Notion: Algebraic Degree Tuple

Denote Fn
2 the n-dimension vector space over F2. Let Bn be the set of all functions

mapping Fn
2 to F2, and let f ∈ Bn. The Algebraic Normal Form (ANF) of given

Boolean function f over variables x1, x2, · · · , xn can be uniquely expressed as

f (x1, x2, · · · , xn) = ⊕
c=(c1,c2,···,cn)∈Fn

2

ac
n∏

i=1

xi
ci

where the coefficient ac is a constant in F2, and ci denotes the i-th digit of the
binary encoding of c (and so the sum spans all monomials in x1, x2, · · · , xn).
The algebraic degree of f , denoted by deg (f), is defined as max {wt (c) |ac = 1},
where wt (c) is the Hamming weight of c. Thus, for a multivariate Boolean func-
tion, the degree of a term is the sum of the exponents of the variables in the
term, and then the algebraic degree of the multivariate Boolean function is the
maximum of the degrees of all terms in the Boolean function. Now, we define
a new notion, called univariate algebraic degree, which describes the algebraic
degree of a multivariate Boolean function in one of all variables.

Definition 1. Let f (X) = ⊕
c=(c1,c2,···,cn)∈Fn

2

ac
n∏

i=1

xi
ci be a multivariate Boolean

function over n variables X = (x1, x2, · · · , xn), the algebraic degree of f in one
variable xi (i = 1, 2, · · · , n), called univariate algebraic degree , is denoted by
deg (f, xi) and defined by

deg (f, xi) = max
ac=1

{wt (c) |ci = 1}

In particular, denote deg (0, xi) = −∞ and deg (f, xi) = 0 if the variable xi does
not appear in nonzero f .

Example 1. Let xt = xt−2xt−7 ⊕ xt−4xt−5 ⊕ xt−8 (t ≥ 9) be the update function
of an NFSR with size 8. Then, iteratively compute

x9 = x2x7 ⊕ x4x5 ⊕ x1,
x11 = x2x4x7 ⊕ x1x4 ⊕ x4x5 ⊕ x6x7 ⊕ x3,
x12 = x3x5x8 ⊕ x2x5 ⊕ x5x6 ⊕ x7x8 ⊕ x4,
x14 = x2x3x7x8 ⊕ x2x5x6x7 ⊕ x3x4x5x8 ⊕ x3x5x7x8 ⊕ x1x3x8 ⊕ x1x5x6⊕

x2x4x5 ⊕ x2x5x7 ⊕ x4x5x6 ⊕ x5x6x7 ⊕ x1x2 ⊕ x2x7 ⊕ x4x7 ⊕ x7x8 ⊕ x6

It is easy to see that deg (x9, x1) = 1, deg (x11, x1) = 2, deg (x12, x1) = 0,
deg (x14, x1) = 3 in Example 1.

Based on Definition 1, we define a new notion, called algebraic degree tuple
as follows.

4
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Definition 2. Let f (X) = ⊕
c=(c1,c2,···,cn)∈Fn

2

ac
n∏

i=1

xi
ci be a multivariate Boolean

function over n variables X = (x1, x2, · · · , xn), the algebraic degree tuple of
f , denoted by Tdeg (f,X), is defined by

Tdeg (f,X) = (deg (f, x1) , deg (f, x2) , · · · , deg (f, xn))

Obviously, the algebraic degree of f is equal to the highest univariate numeric
degree in the algebraic degree tuple Tdeg (f,X), i.e.,

deg(f) = max{deg (f, x1) , deg (f, x2) , · · · , deg (f, xn)}

Recall Example 1, it is easy to see that deg (x14) = 4, while Tdeg (x14, X) =
(3, 4, 4, 4, 4, 4, 4, 4). In fact, the algebraic degree of a multivariate Boolean func-
tion is the same as the degree of its term or terms having the highest degree and
non-zero coefficient. However, in one variable, its corresponding univariate alge-
braic degree does not necessarily achieve the highest degree. Thus, it is clear that
the multivariate Boolean function can be better characterized by its algebraic
degree tuple than by the algebraic degree.

2.2 A New Technique: Composite Numeric Mapping

In this subsection, a new technique, called composite numeric mapping, is in-
troduced, and a new general idea for iteratively estimating the upper bound on
algebraic degree of an NFSR is given. It is a theoretical tool for algebraic degree
estimation.

Before introducing our new technique, we have to define new computa-
tion models of upper bound on algebraic degree for ⊕ and · operations, s-
ince they are two fundamental operations in most NFSR-based cryptosystems,
where the XOR of two internal state bits is computed in ⊕ and the AND of
two internal state bits is computed in ·. Until now, the most classical compu-
tation models of upper bound on algebraic degree for ⊕ and · operations are
deg (f ⊕ g) ≤ max {deg (f) , deg (g)} and deg (f · g) ≤ deg (f) + deg (g), respec-
tively. They are the foundation of numeric mapping in [12]. More specifical-
ly, under numeric mapping, the algebraic degree of f ⊕ g has an upper bound
DEG(f ⊕ g) = max {deg (f) , deg (g)}, and the algebraic degree of f · g has an
upper bound DEG(f · g) = deg (f) + deg (g). For simplicity, DEG(h) is called
a super numeric degree of the composite function h in [12]. However, as for al-
gebraic degree tuple, the trivial computation models have to be modified. The
new computation models are described as follows.

Proposition 1. (New Computation Model of Upper Bound on Algebraic De-
gree Tuple for ⊕, denoted by ⊕̃) Let f (X) and g (X) be two multivariate
Boolean functions over n variables X = (x1, x2, · · · , xn), Tdeg

(
f⊕̃g,X

)
=(

deg
(
f⊕̃g, x1

)
, deg

(
f⊕̃g, x2

)
, · · · , deg

(
f⊕̃g, xn

))
gives an upper bound on al-

gebraic degree tuple Tdeg (f ⊕ g,X), when the computation of deg
(
f⊕̃g, xi

)
follows deg

(
f⊕̃g, xi

)
= max {deg (f, xi) , deg (g, xi)}.

5
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It is clear to see that

deg (f ⊕ g, xi) ≤ max {deg (f, xi) , deg (g, xi)}

= deg
(
f⊕̃g, xi

)
Since deg (f, xi) ≤ deg (f) and deg (g, xi) ≤ deg (g), we have

deg
(
f⊕̃g, xi

)
= max {deg (f, xi) , deg (g, xi)}

≤ max {deg (f) , deg (g)} = DEG(f ⊕ g)

Hence, the new computation model of upper bound on algebraic degree tuple
for ⊕ operation ensures that the exact algebraic degree tuple of Tdeg (f ⊕ g,X)
is always less than or equal to Tdeg

(
f⊕̃g,X

)
, i.e., Tdeg (f ⊕ g,X) � Tdeg

(
f⊕̃g,X

)
,

where Tdeg (f ⊕ g,X) � Tdeg
(
f⊕̃g,X

)
if deg (f ⊕ g, xi) ≤ deg

(
f⊕̃g, xi

)
for all

1 ≤ i ≤ n. Simultaneously, it also ensures that Tdeg
(
f⊕̃g, xi

)
≤ DEG(f ⊕ g)

for all 1 ≤ i ≤ n.

Denote umax = max {deg (f, xi) |1 ≤ i ≤ n} and vmax = max {deg (g, xi) |1 ≤ i ≤ n}.
The new computation model of upper bound on algebraic degree tuple for · op-
eration is described as follows.

Proposition 2. (New Computation Model of Upper Bound on Algebraic Degree
Tuple for ·, denoted by ·̃ ). Let f (X) and g (X) be two multivariate Boolean
functions over n variables X = (x1, x2, · · · , xn), Tdeg (f ·̃ g,X) =
(deg (f ·̃ g, x1) , deg (f ·̃ g, x2) , · · · , deg (f ·̃ g, xn)) gives an upper bound on alge-
braic degree tuple Tdeg (f · g,X), when the computation of deg (f ·̃ g, xi) follows
Table 2.

Table 2. The computation model of deg (f ·̃ g, xi)

- deg (g, xi) = −∞ deg (g, xi) = 0 deg (g, xi) = v (v > 0)

deg (f, xi) = −∞ −∞ −∞ −∞
deg (f, xi) = 0 −∞ 0 v + umax

deg (f, xi) = u (u > 0) −∞ u+ vmax max {u+ vmax, v + umax}

All cases in Table 2 can be easily checked, except one case when deg (f, xi) =
u (u > 0) and deg (g, xi) = v (v > 0) are simultaneously satisfied. To verify the
correctness of this case, a corollary is given and proved as follows.

Corollary 1. Let f (X) and g (X) be two multivariate Boolean functions over n
variables X = (x1, x2, · · · , xn), denote umax = max {deg (f, xi) |1 ≤ i ≤ n} and
vmax = max {deg (g, xi) |1 ≤ i ≤ n}, if deg (f, xi) = u (u > 0) and deg (g, xi) =
v (v > 0), then deg (f · g, xi) ≤ max {u+ vmax, v + umax}.

Proof. Rewrite the function f as f = xi · f0 ⊕ f1, where f0 and f1 denotes two
derived functions over the remaining n − 1 variables except xi with deg (f0) =

6
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u − 1 and deg (f1) ≤ umax. Similarly, rewrite the function g as g = xi · g0 ⊕ g1,
where g0 denotes two derived functions over the remaining n−1 variables except
xi with deg (g0) = v − 1 and deg (g1) ≤ vmax. Thus, we have

f · g = (xi · f0 ⊕ f1) · (xi · g0 ⊕ g1) = xi · f0 · g0 ⊕ xi · f0 · g1 ⊕ xi · f1 · g0 ⊕ f1 · g1

It is easy to see that

deg (xi · f0 · g0, xi) ≤ 1 + u− 1 + v − 1 = u+ v − 1
deg (xi · f0 · g1, xi) ≤ 1 + u− 1 + vmax = u+ vmax

deg (xi · f1 · g0, xi) ≤ 1 + umax + v − 1 = umax + v
deg (f1 · g1, xi) ≤ 0

Hence, we have
deg (f · g, xi)

≤ max {deg (xi · f0 · g0, xi) , deg (xi · f0 · g1, xi) , deg (xi · f1 · g0, xi) , deg (f1 · g1, xi)}
= max {u+ vmax, v + umax}

Since deg(f) = umax = max {deg (f, xi) |1 ≤ i ≤ n} and deg(g) = vmax =
max {deg (g, xi) |1 ≤ i ≤ n}, we have

deg (f ·̃ g, xi) = max {u+ vmax, v + umax}

≤ deg (f) + deg (g) = DEG(f · g)

Thus, the new computation model of upper bound on algebraic degree tuple
for · ensures that the exact algebraic degree tuple of Tdeg (f · g,X) is always less
than or equal to Tdeg (f ·̃ g,X), i.e., Tdeg (f · g,X) � Tdeg (f ·̃ g,X), where
Tdeg (f · g,X) � Tdeg (f ·̃ g,X) if deg (f · g, xi) ≤ deg (f ·̃ g, xi) for all 1 ≤
i ≤ n. Simultaneously, it also ensures that Tdeg (f ·̃ g, xi) ≤ DEG(f · g) for all
1 ≤ i ≤ n.

Based on these new computation models of upper bound on algebraic degree
tuple for ⊕ and · operations, the upper bound on algebraic degree tuple of
a composite function can be estimated by using the following new technique,
called composite numeric mapping, and then estimating the upper bound on
algebraic degree tuples of an NFSR can be easily done by iterative computation.

Let Bn be the set of all functions mapping Fn
2 to F2, let f ∈ Fn

2 and f (S) =

⊕
c=(c1,c2,···,cm)∈Fm

2

ac
m∏
i=1

si
ci be a multivariate Boolean function over m internal

variables S = (s1, s2, · · · , sm), let X = (x1, x2, · · · , xn) be n initial input vari-
ables, let D = (di,j)i=1,2,···,m,j=1,2,···,n ∈ Zm×n satisfying di,j ≥ deg (si, xj) for
all 1 ≤ i ≤ m and 1 ≤ j ≤ n, we define the following mapping, called composite
numeric mapping and denoted by CDEG,

CDEG : Bm × Zm×n → Zn,

(f,D) �→ Tdeg

(
⊕̃

ac=1,c=(c1,c2,···,cm)∈Fm
2

(s1
c1 ·̃ s2c2 ·̃ · · · ·̃ smcm) , X

)
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CDEG (f,D) gives an upper bound on algebraic degree tuple Tdeg (f,X),
called composite numeric degree tuple of f over variables X and denoted by
CNDT (f,X) = (CNDT (f, x1) ,CNDT (f, x2) , · · · ,CNDT (f, xn)) = CDEG (f,D).
Hereinafter, CNDT (f, xi) is called univariate composite numeric degree of f in
one variable xi for simplicity. Usually, we are more concerned with the small-
est univariate composite numeric degree in the composite numeric degree tuple
CNDT (f,X), denoted by minCNDT (f,X) = min{CNDT (f, xi) , 1 ≤ i ≤
n}, since it implies the best distinguishing attack on NFSR-based cryptosystems.

As demonstrated above, deg (f ⊕ g, xi) ≤ deg
(
f⊕̃g, xi

)
and deg (f · g, xi) ≤

deg (f ·̃ g, xi) simultaneously hold for all 1 ≤ i ≤ n, and then we certain-
ly have Tdeg (h,X) � CNDT (h,X), where Tdeg (h,X) � CNDT (h,X) if
deg (h, xi) ≤ CNDT (h, xi) for all 1 ≤ i ≤ n. Similarly, sinceCNDT (f ⊕ g, xi) ≤
DEG(f ⊕ g) and CNDT (f · g, xi) ≤ DEG(f · g) simultaneously hold for al-
l 1 ≤ i ≤ n, and then we certainly have CNDT (h, xi) ≤ DEG(h) for all
1 ≤ i ≤ n.

Corollary 2. The algebraic degree tuple of a multivariate Boolean function is
always less than or equal to its composite numeric degree tuple. Simultaneously,
each univariate composite numeric degree in the composite numeric degree tuple
is always less than or equal to its numeric degree.

Recall the Example 1. For t = 16, it is easy to compute x16 = x14x9 ⊕
x12x11 ⊕ x8. Then according to Definition 2, it has

Tdeg (x14, X) = (deg (x14, x1) , deg (x14, x2) , · · · , deg (x14, x8)) = (3, 4, 4, 4, 4, 4, 4, 4)
Tdeg (x9, X) = (deg (x9, x1) , deg (x9, x2) , · · · , deg (x9, x8)) = (1, 2, 0, 2, 2, 0, 2, 0)
Tdeg (x12, X) = (deg (x12, x1) , deg (x12, x2) , · · · , deg (x12, x8)) = (0, 2, 3, 1, 3, 2, 2, 3)
Tdeg (x11, X) = (deg (x11, x1) , deg (x11, x2) , · · · , deg (x11, x8)) = (2, 3, 1, 3, 2, 2, 3, 0)

Tdeg (x8, X) = (deg (x8, x1) , deg (x8, x2) , · · · , deg (x8, x8)) = (0, 0, 0, 0, 0, 0, 0, 1)

Using composite numeric mapping, it has

CNDT (x16, X) = Tdeg
(
(x14 ·̃ x9) ⊕̃ (x12 ·̃ x11) ⊕̃ x8, X

)
= (5, 6, 6, 6, 6, 6, 6, 6)

It is easy to verify that minCNDT (x16, X) = CNDT (x16, x1) = 5 and
CNDT (x16, x1) < deg (x16) = 6. This demonstrates that composite numeric
mapping can exploit more useful information which is ignored by numeric map-
ping, and give more accurate estimation of the upper bound on the algebraic
degree of the internal states of an NFSR.

2.3 A New General Framework for Algebraic Degree Evaluation of
NFSR-Based Cryptosystems

A NFSR-based cryptosystem with internal state size of L usually consists of
the update functions G = (g1, g2, · · · , gL) and an output function f , where G
are used to update the internal states and f is used to generate the output bit
after a sufficient number of iterative rounds. By Corollary 2, the upper bound
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on algebraic degree tuple of each internal state bit or output bit of NFSR-based
cryptosystems can be estimated, described in Corollary 3.

Corollary 3. Denote by X the initial input variables of a NFSR-based cryp-
tosystem, and let G = (g1, g2, · · · , gL) and f be the update functions and output
function respectively. Then the algebraic degree tuples of the updated bits and
output bit are respectively less than or equal to their composite numeric de-
gree tuples, i.e., Tdeg (gj , X) � CNDT (gj , X), 1 ≤ j ≤ L and Tdeg (f,X) �
CNDT (f,X). Simultaneously, each univariate composite numeric degree in the
composite numeric degree tuples of the updated bits and output bit is always
less than or equal to the corresponding numeric degree, i.e., CNDT (gj , xi) ≤
DEG(gj) and CNDT (f, xi) ≤ DEG(f) for all 1 ≤ i ≤ n and 1 ≤ j ≤ L.

As shown in Corollary 3, composite numeric mapping gives a new general idea
for iteratively estimating the upper bound on algebraic degree tuple of NFSR-
based cryptosystems, and is at least as good as numeric mapping, and most likely
better than it. The iterative estimation procedure is depicted in Algorithm 1.

In this algorithm, S(t) =
(
s
(t)
1 , s

(t)
2 , · · · , s(t)L

)
denotes the internal state at

time t with size L. The update functions G = (g1, g2, · · · , gL) is written as vecto-
rial Boolean functions from FL

2 to FL
2 , where a few bits of input are updated and

the rest bits are shifted. CNMDegEst is a procedure for estimating the upper
bound on algebraic degree tuple using composite numeric mapping. The algo-
rithm gives a composite numeric degree tuple CNDT (f,X) as output, which
is an upper bound on algebraic degree tuple Tdeg (f,X) of the output function
f . This is based on the fact that, Tdeg (gj , X) � CNDT (gj , X), 1 ≤ j ≤ L and
Tdeg (f,X) � CNDT (f,X).

Algorithm 1. CNMDegEst: Iterative Estimation of Upper Bound on Alge-
braic Degree Tuple of NFSR-Based Cryptosystems Using Composite Numeric
Mapping

Require: Given the ANFs of the initial state S(0) =
(
s
(0)
1 , s

(0)
2 , · · · , s(0)L

)
, the

ANFs of the update functions G = (g1, g2, · · · , gL) and the output function f ,
and the set of initial input variables X = (x1, x2, · · · , xn).

1: Set D(0) to deg
(
S(0), X

)
;

2: For t from 1 to N do:

3: Compute CNDT
(
gj

(
S(t−1)

)
, X

)
← CDEG

(
gj

(
S(t−1)

)
, D(t−1)

)
for all

1 ≤ j ≤ L;

4: D(t) ← CNDT
(
G
(
S(t−1)

)
, X

)
;

5: CNDT (f,X) ← CDEG
(
f
(
S(N)

)
, D(N)

)
;

6: Return CNDT (f,X).
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Complexity of Algorithm 1. Since the sizes of the ANFs of the update
functions G = (g1, g2, · · · , gL) and the output function f are constant and thus
CDEG

(
gj

(
S(t−1)

)
, D(t−1)

)
can be calculated in constant time, the time com-

plexity of Algorithm 1 mainly depends on the values of N and L. Therefore, Al-
gorithm 1 has a time complexity of O (N ·L). In the algorithm, it requires to store
D(t) for t = 1, 2, · · · , N , which leads to a memory complexity of O (L · n ·N).
When CNDT (f,X) is obtained, zero-sum distinguishers can be easily con-
structed.

Actually, we are more concerned with the smallest univariate composite nu-
meric degree in the outputted composite numeric degree tuple CNDT (f,X),
i.e., minCNDT (f,X) = min{CNDT (f, xi) , 1 ≤ i ≤ n}, since it implies the
best distinguishing attack on NFSR-based cryptosystems with time complexity

of 21+minCNDT(f,X).

3 Algebraic Degree Tuple Evaluation of Trivium-Like
Ciphers

In this section, we will refine and apply our new framework to Trivium-like
ciphers, i.e., Trivium, Kreyvium and TriviA-SC to analyze the mixing efficiency
of them and exploit distinguishing attacks on them.

3.1 The Algorithm for Algebraic Degree Tuple Estimation of
Trivium-like Ciphers

In this subsection, we will present an efficient algorithm for algebraic degree
tuple estimation of Trivium-like ciphers using composite numeric mapping, as
depicted in Algorithm 2.

Algorithm 2. Algebraic Degree Tuple Estimation of Trivium-like Ciphers Using
Composite Numeric Mapping

Require: Given the ANFs of the initial state S(0) =
(
A(0), B(0), C(0)

)
(or S(t) =(

A(t), B(t), C(t),K∗, IV ∗)), the ANFs of the update functionsG = (g1, g2, · · · , gL)
and the keystream output function f , and the set of initial input variables
X = (x1, x2, · · · , xn).

1: Set D(0) to deg
(
S(0), X

)
;

2: For t from 1 to N do:
3: For δ in {A,B,C} do:
4: CNDT

(
gδ

(
S(t−1)

)
, X

)
← CDEGTri

(
gδ

(
S(t−1)

)
, D(t−1)

)
;

5: Set D(t) using CNDT
(
gδ

(
S(t−1)

)
, X

)
(δ ∈ {A,B,C}) and D(t−1);

6: CNDT (f,X) ← CDEG
(
f
(
S(N)

)
, D(N)

)
;

7: Return CNDT (f,X).
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Algorithm 2 is an application of Algorithm 1 to Trivium-like ciphers. Thus,
its main process is similar to Algorithm 1, except two points required to be
highlighted due to the special structure of Trivium-like ciphers. Firstly, all of the
update functions G = (g1, g2, · · · , gL), which are used to update all L internal
state bits, are shifting operations except three quadratic functions. In other
words, D(t) can be easily set when CNDT

(
gδ

(
S(t−1)

)
, X

)
(δ ∈ {A,B,C}) and

D(t−1) are simultaneously obtained. Secondly, for estimating the upper bound on
algebraic degree tuple more accurately, we exploit a new procedure CDEGTri,
a variant of CDEG specifically aiming at Trivium-like ciphers, to compute the
composite numeric degree tuple of gδ

(
S(t−1)

)
(δ ∈ {A,B,C}) over initial input

variablesX. Note that the basic idea of procedureCDEGTri is similar to Lemma
4 of [12]. However, CDEGTri is based on composite numeric mapping, rather
than numeric mapping used in [12]. An instance of CDEGTri for δ = A is
depicted in Algorithm 3. The other two cases, i.e., δ = B and δ = C, are
similar and given in Algorithm 4 and 5 respectively in Appendix. The procedure
CDEGTri is based on simple derivations, and can be easily verified.

Take δ = A for example. For t ≥ rC + 1, it has

gA
(
S(t)

)

=
(
c
(t)
rC · c(t)rC+1

)
⊕ LA

(
S(t)

)

= c
(t−rC+1)
1 · c(t−rC)

1 ⊕ LA

(
S(t)

)

=
[(

b
(t−rC)
rB · b(t−rC)

rB+1

)
⊕ LC

(
S(t−rC)

)]
·
[(

b
(t−rC−1)
rB · b(t−rC−1)

rB+1

)
⊕ LC

(
S(t−rC−1)

)]
⊕ LA

(
S(t)

)

=
[(

b
(t−rC)
rB · b(t−rC)

rB+1

)
⊕ LC

(
S(t−rC)

)]
·
[(

b
(t−rC)
rB+1 · b(t−rC−1)

rB+1

)
⊕ LC

(
S(t−rC−1)

)]
⊕ LA

(
S(t)

)

=
(
b
(t−rC)
rB · b(t−rC)

rB+1 · b(t−rC−1)
rB+1

)
⊕

(
b
(t−rC)
rB · b(t−rC)

rB+1 · LC

(
S(t−rC−1)

))

⊕
(
b
(t−rC)
rB+1 · b(t−rC−1)

rB+1 · LC

(
S(t−rC)

))
⊕

(
LC

(
S(t−rC)

)
· LC

(
S(t−rC−1)

))
⊕ LA

(
S(t)

)

Algorithm 3 CDEGTri

(
gδ

(
S(t)

)
, D(t)

)
for δ = A

If t < rC + 1 then:

Return CDEG
((

c
(t)
rC · c(t)rC+1

)
⊕ LA

(
S(t)

)
, D(t)

)
;

If t ≥ rC + 1 then:

Return CDEG
(
h,D(t)

)
, where h =

(
b
(t−rC)
rB · b(t−rC)

rB+1 · b(t−rC−1)
rB+1

)

⊕
(
b
(t−rC)
rB · b(t−rC)

rB+1 · LC

(
S(t−rC−1)

))
⊕
(
b
(t−rC)
rB+1 · b(t−rC−1)

rB+1 · LC

(
S(t−rC)

))

⊕
(
LC

(
S(t−rC)

)
· LC

(
S(t−rC−1)

))
⊕ LA

(
S(t)

)
.

Algorithm 2 gives a composite numeric degree tupleCNDT (f,X) of the out-
put function f after N rounds over initial input variables X = (x1, x2, · · · , xn)
as output, which gives upper bounds on all n univariate algebraic degrees of the
first output bit after N rounds of a Trivium-like cipher. When CNDT (f,X) is
obtained, zero-sum distinguishers can be easily constructed, and then a distin-

guishing attack with time complexity of 21+minCNDT(f,X) can be obtained.
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Similar to Algorithm 1, the time complexity of Algorithm 2 mainly depends on
the values of N and L. Since all of the update functions G = (g1, g2, · · · , gL)
are shifting operations except three quadratic functions for Trivium-like ciphers,
Algorithm 2 has a time complexity of O (N). Similar to Algorithm 1, Algorithm
2 requires to store D(t) for t = 1, 2, · · · , N . Since the number of initial input vari-
ables is constant for a given Trivium-like cipher, it leads to a negligible memory
complexity of O (N).

3.2 Experimental Results

In general, the key and the IV are mapped to the internal state of the cipher by an
initialization function which consists of a well-chosen number of iterative rounds
without generating keystream bits. The security of the initialization function
relies on its mixing properties, i.e., each key and IV bit should affect each internal
state bit in a complex way. If the mixing is not perfect, then the initialization
function may be distinguished from a uniformly random Boolean function. By
using our algorithm, we will investigate the mixing efficiency of Trivium-like
ciphers.

Table 3. New lower bound on the maximum number of rounds of not achieving max-
imum degree for Trivium-like ciphers with all the key and IV bits as initial input
variables (X = (K, IV ))

Cipher # key + # IV
[12] This paper

# Rounds DEG(f) # Rounds minCNDT (f,X)

Trivium 160 907 158 907 157

Kreyvium 256 982 255 983 255

TriviA-SC v1 256 1108 254 1109 255

TriviA-SC v2 256 1108 254 1110 255

When Will the Key and IV Be Sufficiently Mixed? Taking all the key and
IV bits as initial input variables X, we implement Algorithm 2 to Trivium-like
ciphers including Trivium, Kreyvium and TriviA-SC. The results are listed in
Table 3, and comparisons with previous results are made. The results show that
the maximum numbers of initialization rounds of Kreyvium, TriviA-SC v1 and
TriviA-SC v2 such that the generated keystream bit does not achieve maximum
algebraic degree are at least 983, 1109 and 1110 (out of 1152), rather than 982,
1108 and 1108 obtained in [12], respectively. As for Trivium, although we do
not improve the result of [12] in terms of the number of initialization rounds,
tighter upper bound on algebraic degree is obtained. In detail, for 907 rounds of
Trivium, the upper bound on algebraic degree of the first output bit evaluated
by our algorithm is 157, which is tighter than 158 by [12]. There results show
that our new framework is more accurate than [12] when estimating the upper
bound on algebraic degree of NFSR-based cryptosystems. All results above are
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obtained on a common PC with 2.5 GHz Intel Pentium 4 processor within one
second.

When Will the IV Be Sufficiently Mixed? Taking all the IV bits as initial
input variables, i.e., X = IV , we apply Algorithm 2 to Trivium-like ciphers,
to give new distinguishing attacks on these ciphers in the chosen IV setting.
Here, the key is taken as parameter, that is, deg(ki, X) = 0 for any key bit
ki. This is consistent with a distinguisher in the setting of unknown key. The
results are listed in Table 4, and comparisons with previous results are made.
The result shows that the maximum number of initialization rounds of TriviA-SC
v2 such that the generated keystream bit does not achieve maximum algebraic
degree is at least 988 (out of 1152), rather than 987 obtained in [12]. In other
cases except TriviA-SC v1, although we do not improve the results of [12] in
terms of the number of initialization rounds, tighter upper bounds on algebraic
degree are mostly obtained. For 793 rounds of Trivium, the upper bound on
algebraic degree of the first output bit evaluated by our algorithm is 78, which
is tighter than 79 by [12]. For 862 rounds of Kreyvium, the upper bound on
algebraic degree of the first output bit evaluated by our algorithm is 126, which
is tighter than 127 by [12]. There results also show that our new framework is
more accurate than [12] when estimating the upper bound on algebraic degree
of NFSR-based cryptosystems. All results above are obtained on a common PC
within one second.

Table 4. New lower bound on the maximum number of rounds of not achieving maxi-
mum degree for Trivium-like ciphers with all IV bits as initial input variables (X = IV )

Cipher # IV
[12] This paper

# Rounds DEG(f) # Rounds minCNDT (f,X)

Trivium 80 793 79 793 78

Kreyvium 128 862 127 862 126

TriviA-SC v1 128 987 126 987 126

TriviA-SC v2 128 987 126 988 127

Furthermore, similar to [12], we also take a subset of IV bits as initial input
variables X, and apply Algorithm 2 to Trivium-like ciphers. We consider an ex-
haustive search on the sets of input variables X which have size of around half
of #IV and contain no adjacent indexes. Using Algorithm 2, we have exhaust-
ed all the cubes of size 37 ≤ n ≤ 40 for Trivium, which contain no adjacent
indexes, within half an hour on a common PC. The amount of such cubes is∑40

n=37

(
81−n

n

)
≈ 225. As for Kreyvium and TriviA-SC, we have exhausted all the

cubes of size 61 ≤ n ≤ 64 for them, which contain no adjacent indexes, in a few
hours on a common PC. The amount of such cubes is

∑64
n=61

(
129−n

n

)
≈ 230. As

results, some new cubes which are as good as the results of [12] and can not be
found by [12] are obtained, as shown in Table 6 in Appendix.
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Table 5. Distinguishing attacks on the full simplified variant of TriviA-SC v2

Cipher # Rounds Size of cube Time compleixity Reference

Simplified
variant of

TriviA-SC v2

Full - 2120 [17]
Full 63 263 [12]
Full 59 259 This paper

As for the full simplified variants of TriviA-SC, we have exhausted all the
cubes containing no adjacent indexes of size 60 in a week on a common PC. The
amount of such cubes is

(
69
60

)
≈ 236. Then we have also exhausted approximately

one twentieth of all the cubes containing no adjacent indexes of size 59 in half a
month on a common PC. The amount of such cubes is

(
70
59

)/
20 ≈ 237. As results,

new distinguishing attack on the full simplified variant of TriviA-SC v2 is found
with time complexity of 259, which improves the attack in [12] by a factor of 24

and is the best known attack on the cipher. The result is listed in Table 5, and
comparisons with previous works are made. The corresponding cube is listed in
Table 7 in Appendix. These results clearly illustrate the superiority of our new
framework, compared with [12].

4 Conclusions

A new general framework for evaluating the algebraic degree tuple of NFSR-
based cryptosystems is exploited and formalized to provide a new way of con-
structing distinguishing attacks. This is based on a new technique called compos-
ite numeric mapping, which gives a new general idea for iteratively estimating
the upper bound on algebraic degree tuple of NFSR-based cryptosystems. We
prove that composite numeric mapping is at least as good as numeric mapping,
and most likely better than it demonstrated by applications. Based on this new
technique, an efficient algorithm for algebraic degree tuple estimation of NFSR-
Based cryptosystems is proposed and applied to Trivium-like ciphers to prove the
effectiveness of our new framework. To the best of our knowledge, this is the first
time that the idea of estimating the algebraic degree of a cryptographic primitive
in one variable is considered and explored into cryptanalysis. The new framework
may help to give the cryptosystem designers more insight to choose the required
number of iterative rounds, and we expect that our new framework could become
a new generic tool to measure the security of NFSR-based cryptosystems. In the
future, it would be interesting to work on converting distinguishing attacks to
key recovery attacks, and applications to other NFSR-based cryptosystems.
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Appendix

A The Procedure CDEGTri for δ = B and δ = C

The procedure CDEGTri in the two cases, δ = B and δ = C, are described in
Algorithm 4 and 5, respectively.

Algorithm 4 CDEGTri

(
gδ

(
S(t)

)
, D(t)

)
for δ = B

If t < rA + 1 then:

Return CDEG
((

a
(t)
rA · a(t)rA+1

)
⊕ LB

(
S(t)

)
, D(t)

)
;

If t ≥ rA + 1 then:

Return CDEG
(
h,D(t)

)
, where h =

(
b
(t−rA)
rC · b(t−rA)

rC+1 · b(t−rA−1)
rC+1

)
⊕(

b
(t−rA)
rC · b(t−rA)

rC+1 · LA

(
S(t−rA−1)

))
⊕
(
b
(t−rA)
rC+1 · b(t−rA−1)

rC+1 · LA

(
S(t−rA)

))

⊕
(
LA

(
S(t−rA)

)
· LA

(
S(t−rA−1)

))
⊕ LB

(
S(t)

)
.

Algorithm 5 CDEGTri

(
gδ

(
S(t)

)
, D(t)

)
for δ = C

If t < rB + 1 then:

Return CDEG
((

c
(t)
rB · c(t)rB+1

)
⊕ LC

(
S(t)

)
, D(t)

)
;

If t ≥ rB + 1 then:

Return CDEG
(
h,D(t)

)
, where h =

(
b
(t−rA)
rA · b(t−rA)

rA+1 · b(t−rA−1)
rA+1

)
⊕(

b
(t−rA)
rA · b(t−rA)

rA+1 · LB

(
S(t−rA−1)

))
⊕
(
b
(t−rA)
rA+1 · b(t−rA−1)

rA+1 · LB

(
S(t−rA)

))
⊕(

LB

(
S(t−rA)

)
· LB

(
S(t−rA−1)

))
⊕ LC

(
S(t)

)
.

B The Cubes Used in Our Attacks

Table 6. Some new cubes found by Algorithm 2 for Trivium-like ciphers

Cipher # Rounds Cube size Cube

TriviA-SC v2 1046 62

0,2,4,6,8,10,12,14,16,18,20,22,24,26,28,30,32,34,36,
38,40,42,44,46,48,50,52,54,56,58,60,62,64,66,68,70,
72,75,77,79,81,83,85,87,89,91,93,95,97,99,101,103,

105,107,109,111,115,117,121,123,125,127

The full
simplified
variants of
TriviA-SC

1152 63

0,2,4,6,8,10,12,14,16,18,20,22,24,26,28,30,32,34,36,
38,40,42,44,46,48,50,52,54,56,58,60,62,64,66,68,70,
72,74,76,78,81,83,85,87,89,91,93,95,97,99,101,103,

105,107,109,111,113,115,117,121,123,125,127
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Table 7. The cubes used in our distinguishing attack on the full simplified variant of
TriviA-SC v2

Cipher Cube size Cube

The full
simplified
variant of

TriviA-SC v2

59
0,2,4,6,8,10,12,14,16,18,20,22,24,26,28,30,32,34,36,38,40,42,
44,46,48,50,52,54,56,58,60,62,64,66,68,70,73,75,77,79,81,83,
85,87,89,91,93,95,97,99,101,103,105,107,109,121,123,125,127
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Abstract. In order to perform a quantum brute force attack on a crypto-
system based on Grover’s algorithm, it is necessary to implement a quan-
tum circuit of the cryptographic algorithm. Therefore an efficient quan-
tum circuit design of a given cryptographic algorithm is essential, espe-
cially in terms of quantum security analysis, and it is well known that
T -depth should be reduced for time complexity efficiency.

In this paper, we propose a novel technique to reduce T–depth (and
T–count) when some quantum circuits located in between two Toffoli-
gates are interchangeable with a controlled phase gate (Controlled-P
gate), and apply this technique to four types of quantum adders, resulting
in a T -depth reduction of about 33%.

We also present new SHA-256 quantum circuits which have a critical
path with only 3 quantum adders while the critical paths of quantum
circuits in the previous works consist of 7 or 9 quantum adders, and also
apply our technique to the proposed SHA–256 quantum circuits and the
included quantum adders. Among the previous results, the T -depth of
the circuit with the smallest Width 801 was approximately 109,104. On
the other hand, that of the proposed SHA-256 quantum circuit with the
width 799 is 16,121, which is remarkably reduced by about 85%. Fur-
thermore, the other proposed quantum circuit only requires 768 qubits
which is the smallest Width compared to the previous results to the best
of our knowledge.

Keywords: SHA–256 · Quantum circuit · T–depth · Toffoli–gate.

1 Introduction

Hash algorithms were created to provide secure data transmission and data
integrity in information and communication protocols. Hash algorithms can be
⋆ Corresponding author
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used for digital signatures, keyed message authentication codes, random number
generation, key derivation functions, etc. [1]. In particular, the SHA–2 hash
family, published in 2002, is designated as a hash function standard [2].

If a collision attack is performed on a hash algorithm, it is known that the
attack succeeds if the operation is performed a number of times corresponding to
half the length of the bit string constituting the output value due to the birthday
paradox. SHA–256 provides 128-bit security strength against classical collision
attack [1, 2].

There have been many theoretical studies on hash functions such as MD5,
SHA–1, and SHA–512, and in a quantum environment, it is known that the
security strength of existing hash functions is halved when using Grover’s al-
gorithm [3]. Previous works dealt with several quantum attack algorithms and
methods of implementing quantum circuits of the cryptographic algorithms that
can perform pre-image attack, 2nd pre-image attack, and collision attack [4–6].
However, the circuits presented in the previous works have little details on im-
plementation of the hash algorithm, and they are forms made intuitively rather
than created by efficient quantum circuits, such as reducing Depth or Width
(the number of qubits) of the circuits. That is, the circuit is inefficient to use
the existing circuit as it is to verify whether the security strength is actually
reduced by half.

Although there are various standardized hash families such as MD5, SHA–2,
and SHA–3, we focus quantum design for SHA–2, since it is currently the most
widely commercialized, such as SSL digital authentication and IEEE 1609.2-
based wireless V2X communication. There are 6 algorithms totally in the SHA–
2 hash family, and the structures of these algorithms are the same except for
some constants and the number of rounds. Hence we concentrate on SHA–
256 and designed quantum circuits in this paper. Before presenting the SHA–2
quantum circuit, we present the quantum adder circuits to be used in the SHA–
2 quantum circuit. Since many additions are performed in SHA–2, it is essential
to use an efficient quantum adder circuit. In general, in quantum circuits, as
T–depth (Depth formed by T gates in critical path) and Width increase, the
computational complexity of quantum computing exponentially increases, which
degrades circuit performance. We will present T–depth and T–count reduction
methods that can be used in quantum adders and SHA–256 quantum circuits.
In this paper, our contribution is threefold:

– We introduce a novel technique to be able to reduce T -depth. We show that if
some quantum circuits located in between two Toffoli gates are interchange-
able with a controlled phase gate, then T -depth 6 is reduced to 4 or 5.

– We apply the above trick to four quantum adders - CDKM adder [7], VBE
adder [8], TK adder [9], and HRS adder [10] - and so our improved adders
have the effect of reducing the T-depth by about 33% compared to the
previous adders.

– We propose a new SHA-256 quantum circuit design which has a critical path
with only 3 quantum adders while the critical paths of quantuem circuits
in the previous works consist of 7 or 9 quantum adders [5, 6]. We use our
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improved adders in this new SHA-256 quantum circuit, and also this T -depth
reducing method is applied in the sub-circuits such as Maj, Ch in the SHA-
256 quantum circuit. One of our resulting circuit requires only 799 qubits
and has 12,024 Toffoli-depth which is a huge reduction 67% compared to
the previous work [6] with the smallest Width 801. Furthermore, the other
proposed SHA-256 quantum circuit only requires 768 qubits that is the
smallest Width of all the previous results to the best of our knowledge.

The rest of the paper is constructed as follows: Section 2 introduces some back-
ground for the Toffoli-gate and related works for the SHA–2 hash family and
its quantum circuits. In Section 3, we propose a T–depth and T–count reduc-
tion method by gathering ideas from several papers. In Section 4, we apply this
reduction method to quantum adder circuits. Section 5 presents the SHA–256
quantum circuit made using these improved quantum adder circuits. We present
a new design structure and apply the reduction method to the function blocks
used in SHA–256. Finally, this section compares the amount of quantum re-
sources with other existing quantum circuits. Section 6 mentions the conclusions
and topics for further research in the future.

2 Background and related work

2.1 Toffoli–gate

In classical circuits, NAND gates and Fanout gates form a universal set of gates
for classical computation. In a quantum circuit, the Clifford+T set forms the
standard universal fault-tolerant gate set [11]. {H, CNOT , T} is a minimal
generating set of the Clifford+T set. Hadamard gate (H gate), NOT gate (X
gate), T gate, P gate (= T 2 gate), Z gate (= T 4 gate), and Contorlled–NOT
gate (CNOT gate) belonging to Clifford+T are widely used and performed as
follows. ⊕ stands for modulo-2 addition.

H : |x1⟩ →
|0⟩+ (−1)x1 |1⟩√

2
X : |x1⟩ → |x1 ⊕ 1⟩

T : |x1⟩ → e
πi
4 x1 |x1⟩ P : |x1⟩ → e

πi
2 x1 |x1⟩

Z : |x1⟩ → (−1)x1 |x1⟩ CNOT : |x1x2⟩ → |x1(x1 ⊕ x2)⟩

(1)

In the next section, we will deal with the circuit composed of H gate, X gate,
Z–rotation gate (Rz gate (T , P , Z gate)), and CNOT gate. As the counterpart
of AND gate in classical circuit, there is a Toffoli-gate in quantum circuit. A
Toffoli–gate is a doubly controlled NOT gate (C2NOT gate), and it causes a
change in the remaining one value according to two input values among three
input values. This gate can be decomposed into two H gates and one doubly
controlled Z gate (C2Z gate, Fig. 1.).

C2NOT : |x1x2x3⟩ → |x1x2(x3 ⊕ (x1 ∧ x2))⟩
C2Z : |x1x2x3⟩ → (−1)x1x2x3 |x1x2x3⟩

(2)
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Fig. 1. A Toffoli–gate with T–depth 3 and T–count 7 [12].

The phase of the output value from the C2Z gate can be expressed exactly
as e

πi
4 4x1x2x3 . For x1, x2, x3 ∈ {0,1}, the following expression holds [13].

4x1x2x3 = x1 + x2 + x3 − x1 ⊕ x2 − x2 ⊕ x3

− x1 ⊕ x3 + x1 ⊕ x2 ⊕ x3

(3)

It can be seen that 4x1x2x3 consists of 7 operands. That is, C2Z gate consists
of 4 T gates and 3 T † gates. T gates make phases e

πi
4 x1 , e

πi
4 x2 , e

πi
4 x3 , and

e
πi
4 x1⊕x2⊕x3 . T † gates create phases e−

πi
4 x1⊕x2 , e−πi

4 x2⊕x3 , and e−
πi
4 x1⊕x3 .

Meanwhile, the Controlled-P † gate makes phase e−
πi
4 2x1∧x2 (= (−i)x1∧x2).

Since 2x1 ∧ x2 = x1 + x2 − x1 ⊕ x2, it can be seen that Controlled-P † gate
consists of one T gate and two T † gates. If Controlled-P † gates exist on the
two control lines of the Toffoli-gate, these two gates become a C2(−iX) gate
composed of two T gates and two T † gates [13] (Fig. 2.).

x1 + x2 + x3 − x1 ⊕ x2 − x2 ⊕ x3 − x1 ⊕ x3 + x1 ⊕ x2 ⊕ x3

− (x1 + x2 − x1 ⊕ x2)

= x3 − x2 ⊕ x3 − x1 ⊕ x3 + x1 ⊕ x2 ⊕ x3

(4)

2.2 Quantum adder circuit

There are four types of quantum adder circuits covered in this paper: V BE
adder, CDKM adder, TK adder, and HRS adder [14, 7, 9, 10]. These adders
follow the ripple-carry form (QRCA, quantum ripple-carry adder), especially
last adder is in-place constant-adder. Quantum resources used by each adder
can be found in Table 1. In SHA–256, all adders are used in modular 232.

In the proposed SHA–256 quantum circuit, V BE adder and HRS adder
are used only when adding the constant Kt [8, 10]. As a result, it is possible to
obtain the sum of 32-bit operands in modular 232 with only 61 and 40 qubits in
total, respectively.

CDKM adder requires at least one work qubit (ancilla qubit) regardless of
whether modular addition is performed. As Toffoli–gate used in the adder is
sequentially executed, Toffoli–count is consistent with Toffoli–depth. There-
fore, if you use a total of 5 work qubits, T–depth can also be consistent with
these values by using the Matroid Paritioning concept [15]. Toffoli–depth is a
measure used in [6], and is a concept used instead of T–depth. In the previous

The 24th Annual International Conference on Information Security and CryptologySession 9 - 1

ICISC 2021 371



T–depth reduction method for SHA–256 quantum circuit construction 5

Fig. 2. A doubly controlled (−iX) gate [13].

work, there are two main reasons for analyzing circuit resources with Toffoli–
depth. One is that T gate is mostly used within Toffoli–gate, so even if the
circuit performance is expressed with relatively inaccurate Toffoli–depth, that
is logically justified. The other is that they do not decompose quantum circuits
down to Clifford+T gate sets to form basic-level circuits. That is, they omitted
the T–depth and T–count reduction process. In this work, we will refer to both
Toffoli–depth and more accurate T–depth.

TK adder is a QRCA adder that does not use work qubits at all. Since fewer
qubits are used, the T–depth is larger than other QRCA circuits. In the next
section, we will provide a logic process that can reduce the T–count and T–
depth of these four adder circuits. This process does not change Toffoli–count
or Toffoli–depth.

2.3 Secure Hash Algorithm-2

Pre-processing step The SHA–2 hash algorithm consists of two main steps: a
pre-processing step and a hash computation step. [2]. In the first step, message
padding and parsing are performed, and bits are added so that the length of
the padded message is a multiple of 512 bits. The original message must be
less than 264 in length. That is, the length of the message must be able to be
expressed in 64 bits. In this paper, it is assumed that the number N of 512-
bit message blocks after the pre-processing step is 1. In SHA–256, there is a
hash value update process after the main round function algorithm is executed
64 times. In this process, if N is 2 or more, an operation to copy the value is
required. However, this cannot be done by the No–cloning theorem in quantum
environment [16]. Therefore, it is necessary to assume that N is 1, and that’s
why the hash value update operation was omitted in previous studies [5, 6]. The
maximum length of the original message that can be handled by the SHA–256
quantum circuit is 447 because the minimum length of the padding is 65 in one
message block.

Hash computation step In the hash computation step, a hash value (message
digest) is created. Depending on the number of message blocks of the padded
message, the entire algorithm iteration occurs. The main hash computation al-
gorithm is repeated a total of 64 times each time this iteration is performed. In
the main hash computation algorithm, all additions are performed in modular
232 and are largely divided into message schedule algorithm and round function
algorithm.
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In the message schedule algorithm, 48 Wt (t = 16, ..., 63) are created by using
Wt (t = 0, ..., 15), which is the existing 16 32-bit words composed of padded
message values. In the message schedule algorithm, two logical functions σ0(x)
and σ1(x) are used.

The initial hash value H(0) is a 256-bit constant value and is assigned to eight
32-bit internal variables a, b, c, d, e, f, g, h used in the round function algorithm.
Four logical functions Maj, Ch, Σ0(x), Σ1(x) are used in the round function
algorithm. A total of 64 32-bit words K0,K1, ...,K63 are added sequentially for
each round. The quantum circuit implementation for each internal function is
introduced in the section 5.

Wt = M
(1)
t 0 ≤ t ≤ 15

= σ1(Wt−2) +Wt−7 + σ0(Wt−15) +Wt−16 16 ≤ t ≤ 63

where σ0(x) = ROTR7(x)⊕ROTR18(x)⊕ SHR3(x),

σ1(x) = ROTR17(x)⊕ROTR19(x)⊕ SHR10(x)

(5)

h = g, g = f, f = e, e = d+ T1, d = c, c = b, b = a, a = T1 + T2

where T1 = h+Σ1(e) + Ch(e, f, g) +Kt +Wt, T2 = Σ0(a) +Maj(a, b, c),

Maj(x, y, z) = (x ∧ y)⊕ (x ∧ z)⊕ (y ∧ z), Ch(x, y, z) = (x ∧ y)⊕ (¬x ∧ z),

Σ0(x) = ROTR2(x)⊕ROTR13(x)⊕ROTR22(x),

Σ1(x) = ROTR6(x)⊕ROTR11(x)⊕ROTR25(x)
(6)

After the 64th round iteration is completed, the intermediate hash value
H(i−1) is added to the values   of a, ..., h and updated to the value H(i). Since
we assumed N=1 earlier, i=1. Finally, we get the 256-bit hash value H(1) =

H
(1)
0 ||H(1)

1 ||...||H(1)
7 . If you look at Fig. 3., you can see the procedure of the

SHA–256 algorithm.

H
(1)
0 = H

(0)
0 + a,H

(1)
1 = H

(0)
1 + b,H

(1)
2 = H

(0)
2 + c,H

(1)
3 = H

(0)
3 + d,

H
(1)
4 = H

(0)
4 + e,H

(1)
5 = H

(0)
5 + f,H

(1)
6 = H

(0)
6 + g,H

(1)
7 = H

(0)
7 + h

(7)

In the classic SHA–256 circuit, the critical path is a section in which 7
operands are added using 6 adders to produce the output value T1 + T2 [17].
Through repeated execution, T1 + T2 is updated 64 times and is continuously
allocated to the internal variable a. Studies to reduce the time taken by this
critical path in classical circuits have been conducted in several papers [17, 18].

SHA–256 quantum circuit [4–6] presented quantum cryptosystem circuit
implementations to investigate the security strength of the various cryptosys-
tems. Among them, the resources used for the SHA–256 quantum circuit can
be seen in Table 2. We implemented the circuit based on the Clifford+T set
as in previous studies. In [5], the CDKM adder [7] was used for throughout the
SHA–256 quantum circuit, and the quantum circuit implementation of each
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Fig. 3. Round function and message schedule algorithm in SHA–256.

internal function was briefly presented. Round function algorithm and message
schedule algorithm were processed in parallel, and T–depth and T–count were
optimized by performing T–par for the entire circuit [15].

In [6], SHA–256 quantum circuit implementation was presented in 4 versions,
and CDKM adder and QCLA adder were used as adders [7, 19]. As mentioned
earlier, in this study, only Width and Toffoli–depth for each version were men-
tioned without performing T–depth and T–count reduction (optimization).

In the quantum circuit we present, the round function and message schedule
algorithm are processed in parallel. Unlike previous works, it is not implemented
with only one adder, but as a hybrid version in which several types of adders are
placed in appropriate positions. For accurate comparison with previous papers,
both T–depth and Toffoli–depth are written in Table 2.

3 T–depth and T–count reduction method

In the fault-tolerant model, it is known that implementing the T gate among the
gates of the Clifford+T set is much more difficult than all other gates and that
the T–depth determines the circuit runtime [20–22]. Therefore, many studies
have been conducted on T–depth and T–count reduction to reduce and optimize
quantum circuit construction costs [13, 15, 23, 24]. We will use the matroid par-
titioning concept in [15] and modify the optimization subroutines in [24]. We
will deal with a quantum circuit with a subcircuit between two Toffoli–gates.

If there are two Toffoli–gates in the quantum circuit, their relative positions
exist in ten cases [25] (Fig.4). Three of these cases will be dealt with in this paper.
The three cases we will cover are when both the control lines and the target line
are shared, only the control lines is shared and only the target line is shared.
The other seven cases are not covered in detail in this paper. In fact, for the
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remaining seven cases, our method is applicable similarly to the three cases we
will cover. In particular, in the second and sixth cases, we should apply our
method a little different from other cases.

Fig. 4. Ten cases of relative positions for two Toffoli-gates [25]. Of these, only three
cases (first, third and ninth cases) are dealt with in this paper. For the remaining seven
cases, our method can be applied similarly to the three cases we will cover.

3.1 Three cases where our method is applied.

Case 1) Both control lines and a target line are shared. Assume that
two Toffoli–gates share control lines and a target line and a subcircuit named
A exists between these two gates as shown in Fig. 5. Now we create Controlled–
P † gate and Controlled–P gate on the right side of Toffoli–gate on the left
side of the circuit. Since these two gates have an inverse operation relationship
with each other, it is self-evident to constitute an identity circuit. Now consider
Controlled–P gate and the existing subcircuit A. If these two partial circuits are
commutative, The Controlled–P gate will be moved to the left of Toffoli–gate
on the right side of the circuit. That is, if exchange is possible as shown in Fig.
5., due to the matroid partitioning concept of [15], the total T–depth can be
reduced from 6 to 4, and the total T–count can be reduced from 14 to 8. Let the
basis variables corresponding to each line be x1, x2, x3 [15]. As we saw in the
previous section, these basis variables are the components of phase in the Rz(θ)
gate. It can be seen that the T–count can be reduced to 8 through equation (8).

(x1 + x2 + x3 − x1 ⊕ x2 − x2 ⊕ x3 − x1 ⊕ x3 + x1 ⊕ x2 ⊕ x3)

+ (−x1 − x2 + x1 ⊕ x2) + (x1 + x2 − x1 ⊕ x2)

+ (−x1 − x2 − x3 + x1 ⊕ x2 + x2 ⊕ x3 + x1 ⊕ x3 − x1 ⊕ x2 ⊕ x3)

=(x3 − x2 ⊕ x3 − x1 ⊕ x3 + x1 ⊕ x2 ⊕ x3)

+ (−x3 + x2 ⊕ x3 + x1 ⊕ x3 − x1 ⊕ x2 ⊕ x3)

(8)
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Fig. 5. Case 1) Both control lines and a target line are shared.

Case 2) Control lines are shared but a target line is not. Fig. 6. shows
the case where the control lines are shared but the target line is not. T–depth
and T–count can be reduced through the same process. If there is a Toffoli–
gate with an off-control part, As in the figure below of Fig. 6., a P gate or P †

gate is created.

Case 3) A target line is shared but control lines are not. In the third
case, we drew Fig. 7. using three Toffoli–gates. Unlike the previous two cases,
this third case is a method applicable even when three or more Toffoli–gates
exist. In this case, the control lines are not shared among Toffoli–gates, so
the T–depth cannot be reduced with the same logic as in the previous two
cases. Looking at Fig. 7, the rightmost Toffoli–gate maintains T–depth 3 and
T–count 7 without any conversion. If Controlled–P gates and subcircuits A1

and A2 are interchangeable, the T–depth of the rightmost Toffoli–gate can be
shared. That is, T gates and T † gates of these three gates are placed on the same
time line to make T–depth 3. T -count does not change in this case. It is possible

Fig. 6. Case 2) Control lines are shared but a target line is not.

to reduce the T–depth from 3n to 2n+1 for n (≥ 2) Toffoli–gates. In fact, if a
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Controlled–P gate is made on control lines of the rightmost Toffoli–gate and
this gate is interchangeable with subcircuit A2, T–depth can be reduced by one
more. In all three cases, if one work qubit is added, the T–depth can be further
reduced [13]. In particular, in the third case, the T–depth from 2n + 1 can be
reduced to n+ 1.

3.2 Exchangeability determination process

We present the characteristics of subcircuit A interchangeable with Controlled–
P gate and the process of finding it. The Controlled–P gate works as follows.

Controlled− P : |x1x2⟩ → e
πi
4 2x1∧x2 |x1x2⟩ (9)

It can be seen that x1 and x2, which are basis variables corresponding to each
wire, are maintained as they are, and ix1∧x2 is generated. That is, in order for
subcircuit A to be exchangeable with Controlled–P gate, the above operation
must be possible as it is. That is, the global phase ix1∧x2 should be generated
even after passing through the subcircuit A first.

Let’s take a simple example. An Off–controlled–NOT gate is obviously
interchangeable with the Controlled–P gate. This is because one gate has an
off-control part and the other has an on-control part. It can also be known from
the eq. (10).

x2 → −x1 ⊕ x2 =⇒
x1 + x2 − x1 ⊕ x2 → x1 − x1 ⊕ x2 − (x1 ⊕−(x1 ⊕ x2)) = x1 + x2 − x1 ⊕ x2

(10)
As it can be seen from eq. (10) and Fig. 8., after passing through the Off–

controlled–NOT gate, x2 is converted to −x1⊕x2, so after passing through the
Off–controlled–NOT gate, when passing through the Controlled–P gate, we
can make ix1∧x2 . That is, these two gates are commutative.

As another example, consider the SWAP gate. This gate is a gate that has
the effect of swapping the positions of the two wires. Therefore, it can be seen
intuitively that it is interchangeable with the Controlled–P gate. This SWAP
gate can consist of three CNOT gates. Since these three CNOT gates can be
replaced with three Off–controlled–NOT gates, so it can also be confirmed
that they are interchangeable by the previous example (Fig. 8, Fig. 9).

Now, we present a method to determine the exchangeability between subcir-
cuit A and Controlled–P gate. It was mentioned earlier that a circuit consisting
of H gate, X gate, Rz gate, and CNOT gate will be considered. We will use
variants of the optimization subroutines in [24]. The following subroutines are
executed sequentially.

1) X gate cancellation by X gate propagation We move all X gates in A
to the right through X gate propagation [24]. If there is a CNOT gate in A and
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Fig. 8. Off–controlled–NOT gate and Controlled–P gate are commutative.

Fig. 9. Transformation 3 CNOT gates (1 SWAP gate) to 3 Off–controlled–NOT
gates

the target line is shared with the X gate, transform it into an Off–controlled–
NOT gate and then delete the X gate. Alternatively, it is combined with the
Toffoli–gate on the right side of A to convert it into a Toffoli–gate with an
off-control part. In this case, a X gate is created on the right side of Toffoli–
gate. The change of adjacent gates through this X gate propagation can be seen
in Fig. 10. [15, 24].

Fig. 10. Commutation rules in X gate propagation.

2) Hadamard gate cancellation Controlled–P gate consists of two CNOT
gates, two T gates, and one T † gate. H gate is not commutative with T gate
[13, 15]. Therefore, H gates in A must be reduced and erased using the circuit
identities shown in Fig. 4. in [24] and Fig. 8. in [26]. At this time, using Fig.
5. in [24] and the rules of [27], the positions of Rz gates and CNOT gates are
changed to further perform H gate reduction. If two adjacent gates are placed
in an inverse relationship with each other during position movement, they are
obviously deleted. The movement of all gates is finally performed for H gate
reduction. If the Controlled–P gate shares one of the two wires with H gate,
that is, if all H gates are not removed, then Controlled–P gate and subcircuit
A are not interchangeable.

3) Z–rotation gate (Rz(θ) gate) cancellation If both X gates and H gates
are all deleted, only Rz(θ) gates and CNOT gates remain in the subcircuit A.
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We are interested in whether the basis variables x1 and x2 are maintained or
not. Therefore, the Rz(θ) gates that do not affect the change of these two basis
variables can be ignored. If the Rz(θ) gate is deleted and the control parts and
target parts of adjacent CNOT gates each share lines, they are also deleted
because they are inversely related to each other.

4) Discrimination between CNOT gates Now, in the subcircuit A consist-
ing of the remaining CNOT gates, a CNOT gate with a control part on one
of the two lines where the Controlled–P gate exists and a target part on the
third line may remain. Again, since it does not cause any change in the basis
variables, it can be ignored. In the opposite case, A is not an interchangeable
circuit with a Controlled–P gate because it causes a change in the basis variable
corresponding to the lines.

Let’s take a concrete example with Fig. 11. and the basis variables corre-
sponding to each line be x1, x2, x3, and x4. Through X gate propagation, the
X gate is combined with the CNOT gate to become an Off–controlled NOT
gate. Then, H gate cancellation is performed. We can clear all H gates on the
first and second lines. Now, only Rz(θ) gates and CNOT gates remain on the
first and second lines. The CNOT gate connected to the first and fourth lines
in the middle of the circuit can also be ignored. The H gate in the 3rd line also
can be ignored because it has no effect on the basis variables x1 and x2. As a
result, only 3 CNOT gates remain and x2 is changed to x2 ⊕x4. Since the basis
variables x1 and x2 do not appear in the first and second lines, this subcircuit
A in the example is not interchangeable with the Controlled–P gate.

Although subcircuit A is not interchangeable with the Controlled–P gate,
it does not prevent subcircuit A’s T–depth from being reduced. You can see
that there is no gate on the first wire of subcircuit A’. That is, subcircuit A is
interchangeable with T gate. When using the T gate, T–depth can be reduced
to 4 as when using the Controlled–P gate, but T–count cannot be reduced to
8.

Fig. 11. Example) Subcircuit A that cannot be commutative with Controlled–P gate
but with T gate.

We mentioned earlier that for the second and sixth cases in Fig. 4. we should
apply our method a little different from other cases. That is, T gate and T † gate
should be used instead of Controlled–P gate and Controlled–P † gates (Fig. 12).
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Controlled–P gate cannot be used due to the existence of H gates constituting
Toffoli–gates. As mentioned earlier, T gate and H gates are not commutative.
So to avoid wires with H gates, we use T gate and T † gate instead.

Fig. 12. The second and sixth cases in Fig.4. In both cases, T–depth is reduced from
6 to 4 like other cases. But T–count can not be reduced to 8.

Consider a triply controlled NOT gate (C3NOT gate, Fig. 13). This gate
can be decomposed into 4 Toffoli–gates [28]. Looking at the middle figure of
Fig. 13, it seems that it is not easy to reduce T–depth to 8 due to the presence
of H gates. However, in the wire at the bottom of the figure, the two H gates
constituting the different Toffoli–gates are adjacent to each other, so they are
removed. Therefore proper arrangement of Controlled–P gates and Controlled–
P † gates in the circuit results in a C3NOT gate with T–depth of 8. This result is
the same as Fig. 9. in [15] using the matroid partitioning concept. For every k ≥
3 if there are k− 2 qubits in arbitraty states, then a controlled NOT gate with
k control parts (CkNOT ) can be made of 4(k − 2) Toffoli–gates by Lemma
7.2 in [28]. Applying our method, CkNOT gate can be a gate where T–depth is
8(k − 2).

3.3 Remark and cautions

One might wonder why it doesn’t cover the case where a single Toffoli–gate is
alone. As mentioned in the introduction, we aim to create an efficient quantum
cryptosystem circuit to verify security strength. A typical quantum attack algo-
rithm used in this case is Grover’s algorithm [3]. In this case, Grover’s algorithm
uses the phase kick–back technique. If there is only one Toffoli–gate and it is
combined with Controlled–P † gate, phase -i occurs and it cannot be removed.
A quantum circuit that cannot maintain the input phases + 1√

2n
for the number

n of bits of the superposed input value cannot be used in Grover’s algorithm.
Therefore, when modifying the circuit to reduce T–depth and T–count, we must
take care that the phase + 1√

2n
of each state is maintained after passing through

all gates in quantum cryptosystem circuit. So as mentioned later, our technique
cannot be applied to a Toffoli–gate alone among Toffoli–gates of quantum
adder circuits.
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Fig. 13. A triply controlled NOT gate’s T–depth can be reduced from 12 to 8.

There are a few things to keep in mind when using the above method. First,
If the subcircuit A is complex, we need to repeat steps 2, 3, and 4 several times
to know the exchangeability. In case of a CARRY gate used in HRS adder
[10], it is impossible to delete all H gates at once because it consists of many
Toffoli-gates. Of course, Toffoli-gates in A that share control lines with the
Toffoli-gates on either side can be neglected because they do not cause changes
in basis variables x1 and x2.

Second, after subcircuit A and Controlled-P gates swap places, Controlled-
P gate is sometimes changed to Controlled-P † gate. That is, in this case, one
of the basis variables x1 and x2 is negated. This can also be combined with the
right Toffoli-gate to reduce T -depth.

Lastly, if subcircuit A has a special shape, then Toffoli-gates on both sides
can be reduced to one. For example, assume that two Toffoli-gates share both
two control lines and one target line. At this time, suppose that subcircuit A is
a CNOT gate that uses one of two control lines of the Toffoli-gates as a target
line and the fourth line as a control line. Then two Toffoli-gates can be reduced
to one Toffoli-gate having a different control line (Fig. 14., [10]). That is, there
is a situation in which the Toffoli-count can be decreased. In this case, T -depth
can be reduced from 6 to 3 instead of 4. There are various other situations in
which Toffoli-count can be reduced (Fig. 14., [25, 29, 30]).

Fig. 14. Toffoli-count reduction rules [25, 29, 30].
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4 Application 1 : Applying T–depth and T–count
reduction technique to quantum ripple–carry adder

Now we apply the technique presented in the above section to some quantum
adders. About 33% of T-depth reduction occurs in four quantum adders. These
changed T -depth values can be seen in Table 1.

4.1 CDKM adder

First, let’s take a look at the CDKM adder. As can be seen from Figure 6.
in [7], all Toffoli–gates, except for one, can be paired by two and share two
control lines and one target line. In the central part of the circuit, the subcircuit
is composed of X gate and CNOT gate. Because they share the target line, these
two gates can be turned into Off-controlled–NOT gate. Because the situation
corresponds to case 1, we can reduce the T–depth using our method (Fig. 5.). We
cannot use the above method for a Toffoli–gate lying alone below the center
of the CDKM adder circuit.

4.2 V BE adder

The V BE adder consists of CARRY function blocks and SUM function blocks,
and you can see the circuit in Figure 1 in [8] when one operand is a constant. In
the SHA–256 quantum circuit to be mentioned in the next section, the V BE
adder is used in a situation where one of the two operands is a constant. There
is only one Toffoli–gate in the CARRY function block below the center of
the V BE adder we will use. In CDKM adder and V BE adder both, there
is one Toffoli–gate that we cannot apply the above method to, respectively.
Therefore, the T–depth reduction rates are slightly less than 33%.

4.3 TK adder

TK adder is shown in Fig. 5. and Fig. 7. in [9]. TK adder consists of a total
of 4 steps, and the first step consists only of CNOT gates. The second and
fourth steps correspond to the second case of the proposed method. The third
step corresponds to the third case which is relatively free for the number of
Toffoli–gates in the above method. Also, for the bit length n of the operand,
Toffoli–count of this adder is 4n-6. That is, unlike the above two adders, for
all Toffoli–gates the above method can be applied. As a result, the T–depth
reduction rate is more than 33%.

4.4 HRS adder

The design of HRS adder is much more complicated than those of the three
adders above [10] (Fig. 15). Unlike V BE and CDKM adders, there is no need
to use clean work qubits. Instead, we can use borrowed dirty qubits, i.e. qubits
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Fig. 15. The HRS adder for n = 8. The operand x and The constant a are added to
calculate the sum s in mod 28. This circuit has three layers. In the last layer, it consists
of CNOT gates and NOT gates, and execution is decided according to the value of a.
For example, if the value of least-significant bit a0 is 0, CNOT gate and NOT gate
located at the top are not executed.

in arbitraty states. Therefore, the length of the circuit is long so that the states
of dirty borrowed qubits are the same after the operation is finished. As it is de-
signed using a divide-and-conquer scheme and module 232 addition is performed,
it consists of a total of 5 layers. In the last layer, any Toffoli–gates are not
used. The above T -depth reduction technique cannot be applied to 6 Toffoli-
gates in each layer. Of the 408 Toffoli-gates constituting Toffoli-detph, 384
Toffoli-gates belong to the first case of the above method. Therefore, the T -
depth reduction rate is less than 33% like the first two adders.

Based on the above method, V BE adder and CDKM adder with reduced
T–depth and T–count are circuits with T–depth and T–count optimized by the
matroid partitioning concept [15]. However, TK adder and HRS adder cannot
be circuits optimized for T -depth in the above way. This is because the circuits
presented in [9, 10] are circuits in which Toffoli-count can be reduced. That is,
since Toffoli–count is not optimized, it cannot be said that T -depth is opti-
mized even if our T -depth reduction method is used. In both, there are sections
where there are three or more Toffoli-gates that share both control lines. The
Toffoli–count reduction (optimization) technique is not covered in detail in this
paper. It seems that a T -depth optimized circuit can be obtained if the T -depth
reduction technique is used in the circuit that Toffoli–count (Toffoli–depth)
is optimized.

5 Application 2 : Using reduced quantum adders in our
new quantum SHA–256 circuit

5.1 SHA–256 quantum circuit implementation
Now, we configure the SHA–256 quantum circuit using the above four adders
with reduced T–depth. In Fig. 16., you can see the internal function blocks
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composing the SHA–256 quantum circuit we present. Work qubits are not shown
in the figure. In case of the Maj function block, the circuit of [7] is used as it is.
On the other hand, the Ch function block is our newly created function block,
which consist of 1 CNOT gate and 1 Toffoli–gate. Both function blocks do
not use work qubits and have Toffoli–depth of 1. These function blocks can be
seen in more detail in Fig. 17.

Σ0, Σ1, σ0, and σ1 function blocks receive a 32-bit string as an input value
and output a 32-bit string respectively. Since these quauntum circuits can be
constructed using only CNOT gates in the reverse direction of the PLU decom-
position [4], T–depths are all 0. The output values of these four function blocks
are all used as the operands of addition and then restored to their original input
values through the inverse operation in quantum circuit. Since they consist only
of CNOT gates, they do not significantly affect the performance speed of the
circuit. For example, in the case of σ0 function block, this quantum circuit with
Depth 50 can be made by using a total of 193 CNOT gates. Although 20 swap-
ping occurs, we do not change the swapping process to 3 CNOT gates because
we only need to change the positions of the lines. If it is converted to 3 CNOT
gates, a total of 253 CNOT gates are required.

There are three main ideas introduced when designing the SHA–256 quan-
tum circuit. We introduced a path balancing technique that makes some oper-
ations run in the next round. And instead of making T1 first, we made d + T1

first to reduce the length of the critical path of the entire circuit. In addition,
the T–depth is reduced as much as possible by providing enough work qubits to
all adders performing in parallel.

In our proposed quantum circuit, we perform a total of 11 additions and
1 subtraction per round. This subtraction is used to restore the values of the
internal variables e, f, g in the circuit. Subtraction will use the subtractor version
of TK adder and CDKM adder, so T–depth and T–count are not different from
each adder. In the classical circuit, T1, which is commonly required for d+T1 and
T1 +T2, is made first, but in our quantum circuits, d+T1 is made as quickly as
possible. If you look at Fig. 18., you can see that Wt is used twice as an operand.
In the round function algorithm, 8 adder circuits and 1 subtractor circuit are
used, and in the message schedule algorithm, 3 adder circuits are used. Both
algorithms are processed in parallel. In t-th round, the adder circuit with a long
vertical line located to the left of Fig. 18. is to add Wt−1, so it is one of the
adders constituting the round function algorithm.

The adder circuits used in the proposed circuit are V BE adder, CDKM
adder, TK adder and HRS adder mentioned in the previous section. In the
previous works, only one adder circuit was used to construct each SHA–256
quantum circuit. We present circuits with reduced Width or T -depth by arrang-
ing several types of adder circuits in appropriate positions.

There are two circuits presented by us. Our two proposed circuits are named
SHA–Z1 and SHA–Z2, respectively. SHA–Z1 consists of a total of 768 qubits,
and one HRS adder and eleven TK adders are used. If you look at Fig. 18.,
constant Kt is added using HRS adder at the front, and two TK adders are
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Fig. 16. Function blocks in SHA–256 quantum circuit. In Maj and Ch function blocks,
phases are not indicated ((−i)(a⊕c)∧(b⊕c) and (−i)e∧(f⊕g)).

Fig. 17. Maj function block and Ch function block in SHA–256 quantum circuit.
In the SHA–256 circuit, the qubits’ states of each wire are maintained after passing
through subcircuit A.

located in the same time slice. The remaining nine TK adders are grouped into
four and five for parallel processing. Of the 768 qubits, 256 qubits are used to
represent the internal variables a, ..., h in the round function algorithm, and 512
qubits are used in the message schedule algorithm. When we use the HRS adder,
we can use idle qubits in the message schedule algorithm as the borrowed dirty
qubits. HRS adder and TK adder don’t use clean work qubits at all. Recall
that T -depths are not optimized for the HRS adder and TK adder to which our
T -depth reduction technique is applied. Therefore, Toffoli-depth and T -depth
of this SHA-256 circuit can be further reduced.

SHA–Z2 is a circuit with a total of 799 qubits, which consists of one V BE
adder and 11 CDKM adders. 11 CDKM adders are composed of 2 CDKM
adders using only 1 work qubit and 9 CDKM adders using 5 work qubits.
Compared with the previous version, the HRS adder is replaced by the V BE
addder and two CDKM adders that uses 1 work qubit are located in the same
time slice. the remaining 9 CDKM adders using 5 works qubits are located in
second and third time slices (Our quantum circuits consist of three time slices in
one round, and the reason is that the critical path that determines the T–depth
consists of three adders.). In this circuit design, there are a total of 31 work
qubits. When V BE adder uses 29 work qubits, CDKM adders operating in the
same time slice uses 1 work qubit each. Since V BE adder performs addition in
the modular 232 and adds constants, therefore 32-bit addition can be performed
with a total of 61 qubits [8]. The remaining 9 CDKM adders can be used in
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Table 1. Function block resources in SHA-256 quantum circuit. These T -depth values
are the results after our T -depth reduction technique is applied. All quantum adders
are performed in modular 232. HRS adder and V BE adder are only used when adding
constant Kt. In HRS adder, 8 work qubits are borrowed dirty, that is, they are in
arbitrary states.

Width #ancilla T -depth Toffoli-depth
Maj 3 0 2 1
Ch 3 0 2 1
Σ0, Σ1, σ0, σ1 32 0 0 0
HRS adder 40 8 840 408
V BE adder 61 29 119 59
TK adder 64 0 191 93
CDKM adder using 1 ancilla 65 1 123 61
CDKM adder using 5 ancillas 69 5 61 61

a form in which the T–depth is reduced as much as possible by using 5 work
qubits each. Since up to 5 CDKM adders operate at the same time, the number
of work qubits required in this time slice is up to 25. In fact, it is not necessary
to use the method presented in the previous section for T–depth reduction in
the second and third time slices in SHA-Z2. This is because work qubits can be
sufficiently provided. In this time, our method only reduces T -count.

A path balancing technique is introduced when constructing the proposed
circuits. This technique repositions some operations so that they can be per-
formed in the next round. In Fig. 18., the function blocks painted in red are the
function blocks added from round 2. Function blocks painted in green are added
from round 3. The upper area is the round function algorithm and the lower area
is the message schedule algorithm. The message schedule algorithm starts from
round 2 and gets the values of W16, ..., W63 through a total of 48 iterations. In
the proposed circuit, the message schedule algorithm ends at round 50. That is,
W16 is made in round 3 but not in round 2, and W63 is made in round 50. Of
course, in the 50th round, the σ0, its inverse function block and the CDKM
adder between them do not work.

On the other hand, the round function algorithm repeats up to the 65th
round. Function blocks painted in red at the top of the circuit run from round 2
to round 65. The difference between the classic circuit and the proposed quantum
circuit is that the classical circuit repeats 64 times for one message block, whereas
the proposed quantum circuit repeats a total of 65 times. In the final 65th round,
only the function blocks painted in red at the top are executed. In the final 65th
round, there are 31 work qubits in our second proposed circuit, so all three
additions use the CDKM adder using 5 ancillas. After each round, the position
of qubits is adjusted through swapping according to the hash algorithm.

In each round, the critical path can be composed of only three adders. That
is, we design circuits to execute in parallel 3 out of 9 adders for each time
slice in the round function algorithm. The critical paths of the quantum circuits
created in previous studies [5, 6] consist of 7 adders or 9 adders. Function blocks
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Table 2. SHA–256 quantum circuit resources comparison. Our two proposed circuits
are named SHA–Z1 and SHA–Z2, respectively. When constructing our circuits, we
used adder circuits with reduced T-depth to which the above technique was applied.

Width T -depth Toffoli-depth Used quantum adder
SHA-256 [5] 2402 70400 - CDKM [7]
SHA-C1 [6] 801 - 36368 CDKM [7]
SHA-C2& C3 [6] 853 - 13280 QCLA [19]
SHA-C4 [6] 834 - 27584 CDKM [7]
SHA-C5& C6 [6] 938 - 10112 QCLA [19]
SHA-Z1 768 78911 38360 HRS, TK
SHA-Z2 799 16121 12024 V BE, CDKM

painted in blue are function blocks constituting a critical path with T–depth
that determines the performance of a quantum circuit. SHA–Z1’s critical path
consists of one HRS adder, two TK adders, Ch function block’s inverse and Σ1

function block’s inverse. On the other hand, SHA–Z2’s critical path consists of
Ch and its inverse, Σ1 and its inverse, one CDKM adder using 1 ancilla and
two CDKM adders using 5 ancillas.

5.2 Quantum circuit resources comparison

SHA–Z1 has been implemented with a smaller number of qubits than any pre-
vious circuits. SHA–Z2 has a smaller Toffoli–depth than SHA–C2& C3 im-
plemented as QCLA with Toffoli-depth O(log n). Unfortunately, we could not
make a circuit with Toffoli–depth smaller than that of SHA–C5& C6 while
using less than 900 qubits. If QCLA is used in the proposed circuit, Toffoli–
depth can be less than 10000. However, in the proposed circuit, up to 5 adders
are operated at the same time, so at least 265 work qubits will be required. Note
that one QCLA uses 53 work qubits for 32-bit module addition [19]. There may
be improved QCLA that requires less work qubits. If it exists, we can create
much more efficient quantum circuits.

6 Conclusion and future work

We have proposed a novel method that reduces T–depth when there are two
Toffoli–gates and subcircuit between them. By using this method, CDKM
adder, V BE adder, TK adder and HRS adder became circuits with reduced
T -depth by about 33%. And then these adders are placed appropriately for
use in our SHA-256 circuit. Also we present new construction about SHA–
256 quantum circuit so that the critical path consists of only 3 adders. This
circuit’s construction and performance are much better than SHA–256 circuits
in previous works.

During this study, the necessity of reducing Toffoli-count emerged. It is
expected that a T -depth optimized circuit can be made only by performing the
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T -depth reduction method on a circuit with optimized Toffoli-count. Under
what conditions can the Toffoli-count be reduced when three or more Toffoli-
gates share both control lines? Toffoli-count (or Toffoli-depth) optimization
algorithm should be devised. There are previous studies that provided hints for
implementing this algorithm [25, 29, 30].

We also don’t know our proposed circuit design is optimized circuit construc-
tion in quantum environment. When we can use 799 qubits, is proposed circuit’s
T–depth is optimized? There may be more efficient circuit designs available for
SHA–256. Finding or implementing a more efficient adder circuit that can be
used for SHA-256 also could be a future research task. As mentioned previously,
we need advanced in-place QCLA which the number of work qubits is reduced.
Another candidates would be to build a multi-operand adder circuit specialized
for SHA–256 quantum circuit. Of course, the performance of this adder should
be better than our proposed circuit. That is, T–depth of this adder must be less
than T–depth of three consecutive adders that make up the critical path.
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Abstract. The efficient quantum circuit of Post Quantum Cryptogra-
phy (PQC) impacts both performance and security because Grover’s
algorithm, upon which various attacks are based, also requires a circuit.
Therefore, the implementation of cryptographic operations in a quantum
environment is considered to be one of the main concerns for PQC. Most
lattice-based cryptography schemes employ Number Theoretic Trans-
form (NTT). Moreover, NTT can be efficiently implemented using the
modulus p = k · 2m + 1, called Proth number, and there is a need to
elaborate on the quantum circuit for a modular multiplication over p.
However, to the best of our knowledge, only quantum circuits for mod-
ular multiplication of the general odd modulus have been proposed, and
quantum circuits for specific odd modulus are not presented. Thus, this
paper addresses this issue and presents a new optimized quantum circuit
for Proth Number Modular Multiplication (PNMM) which is faster than
Rines et al.’s modular multiplication circuit. According to the evaluation
with commonly used modulus parameters for lattice-based cryptography,
our circuit requires an approximately 22% ∼ 45% less T-depth than that
of Rines et al.’s.

Keywords: CDKMAdder, Proth Number, Quantum Circuit, Moduluar
multiplication, Lattice, Number Theoretic Transform.

1 Introduction

Public key cryptosystems such as RSA, DSA, and ECC operate on a signature
and key exchange, and are the main factors in telecommunications and financial
areas. Their security is based on the hardness of solving mathematical problems
such as the integer factorization problem, discrete logarithm problem, and elliptic
curve discrete logarithm problem. Although such problems require an at least
sub-exponential time to solve on a classical computer, a quantum algorithm
proposed by Peter Shor [7] in 1994 solves the discrete logarithm and integer
factorization problem within polynomial time. This implies that the current
cryptographic algorithms are unsecure against quantum algorithms on quantum
computers.
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As a substitute for classical public key cryptosystems, Post Quantum Cryp-
tography (PQC) was designed to be resistant to attacks in a quantum computing
environment. The National Institute of Standards and Technology (NIST) has
been working on standardizing PQC. Various mathematical theories have been
developed to prove the resistance of PQC, and the most commonly applied ap-
proach one is Lattice.

The security of lattice-based cryptography is based on Learning With Er-
ror (LWE), which uses lattice structures and errors to provide hardness. To in-
crease the computational efficiency, LWE-based cryptography uses a new struc-
ture called Ring-LWE (RLWE). In RLWE-based cryptography, the adoption
of NTT accelerates the polynomial multiplication considerably. Currently, five
of the seven candidates for NIST PQC Round 3 are lattice-based cryptography.
Among the five candidates, Kyber, Dilithium, and Falcon adopted NTT and out-
performed the others. This indicates that an efficient implementation of NTT is
an important research issue.

For the efficiency of NTT, RLWE-based cryptography uses x2m +1 as a quo-
tient polynomial and modulus p having the 2m+1 − th root. Because most of
the computational complexity in NTT is the modular multiplication, a modu-
lar multiplication for the modulus p is the main factor determining the overall
performance. In addition to the performance aspect, an efficient implementa-
tion of a modular multiplication also has a significant influence on a security
analysis because attacks on RLWE-based cryptography require operations us-
ing the same modulus. However, to the best of our knowledge, only a modular
multiplication quantum circuit for a typical odd modulus has been proposed [6],
and an an optimized quantum circuit for PNMM, which often used in NTT, has
not been proposed. Therefore, in this paper, we propose a quantum circuit for
PNMM using the integer characteristics of the Proth number, and justify the
performances by comparing the existing modular multiplication quantum circuit
with our approach in terms of the T-depth and number of qubits.

The remainder of this paper is organized as follows. Section 2 describes the
background necessary for this paper. Section 3 describes several gates required to
implement PNMM and presents their implementations. Section 4 shows quantum
circuits for each step of PNMM and provides the results of a T-depth evaluation.
Finally, the last section summarizes the analysis results and presents future
research topics.

2 Background

2.1 Proth Number

A natural number N is called a Proth number which is in the form of N =
k · 2m +1 where k is odd and k < 2m. In particular, N is called a Proth prime if
N is a prime number. Owing to its efficiency, a Proth prime is used as modulus
for NTT.

2

The 24th Annual International Conference on Information Security and CryptologySession 9 - 2

ICISC 2021 393



Proth number N has a special property for a modular multiplication.

C = C0 + 2mC1 (0 ≤ C0 < 2m) (1)

⇒ kC = kC0 + k · 2mC1 (2)

≡ kC0 − C1 (mod N) (3)

where C0, C1 represents lower m qubits of C and the remaining part respectively.

As in the case of Montgomery modular multiplication, PNMM can be applied
within a special domain. It is possible to move an integer a to what is called
Proth domain by multiplying k−1 on modular N . We denote an element on
Proth domain as a moved from a. We set x = xk−1, y = yk−1. Then kx · y =
kC ≡ kC0 − C1 ≡ xyk−1 = xy (mod N). Within Proth domain, a modular
multiplication can be executed using only 2 multiplications and some additions.
At the end of the computations, the resulting values are returned to the original
domain by multiplying with k.

2.2 CDKM Adder

Several quantum circuits are being studied for a cryptographic analysis, and
many are designed for addition which is the most basic operation. Many adders
such as VBE [9], CDKM [1], carry-lookahead [3], and φ adder [2] have been
presented. Many improvements such as [8] have also been studied. In this paper,
we use the CDKM adder which is an in-place adder using only one ancilla qubit.
The CDKM adder consists of a combination of two gates, MAJ and UMA, which
is implemented in different ways such as 2-cnot and 3-cnot version. The T-depth
of a CDKM adder is 2n − 1 when the number of qubits required to represent
an input is n. In addition, when no carries occur or a carry is not delivered,
a CDKM adder can be implemented by removing the gates affecting the MSB
qubit from the original circuit, the depth of which is 2n− 2.

2.3 Generic Quantum Modular Multiplication Circuit

In [6], Rines et al. describe a circuit that applies a modular multiplication with
one fixed input in a general modulus p. In this study, we deal with the multipli-
cation between two arbitrary inputs and apply it as a multiplication circuit with
two arbitrary inputs. In addition, it is assumed that the adder uses a CDKM
adder with one ancilla qubit. The outline of the quantum modular multiplication
is as follows.

1. Compute the multiplication result of x and y
2. Divide (x · y) by p and obtain the remainder x · y (mod p) and quotient q.
3. To uncompute, q · p is calculated from the quotient q. We add x · y (mod p)

to q · p, thus making the output with value of x · y. Finally, we uncompute
the ancilla qubits which is the state of x · y.

3
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Here, x · y (mod p) is calculated using the above three processes, and the
overall number of ancilla qubits requires a total of φ(n)+n+1, where φ(n) qubits
are used to store x · y. In addition, n qubits are also used to store the modulus p
used as a constant within the entire process, and the last 1 qubit is used by the
CDKM adder. The toatl T-depth of multiplication, division, and uncomputation
is (3n2 − 5n + 3φ(n)), ((5n − 3) · (φ(n) − n)), (3(φ(n) − n)2 − 2(φ(n) − n))
respectively, and the total T-depth is (n2 + 3φ(n)2 − 2φ(n)− nφ(n)).

3 Quantum Circuit of Arithmetic

In this section, we present the quantum circuits of base operations for PNMM
– Controlled CDKM Adder and Sign-Conversion, with their T-depth.

3.1 Controlled CDKM Adder

The controlled adder is a modified adder that determines whether an adder
is applied according to the value of the control qubit. The Multiplication of
two numbers a, b is generally calculated using summation of ai · (b · 2i), where
ai is i-th bit of a. Therefore, each summation becomes a sort of a controlled
adder which is applied according to a control qubit. Also, division introduced
later in this paper uses a controlled adder in each loop. Thus we can know that
the performance of controlled adder affects the performance of multiplication
and division significantly. If all gates in the circuit are changed and thereby
affected by the control qubit when converting the adder into a controlled adder,
all CkNOT gates must be transformed into Ck+1NOT gates. However, if the
controlled adder is implemented in this way, all gates are controlled by the same
control qubit, and thus the existing parallelized structure cannot be used. In
addition, converting the CkNOT gate into a Ck+1NOT gate leads to an increase
in the number of ancilla qubits and CCNOT gates, resulting in a significant
degradation in performance. In the case of a controlled CDKM, the number
of CCNOT and C3NOT gates increased, and the T-depth also increased to
9n + O(1) (Fig 1). In this section, we provide a method for removing control
qubits from multiple gates in a circuit and reducing the depth and number of
ancilla qubits through a rearrangement and adjustment between gates.

Reverse Structure Optimization. Reverse structure optimization is a tech-
nique using some gate and its reverse gate on a same circuit. If gate A−1 exists
with A in the same circuit, it is a circuit that does nothing. It can be used to
reduce the number of gates that the control qubit affects in the controlled gate
and applies an optimization in terms of the gate and depth. Figure 2 shows cir-
cuits that apply Ctrl − A,Ctrl − B, and Ctrl − A−1 sequentially. The circuit
is the same as a circuit that applying A,B, and A−1 or does nothing accord-
ing to the value of the control qubit. Because a circuit that does nothing is the
same as a circuit that applies A and A−1, and a circuit that sequentially applies

4
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Fig. 1: Unoptimized Quantum Circuit of Controlled CDKM Adder

Ctrl − A,Ctrl − B, and Ctrl − A−1 may be said to be the same as a circuit
that applies A,Ctrl − B, and A−1. Therefore, a circuit with a controlled gate
corresponding to a reverse process on both sides can be optimized in terms of
the gate cost and depth by deleting the control qubit of both sides (Figure 3).

Gates in the controlled CDKM can be optimized by deleting the control
qubits of both sides. It is known that the CCNOT and C3NOT gates per-
form as inverse functions for themselves. Therefore, circuits of (CCNOT,Ctrl−
B,CCNOT ) and (C3NOT,Ctrl−B,C3NOT ) structures can be converted into
circuits of (CNOT,Ctrl − B,CNOT ) and (CCNOT,Ctrl − B,CCNOT ), re-
spectively.

Gate Rearrangement and Substitution. After applying a reverse struc-
ture optimization, it is possible to reduce the number of CCNOT and C3NOT
gates remaining in the middle through a rearrangement and substitution be-
tween gates. If we change the order of remaining gate in the middle such that
the gates operating on the same qubit can be collected, we can divide gates set
into a type of CCNOT + C3NOT gate and CNOT + CCNOT gate (Fig 5).

The type of CNOT + CCNOT gate can be simplified to proceed within
three qubits, as shown in Fig 6a. Fig 6a shows a circuit that changes (C, a, z)
into (C, a, z ⊕ C ⊕ C · a). The addition of C and C · a values to the last qubit
can be expressed by adding C · (a⊕ 1), which means that a CNOT +CCNOT
gate can be replaced with a NOT + CCNOT + NOT gate (Fig 6b). Depth
increases from two (CNOT,CCNOT ) to three (NOT,CCNOT,NOT ) gates.
However, there are many gates corresponding to type CNOT + CCNOT , and
if each NOT gate on the left and right is applied in parallel, the overall depth
is reduced.

Similarly, the type of CCNOT + C3NOT gate can be simplified to proceed
within five qubits (Fig 7a), and is a circuit that changes (C, a0, a1, a2, z) into
(C, a0, a1, a2, z⊕C ·a2⊕C ·a0 ·a1). Adding C ·a2 and C ·a0 ·a1 values to the last

5
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Fig. 2: Applying Ctrl −A,Ctrl −B, and Ctrl −A−1

Fig. 3: Equivalent to A,Ctrl −B, and A−1

Fig. 4: Controlled CDKM Adder Circuit applying Reverse Structure Optimiza-
tion

6
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Fig. 5: Gate Rearrangement

(a) CNOT + CCNOT (b) 2 NOT + CCNOT

Fig. 6: Gate Substitution from CNOT + CCNOT to 2 NOT + CCNOT

7
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qubit is equivalent to adding C · (a2 ⊕ a0 · a1), which can be applied with three
CCNOT gates (Fig 7b). Because one ancilla qubit and three CCNOT gates are
required to apply a C3NOT gate, transforming CCNOT + C3NOT gate into
three CCNOT gates avoids the use of an unnecessary ancilla qubit and saves
one CCNOT gate.

(a) CCNOT + C3NOT (b) 3 CCNOT

Fig. 7: Gate Substitution from CCNOT + C3NOT to 3 CCNOT

Through reverse structure optimization and gate rearrangement and sub-
stitution, the T-depth of the controlled CDKM adder can be optimized to
3n + 1 (Fig 8). In addition, where a carry does not occur or does not need
to be delivered, the T-depth can be reduced to 3n− 2 by deleting one CCNOT
gate used for the carry transfer of the highest qubit and two CCNOT gates next
to it (Fig 9).

Fig. 8: Example Circuit of Optimized Controlled CDKM Adder when n = 6

8
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Fig. 9: No carry version of Optimized Controlled CDKM Adder

3.2 Sign Conversion

If x is bit flipped in a binary, it will have the same value as (−x− 1). Adding 1
to that value, it becomes (−x), which is the number of inverted signs from the
existing input. Consequently, a sign conversion was applied in accord with the
following steps:

1. Bit flip
2. Increase by 1

In step 2, it is possible to apply a general quantum adder using ancilla qubits.
However, there is also a circuit that does not use an ancilla qubit, borrows qubits
containing random values, and increases by 1 as follows [4].

Increment. An increment is a gate that obtains v + 1 using input qubits that
have a value of v and borrowed qubits (not ancilla qubits) that have an arbitrary
value g, consisting of two subtractions and several gates. Two subtractions have
an important position in the increment, and the subtraction used is a circuit that
reverses the 2-CNOT version of the CDKM adder [1]. Subtraction is performed
once between v and g, and once between g′ which is bit flipped from g excluding
LSB of g, twice in total. Let c be the value of LSB of g. Then we can get the
result v − 2 · c+ 1 after performing two subtractions. So v + 1 is obtained when
c is 0, and v − 1 is obtained when c is 1.

To always obtain v + 1, place the CNOT gate, which determines whether
to bit flip v based on the value of c, before and after two subtractions (Fig 10).
When the controlled bit flip is applied by the CNOT gate, v is converted into
−v − 1 when c is 1, and the value of −v − 1 is then converted into −v − 2 after
two subtractions. Going through the last controlled bit flip one more time, it
can be seen that it becomes v+1. When c is zero, the value is not converted by
the controlled bit flip, and thus it can be confirmed that only two subtractions
are performed and the value v+1 is obtained. In the case of a controlled bit flip,

9
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Fig. 10: Quantum Circuit of Increment

only the CNOT gate is used, and thus there are two subtractions that affect the
actual T-depth, which is 4(n− 1) when the digit of the target qubit v is n.

4 Proth Number Modular Multiplication Circuit

In this section, we provide a quantum circuit for PNMM using the basic opera-
tions described in previous section, and compare it with the circuit for generic
modular multiplication [6]. In the comparison, T-depth and the number of gates
and qubits are mainly considered.

PNMM is a specific modular multiplication that outputs kxy (mod p), where
p is of the form k · 2m + 1, for two inputs x and y. To construct a circuit for
PNMM, we split it into 4 phases as follows [Fig 11]:

1. (Multiplication) Compute C = xy.
2. (Setup) Compute kC0 − C1 from C = C0 + 2mC1.
3. (Division) Get the remainder kC0 − C1 (mod p) and the quotient q using

division.
4. (Uncomputation) Uncompute other values except for kC0 − C1.

Remark 1. As described in Section 2, PNMM must be executed on Proth do-
main. Thus, two input values x and y are actually of the form x′k−1 and y′k−1.
In order to use PNMM in real systems, input values must be multiplied by k−1

before arithmetic operations and we multiply output values by k at the end of
the computations.

Compared to generic modular multiplication, PNMM has one more phase,
Setup. In this phase, we get the value kC0 − C1 which is equivalent to kC
(mod p) using 1 multiplication by k and 1 subtraction. Through Setup, the size
of a dividend to be used in division will be decreased. Thus the cost of gates and
T-depth is reduced in the entire circuit. We shall provide specific techniques for
implementing PNMM and the cost of its circuit in the rest of this section.

Prior to describing the PNMM, we define the notation φ(n) for representing
the number of qubits of xy. Since φ(n) is equal to �log p2�, this value can be
defined as below.

10
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φ(n) =

{
2n− 1 if n− 1 ≤ logp < n− 1

2

2n if n− 1
2 ≤ logp < n.

4.1 Multiplication

Multiplication is calculated using
∑

ai · (b · 2i), and the controlled adder is used
in multiplication because the value of at determines whether to add (b·2t). When
the controlled adder is applied, (b · 2t) is added, and thus no addition of the t

LSB qubit is used. In addition, because
∑t−1

i=0 ai · (b · 2i) is less than (b · 2t), the
addition of

∑t−1
i=0 ai · (b · 2i) and (b · 2t) is the addition of n MSB qubits, which

can be expressed as follows (for convenience, d is defined as
∑t−1

i=0 ai · (b · 2i))

|d〉n+t

∣∣b · 2t〉
n+t

→ |(d � t)〉n
∣∣(d mod 2t)

〉
t
|b〉n |0〉t

→ |(d � t) + b〉n
∣∣(d mod 2t) + 0

〉
t
|b〉n |0〉t

→ |(d � t) + b〉n
∣∣(d mod 2t)

〉
t

∣∣b · 2t〉
n+t

, (4)

where � denotes a right bitwise shift.

An n controlled CDKM adder is required for multiplication, and if φ(n) =
2n − 1, a carry does not occur in the last controlled CDKM adder. Therefore
the total depth is (n − 1) · (3n + 1) + (3n − 2) if φ(n) = 2n − 1 and (n − 1) ·
(3n+ 1) + (3n+ 1) when φ(n) = 2n. In conclusion, the T-depth is expressed as
(n− 1) · (3n+ 1) + (3 · φ(n) + 1)− 3n = 3n2 − 5n+ 3 · φ(n) for n and φ(n), .

4.2 Setup

The setup phase computes kC0 − C1 utilizing the multiplication x · y (= C0 +
2mC1). During multiplication, C0 represents the lower m qubits, and C1 rep-
resents the remaining upper qubits. To obtain kC0 − C1, a process of adding
kC0 is applied after converting the sign of the upper qubit C1. In this case, it
is possible to reduce the number of ancilla qubits applied by adding ki · C0 · 2i
instead a method of converting C0 into kC0 and adding kC0. In addition, k is
a value that is known prior to designing the circuit. Moreover, instead of using
a controlled adder, the circuit is designed to apply the adder only when ki = 1
and does not apply any gate when ki = 0.

Because 0 ≤ C0 ≤ 2m − 1, 0 ≤ C1 ≤ k2 · 2m, we can see that −k2 · 2m ≤
kC0 − C1 ≤ k · 2m − k is established. An ancilla qubit is needed to express the
sign of kC0 − C1, so put the ancilla qubit for the sign in the highest qubit of
kC0 − C1. The total T-depth is the sum of the T-depth of the sign conversions
of C1 and the T-depth of add between −C1 and

∑
ki · (C0 · 2i). Because the

11
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Fig. 12: Quantum Circuit of Multiplication

Fig. 13: Quantum Circuit of Setup kC0 − C1

13
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adder is applied only if ki = 1, the weight of k(i.e. the weight of p) is the main
factor of the T-depth of setup phase. The T-depth used for a sign conversion is
4(φ(n) − m − 1). Because −C1 +

∑
ki · (C0 · 2i) has a different computational

complexity (T-depth) depending on the weight of p, the T-depth is calculated
by assuming a full weight (k0 = 1, k1 = 1, ..., kn−m−1 = 1 ) with the maximum
computational complexity. The maximum T-depth of −C1 +

∑
ki · (C0 · 2i) is

thus (n−m) · (2φ(n)−m− n).

4.3 Division

The division phase is the process of dividing kC0 − C1 by p, which is used
as a modulus value, and obtaining the quotient and remainder (i.e. modular).
Division is a structure through which a cycle using a controlled adder, which
determines whether to add 2i · p by checking the value of the digit used as the
sign of the qubit after subtracting 2i ·p, is repeated from the highest qubit to the
lower qubit. However, with the proposed method, subjects (=kC0 −C1) may be
negative, and thus the method is modified to apply division even under situations
in which subjects is negative using a controlled adder that adds 2φ(n)−m · p
according to the value of the highest qubit.

Fig. 14: Quantum Circuit of Division

The overall T-depth can be calculated by adding the T-depth of the first
controlled adder and the set (φ(n)−n−m) of subtractions and controlled adders.
Since the controlled adder used at this time is an adder that does not occur carry,
the total T-depth is (5n− 3) · (φ(n)− n−m) + (3n− 2).

4.4 Uncomputation

In Uncomputation phase, q · p (φ(n)− n−m+ 1 qubit) must first be generated
using the quotient q calculated during the division. Using p = k ·2m+1, there is
no need to use an additional gate because q ≡ q · p mod 2φ(n)−n−m+1 is always
satisfied except for φ(n) = n + 2m. Even in φ(n) = n + 2m, because one LSB
qubit of q affects the MSB of q with the CNOT gate, generating q · p does
not consume anything in terms of the T-depth in the Uncomputation phase.

14

The 24th Annual International Conference on Information Security and CryptologySession 9 - 2

ICISC 2021 405



Here, kC0 − C1 (φ(n) − n −m + 1 qubit) can be obtained by adding kC0 − C1

(mod p), remainder value obtained through division, to q · p (φ(n) − n − m +
1 qubit). Thereafter, an uncomputation is applied through the reverse process of
the previous setup and multiplication, and the remaining ancilla qubits except
for the inputs x, y, and k · C0 − C1 (mod p) corresponding to the output are
returned to the existing |0〉 state.

Fig. 15: Quantum Circuit of Uncomputation

The overall T-depth of an uncomputation is the sum of 2(φ(n) − m − n),

(2φ(n)−m− 3n+2) · (n−m), 4(φ(n)−m−n), and 3n2+5n
2 , sequentially in the

uncomputation circuit.

Here, kxy (mod p) is calculated using the four processes above, and the over-
all number of ancilla qubits requires a total of φ(n) + n+ 2, where φ(n) qubits
are used to store xy; in addition, n qubits are also used to store the modulus p
applied as a constant within the entire process, one qubit is used to represent
the sign of −C1, kC0 − C1, and the last qubit is used by the CDKM adder. In
the Setup phase, before using a constant p, we use ancilla qubits concatenating
to C0 to compensate for the difference in the number of binary digits between
−C1 and 2i ·C0 for CDKM adder. However because n qubits are sufficient, they
are not added to the sum of the number of qubits required.

4.5 Experimental Result

For the purpose of implementing PNMM, an experiment was conducted by se-
lecting a modulus that is frequently used in lattice-based cryptography with
NTT. There are a total of five moduli p: 257, 769, 3329, 12289, and 8380417, and
in that modulus, the depth of the existing modular multiplication and the depth
of PNMM are compared. The experiment is conducted using Q|Crypton [5].

15
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Table 1: The depth of a quantum circuit over modulus p commonly used for
lattice-based cryptography

p 257 769 3329 12289 8380417

ModMul 6,822 9,424 13,585 18,502 49,987

PNMM 3,770 6,322 10,006 10,758 39,108

Rate(= PNMM
ModMul

) 0.553 0.671 0.737 0.581 0.782

As shown in Table 1, the depth of PNMM is smaller than the depth of the
existing modular multiplication. The rate (= PNMM

ModMul
) varies from 0.553 to 0.782,

and indicates a reduction from 21.8% to 44.7% in depth compared to existing
circuits. The experiment results also show that if a number with a small weight
among the Proth numbers is used as the modulus, the difference in depth between
the existing modular multiplication and PNMM may increase.

5 Conclusion

In this study, we attempted to optimize the quantum circuit of PNMM and
provided the evaluation result of its T-depth and number of qubits. With a
couple of moduli that are commonly used in lattice-based cryptography, the
depth of the optimized circuit improved from 21.8% to 44.7% compared to the
existing circuit. Because only a single extra qubit is used to represent the sign
of a negative number during Setup and Division phases in our optimization
circuit, there is no significant difference in the number of qubits required from the
existing circuit. For further research, it would be interesting to reduce the number
of ancilla qubits with no extra burden of T-depth. Moreover, implementing an
optimization circuit for modular multiplication with one fixed input value is of
interest because it is frequently used in NTT.
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Abstract. Grover’s search algorithm accelerates the key search on the
symmetric key cipher and the pre-image attack on the hash function.
To perform Grover’s search algorithm, the target algorithm should be
implemented in a quantum circuit. For this reason, we propose an optimal
SM3 hash function (Chinese standard) in a quantum circuit. We focused
on minimizing the use of qubits and reducing the use of quantum gates.
To do this, the on-the-fly approach is utilized for message expansion and
compression functions. In particular, the previous value is restored and
used without allocating new qubits in the permutation operation. Finally,
we estimate the quantum resources required for the quantum pre-image
attack based on the proposed SM3 hash function implementation in the
quantum circuit.

Keywords: Quantum Computer · Grover Algorithm · SM3 Hash Func-
tion.

1 Introduction

Quantum computers can solve specific problems in quantum algorithms much
faster than classical computers. Two representative quantum algorithms that
work on quantum computers are Shor’s algorithm [1] and Grover’s algorithm [2].
Shor’s algorithm leads to vulnerability of Rivest–Shamir–Adleman (RSA) and
elliptic curve cryptography (ECC), the most commonly used public key cryp-
tography approaches. Integer factorization and discrete logarithm problems used
in RSA and ECC are hard problems in classical computers. However, quantum
computers using Shor’s algorithm solve these hard problems within a polyno-
mial time. To prevent this kind of attack, the National Institute of Standards
and Technology (NIST) is working on standardizing post-quantum cryptogra-
phy. In the standardization process, various post-quantum algorithms have been
submitted. Grover’s algorithm accelerates finding specific data in databases (i.e.
brute force attacks). If O(n) queries were required in a brute force attack, this
number can be reduced to O(

√
n) queries by using Grover’s algorithm. In cryp-

tography, Grover’s algorithm lowers the n-bit security-level symmetric key cipher
and hash function to n

2 -bit (i.e. half) for key search and pre-image attack.
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In recent years, there has been active research on how to optimize and imple-
ment symmetric key ciphers [3–13] and hash functions [14] as quantum circuits
to minimize the quantum resources required for Grover’s algorithm. In [15],
quantum cryptanalysis benchmarking was performed by comparing resources
required to attack public key cryptography, symmetric key cryptography, and
hash function.

In quantum circuit optimization, it is important to reduce the number of
qubits and quantum gates. The most important factor is to reduce the number of
required qubits. As the number of qubits increases, quantum computers become
more difficult to operate in a practical manner. International companies, such
as IBM, Google, and Honeywell, are in the process of increasing the number of
qubits for high computing quantum computers.

In this work, we focused on minimizing the number of qubits required to
implement the SM3 hash function in a quantum circuit, while at the same time
reducing the complexity of quantum gates. The existing message expansion func-
tion was divided into the first extension and second extension. The compression
function was divided into the first compression and second compression, and
then mixed and used. Through this method, the total number of qubits used
was reduced by reusing the qubits used in the message. In the permutation op-
eration, the value was returned through the CNOT-gate repetition rather than
using a qubit to store the original value. Thus, we achieved an optimal quantum
circuit of the SM3 hash function. In this paper, we used 2,176 qubits for storing
the extended message (Wj (j = 0, 1, ..., 67)), 32 qubits for the T constant to be
used for the update, and 256 qubits for the register update and output of the
final hash value. We also used 32 qubits for permutation operations, 1 qubit for
ripple-carry addition, and 224 qubits for AND and OR operations.

1.1 Contribution

– First implementation of the SM3 hash function in a quantum cir-
cuit To the best of our knowledge, this is the first implementation of the
SM3 hash function in a quantum circuit. We obtained the optimal quan-
tum circuit by minimizing the use of qubits and reducing the quantum gate
complexity.

– Efficient design of SM3 operations in a quantum circuit We re-
duced the use of qubits by dividing the expansion function and compression
function of the original SM3 hash function and mixing them. Permutation
operations were also performed with minimum qubits.

– Quantum resource estimation of Grover’s search algorithm for the
SM3 hash function We evaluate quantum resources for the quantum pre-
image attack on the SM3 hash function. A quantum programming tool,
namely, IBM ProjectQ [16], was used to evaluate the proposed quantum
implementation of SM3 hash function.
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2 Related Work

2.1 SM3 Hash Function

The hash function completely changes the output value with only small changes
in the input value, thus ensuring the integrity by detecting errors in a mes-
sage. The hash function efficiently generates the hashed value, allowing it to
be digitally signed and verified, and to generate and verify messages. The SM3
hash function is operated in units of 32 words, and it finally outputs a hash
value of 256 bits. After increasing the message length using padding, the mes-
sage expansion calculation is performed by Equation 1 to expand the message
to W0,W1, ...,W67, W ′

0, ...,W
′
63.

Wj ← Pj(Wj−16 ⊕Wj−9 ⊕ (Wj−3 ≪ 15))⊕ (Wj−13 ≪ 7)⊕Wj−6

W ′
j = Wj ⊕Wj+4, (16 ≤ j ≤ 67)

(1)

The message expansion function expands the message block B(i) to 132 words
(W0,W1, ...,W67, W ′

0, ...,W
′
63). First, the existing message block B(i) is divided

into 16 words W0,W1, ...W15 and expanded to W16, ...,W67 using this. The ex-
panded message makes W0,W1, ...W67, W ′

0,W
′
1, ...W

′
63 through the Equation 1.

The extended 132-word message is updated to registers A to H through the
compression function. Registers A to H are 32 bits each, and initial values are
stored. The final hash value is generated by performing the XOR operation to the
updated register value with the previous register value through the compression
function.

Algorithm 1 Compression function of the SM3 hash function.

Input: W0,W1, · · · ,W67,W
′
1, · · · ,W ′

63

Output: 32-qubits-register A,B,C,D,E, F,G,H after the message compression.
1: for j = 0 to 63 do
2: SS1 ← ((A ≪ 12) + E + (Tj ≪ (j mod 32)) ≪ 7
3: SS2 ← SS1⊕ (A ≪ 12)
4: TT1 ← FFj(A,B,C) +D + SS2 +W ′

j

5: TT2 ← GGj(E,F,G) +H + SS1 + wj

6: D ← C
7: C ← B ≪ 9
8: B ← A
9: A ← TT1
10: H ← G
11: G ← F ≪ 19
12: F ← E
13: E ← P0(TT2)
14: end for
15: V (i+ 1) ← ABCDEFGH ⊕ V (i)
16: return A,B,C,D,E, F,G,H
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The compression function proceeds to V (i+1) = CF (V (i), B(i)), i = 0, ..., n−1
with the message of 132 words expanded in the message expansion function and
previous 256-bit values as parameters. SS1, SS2, TT1, and TT2 are intermediate
variables of 32 bits, and T in the SS1 update process contains the initial value
of 32 bits. The FF and GG functions are Boolean functions that perform XOR,
AND, and OR operations of parameters and output a value of 32 bits. FF and
GG are used to update TT1 and TT2. Equation 2 is the calculation of FF and
GG functions.

FFj(X,Y, Z) = X ⊕ Y ⊕ Z, 0 ≤ j ≤ 15
FFj(X,Y, Z) = (X ∧ Y ) ∨ (X ∧ Y ) ∨ (Y ∧ Z), 16 ≤ j ≤ 63

GGj(X,Y, Z) = X ⊕ Y ⊕ Z, 0 ≤ j ≤ 15
GGj(X,Y, Z) = (X ∧ Y ) ∨ (¬X ∧ Z), 16 ≤ j ≤ 63

(2)

In the compression function, the last register value is stored by updating the
register 64 times, and the final hash value of 256-bits is generated through an
XOR operation with the register before the update.

2.2 Quantum Computing

Fig. 1: CNOT gate, Toffoli gate, X gate, and OR gate in quantum gates.

Quantum computers utilize quantum mechanics phenomena, such as superposi-
tion and entanglement. A classical computer has bits, while a quantum computer
has qubits that can superpose 0 and 1. In other words, a qubit has both values
in the probability of being 0 and 1, and it is determined when it is measured.

As shown in Figure 1, quantum circuits also have quantum logic gates, such
as digital logic gates in digital circuits. The quantum gate can control the state
of the qubit. The X gate is a quantum logic gate that corresponds to the NOT
gate of a digital logic gate. The probability that the qubit state becomes 0 is
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changed to the probability that it is determined as 1. The CNOT gate represents
an entangled state in which one qubit affects another qubit. It performs a NOT
gate operation for the second qubit when the first qubit is 1. If the first qubit
is 1, the NOT gate is applied to the second qubit. Otherwise, the second qubit
is the output as it is. With the Toffoli gate, the states of two qubits affect the
state of one qubit. If the first two qubits among the three qubits are 1, a NOT
operation is performed for the third qubit. Otherwise, the value of the third
qubit is not changed.

In addition, there is a Hadamard gate, which puts qubits in a superposition
state, and a SWAP gate, which changes the state of two qubits. The Toffoli
gate is an expensive gate. X gate and CNOT gate are relatively inexpensive
in comparison with the Toffoli gate. Because quantum computers with a large
number of qubits have not been developed, quantum circuits must be designed
with consideration of resources, such as qubits and quantum gates.

There are platforms for quantum computing, such as IBM’s ProjectQ, Qiskit,
or Microsoft’s Q#. These platforms provide quantum gates, a variety of libraries,
and simulators. Through the Qiskit platform, it is possible to use real quantum
processors in the cloud platform. Thus quantum computing technologies are
actively being developed, including various quantum computing platforms and
quantum languages.

2.3 Grover Search Algorithm

Fig. 2: Grover search algorithm (answer x = 01).

Grover’s search algorithm [2] is a quantum algorithm that searches a space with n
elements to find the input data that generates the output of a particular function.
On a classic computer, n searches are required to search an unsorted database.
Because Grover’s search algorithm can find the answer by searching for the

√
n,

the time complexity is reduced from O(n) to O(
√
n). In other words, Grover’s

algorithm threatens the symmetric key cryptography because it shortens the
time required for brute force attacks.
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Grover’s search algorithm consists of oracle and diffusion operators, and its
steps are carried out as follows. First, Hadamard gates are applied to qubits.
The oracle function f(x) returns 1 when x is the answer, and it inverts the
phase of qubits representing the answer. Then, the diffusion operator amplifies
the amplitude of inverted qubits through the oracle, increasing the probability
of becoming the answer. Through repetition of the oracle and diffusion process,
the probability of the answer is over the threshold. Finally, the value of x that
exceeds the threshold becomes the answer. The overall structure of Grover’s
search algorithm when the answer x = 01 is shown in Figure 2.

3 Proposed Method

3.1 SM3 Hash Function on Quantum Circuit

In the SM3 hash function designed in quantum circuits, we estimate the resource
for applying Grover’s algorithm based on a message padded with 512 bits. We
propose a method of recycling message qubits by mixing the padded message
with the message expansion function and the compression function. Two word
messages (Wj ,W

′
j (j = 0, 1, ..., 63)) are included to update the register once

with the compression function. First, we propose the method to update W ′
j (j =

0, 1, ..., 63) to the Wj (j = 0, 1, ..., 63) message and save qubits through recycling.
Second, we present how to update and use existing assigned qubits instead of
additional qubits for intermediate variables (SS1, SS2, TT1), and TT2 used by
the existing SM3 hash function. Because a qubit cannot be reset, its own ongoing
permutation operations require a qubit assignment for each register update. To
prevent this, we save qubits by not allocating qubits and replacing the CNOT
gates with repetitive tasks. Figure 3 shows the progress of the proposed system.
Our SM3 quantum circuit proceeds in the order of first message expansion, first
compression, second message expansion, second compression.

Fig. 3: System configuration for the proposed method.
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3.2 Message Expansion

The original SM3 hash function outputs a hash function by expanding a message
and then updating a register through a compression function. However, apply-
ing these methods to quantum circuits is inefficient, because 4,224 qubits are
required only for message expansion. To solve this problem, we store the padded
512-bit message B inW0,W1, ...,W15 and updateW16,W17, ...,W67 using permu-
tation operations and CNOT gates. Updated values (W0,W17, ...,W67) are used
for the first compression function and then recycled to update W ′

0,W
′
1, ...,W

′
63 in

the second compression function without allocating additional qubits. Therefore,
the message expansion function and the compression function are divided into
the first message expansion function and the second message expansion function,
the first compression function and the second compression function, which are
used in combination.

Algorithm 2 First message expansion quantum circuit algorithm.

Input: W0,W1, ...,W15.
Output: W16,W17, ...,W67.
1: Update:
2: for i = 0 to 31 do
3: Wj−16[i] ← CNOT(Wj−9[i],Wj−16[i]), j = 16, ..., 67
4: Wj−16[i] ← CNOT(Wj−3[(i+ 15)%32],Wj−16[i]), j = 16, ..., 67
5: end for
6: Permutationp1(Wj−16)
7: for i = 0 to 31 do
8: Wj [i] ← CNOT(Wj−16[i],Wj [i]), j = 16, ..., 67
9: Wj [i] ← CNOT(Wj−13[(i+ 15)%32],Wj [i]), j = 16, ..., 67
10: Wj [i] ← CNOT(Wj−6[(i+ 15)%32],Wj [i]), j = 16, ..., 67
11: end for
12: Update(reverse)
13: return W16,W17, ...,W67

Algorithm 2 is the first message expansion quantum circuit, which updates
W16,W17, ...,W67. In the first message expansion algorithm, Wj (16 ≤ j ≤ 67)
is generated using W(j−16),W(j−9),W(j−3),W(j−13) and W(j−6) (16 ≤ j ≤ 67).
Since qubits cannot perform simple allocation operations, CNOT gate operation
values in lines 3 and 4 are stored in W(j−16). Because Wj is generated and the
previous message value should not be changed, the update result value is stored
in Wj , and the value of W(j−16), which is changed during the update process, is
reversed and returned. The PermutationP1 function in line 6 performs Equation
4. Line 12 reverses lines 2 through 10.

In the second expansion function, the CNOT gate operation is performed
on the message (W0, ...,W67) used in the first compression function, and a new
message (W ′

0, ...,W
′
63) is output. In this way, the qubit is reused. The message
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Algorithm 3 Second message expansion quantum circuit algorithm.

Input: Wk,Wk+4, k = 0, ..., 63.
Output: W ′

t , t = 0, ..., 63.
1: for i = 0 to 31 do
2: W ′

j [i] ← CNOT(Wj [i],Wj+4[i]), j = 0, ..., 63
3: end for
4: return W ′

t , t = 0, ..., 63

(W ′
0, ...,W

′
63) generated by the second expansion function is used by the second

compression function.

3.3 Message Compression

The compression function uses an extended message to update the register. Both
W0, ...,W63 and W ′

0, ...,W
′
63 are required to use the compression function. After

using W0, ...,W63, we reuse it as W ′
0, ...,W

′
63 to reduce the use of qubits. The

first expansion function is executed, and the obtained value (W0, ...,W63) is to
run the first compression function. Then, the second expansion function is to
generate the value (W ′

0, ...,W
′
63) and performs the second compression function.

Algorithms 4 and 5 are the first compression function and the second compression
function, respectively.

Algorithm 4 First compression quantum circuit algorithm.

Input: 32-qubits-register A,B,C,D,E, F,G,H ,W0, ...,W63.
Output: 32-qubits-register A,B,C,D,E, F,G,H after the first compression.
1: Update:
2: Tj ← (Tj ≪ j mod 32) ≪ 7, j = 0, .., 63
3: value0 ← GG
4: value1 ← FF
5: E ← SS1
6: A ← SS2
7: H ← TT2
8: return A,B,C,D,E, F,G,H

SS1 = ((A ≪ 12) + E + Tj) ≪ 7, j = 0, ..., 63
SS2 = E ⊕ (A ≪ 12)
TT1 = FFj +D +A+W ′

j

TT2 = GGj +H + SS1 +Wj

(3)

The first compression function given in Algorithm 4 calculates the constants
required for the register update. Using qubits as intermediate variables in quan-
tum circuits consumes a lot of resources. Therefore, the calculation is performed
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Algorithm 5 Second compression quantum circuit algorithm.

Input: 32-qubits-register A,B,C,D,
E, F,G,H ,W ′

0, ...,W
′
63.

Output: 32-qubits-register A,B,C,D,
E, F,G,H after the second compres-
sion.

1: D ← TT1

2: Update of first
compression (reverse)

3: H ← Permutationp0

4: Swap(D,H)

5: B ← B ≪ 9
6: F ← F ≪ 19

7: Swap(A,H)
8: Swap(B,H)
9: Swap(C,H)
10: Swap(D,H)
11: Swap(E,H)
12: Swap(F,H)
13: Swap(G,H)

14: return A,B,C,D,E, F,G,H

in the register where the final value will be stored. In the first compression func-
tion, qubits of each 32-bit intermediate constant (SS1, SS2, TT1, and TT2) are
stored. Constants (SS1, SS2, TT1, and TT2) are calculated by equation 3. In
the first compression function, Boolean functions (GG and FF ) are used to cal-
culate the value. GG and FF are calculated as 2, and the final result is stored in
the variables (value0, value1) and used for calculating TT1 and TT2. The value
of existing register E is not used after GG function and SS1 update. Therefore,
the value of SS1 is calculated in the register E. Because the value of the existing
register A is not used after the FF function, it is stored and used in the SS2
value register A. TT2 is updated with the extended message (W0, ...,W63) and
the SS1 value stored in the register E. At this time, the value of register H is
not used after TT2 operation. The TT2 value is stored in register H. As a result,
the value of TT2 after the first compression function is stored in the register H.
Since the extended message (W0, ...,W63) in the first message expansion function
is not use after being used for the TT2 update in the first compression function.
Thus, the first compression function is finished, and the message (W ′

0, ...,W
′
63)

is updated to the message (W0, ...,W63) through the second expansion function
based on Algorithm 3. Finally, we use the updated message (W ′

0, ...,W
′
63) to

proceed with the second compression function(Algorithm 5).

TT1 updates with the extended message (W ′
0, ...,W

′
63 and SS2) stored in

register A. We use the updated message (W ′
0, ...,W

′
63) to proceed with the second

compression function. TT1 updates with the extended message (W ′
0, ...,W

′
63)

and SS2 stored in register A. At this time, the value of register D is not used
after the TT1 operation. The TT1 value is stored in register D. To update the
register, the original A and E register values are required. Therefore, lines 2 to
6 of the first compression function are reversed. Then, register H is computed
with the permutationP1 operation and all registers are updated through a swap
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operation. A swap operation only changes the bit position. For this reason, there
are no additional resources.

3.4 Hash Value

After the first expansion function is used, the first compression function, second
expansion function, and second compression function are repeated 64 times in
order. By completing the iteration, the updated registers (A,B,C,D,E, F,G,
and H) are XOR with the previous registers (A,B,C,D,E, F,G, and H).

3.5 Permutation

In the SM3 hash function, there are two permutation functions (P0 and P1).
Equation 4 is the expression of P0 and P1.

P0(X) = X ⊕ (X ≪ 9)⊕ (X ≪ 17)
P1(X) = X ⊕ (X ≪ 15)⊕ (X ≪ 23)

(4)

The P0 and P1 permutation operations shift themselves and use the CNOT
gate. If the operation value is saved, it is difficult to find the original qubit value,
which causes problems in subsequent operations. In normal cases, original values
of qubits should be stored and used qubits are used. However in the P1 operation,
a qubit is to store the value before the operation is allocated. Then, it can be
used again in the next operation through the reverse operation. Therefore, a
32-bit storage qubit is allocated and used. In the P0 operation, the stored qubit
cannot be reused by the reverse operation. There is a problem that 32 qubits
must be allocated every time, and the compression function update should be
repeated. To solve this problem, if the same bit is counted twice as the CNOT
gate, the counting is canceled. As a result, in P0, the permutation operation is
performed through the repeated use of the CNOT gate without allocation of a
qubit. P0 and P1 are used in the compression function. Algorithm 6 represents
a part of this operation, and Table 1 presents the state changes as the operation
progresses.

When A = a31, ..., a0 is given, and a0 is the most significant bit. The CNOT
gate is executed in the order of a31, ..., a17. It is difficult to find the original a31
required in the calculation of a16. Therefore, the operation to find the existing
value is performed by repeatedly using the CNOT gate. Algorithm 6 computes
a16 as part of P0. At this time, the CNOT gate is repeatedly used to use the
original a31, and the state change for each use is shown in Table 1. Because
the XOR operation values of a16, a7 and a31 should be stored in a16, they are
calculated in order. Because the calculation is performed from a31, the values of
a16 and a7 are preserved. In line 1, the XOR values of a16 and a7 are stored in
a16. In line 2, the value of a31 is executed with the XOR operation. At this time,
the XOR values of a31, a22, and a14 are stored in a31. Because a22 and a14 are
unnecessary values, we use the CNOT gate once more to cancel them. In line 4,
the CNOT gate is used to neutralize the a14 value. In line 3, the CNOT gate is
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Algorithm 6 Part of the P0 calculation.

Input: a16.
Output: a16 ← a16 ⊕ a7 ⊕ a31.
1: a16 ← CNOT(a7, a16)
2: a16 ← CNOT(a31, a16)
3: a16 ← CNOT(a22, a16)

4: a16 ← CNOT(a14, a16)
5: a16 ← CNOT(a13, a16)
6: a16 ← CNOT(a5, a16)

7: return a16 ← a16 ⊕ a7 ⊕ a31

Table 1: Changes of states during Algorithm 6.
Line Qubit State

1 a16 a16 ⊕ a7

2 a16 a16 ⊕ a7 ⊕ a31 ⊕ a22 ⊕ a14

3 a16 a16 ⊕ a7 ⊕ a31 ⊕ a14 ⊕ a13 ⊕ a5

4 a16 a16 ⊕ a7 ⊕ a31 ⊕ a13 ⊕ a5

5 a16 a16 ⊕ a7 ⊕ a31 ⊕ a5

6 a16 a16 ⊕ a7 ⊕ a31

used to neutralize the a22 value. Because the XOR operation values of a22, a13,
and a5 are stored in a22, only the a22 value is obtained by performing a13, a5,
and the CNOT gate in lines 5 and 6.

4 Evaluation

The proposed SM3 quantum circuit implementation was evaluated by using
quantum emulator, namely, IBM ProjectQ. Among various compilers provided
by IBM, the ProjectQ, quantum compiler can estimate the resources of imple-
mented quantum circuits. It measures the number of Toffoli gates, CNOT gates,
X gates, and qubits used in a quantum circuit.

We focused on optimizing the quantum gates and qubits for the implementa-
tion of the SM3 quantum circuit. One of important elements of a quantum circuit
is making it work with minimal resources. Currently, the number of qubits avail-
able in quantum computer technology is limited, and it is efficient to reduce
the quantum gate cost. Therefore, it can be used as an index to confirm the effi-
ciency of the quantum circuit by comparing the quantum circuit resources of the
SM3 quantum circuit proposed in this paper with other hash functions. First, in
the proposed SM3 quantum circuits, the number of qubits to be used for mes-
sage storage was reduced by mixing the expansion function and the compression
function. By dividing the expansion function and the compression function into
two, the message qubits used in the first compression function can be reused
in the second compression function. Second, in the permutation operation, we
found the original value with the CNOT gate without allocating a bit to store
the original value. In this way, we reduced the number of qubits. Finally, Fi-
nally, it is implemented using minimal quantum gates. Based on this optimal
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Table 2: Quantum resources required for SHA2 and SHA3 quantum circuits and
the proposed SM3 quantum circuit.

Algorithm Qubits Toffoli gates CNOT gates X gates Depth

SHA2-256 [14] 2,402 57,184 534,272 – 528,768

SHA3-256 [14] 3,200 84,480 33,269,760 85 10,128

Proposed SM3 2,721 43,328 134,144 2,638 128,129

quantum circuit, we can minimize the quantum resources required for Grover’s
search algorithm for the SM3 hash function.

As far as we know, there have been no previous studies that implemented SM3
as a quantum circuit. Therefore, it is difficult to compare the implementation of
our SM3 quantum circuit with other SM3 quantum circuits. As an alternative,
we compare the quantum resources of SHA2-256 and SHA3-256 with SM3. Table
2 shows the amount of quantum resources used in the proposed SM3 quantum
circuit and SHA[14]. SHA is a standard hash function announced by the National
Institute of Standards and Technology (NIST) in the US. SHA2-256 and SM3
are calculated through a 512-bit message block and output a 256-bit hash value.
SHA3-256 is a sponge structure, it outputs a hash value of 256 bits at all input
lengths. When the available resources of a quantum computer reach the resources
required for a hash function attack, it can be seen as the time when the security
of the hash function can be broken. Therefore, the quantum resources of the
optimized quantum circuit are used as an indicator to confirm the safety in the
quantum computer. When SM3 was compared with SHA, it used more qubits
than SHA2, but much fewer qubits than SHA3. In terms of quantum gates, much
fewer quantum gates than SHA2 and SHA3 were used. In SHA2, X gate was not
used, but more Toffoli and CNOT gates were used than in SM3. In quantum
computers, Toffoli and CNOT gates are more expensive resources than X gates,
so it was considered that more quantum gate resources were used.

5 Conclusion

In this paper, we implemented and optimized the SM3 hash function as a quan-
tum circuit and estimated the required quantum resources. The quantum re-
sources required for a quantum pre-image attack using Grover’s search algorithm
are determined according to the quantum circuit of the target hash function.
Utilizing the proposed SM3 quantum circuits, Grover’s search algorithm can be
efficiently applied, and its performance was assessed by comparing it in terms of
quantum resources with approaches proposed in other research. It is expected
that the proposed implementation of the SM3 hash function in quantum circuits
can be effectively applied to Grover’s search algorithm.
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Abstract. The SPEEDY block cipher suite announced at CHES 2021
shows excellent hardware performance. However, SPEEDY was not de-
signed to be efficient in software implementations. SPEEDY’s 6-bit S-
box and bit permutation operations generally do not work efficiently in
software. We implemented SPEEDY block cipher by applying the imple-
mentation technique of bit-slicing. As an implementation technique of
bit-slicing, SPEEDY can be operated in software very efficiently and can
be applied in microcontroller. By calculating the round key in advance,
the performance on ARM Cortex-M3 for SPEEDY-5-192, SPEEDY-6-
192, and SPEEDY-7-192 are 65.7, 75.25, and 85.16 clock cycles per
byte (i.e. cpb), respectively. It showed better performance than AES-128
constant-time implementation and GIFT constant-time implementation
in the same platform. Through this, we conclude that SPEEDY can show
good performance on embedded environments.

Keywords: Software Implementation · SPEEDY · ARM Cortex–M3.

1 Introduction

SPEEDY is a very low-latency block cipher designed for hardware implementa-
tion in high-performance CPUs. With gate and transistor level considerations,
it has been shown that they can run faster in hardware than other block ciphers.
The author of SPEEDY [1] provides reference code implemented in C. However,
this software implementation does not show the superior performance like the
hardware implementation. The performance of SPEEDY’s software implementa-
tion has not been confirmed, but hardware-oriented block cipher is generally less
efficient in software implementation than other software-oriented block ciphers.
For this reason, efficient implementation should be considered for SPEEDY block
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cipher. In [2], Reis et al. shows that PRESENT can be implemented efficiently in
software. PRESENT consists of a 4-bit S-box and a 64-bit permutation, which is
far from being implemented in efficient software. However, they used a bit-slicing
implementation of the S-box using new permutations and optimized boolean for-
mulas instead of lookup tables, improving the best assembly implementation in
Cortex-M3 by 8× than previous works. The implementation is close to competing
with the software implementation of AES. In [3], Adomnicai et al. show a very
efficient software implementation of GIFT using only a few rotations with a new
technique called fix-slicing. It showed faster performance than the best AES [4]
constant time at the time when it was reported that PRESENT [2] implemen-
tation 1,617 cycles were required in Cortex-M3 microcontrollers. Based on these
studies, it is possible for a hardware-friendly cipher to implement in software
efficiently. We expected that SPEEDY would be able to achieve sufficient per-
formance in software through the previous technique. NIST’s nominations for
cryptographic standards include hardware and software evaluations, and ciphers
with high performance in hardware and software are considered competitive over
other ciphers. If the efficient implementation of SPEEDY’s software is possible,
it is thought that it will enhance the competitiveness of SPEEDY.

1.1 Contributions

We have achieved excellent performance by implementing SPEEDY in software
on a 32-bit ARM processors. SPEEDY’s 6-bit S-box and bit permutations seem
to make the software implementation inefficient, but we use the bit-slicing imple-
mentation technique to resolve this issue. By implementing bit-slicing, all blocks
of SPEEDY can be operated in a parallel way. It can also achieve constant time
implementation, leading to the prevention of timing attacks. Bit-slicing tech-
nique is applied efficiently due to the bit permutation of the simple structure.
The barrel shift of the Cortex-M3 maximizes these advantages. In ARM Cortex-
M3, SPEEDY-5-192, SPEEDY-6-192, and SPEEDY-7-192 achieved 65.7, 75.25,
and 85.16 clock cycles per byte, respectively. This is faster than the constant time
implementation of GIFT-128 and AES-128 block ciphers in same architecture.

2 SPEEDY Algorithm

SPEEDY is a very low-latency block cipher. SPEEDY prioritizes speed and
high security. It is primarily designed for hardware security solutions built into
high-end CPUs that require significantly higher performance in terms of latency
and throughput. A 6-bit S-box is used and 192 bits, which is the least common
multiple of 6 and 64, is used as the block and key size considering the 64-bit
CPU. 192 bits can be expressed in 32 rows of 6 bits each. SPEEDY Family
consists of SPEEDY-5-192, SPEEDY-6-192, and SPEEDY-7-192 according to
the number of rounds. It is noted that round 6 achieves 128-bit security, 7 round
achieves 192-bit security, and round 5 provides a sufficient level of security for
many practical applications.The SPEEDY-r-6� an instance of this family with a
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block and key size of 6� bits. It can be seen as a �×6 rectangular arrangement.
The round function function is as follows.

– SubBox (SB): SPEEDY’s 6-bit S-box is based on NAND gates and is de-
signed to be very fast in CMOS hardware while at the same time providing
excellent cryptographic properties. S-boxes are applied to each row of states.
The Disjunctive Normal Form (DNF) of S-box is as follows. In our imple-
mentation, the operation of DNF is followed, and S-box is performed by
AND operation and OR operation.

y0 = (x3 ∧ ¬x5) ∨ (x3 ∧ x4 ∧ x2) ∨ (¬x3 ∧ x1 ∧ x0) ∨ (x5 ∧ x4 ∧ x1)
y1 = (x5 ∧ x3 ∧ ¬x2) ∨ (¬x5 ∧ x3 ∧ ¬x4) ∨ (x5 ∧ x2 ∧ x0) ∨ (¬x3 ∧ ¬x0 ∧ x1)
y2 = (¬x3 ∧ x0 ∧ x4) ∨ (x3 ∧ x0 ∧ x1) ∨ (¬x3 ∧ ¬x4 ∧ x2) ∨ (¬x0 ∧ ¬x2 ∧ ¬x5)
y3 = (¬x0 ∧ x2¬x3) ∨ (x0 ∧ x2 ∧ x4) ∨ (x0 ∧ ¬x2 ∧ x5) ∨ (¬x4 ∧ ¬x2 ∧ x1)
y4 = (x0 ∧ ¬x3) ∨ (x0 ∧ ¬x4 ∧ ¬x2) ∨ (¬x0 ∧ x4 ∧ x5) ∨ (¬x4 ∧ ¬x2 ∧ x1)
y5 = (x2 ∧ x5) ∨ (¬x2 ∧ ¬x1 ∧ x4) ∨ (x2 ∧ x1 ∧ x0) ∨ (¬x1 ∧ x0 ∧ x3)

– ShiftColumns (SC) : The j-th column of the state is rotated upside by j bits.
In hardware implementation, ShiftColumnsdms is free with simple wiring,
but additional operation is required in software.

y[i,j] = x[i+j,j]

– MixColumns (MC) : A cyclic binary matrix is multiplied to each column
of the state. In hardware, it can be implemented only with XOR gate, but
similar to ShiftColumns, the additional operation is required in the software
implementation. α = (α1, ..., α6) is the parameterized value for each version

y[i,j] = xi,j ⊕ x[i+α1,j] ⊕ x[i+α2,j] ⊕ x[i+α3,j] ⊕ x[i+α4,j] ⊕ x[i+α5,j] ⊕ x[i+α6,j]

– AddRoundKey (AK) : The 6�-bit round key kr is XORed to the whole of
the state.

y[i,j] = x[i,j] ⊕ kr[i,j]

– AddRoundConstant (AC) : The 6�-bit constant cr is XORed to the whole
of the state. round constants are chosen as the binary digits of the number
π − 3 = 0.1415....

y[i,j] = x[i,j] ⊕ cr[i,j]

Encryption operates in the order of Ak → SB → SC → SB → SC → MC
→ Ac in one round, and operates in the order of Ak → SB → SC → SB →
Ak in the last round. In the decoding, an inverse operation is performed in the
reverse order. In the first round, it operates in the order of Ak → InverseSB →
InverseSC → InverseSB → Ak, and from the next round, it repeats in the order
Ac → InverseMC → InverseSC → InverseSB → InverseSC → InverseSB → Ak.
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3 Proposed Method

This chapter describes the proposed SPEEDY implementation method. First,
looking at the round function of SPEEDY from a software implementation point
of view, in the case of ShiftColumns, it is computed for free in hardware, but the
bit permutation in a column unit is inefficient in software. A block of 6-bit does
not fit the 8-bit, 32-bit, and 64-bit blocks used in typical processor architectures.
Implementing SPEEDY in software is inefficient due to 6-bit S-boxes and bit
permutations. As a solution to this, we used the bit-slicing technique. Due to
the effect of this alignment, the round function can be implemented efficiently
in software.

We show that SPEEDY can work well in an embedded environment by imple-
menting it on ARM Cortex-M3 microcontrollers. In our implementation, the 32
blocks of 6 bits are converted to a bit-slicing representation and stored in 6 32-bit
registers. As a result, the round function is able to execute 32 blocks in parallel.
Specifically, ShiftColumns and MixColumns work efficiently with the Cortex-M3
barrel shifter. Since we modified the logical operation process of S-box, S-BOX
operation operates using few instructions and implemented it efficiently. Con-
sidering the case where the key is used repeatedly, the RoundConstant value is
calculated in advance with the round key, and AddRoundConstant is omitted.

3.1 SPEEDY on ARM Cortex–M3

The Cortex-M3 is ARM’s family of 32-bit processors for use in embedded micro-
controllers. It is designed to be inexpensive and energy-efficient, so it has very
effective characteristics for implementing IoT services. Arithmetic and logic op-
erations take one clock cycle. However, branches, loads, and stores can take
more cycles. A distinctive feature is that it supports a barrel shifter. By using
the barrel shifter, rotation or shift can be performed at no additional cost in
arithmetic or logical operations. This microprocessor haves 16 32-bit registers, 3
of which are for program counters, stack pointers and link registers, for a total
of 14 registers available to developers (R0-R12, R14). The first thing to consider
to increase computational performance is to minimize access to memory.

Therefore, in our implementation, the address value of the periodically used
round key is stored in one register and used repeatedly, and the intermediate
value of the operation is stored by fixing 6 registers. In order to operate without
access to memory except for the AddRoundKey function, 7 temporary storage
spaces were required for SubBox operation, and 6 temporary storage spaces
were needed for ShiftColumns and MixColumns respectively. For the efficient
operation, all 14 registers are used and the value stored in the ciphertext address
is called once at the end. It is stored on the stack at the start of the operation
and loaded at the end.

3.2 Using Bit-slicing in SPEEDY

Bit-slicing was the first technique used by Biham [5] instead of lookup tables to
speed up the software implementation of DES. The basic method of bit-slicing
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Table 1. Bit-slicing representation from using 6 32-bit registers R0, ... , R5 to process
8 blocks b0, , b7 in parallel where bij refers to the j-th bit of the i-th block.

Block0 Block1 Block2 Block3 · · · · · · Block28 Block29 Block30 Block31

R0 b00 b10 b20 b30 · · · · · · b280 b290 b300 b310
R1 b01 b11 b21 b31 · · · · · · b281 b291 b301 b311
R2 b02 b12 b22 b32 · · · · · · b282 b292 b302 b312
R3 b03 b13 b23 b33 · · · · · · b283 b293 b303 b313
R4 b04 b14 b24 b34 · · · · · · b284 b294 b304 b314
R5 b05 b15 b25 b35 · · · · · · b285 b295 b305 b315

is to express n-bit data by 1 bit in n registers. In this way, multiple blocks can
be processed in parallel with bitwise operation instructions. In the case of AES,
128-bit plaintext is expressed in 8 registers and operates. Larger registers allow
more blocks to be operated. They work more efficiently on processors using large
registers. In the case of SPEEDY, since 192 bits are divided into 32 blocks of
6 bits each, it can be expressed with 6 32-bit registers. The 192-bit plaintext
is relocated to bitslcicing representation as shown in Table a and stored in 6
32-bit registers. With this expression method, the blocks of SPEEDY can be
operated in parallel in all functions and operate efficiently. In S-Box operation
is performed by combining bitwise operators, and all operations are processed
in parallel with 32 blocks. In particular, SC and MC operations can be operated
very simply and quickly with the barrel shift operation of Cortex-M3.

In general, when rearranging the input into a bit-slicing representation, this
can be done using the SWAPMOVE technique [6].

SWAPMOVE(A, B, M, n) :
T = (B ⊕(A � n)) ∧M

B = B ⊕T
A = A ⊕(T � n)

However, SPEEDY block cipher could not make a bit-slicing representation us-
ing only SWAPMOVE. In a 32-bit processor, 192 bits of plaintext are stored
in six segments. At this time, it is inefficient to rearrange the 6-bit blocks in a
bit-slicing representation because they are stored in different spaces. Consider-
ing this, we implemented it in three steps to make the most of SWAPMOVE
technology. There are 5 blocks of 6 bits that can be completely stored in one
register. Therefore, SWAPMOVE technology is applied to the blocks of 0-th to
29-th indexes, and the rest are implemented by moving 1 bit at a time. First, as
shown in Figure a, step 1 is arranged in 6-bit blocks, and in step 2, indexes 30
and 31 are rearranged by bit-slicing expression and rearranged by moving one
bit at a time. Finally, in step 3, SWAPMOVE rearranges the blocks from the
0-th to the 29-th index.
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Fig. 1. Reorders plain text consisting of 32 blocks of 6 bits in 6 32-bit registers into a
bit-slicing representation. A block of 6 bits is expressed as bij , where i is the index of
the block, and j is the position of the bit.

3.3 SubBox

SubBox layer operation is performed by combining logical operators instead of
lookup table method. In the implementation of the expression by bit-slicing, 32
blocks of 6 bits can be operated in parallel by a combination of logical operators.
It can be operated efficiently. Additionally, we use the rule of logical operators
to reduce the number of logical operations. In this way, 8 instruction are reduced
in the SubBox layer. The S-Box operation can be transformed into the following
formula.

y0 = x3 ∧ (¬x5 ∨ (x4 ∧ x2) ∨ (x1 ∧ ((¬x3 ∧ x0) ∨ (x5 ∧ x4)))
y1 = x5 ∧ ((x3 ∧ ¬x2) ∨ (x2 ∧ x0) ∨ (¬x5 ∧ x3 ∧ ¬x4) ∨ (¬x3 ∧ ¬x0 ∧ x1)
y2 = x0 ∧ ((¬x3 ∧ x4) ∨ (x3 ∧ x1) ∨ (¬x3 ∧ ¬x4 ∧ x2) ∨ (¬x0 ∧ ¬x2 ∧ x5)
y3 = x2 ∧ ((¬x0 ∧ ¬x3) ∨ (x0 ∧ x4) ∨ (x0 ∧ ¬x2 ∧ x5) ∨ (¬x0 ∧ x3 ∧ x1)
y4 = (x0 ∧ ¬x3) ∨ (¬x0 ∧ x4 ∧ x5) ∨ ((¬x4 ∧ ¬x2) ∧ (x0 ∨ x1)
y5 = x2 ∧ (x5 ∨ (x1 ∧ x0)) ∨ (¬x1 ∧ ((¬x2 ∧ x4) ∨ (x0 ∧ x3)

There is no Cortex-M3 assembly instruction corresponding to the ¬ operation or
the operation a∧¬b used here. However, the operation of a∨¬b can be performed
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with the ORN instruction as used in Algorithm a. For efficient implementation,
the not operation is performed using the ORN instruction. For example, in the
case of (x3∧x4∧x2)∨(¬x3∧x1∧x0), use the rule of logical operators to convert
it to (x3 ∧ x4 ∧ x2) ∨ ¬((x3 ∨ ¬x1)∨0).

Algorithm 1 bit-slicing implementations of S-box in ARMv6 assembly.

Input: input registers
x0-x5 (r4-r9),
temporal register t (r14)

Output: output registers
y0-y5 (r1-r3, r10-r12)

1: AND y3, x2, x4

2: ORN y3, y3, x5

3: AND y3, y3, x3

4: AND y4, x5, x4

5: ORN y5, x3, x0

6: ORN y4, y4, y5

7: AND y4, x1, y4

8: ORR y0, y4, y3

9: AND y3, x0, x2

10: ORN y4, x2, x3

11: ORN y3, y3, y4

12: AND y3, y3, x5

13: ORR y4, x5, x4

14: ORN y4, y4, x3

15: ORN y3, y3, y4

16: ORR y4, x0, x3

17: ORN y4, y4, x1

18: ORN y1, y3, y4

19: AND y3, x1, x3

20: ORN y4, x3, x4

21: ORN y3, y3, y4

22: AND y3, x0, y3

23: ORR y4, x3, x4

24: ORN y4, y4, x2

25: ORN y3, y3, y4

26: ORR y4, x0, x2

27: ORR y4, y4, x5

28: ORN y2, y3, y4

29: AND y3, x0, x4

30: ORR y4, x0, x3

31: ORN y3, y3, y4

32: AND y3, y3, x2

33: AND y4, x0, x5

34: ORN y4, x2, y4

35: ORN y3, y3, y4

36: AND y4, x1, x3

37: ORN y4, x0, y4

38: ORN y3, y3, y4

39: MOV t, #s0
40: ORR y4, x4, x2

41: ORR y5, x0, x1

42: ORN y4, y4, y5

43: ORN y4, t, y4

44: ORN y5, x3, x0

45: ORN y4, y4, y5

46: AND y5, x4, x5

47: ORN y5, x0, y5

48: ORN y4, y4, y5

49: AND t, x0, x3

50: ORN y5, x2, x4

51: ORN t, t, y5

52: ORN t, x1, t

53: AND y5, x1, x0

54: ORR y5, y5, x5

55: AND y5, y5, x2

56: ORN y5, y5, t

3.4 ShiftColumns

In the bit-slicing implementation, ShiftColumns can be implemented efficiently.
In ShiftColumns, bits of the block are shifted in the column direction. In the bit-
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Algorithm 2 bit-slicing implementations of ShiftColumns in ARMv6 assembly.

Input: input registers
x0-x5 (r1-r3, r10-r12)

Output: output register
y0-y5 (r4-r9)

1: MOV y0, x0

2: MOV y1, x1, ROR #31
3: MOV y2, x2, ROR #30
4: MOV y3, x3, ROR #29
5: MOV y4, x4, ROR #28
6: MOV y5, x5, ROR #27

slicing representation, bits are converted into transposition in the row direction
because rows and columns are switched. Therefore, it can be implemented with
rotation operation. 32 blocks are operated in parallel and can be implemented
with 6 mov instructions. At this time, the value moved after rotation is stored
in another register. And the value stored in the existing register is used again in
the MC operation for operation.

3.5 MixColumns

In a bit-slicing implementation similar to ShiftColumns, the operation of Mix-
Columns can be implemented efficiently. Since rows and columns are switched,
rotate each row as much as ai and perform XOR as shown below.

y[i] = x[i]⊕ (x[i] <<< a0)⊕ (x[i] <<< a1)⊕ (x[i] <<< a2)
⊕ (x[i] <<< a3)⊕ (x[i] <<< a4)⊕ (x[i] <<< a5)

For this operation, the value of y[i] must be stored. As in Algorithm 3,
this value reuses the value stored in the existing register in the previous SC
process. Since the value stored in the existing register is the value before the SC
operation, the additional rotation is required as much as the SC operation. This
operation can be implemented with only the XOR instruction, since the rotation
operation can be operated with a barrel-shifter. At this time, as a result of the
SC operation, 32 blocks are operated in parallel with 36 EOR instruction.

3.6 AddRoundKey and AddRoundConstant

In the case of AC operation, the process of XORing each bit with a constant value
is performed in the same way as in AR operation. Therefore, it is implemented to
XOR the constant value and the round key value in advance. In consideration of
the bit-slicing expression, the round key must also be packed in the same form,
and as in Algorithm a, load and xor are each executed 6 times. When encryption
starts after the key schedule operates first, the encryption process is calculated
by omitting the AC process .
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Algorithm 3 bit-slicing implementations MixColumns in ARMv6 assembly.

Input: input registers
x0-x5 (r1-r3, r10-r12)
y0-y5 (r4-r9)

Output: output registers
y0-y5 (r4-r9)

1: EOR y0, y0, x0, ROR #31
2: EOR y0, y0, x0, ROR #27
3: EOR y0, y0, x0, ROR #23
4: EOR y0, y0, x0, ROR #17
5: EOR y0, y0, x0, ROR #11
6: EOR y0, y0, x0, ROR #6

7: EOR y1, y1, x1, ROR #30
8: EOR y1, y1, x1, ROR #26
9: EOR y1, y1, x1, ROR #22
10: EOR y1, y1, x1, ROR #16
11: EOR y1, y1, x1, ROR #10
12: EOR y1, y1, x1, ROR #5

13: EOR y2, y2, x2, ROR #29
14: EOR y2, y2, x2, ROR #25
15: EOR y2, y2, x2, ROR #21
16: EOR y2, y2, x2, ROR #15

17: EOR y2, y2, x2, ROR #9
18: EOR y2, y2, x2, ROR #4

19: EOR y3, y3, x3, ROR #28
20: EOR y3, y3, x3, ROR #24
21: EOR y3, y3, x3, ROR #20
22: EOR y3, y3, x3, ROR #14
23: EOR y3, y3, x3, ROR #8
24: EOR y3, y3, x3, ROR #3

25: EOR y4, y4, x4, ROR #27
26: EOR y4, y4, x4, ROR #23
27: EOR y4, y4, x4, ROR #19
28: EOR y4, y4, x4, ROR #13
29: EOR y4, y4, x4, ROR #7
30: EOR y4, y4, x4, ROR #2

31: EOR y5, y5, x5, ROR #26
32: EOR y5, y5, x5, ROR #22
33: EOR y5, y5, x5, ROR #18
34: EOR y5, y5, x5, ROR #12
35: EOR y5, y5, x5, ROR #6
36: EOR y5, y5, x5, ROR #1

4 Results

In this chapter, we compare the results for our implementation. The software
was developed with Arduino IDE on the ArduinoDUE (AT91SAM3X8E) devel-
opment board equipped with an ARM Cortex-M3 processor. The operating clock
is 84 MHz, and it has 512 KB of flash memory and 96 KB of RAM. Performance
comparison measured the average cycle when encrypting. Key scheduling is not
taken into account as it is assumed that round keys are pre-computed and stored
in RAM. We implemented SPEEDY-5-192, SPEEDY-6-192, and SPEEDY-7-
192, and for comparison, AES-128 and GIFT-128 implemented in constant time
in the same environment were compared together. In general, 128-bit blocks are
encrypted, but since SPEEDY encrypts 192-bit blocks, the performance differ-
ence was compared based on cycle per byte (cpb) to compare other encryptions.
And the key schedule was calculated in advance, and the average was measured
when it was operated in ECB mode. As shown in Table 2, compared to the ref-
erence C implementation of SPEEDY-7-192, the speed difference was about 180
times. Although the optimization level of the reference C implementation is not
performed in assembly level, it showed a noticeable high performance improve-
ment. In addition, when comparing our implemented SPEEDY-6-192 with the
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same security level AES-128 and GIFT-128, the result of 75.2 cpb is 1.6× faster
than 120.4 cpb of AES-128 and 1.3× faster than 104.1 cpb of GIFT-128. Con-
sidering that SPEEDY is designed to be hardware-friendly, this is a remarkable
result.

Table 2. Comparison of SPEEDY implementation results and various constant-time
implementation results on ARM Cortex-M3. The performance is evaluated in clock
cycles per byte (cpb).

Implementation Speed (cpb) Block size

AES-128 encryption 120.4 128

GIFT-128 encryption 104.1 128

SPEEDY-7-192 encryption (reference) 15,407 192

SPEEDY-5-192 encryption (ours) 65.7 192

SPEEDY-6-192 encryption (ours) 75.2 192

SPEEDY-7-192 encryption (ours) 85.1 192

5 Conclusion

We implemented SPEEDY by applying the implementation technique of bit-
slicing. For the case where the round key is calculated in advance, in ARM
Cortex-M3, SPEEDY-5-192 achieves 65.7 cpb, SPEEDY-6-192 achieves 75.25
cpb, and SPEEDY-7-192 achieves 85.16 cpb, respectively. In the same environ-
ment, it showed better performance than 120.4 cpb of constant time imple-
mentation GIFT-128 and 104.1 cpb of constant time implementation AES-128.
Through this, we showed that SPEEDY can be run very efficiently in software
and can be applied in microcontrollers. The proposed technique is likely to be
applicable to other processors, and in the future, we plan to implement other
platforms (e.g. Cortex-M4). The proposed implementation is working in constant
timing, which has an advantage against timing attacks. In the future work, we
intend to apply an efficient masking technique for additional side-channel secu-
rity.
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