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Abstract. The See-In-The-Middle attack is designed to work effectively
even with a low signal to noise ratio; hence, it can be performed even
with poor side-channel analysis tools. Because it exploits the side-channel
leakage of the middle round of the block cipher implementations, it is
effective for implementations with reduced masking. In this study, we
propose attacks to improve the See-In-The-Middle attack against the
4-round masked implemented AES introduced in the previous work. In
addition, we present an attack against AES-256 implemented with 12round reduced masking to recover 2-byte of the master key using the
related-key differential trail, showing that the See-In-The-Middle attack
is only thwarted by masking the whole rounds of AES-256 in the relatedkey model.
Keywords: AES · Side-channel analysis· SITM · Middle rounds attack
· Differential cryptanalysis
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Introduction

The side-channel analysis (SCA) proposed in 1996 is currently the most powerful attack technique among the attacks on cryptographic implementations [7].
Many methods that utilize various side-channel information, such as power consumption and electromagnetic emanation of the device for attack, have been
proposed [2, 8].
Applying masking to the whole round of the block cipher can be a general
countermeasure for all SCAs. However, in practice, it is often applied only to the
first and last few rounds of the block cipher because the masking implementation
causes a large overhead [10]. The side-channel assisted differential cryptanalyses
have been recently proposed. [3, 4, 6]. Among them, S. Bhasin et al. [3] presented
the See-In-The-Middle (SITM) that attack targets the reduced masked implementations of block ciphers such as AES, SKINNY and PRESENT. They showed
that SITM attack is possible even in harsh experimental environments with a
low signal to noise ratio (SNR).
⋆
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Contributions
In this study, we improve the SITM attacks against AES with a 4-round masked
implementation. In addition, we show that SITM attacks against AES-256 are
also possible in the related-key model. Our attack in the related-key model works
on 12-round masked AES-256 and can recover 2-byte of a secret master key.
Therefore, full-round masking should be applied to the AES-256 implementation to guarantee security against SCA in the related-key model. The attack
complexities are summerized in Table 1. Target depth refers to the number of
rounds for measuring power traces through side-channel observation.
Table 1. Comparison of the SITM attack complexities on AES
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2.1

Attack Methodology
The Block Cipher AES

The block cipher AES encrypts a 16-byte plaintext using a 128-, 192- and 256bit master key (M K) and processes 10, 12, and 14 rounds, respectively [9]. For
convenience, we labeled the bytes in the cipher state column-wise from left to
right:


s0 s4 s8 s12
 s1 s5 s9 s13 


 s2 s6 s10 s14  .
s3 s7 s11 s15
The round function of AES is composed of SubBytes (SB), ShiftRows (SR),
MixColumns (M C) and AddRoundKey (AK). SB applies an 8-bit S-box to
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each byte of the state. SR cyclic left rotates the ith row of the state by i-byte.
M C applies a diffusion matrix to each column of the state. AK XORs the rth
round key RKr to the state.
AES-128 uses the master key as the first round key, while AES-192 and
AES-256 also use the master key in the first and the second rounds without
modification. To help understand the related-key differential trail in Section 4,
we will describe the round key generation process of AES-256 below.
M K is divided by 16-byte and used as RK0 and RK1 . We denote the ith cell
of RKr as RKr [i]. RK2 ∼ RK14 are generated by the following process:
For r = 1, 2, · · · , 7,
RK2r [i] ← S(RKr+1 [i + 13]) ⊕ RKr [i] ⊕ Rconr ,

0 ≤ i ≤ 2;

RK2r [i] ← S(RKr+1 [12]) ⊕ RKr [3] ⊕ Rconr ,

i = 3;

RK2r [i] ← RK2r [i − 4] ⊕ RKr [i],

4 ≤ i ≤ 15;

RK2r+1 [i − 16] ← S(RK2r [i − 4]) ⊕ RKr+1 [i − 16],

16 ≤ i ≤ 19;

RK2r+1 [i − 16] ← RK2r+1 [i − 20] ⊕ RKr+1 [i − 16],

20 ≤ i < 32,

where S() stands for the 8-bit S-box, and Rconr is a round dependent constant.
Please refer to [9] for more details.

2.2

SITM Overview

The SITM attack is a side-channel assisted differential cryptanalysis that targets
reduced masked implementations of a block cipher. Differential cryptanalysis
analyzes the difference that changes as the state with difference progresses to
the next state. The sequence of the connected states is referred as the differential
trail and if the difference is not a specific value other than zero, then it is referred
as the differential pattern.
The difference between the side-channel traces occurring during the encryption processes is used for the attack. Suppose that we observe the side-channel
leakage occurring in the encryption processes of two different plaintexts. If the
S-box is applied to the same values, the two power traces will be similar. However, if the values are different, a recognizable difference will exist between the
two power traces. We call the difference between the two power traces as the
difference trace. Using this, we can determine whether a pair of encryption processes satisfies the target differential pattern (or differential trail) in the middle
round. After finding such encryption pairs, the attacker can deduce the key candidates that can make a valid differential transition. We used the ChipWhispererLite tool for the side-channel observation and implemented AES in C code on
ATXMEGA128D4 8-bit RISC [1].
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Improved SITM Attacks on AES Using Single-Key
Differential Patterns

3.1

The Differential Patterns

Our SITM attack uses AES differential patterns other than the ones used in the
attack proposed in [3]. We used 32 differential patterns for the attack. Figure 1
presents one of the cases among them.

Fig. 1. AES differential pattern (Active cells are colored in red).

In M C, the MDS matrix is applied to each column, such that at least five
cells among the input and output cells of the matrix are active.3 To follow our
differential pattern, pessimal diffusion must occur in the first round M C. The
number of differential trails, in which pessimal diffusion occurs such that the
s0 cell after the first round is inactive, is 28 − 1; thus, a differential pattern in
Figure 1 occurs with a probability of approximately 2−8 .
An inactive column is guaranteed in the third round if only one cell among
s0 ∼ s3 is inactive after the first round. We call the group of these four differential patterns as a “type”. We then define and use the following eight types of
differential patterns:
type 1: s0 and s5 cells are active in P T.
type 2: s1 and s6 cells are active in P T.
3

A cell with a non-zero difference is called “active”.
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type 3: s2 and s7 cells are active in P T.
type 4: s3 and s14 cells are active in P T.
type 5: s4 and s9 cells are active in P T.
type 6: s8 and s13 cells are active in P T.
type 7: s10 and s15 cells are active in P T.
type 8: s11 and s12 cells are active in P T.
3.2

Application of SITM

Our SITM attack process is divided into two processes: 1) finding plaintext
pairs satisfying the differential pattern; and 2) key-recovery. These processes are
independently performed for each type, so that the 2-byte key candidates can
be recovered at each execution. This section describes the attack on type 1 as
an example, which can be easily transformed into attacks on other types.
Finding plaintext pairs satisfying the differential pattern This process
requires the following steps:
1. Randomly generate 24.32 plaintexts satisfying the input differential pattern.
2. Encrypt each plaintext and collect the power traces of the third round SB
operation.
3. Calculate the difference trace for one of the power trace pairs.
4. Check whether the difference trace has an inactive column in the third round
SB operation. Collect the plaintext pair if there is any.
5. Repeat steps 3 and 4 for all difference traces.
A type has four differential patterns; therefore, the probability that a plaintext
pair is collected in the abovementioned process is approximately 2−6 . We expect
at least three plaintext pairs to be filtered because there are 27.57 of difference
traces.
We can classify the differential pattern of each filtered plaintext pair by
analyzing their difference trace. For example, if the first column is inactive in
the third round SB operation, the plaintext pair will have a differential pattern
in which the s0 of the first round output is inactive. Figure 2 shows the difference
between the power traces of the plaintext pair following Figure 1. It is easy to
see that s0 ∼ s3 cells are inactive and s4 ∼ s15 cells are active.
Key-recovery Each differential pattern has 28 − 1 differential trails capable
of pessimal diffusion. Among these differential trails, we exclude trails that do
not occur through a valid differential transition from the plaintext pair. Since
there are 32,385 differential transitions of the AES S-box, it is valid with a
probability of 32385/216 ≈ 2−1 ; thus, the number of differential trails can be
reduced to approximately (28 − 1) × 2−1−1 ≈ 26 according to the difference
between plaintext pairs. For each valid differential trails, we can determine two
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Fig. 2. Difference trace at the third round SB operation (The highlighted parts show
that the first column is inactive).

or four 1-byte key candidates. Consequently, we obtain at most 26 × 4 × 4 = 210
2-byte key candidates.
By repeating this process for three plaintext pairs, the expected number of
2-byte key candidates is 216−6−6−6 = 2−2 . Therefore, we can recover the right
2-byte key of the master key.
Attack complexity For AES-128, we can recover the entire master key by performing the same attack on each of the eight types. Accordingly, 24.32 encryptions
and side-channel observations at the third round are needed to perform an attack
on a single type. Thus, the attack requires 8 × 24.32 = 27.32 chosen plaintexts
and a time complexity of 27.32 . We need 211 bytes of memory space because it
stores up to 210 of 2-byte key candidates.
This attack can easily be applied to AES-192 and AES-256. After the recovery
of the first round key, we can now apply the types beginning from the second
round and observe the difference traces at the fourth round. The second round
key can be recovered by repeating the same attack. Thus, the attack requires
16 × 24.32 = 28.32 chosen plaintexts, a time complexity of 28.32 , and 211 bytes of
memory space.
We tested this attack 10,000 times and found that we can collect 3 pairs of
plaintext pairs when using 15 (23.9 ) plaintexts on average. From the three pairs
of plaintexts belonging to a type, we could reduce the number of 2-byte master
key candidates to an average 1.08.

4

SITM Attack on AES-256 Using Related-Key
Differential Trail

This section presents a method of recovering a 2-byte master key of AES-256
using side-channel observation and related-key differential trail.
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The Related-key Differential Trail

The related-key differential trail of AES we use is shown in Figure 3, which is
a part of the multicollision trail proposed in [5]. In this related-key differential
trail, there is difference only in the master key, not in the plaintext. Therefore,
we search for a plaintext that satisfies the related-key differential trail existing
with a probability of 2−30 . We can determine whether or not the related-key
differential trail is satisfied by observing the difference trace of the seventh round
SB operation.

Fig. 3. The related-key differential trail of AES-256 with probability 2−30 . (The same
colored cells have the same difference, except for the green and grey. Gray columns are
the diffusion results of blue cells. Green denotes arbitrary difference.)
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Application of SITM

Our SITM attack process is divided into two processes: 1) finding a plaintext
satisfying the related-key differential trail; and 2) key-recovery.
Finding a plaintext satisfying the related-key differential trail
1. Generate a random plaintext.
2. Encrypt the plaintext using the master key and collect the power traces of
the seventh round SB operation.
3. Encrypt the plaintext using the master key with difference and collect the
power traces of the seventh round SB operation.
4. Check whether or not the difference trace is active only in the first row (Figure 4). Collect the plaintext if it is.
5. Repeat all steps until two plaintexts are collected.
We expect to collect two plaintexts by repeating the process for 231 times.
Figure 4 shows the difference between the power traces of two encryptions
satisfying the related-key differential trail. It is easy to see that only s0 , s4 , s8 ,
and s12 cells are active at the seventh round SB operation.

Fig. 4. Difference trace at the seventh round SB operation (The highlighted parts
show that the first row is active).

Key-recovery The actual value of the s0 and s8 cells of the first round SB
input has four candidate, respectively. We can XOR the s0 and s8 cells of the
collected plaintext with those candidates, and obtain 24 2-byte key candidates.
We have collected two plaintexts; hence, we can independently obtain 24 2byte key candidates twice. The expected number of 2-byte key candidates is
216−12−12 = 2−8 , therefore, we can recover the 2-byte key of the master key.
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Attack complexity The attack requires 231 chosen plaintexts, 232 times of
encryptions and side-channel observations at the seventh round, and 25 bytes of
memory space.
We tested this attack 100 times and found that we need an average of 230.96
plaintexts to collect two plaintexts. From 2 plaintexts satisfying the related-key
differential trail, we could reduce the number of 2-byte master key candidates
to an average 1.

5

Conclusion

Our study shows that the SITM attack with the third round side-channel observation proposed in [3] can be improved. Our attack reduced the data and time
complexities compared to the previous work.
We have shown that the SITM attack is possible in the related-key model and
can be conducted with practical complexity. Shivam Bhasin et al. recommended
a 12-round masking for AES-256 to mitigate SITM [3]. However, AES-256 requires full round masking to mitigate the SITM attacks in the related-key model
because our attack uses power traces from the seventh round.
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