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Abstract. The efficient quantum circuit of Post Quantum Cryptography (PQC) impacts both performance and security because Grover’s
algorithm, upon which various attacks are based, also requires a circuit.
Therefore, the implementation of cryptographic operations in a quantum
environment is considered to be one of the main concerns for PQC. Most
lattice-based cryptography schemes employ Number Theoretic Transform (NTT). Moreover, NTT can be efficiently implemented using the
modulus p = k · 2m + 1, called Proth number, and there is a need to
elaborate on the quantum circuit for a modular multiplication over p.
However, to the best of our knowledge, only quantum circuits for modular multiplication of the general odd modulus have been proposed, and
quantum circuits for specific odd modulus are not presented. Thus, this
paper addresses this issue and presents a new optimized quantum circuit
for Proth Number Modular Multiplication (PNMM) which is faster than
Rines et al.’s modular multiplication circuit. According to the evaluation
with commonly used modulus parameters for lattice-based cryptography,
our circuit requires an approximately 22% ∼ 45% less T-depth than that
of Rines et al.’s.
Keywords: CDKM Adder, Proth Number, Quantum Circuit, Moduluar
multiplication, Lattice, Number Theoretic Transform.
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Introduction

Public key cryptosystems such as RSA, DSA, and ECC operate on a signature
and key exchange, and are the main factors in telecommunications and financial
areas. Their security is based on the hardness of solving mathematical problems
such as the integer factorization problem, discrete logarithm problem, and elliptic
curve discrete logarithm problem. Although such problems require an at least
sub-exponential time to solve on a classical computer, a quantum algorithm
proposed by Peter Shor [7] in 1994 solves the discrete logarithm and integer
factorization problem within polynomial time. This implies that the current
cryptographic algorithms are unsecure against quantum algorithms on quantum
computers.

As a substitute for classical public key cryptosystems, Post Quantum Cryptography (PQC) was designed to be resistant to attacks in a quantum computing
environment. The National Institute of Standards and Technology (NIST) has
been working on standardizing PQC. Various mathematical theories have been
developed to prove the resistance of PQC, and the most commonly applied approach one is Lattice.
The security of lattice-based cryptography is based on Learning With Error (LWE), which uses lattice structures and errors to provide hardness. To increase the computational efficiency, LWE-based cryptography uses a new structure called Ring-LWE (RLWE). In RLWE-based cryptography, the adoption
of NTT accelerates the polynomial multiplication considerably. Currently, five
of the seven candidates for NIST PQC Round 3 are lattice-based cryptography.
Among the five candidates, Kyber, Dilithium, and Falcon adopted NTT and outperformed the others. This indicates that an efficient implementation of NTT is
an important research issue.
m
For the efficiency of NTT, RLWE-based cryptography uses x2 + 1 as a quotient polynomial and modulus p having the 2m+1 − th root. Because most of
the computational complexity in NTT is the modular multiplication, a modular multiplication for the modulus p is the main factor determining the overall
performance. In addition to the performance aspect, an efficient implementation of a modular multiplication also has a significant influence on a security
analysis because attacks on RLWE-based cryptography require operations using the same modulus. However, to the best of our knowledge, only a modular
multiplication quantum circuit for a typical odd modulus has been proposed [6],
and an an optimized quantum circuit for PNMM, which often used in NTT, has
not been proposed. Therefore, in this paper, we propose a quantum circuit for
PNMM using the integer characteristics of the Proth number, and justify the
performances by comparing the existing modular multiplication quantum circuit
with our approach in terms of the T-depth and number of qubits.
The remainder of this paper is organized as follows. Section 2 describes the
background necessary for this paper. Section 3 describes several gates required to
implement PNMM and presents their implementations. Section 4 shows quantum
circuits for each step of PNMM and provides the results of a T-depth evaluation.
Finally, the last section summarizes the analysis results and presents future
research topics.
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2.1

Background
Proth Number

A natural number N is called a Proth number which is in the form of N =
k · 2m + 1 where k is odd and k < 2m . In particular, N is called a Proth prime if
N is a prime number. Owing to its efficiency, a Proth prime is used as modulus
for NTT.
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Proth number N has a special property for a modular multiplication.
C = C0 + 2m C1

(0 ≤ C0 < 2m )

m

(1)

⇒ kC = kC0 + k · 2 C1

(2)

≡ kC0 − C1

(3)

(mod N )

where C0 , C1 represents lower m qubits of C and the remaining part respectively.
As in the case of Montgomery modular multiplication, PNMM can be applied
within a special domain. It is possible to move an integer a to what is called
Proth domain by multiplying k −1 on modular N . We denote an element on
Proth domain as a moved from a. We set x = xk −1 , y = yk −1 . Then kx · y =
kC ≡ kC0 − C1 ≡ xyk −1 = xy (mod N ). Within Proth domain, a modular
multiplication can be executed using only 2 multiplications and some additions.
At the end of the computations, the resulting values are returned to the original
domain by multiplying with k.
2.2

CDKM Adder

Several quantum circuits are being studied for a cryptographic analysis, and
many are designed for addition which is the most basic operation. Many adders
such as VBE [9], CDKM [1], carry-lookahead [3], and φ adder [2] have been
presented. Many improvements such as [8] have also been studied. In this paper,
we use the CDKM adder which is an in-place adder using only one ancilla qubit.
The CDKM adder consists of a combination of two gates, MAJ and UMA, which
is implemented in different ways such as 2-cnot and 3-cnot version. The T-depth
of a CDKM adder is 2n − 1 when the number of qubits required to represent
an input is n. In addition, when no carries occur or a carry is not delivered,
a CDKM adder can be implemented by removing the gates affecting the MSB
qubit from the original circuit, the depth of which is 2n − 2.
2.3

Generic Quantum Modular Multiplication Circuit

In [6], Rines et al. describe a circuit that applies a modular multiplication with
one fixed input in a general modulus p. In this study, we deal with the multiplication between two arbitrary inputs and apply it as a multiplication circuit with
two arbitrary inputs. In addition, it is assumed that the adder uses a CDKM
adder with one ancilla qubit. The outline of the quantum modular multiplication
is as follows.
1. Compute the multiplication result of x and y
2. Divide (x · y) by p and obtain the remainder x · y (mod p) and quotient q.
3. To uncompute, q · p is calculated from the quotient q. We add x · y (mod p)
to q · p, thus making the output with value of x · y. Finally, we uncompute
the ancilla qubits which is the state of x · y.
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Here, x · y (mod p) is calculated using the above three processes, and the
overall number of ancilla qubits requires a total of φ(n)+n+1, where φ(n) qubits
are used to store x · y. In addition, n qubits are also used to store the modulus p
used as a constant within the entire process, and the last 1 qubit is used by the
CDKM adder. The toatl T-depth of multiplication, division, and uncomputation
is (3n2 − 5n + 3φ(n)), ((5n − 3) · (φ(n) − n)), (3(φ(n) − n)2 − 2(φ(n) − n))
respectively, and the total T-depth is (n2 + 3φ(n)2 − 2φ(n) − nφ(n)).
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Quantum Circuit of Arithmetic

In this section, we present the quantum circuits of base operations for PNMM
– Controlled CDKM Adder and Sign-Conversion, with their T-depth.
3.1

Controlled CDKM Adder

The controlled adder is a modified adder that determines whether an adder
is applied according to the value of the control qubit. The Multiplication of
two numbers a, b is generally calculated using summation of ai · (b · 2i ), where
ai is i-th bit of a. Therefore, each summation becomes a sort of a controlled
adder which is applied according to a control qubit. Also, division introduced
later in this paper uses a controlled adder in each loop. Thus we can know that
the performance of controlled adder affects the performance of multiplication
and division significantly. If all gates in the circuit are changed and thereby
affected by the control qubit when converting the adder into a controlled adder,
all C k N OT gates must be transformed into C k+1 N OT gates. However, if the
controlled adder is implemented in this way, all gates are controlled by the same
control qubit, and thus the existing parallelized structure cannot be used. In
addition, converting the C k N OT gate into a C k+1 N OT gate leads to an increase
in the number of ancilla qubits and CCN OT gates, resulting in a significant
degradation in performance. In the case of a controlled CDKM, the number
of CCN OT and C 3 N OT gates increased, and the T-depth also increased to
9n + O(1) (Fig 1). In this section, we provide a method for removing control
qubits from multiple gates in a circuit and reducing the depth and number of
ancilla qubits through a rearrangement and adjustment between gates.
Reverse Structure Optimization. Reverse structure optimization is a technique using some gate and its reverse gate on a same circuit. If gate A−1 exists
with A in the same circuit, it is a circuit that does nothing. It can be used to
reduce the number of gates that the control qubit affects in the controlled gate
and applies an optimization in terms of the gate and depth. Figure 2 shows circuits that apply Ctrl − A, Ctrl − B, and Ctrl − A−1 sequentially. The circuit
is the same as a circuit that applying A, B, and A−1 or does nothing according to the value of the control qubit. Because a circuit that does nothing is the
same as a circuit that applies A and A−1 , and a circuit that sequentially applies
4

Fig. 1: Unoptimized Quantum Circuit of Controlled CDKM Adder
Ctrl − A, Ctrl − B, and Ctrl − A−1 may be said to be the same as a circuit
that applies A, Ctrl − B, and A−1 . Therefore, a circuit with a controlled gate
corresponding to a reverse process on both sides can be optimized in terms of
the gate cost and depth by deleting the control qubit of both sides (Figure 3).
Gates in the controlled CDKM can be optimized by deleting the control
qubits of both sides. It is known that the CCN OT and C 3 N OT gates perform as inverse functions for themselves. Therefore, circuits of (CCN OT, Ctrl −
B, CCN OT ) and (C 3 N OT, Ctrl − B, C 3 N OT ) structures can be converted into
circuits of (CN OT, Ctrl − B, CN OT ) and (CCN OT, Ctrl − B, CCN OT ), respectively.
Gate Rearrangement and Substitution. After applying a reverse structure optimization, it is possible to reduce the number of CCN OT and C 3 N OT
gates remaining in the middle through a rearrangement and substitution between gates. If we change the order of remaining gate in the middle such that
the gates operating on the same qubit can be collected, we can divide gates set
into a type of CCN OT + C 3 N OT gate and CN OT + CCN OT gate (Fig 5).
The type of CN OT + CCN OT gate can be simplified to proceed within
three qubits, as shown in Fig 6a. Fig 6a shows a circuit that changes (C, a, z)
into (C, a, z ⊕ C ⊕ C · a). The addition of C and C · a values to the last qubit
can be expressed by adding C · (a ⊕ 1), which means that a CN OT + CCN OT
gate can be replaced with a N OT + CCN OT + N OT gate (Fig 6b). Depth
increases from two (CN OT, CCN OT ) to three (N OT, CCN OT, N OT ) gates.
However, there are many gates corresponding to type CN OT + CCN OT , and
if each N OT gate on the left and right is applied in parallel, the overall depth
is reduced.
Similarly, the type of CCN OT + C 3 N OT gate can be simplified to proceed
within five qubits (Fig 7a), and is a circuit that changes (C, a0 , a1 , a2 , z) into
(C, a0 , a1 , a2 , z ⊕ C · a2 ⊕ C · a0 · a1 ). Adding C · a2 and C · a0 · a1 values to the last
5

Fig. 2: Applying Ctrl − A, Ctrl − B, and Ctrl − A−1

Fig. 3: Equivalent to A, Ctrl − B, and A−1

Fig. 4: Controlled CDKM Adder Circuit applying Reverse Structure Optimization
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Fig. 5: Gate Rearrangement

(a) CN OT + CCN OT

(b) 2 N OT + CCN OT

Fig. 6: Gate Substitution from CN OT + CCN OT to 2 N OT + CCN OT
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qubit is equivalent to adding C · (a2 ⊕ a0 · a1 ), which can be applied with three
CCN OT gates (Fig 7b). Because one ancilla qubit and three CCN OT gates are
required to apply a C 3 N OT gate, transforming CCN OT + C 3 N OT gate into
three CCN OT gates avoids the use of an unnecessary ancilla qubit and saves
one CCN OT gate.

(a) CCN OT + C 3 N OT

(b) 3 CCN OT

Fig. 7: Gate Substitution from CCN OT + C 3 N OT to 3 CCN OT

Through reverse structure optimization and gate rearrangement and substitution, the T-depth of the controlled CDKM adder can be optimized to
3n + 1 (Fig 8). In addition, where a carry does not occur or does not need
to be delivered, the T-depth can be reduced to 3n − 2 by deleting one CCN OT
gate used for the carry transfer of the highest qubit and two CCN OT gates next
to it (Fig 9).

Fig. 8: Example Circuit of Optimized Controlled CDKM Adder when n = 6
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Fig. 9: No carry version of Optimized Controlled CDKM Adder

3.2

Sign Conversion

If x is bit flipped in a binary, it will have the same value as (−x − 1). Adding 1
to that value, it becomes (−x), which is the number of inverted signs from the
existing input. Consequently, a sign conversion was applied in accord with the
following steps:
1. Bit flip
2. Increase by 1
In step 2, it is possible to apply a general quantum adder using ancilla qubits.
However, there is also a circuit that does not use an ancilla qubit, borrows qubits
containing random values, and increases by 1 as follows [4].
Increment. An increment is a gate that obtains v + 1 using input qubits that
have a value of v and borrowed qubits (not ancilla qubits) that have an arbitrary
value g, consisting of two subtractions and several gates. Two subtractions have
an important position in the increment, and the subtraction used is a circuit that
reverses the 2-CNOT version of the CDKM adder [1]. Subtraction is performed
once between v and g, and once between g 0 which is bit flipped from g excluding
LSB of g, twice in total. Let c be the value of LSB of g. Then we can get the
result v − 2 · c + 1 after performing two subtractions. So v + 1 is obtained when
c is 0, and v − 1 is obtained when c is 1.
To always obtain v + 1, place the CN OT gate, which determines whether
to bit flip v based on the value of c, before and after two subtractions (Fig 10).
When the controlled bit flip is applied by the CN OT gate, v is converted into
−v − 1 when c is 1, and the value of −v − 1 is then converted into −v − 2 after
two subtractions. Going through the last controlled bit flip one more time, it
can be seen that it becomes v + 1. When c is zero, the value is not converted by
the controlled bit flip, and thus it can be confirmed that only two subtractions
are performed and the value v + 1 is obtained. In the case of a controlled bit flip,
9

Fig. 10: Quantum Circuit of Increment

only the CN OT gate is used, and thus there are two subtractions that affect the
actual T-depth, which is 4(n − 1) when the digit of the target qubit v is n.

4

Proth Number Modular Multiplication Circuit

In this section, we provide a quantum circuit for PNMM using the basic operations described in previous section, and compare it with the circuit for generic
modular multiplication [6]. In the comparison, T-depth and the number of gates
and qubits are mainly considered.
PNMM is a specific modular multiplication that outputs kxy (mod p), where
p is of the form k · 2m + 1, for two inputs x and y. To construct a circuit for
PNMM, we split it into 4 phases as follows [Fig 11]:
1. (Multiplication) Compute C = xy.
2. (Setup) Compute kC0 − C1 from C = C0 + 2m C1 .
3. (Division) Get the remainder kC0 − C1 (mod p) and the quotient q using
division.
4. (Uncomputation) Uncompute other values except for kC0 − C1 .
Remark 1. As described in Section 2, PNMM must be executed on Proth domain. Thus, two input values x and y are actually of the form x0 k −1 and y 0 k −1 .
In order to use PNMM in real systems, input values must be multiplied by k −1
before arithmetic operations and we multiply output values by k at the end of
the computations.
Compared to generic modular multiplication, PNMM has one more phase,
Setup. In this phase, we get the value kC0 − C1 which is equivalent to kC
(mod p) using 1 multiplication by k and 1 subtraction. Through Setup, the size
of a dividend to be used in division will be decreased. Thus the cost of gates and
T-depth is reduced in the entire circuit. We shall provide specific techniques for
implementing PNMM and the cost of its circuit in the rest of this section.
Prior to describing the PNMM, we define the notation φ(n) for representing
the number of qubits of xy. Since φ(n) is equal to dlog p2 e, this value can be
defined as below.
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(
φ(n) =

4.1

2n − 1

if n − 1 ≤ logp < n −

2n

if n −

1
2

1
2

≤ logp < n.

Multiplication

P
Multiplication is calculated using
ai · (b · 2i ), and the controlled adder is used
in multiplication because the value of at determines whether to add (b·2t ). When
the controlled adder is applied, (b · 2t ) is added, and thus no addition of the t
Pt−1
LSB qubit is used. In addition, because i=0 ai · (b · 2i ) is less than (b · 2t ), the
Pt−1
addition of i=0 ai · (b · 2i ) and (b · 2t ) is the addition of n MSB qubits, which
Pt−1
can be expressed as follows (for convenience, d is defined as i=0 ai · (b · 2i ))
|din+t b · 2t

n+t

→ |(d  t)in (d mod 2t ) t |bin |0it
→ |(d  t) + bin (d mod 2t ) + 0 t |bin |0it
→ |(d  t) + bin (d mod 2t )

t

b · 2t

n+t

,

(4)

where  denotes a right bitwise shift.

An n controlled CDKM adder is required for multiplication, and if φ(n) =
2n − 1, a carry does not occur in the last controlled CDKM adder. Therefore
the total depth is (n − 1) · (3n + 1) + (3n − 2) if φ(n) = 2n − 1 and (n − 1) ·
(3n + 1) + (3n + 1) when φ(n) = 2n. In conclusion, the T-depth is expressed as
(n − 1) · (3n + 1) + (3 · φ(n) + 1) − 3n = 3n2 − 5n + 3 · φ(n) for n and φ(n), .
4.2

Setup

The setup phase computes kC0 − C1 utilizing the multiplication x · y (= C0 +
2m C1 ). During multiplication, C0 represents the lower m qubits, and C1 represents the remaining upper qubits. To obtain kC0 − C1 , a process of adding
kC0 is applied after converting the sign of the upper qubit C1 . In this case, it
is possible to reduce the number of ancilla qubits applied by adding ki · C0 · 2i
instead a method of converting C0 into kC0 and adding kC0 . In addition, k is
a value that is known prior to designing the circuit. Moreover, instead of using
a controlled adder, the circuit is designed to apply the adder only when ki = 1
and does not apply any gate when ki = 0.
Because 0 ≤ C0 ≤ 2m − 1, 0 ≤ C1 ≤ k 2 · 2m , we can see that −k 2 · 2m ≤
kC0 − C1 ≤ k · 2m − k is established. An ancilla qubit is needed to express the
sign of kC0 − C1 , so put the ancilla qubit for the sign in the highest qubit of
kC0 − C1 . The total T-depth is the sum of the T-depth
of the sign conversions
P
of C1 and the T-depth of add between −C1 and
ki · (C0 · 2i ). Because the
11

Fig. 11: Quantum Circuit of Proth Number Modular Multiplication
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Fig. 12: Quantum Circuit of Multiplication

Fig. 13: Quantum Circuit of Setup kC0 − C1
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adder is applied only if ki = 1, the weight of k(i.e. the weight of p) is the main
factor of the T-depth of setup phase.
P The T-depth used for a sign conversion is
4(φ(n) − m − 1). Because −C1 + ki · (C0 · 2i ) has a different computational
complexity (T-depth) depending on the weight of p, the T-depth is calculated
by assuming a full weight (k0 = 1, k1 = 1, ..., kn−m−1 = 1 ) with
P the maximum
computational complexity. The maximum T-depth of −C1 + ki · (C0 · 2i ) is
thus (n − m) · (2φ(n) − m − n).
4.3

Division

The division phase is the process of dividing kC0 − C1 by p, which is used
as a modulus value, and obtaining the quotient and remainder (i.e. modular).
Division is a structure through which a cycle using a controlled adder, which
determines whether to add 2i · p by checking the value of the digit used as the
sign of the qubit after subtracting 2i · p, is repeated from the highest qubit to the
lower qubit. However, with the proposed method, subjects (=kC0 − C1 ) may be
negative, and thus the method is modified to apply division even under situations
in which subjects is negative using a controlled adder that adds 2φ(n)−m · p
according to the value of the highest qubit.

Fig. 14: Quantum Circuit of Division

The overall T-depth can be calculated by adding the T-depth of the first
controlled adder and the set (φ(n)−n−m) of subtractions and controlled adders.
Since the controlled adder used at this time is an adder that does not occur carry,
the total T-depth is (5n − 3) · (φ(n) − n − m) + (3n − 2).
4.4

Uncomputation

In Uncomputation phase, q · p (φ(n) − n − m + 1 qubit) must first be generated
using the quotient q calculated during the division. Using p = k · 2m + 1, there is
no need to use an additional gate because q ≡ q · p mod 2φ(n)−n−m+1 is always
satisfied except for φ(n) = n + 2m. Even in φ(n) = n + 2m, because one LSB
qubit of q affects the MSB of q with the CN OT gate, generating q · p does
not consume anything in terms of the T-depth in the Uncomputation phase.
14

Here, kC0 − C1 (φ(n) − n − m + 1 qubit) can be obtained by adding kC0 − C1
(mod p), remainder value obtained through division, to q · p (φ(n) − n − m +
1 qubit). Thereafter, an uncomputation is applied through the reverse process of
the previous setup and multiplication, and the remaining ancilla qubits except
for the inputs x, y, and k · C0 − C1 (mod p) corresponding to the output are
returned to the existing |0i state.

Fig. 15: Quantum Circuit of Uncomputation

The overall T-depth of an uncomputation is the sum of 2(φ(n) − m − n),
2
(2φ(n) − m − 3n + 2) · (n − m), 4(φ(n) − m − n), and 3n 2+5n , sequentially in the
uncomputation circuit.
Here, kxy (mod p) is calculated using the four processes above, and the overall number of ancilla qubits requires a total of φ(n) + n + 2, where φ(n) qubits
are used to store xy; in addition, n qubits are also used to store the modulus p
applied as a constant within the entire process, one qubit is used to represent
the sign of −C1 , kC0 − C1 , and the last qubit is used by the CDKM adder. In
the Setup phase, before using a constant p, we use ancilla qubits concatenating
to C0 to compensate for the difference in the number of binary digits between
−C1 and 2i · C0 for CDKM adder. However because n qubits are sufficient, they
are not added to the sum of the number of qubits required.
4.5

Experimental Result

For the purpose of implementing PNMM, an experiment was conducted by selecting a modulus that is frequently used in lattice-based cryptography with
NTT. There are a total of five moduli p: 257, 769, 3329, 12289, and 8380417, and
in that modulus, the depth of the existing modular multiplication and the depth
of PNMM are compared. The experiment is conducted using Q|Crypton [5].
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Table 1: The depth of a quantum circuit over modulus p commonly used for
lattice-based cryptography
p
ModMul
PNMM
PNMM
Rate(= ModMul
)

257
6,822
3,770
0.553

769
9,424
6,322
0.671

3329
13,585
10,006
0.737

12289
18,502
10,758
0.581

8380417
49,987
39,108
0.782

As shown in Table 1, the depth of PNMM is smaller than the depth of the
PNMM
existing modular multiplication. The rate (= ModMul
) varies from 0.553 to 0.782,
and indicates a reduction from 21.8% to 44.7% in depth compared to existing
circuits. The experiment results also show that if a number with a small weight
among the Proth numbers is used as the modulus, the difference in depth between
the existing modular multiplication and PNMM may increase.

5

Conclusion

In this study, we attempted to optimize the quantum circuit of PNMM and
provided the evaluation result of its T-depth and number of qubits. With a
couple of moduli that are commonly used in lattice-based cryptography, the
depth of the optimized circuit improved from 21.8% to 44.7% compared to the
existing circuit. Because only a single extra qubit is used to represent the sign
of a negative number during Setup and Division phases in our optimization
circuit, there is no significant difference in the number of qubits required from the
existing circuit. For further research, it would be interesting to reduce the number
of ancilla qubits with no extra burden of T-depth. Moreover, implementing an
optimization circuit for modular multiplication with one fixed input value is of
interest because it is frequently used in NTT.
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