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Abstract. This paper analyses the resistance of certain keystream generators against algebraic
attacks, namely generators consisting of a nonlinear feedback shift register, a linear feedback
shift register and a filter function. We show that poorly chosen filter functions make such designs
vulnerable to new algebraic attacks, using a divide and conquer approach that targets the LFSR
first. This approach provides efficient LFSR initial state recovery followed by partial NFSR initial
state recovery.
We apply our algebraic attacks to modified versions of the Grain family of stream ciphers. Our
analysis shows that, despite the highly nonlinear filter functions used in these variants, the LFSR
state can be recovered using our algebraic attack much faster than exhaustive search. Following
this, the NFSR initial state can be partially recovered, leaving a smaller subset of NFSR stages
to be exhaustively searched. This investigation highlights the importance of the filter function
in keystream generators with a “Grain-like” structure, and demonstrates that many functions
previously considered secure are vulnerable to this attack.
Keywords: Algebraic attack · fast algebraic attack · divide and conquer · nonlinear feedback
shift register · linear feedback shift register · filter generator · Grain
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Introduction

Symmetric stream ciphers are used to provide confidentiality for a range of real-time applications.
The most common type of stream cipher is the binary additive stream cipher, where encryption
and decryption are performed by XORing a binary keystream with the plaintext or ciphertext
bitstream, respectively. The reciprocal nature of the XOR operation provides high speed
encryption and decryption processes. However, the security provided depends on the properties
of the keystream. The security of the keystream generator is therefore crucial.
Many keystream generators are based on shift registers. In 2003, algebraic attacks on keystream
generators based on linear feedback shift registers (LFSRs) were proposed [6]. A series of
equations relating the keystream bits to underlying state bits can be solved, given known
keystream outputs. The nonlinear filter generator was shown to be vulnerable to both algebraic
attacks [6] and fast algebraic attacks [5]. The design of keystream generators has subsequently
evolved to provide increased resistance to these and other known attacks.
One alternative approach is to use nonlinear feedback shift registers (NFSRs) in the design
of keystream generators. The nonlinearity of the shift register update results in a system of
equations that increases in degree over time. Solving such a system of nonlinear equations
has extreme computational complexity and is often impractical. However, in 2008, Berbain
et al. [2] showed that keystream generators consisting of a NFSR with a linear filter function
(known as linearly filtered nonlinear feedback shift registers (LF-NFSR)), are also vulnerable
to algebraic attacks.
Some contemporary keystream generators use a combination of a NFSR and a LFSR, together
with a nonlinear filter function taking inputs from both registers. We refer to these generators
as “Grain-like structures”, as the well known Grain family of stream ciphers is designed in this
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way. There are five variants of Grain: the original proposal Grain-V0 [16], updated versions
Grain-V1 [14], Grain-128 [15], Grain-128a [17], and the most recent variant Grain-128AEAD
[18]; proposed in 2005, 2006, 2006, 2011 and 2019, respectively.
Berbain et al. [2] showed that a modified version of Grain-128 is vulnerable to algebraic attacks
if the filter function takes only linear terms from the NFSR. Despite extensive analysis of the
Grain family [3, 20, 7, 22, 21, 30, 29, 8], since the work of Berbain et al. [2] little progress has
been made in applying traditional algebraic attacks to Grain-like structures. In this paper, we
investigate relationships between the properties of Grain-like structures and their resistance
to algebraic attacks.
Motivated by the work of Berbain et al. [2] and Courtois [5], we identify cases where the
filter function to a Grain-like structure can be algebraically manipulated to eliminate the
involvement of the NFSR. This allows us to apply a divide and conquer approach, targeting
the LFSR. We show that poorly chosen filter functions and sets of input positions to the filter
functions allow Grain-like structures to be represented as systems of equations containing only
LFSR initial state bits. Such a system can then be solved efficiently to recover the initial state
of the LFSR. Following this, the NFSR may be partially recovered. This reduces the overall
complexity of the exhaustive search required to recover the remaining bits of the NFSR.
We perform simulations to verify the effectiveness of our attack on Grain-like structures with
internal states sizes of 40, 60, 80 and 100 bits, as well as on a modified version of Grain-V0.
We also demonstrate that minor variations to the current variants of the Grain family render
them vulnerable to our attack. Although the proposed attack is not applicable to the current
variants of the Grain family, our results clearly show that care must be taken when choosing the
filter function of a Grain-like structure. In particular, these structures may still be vulnerable
to algebraic attacks, even when the output function incorporates bits form the LFSR and the
NFSR both linearly and nonlinearly.
This paper is organised as follows: Section 2 provides background information on shift register
based designs. Section 3 discusses current algebraic attack techniques. Section 4 presents our
algebraic attack technique for application to Grain-like structures. We introduce the Grain
family of stream ciphers in Section 5 and highlight why Grain currently resists algebraic
attacks. We then apply our attack technique to modified Grain variants in Section 6. Experimental
simulations for proof of concept are reported in Section 7 and discussed in Section 8. Conclusions
are drawn in Section 9.

2
2.1

Preliminaries
Feedback Shift Registers

A binary feedback shift register (FSR) of length n is a set of n storage devices called stages
(r0 , r1 , ..., rn−1 ), each containing one bit, together with a Boolean update function g. We denote
the initial state of the register as S0 , consisting of initial state bits s0 , s1 , ..., sn−1 . The state
at any time t is defined to be St , where St = st , st+1 , ..., st+(n−1) . The sequence of state bits
that passes through register R over time is denoted S; that is S = s0 , s1 , .., sn−1 , sn , ... . All
bits sn+t , t ≥ 0 are referred to as update bits.
The registers investigated in this paper are regularly clocked Fibonacci style, as shown in
Figure 1. At time t + 1, the content of stage ri is shifted to stage ri−1 for 1 ≤ i ≤ n − 1, and
the content of stage r0 is lost from the register. The new content of stage rn−1 (referred to as
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the feedback) is computed by applying the Boolean feedback function g(r0 , r1 , .., rn−1 ) to S t .
If g is linear, then the register is said to be a linear feedback shift register (LFSR) and if g is
nonlinear, then the register is said to be a nonlinear feedback shift register (NFSR).
A binary sequence can be generated from a FSR by applying a Boolean function f to the
state St , as shown in Figure 1. A simple way to produce output from a FSR is to choose
f = r0 , so the output sequence is just the sequence of bits shifted out of the register at each
state update. Alternatively, the output can be a function of multiple register stages. In general,
yt = f (st , ..., st+n−1 ).

g(r0 , r1 , r2 , .., rn−1 )

...
r0

r1

r2

rn−1

f (r0 , r1 , r2 , .., rn−1 )
y
Fig. 1. An n-stage FSR with update function g and filter function f .

2.2

Filter Generators

Keystream generators where f is a function of the contents of multiple stages in R are called
filter generators. Traditionally, keystream generators for stream ciphers used a LFSR together
with a nonlinear filter function f [19]. If f is linear, the filter generator is equivalent to another
LFSR. LFSRs, when used by themselves as keystream generators, provide very little security to
the plaintext [23]. For this reason, LFSRs were traditionally filtered using a nonlinear Boolean
function.
Nonlinear filter generators A keystream generator consisting of a LFSR and a nonlinear filter
function f is known as a nonlinear filter generator (NLFG) [27]. The security of nonlinear filter
generators has been extensively analysed. These designs have been shown to be susceptible
to numerous attacks, including correlation attacks [27, 11, 24, 13], algebraic attacks [6, 10, 5]
and distinguishing attacks [9]. The properties of the nonlinear filter function are important
in determining the resistance of the NLFG to cryptanalysis. The underlying LFSR provides
only desirable statistical properties for the binary sequence. As a single nonlinear Boolean
function cannot display high levels of all the desirable cryptographic properties, such as high
nonlinearity, correlation immunity, algebraic degree and algebraic immunity, choosing a filter
function that resists one form of attack may leave the keystream generator vulnerable to other
attacks [26].
Linearly filtered nonlinear feedback shift registers In response to the cryptanalysis of NLFGs,
designs using NFSRs were proposed. One proposal is the dual construction of the nonlinear
filter generator; where the update function g to the register is nonlinear and the filter function
f is linear [12]. This is known as a linearly filtered nonlinear feedback shift register (LF-NFSR).
Berbain et al. showed that LF-NFSRs are also susceptible to algebraic attacks, resulting in
initial state (and possibly secret key) recovery [2]. We provide an overview of this attack in
Section 3.3. From the work of Berbain et al. [2] it is obvious that the properties of the filter
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function used in a LF-NFSR are critical in providing resistance to a traditional algebraic
attack. In this paper, we explore the relationship between the properties of the filter function
and the resistance to algebraic attacks for a more recent class of keystream generators.
2.3

Composite combiners and ‘Grain-like’ structures

Effective algebraic attacks have been proposed on both NLFG and LF-NFSR keystream
generators. A more complex design incorporates both a LFSR and a NFSR, together with
a nonlinear filter function taking inputs from both registers, as shown in Figure 2. Keystream
generators using this structure include Grain [16] and subsequent variants of Grain [14, 15, 17,
18]. We denote this general design as a “Grain-like” structure. Other ciphers such as Sprout
[1] and Plantlet [25] have adopted this structure. For simplicity, in this paper we consider
the lengths of the NFSR and LFSR to be the same (n). However, the approach outlined also
applies in the case where register lengths differ.

Fig. 2. Grain-like structure.

We denote the initial states of the NFSR and the LFSR as B0 and S0 , respectively, and the
initial state bits b0 , b1 , ..., bn−1 and s0 , s1 , ..., sn−1 , respectively. The states of the registers at any
time t are defined to be Bt and St . The sequences of state bits that pass through the registers
over time are denoted B and S; that is B = b0 , b1 , .., bn−1 , bn , ... and S = s0 , s1 , .., sn−1 , sn , ....
All bits bn+t and sn+t , t ≥ 0 are referred to as update bits for either the NFSR or the LFSR.
In the case of Grain-like structures, we denote the nonlinear update function as g, the linear
update function as ` and the filter function as f . For a Grain-like structure, the LFSR is
autonomous when producing output as all of the inputs to ` are from the LFSR. The NFSR
is not autonomous, as the nonlinear update function g contains one input from the LFSR.
The filter function f can be considered as the XOR sum (here denoted ’+’) of several different
types of monomials. That is, we consider sub-functions of f . We define the following sub-functions,
each as a sum of the terms indicated:
–
–
–
–
–

LB - monomials with linear inputs from NFSR.
LS - monomials with linear inputs from LFSR.
fS - nonlinear monomials with inputs from LFSR only.
fB - nonlinear monomials with inputs from NFSR only.
fBS - nonlinear monomials with inputs from both NFSR and LFSR.

Thus, any filter function f in a Grain-like structure can be expressed as follows:
f (B, S) = LB + LS + fB + fS + fBS .

(1)
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For example, the output function for the keystream generator of Grain-128AEAD is as follows:
y = b2 + b15 + b36 + b45 + b64 + b73 + b89 + s93 + b12 s8 + s13 s20 + b95 s42 + b95 b12 s94 + s60 s79 .
This has the form f (B, S) = LB +LS +fS +fBS , where LB = b2 +b15 +b36 +b45 +b64 +b73 +b89 ,
LS = s93 , fS = s13 s20 + s60 s79 , fBS = s8 b12 + b95 s42 + b95 b12 s94 (and fB = 0).

3

Current Algebraic Attacks

The goal of an algebraic attack is to create a system of low degree equations that relates
the initial state bits of the cipher to some observed output bits and to solve these equations
to recover the internal state values. For a binary additive stream cipher, the output may be
obtained using a known-plaintext attack.
Algebraic attacks are performed in two phases: pre-computation and online. The pre-computation
phase uses knowledge of the structure of the keystream generator to build a system of equations,
relating initial state bits and output bits. These are represented as variables. In the online
phase, given an observed output sequence, the appropriate substitutions are performed, the
system is solved and the initial state recovered.
Algebraic attacks were first introduced by Courtois and Meier [6] on ciphers with linear
feedback. An algebraic attack will be successful if the algebraic degree of the equations is
low, and enough output can be observed to produce a meaningful solution.
3.1

Algebraic attacks on NLFGs

Courtois and Meier [6] built a system of equations to represent a NLFG using a simple
approach: at time t = 0 the output bit y0 is produced by applying f to the state S0 :
y0 = f (S0 ) = f (s0 , . . . , sn−1 )
Similarly, for every subsequent time step an equation can be formed.
yt = f (St ) = f (st , . . . , st+n−1 )

(2)

As the NLFG is built on a LFSR, the linear update function g is used to replace state bits
st+n−1 with the corresponding linear combination of initial state bits keeping the equation
system of a constant degree (deg(f )), while maintaining the number of unknown variables in
the system.
Courtois and Meier noted that, in many cases, each equation in the system may be multiplied
through by a low degree multivariate function h (of degree e) to reduce the overall degree of
the system of equations [6]. We refer to h as a reduction function, and using the terminology
from [5] note that if f h = 0, then h is defined as an annihilator of f . Each equation in the
resulting system has the following form:
f (St )h(St ) = yt h(St ).
The degree of this system will be equal to deg(f h) = d, where d < deg(f ), with n independent
variables, where n is the length of the underlying LFSR.
In the online phase, a known output sequence {yt }∞
t=0 provides values for yt to be substituted
into the equations and the system is solved using linearisation. For a more detailed explanation,
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the reader is referred to Courtois and Meier’s paper [6].
The above considerations lead to the algorithms presented in Appendix A.1. In the online

n
phase of the attack, the initial state of the LFSR can be recovered if approximately
bits
d


n
n ω
of output are known. This attack has a computational complexity of O(n d + d ), where
d is the degree of the system and ω is the Guassian elimination exponent ω ≈ 2.8 [6]. If this
output requirement cannot be met, it may be possible to solve the system by applying other
methods for solving simultaneous equations, such as Gröbner bases or the XL algorithm [4].
3.2

Fast algebraic attacks on NLFGs

Following algebraic attacks on NLFGs, Courtois [5] showed that the attack could be improved
if the overall degree of the system of equations could be reduced further, below the degree
of f h. This increases the complexity of the precomputation phase, but greatly reduces the
complexity of the online phase. However, precomputation only needs to be performed once
for a particular cipher. This equation system may then be reused in multiple online phases to
recover the states of the cipher corresponding to multiple different keystreams. These attacks
are known as fast algebraic attacks.
Fast algebraic attacks make use of a concept Courtois [5] described as “double-decker equations”.
These equations allow an attacker to equate an expression in terms of initial state bits only
to an expression in terms of initial state bits and observed output bits. The existence of
“double-decker equations” in a system produced using Equation 2 permits all of the monomials
in initial state bits only of degree from e = deg(h) to d = deg(f h) to be separated from the
other monomials. Given approximately nd equations, the monomials of degree e to d will
occur in multiple equations. Consequently, linear combinations of the equations in the system
can be identified that cancel these monomials. These linear combinations define a new system
in n unknowns, of degree e < d. This new system can be solved by linearisation, with less
computational complexity than for traditional algebraic attacks. For a detailed explanation,
the reader is referred to Courtois’ paper [5]. The above considerations lead to the algorithm
presented in Appendix A.2. Note that the online phase of the attack is the same as for regular
algebraic attacks.
When the Berlekamp-Massey algorithm is used to find the linear dependency,
pre the
n
n
computation phase of the attack has a computational complexity of O( d log( d )) [5]. The
initial state of the
 LFSR can be recovered in the online phase of the attack
  by observing
ω
approximately nd bits of output with a computational complexity of O( nd ne + ne ), where
d is the degree of f h, e is the degree of h and ω ≈ 2.8 [5]. Note that at first glance the online
complexities for an algebraic attack and a fast algebraic attack look similar.
However, when n

n ω
is much
 larger
 than d, as is the case with registers used in practice, d is much larger than
n n
n ω
and
d e
e . Thus, by reducing the degree from d to e, the complexity of the online phase
is drastically reduced for registers of practical size.
3.3

Algebraic attacks on LF-NFSRs

Initially, LF-NFSRs were considered resistant to algebraic attacks, due to the use of a nonlinear
state update function. Using the nonlinear feedback function to derive equations for the update
bits in terms of initial state bits causes the degree of the system of equations to increase over
time. However, Berbain et al. [2] showed that it is possible to keep the degree of the system
of equations constant by rearranging the linear output function to represent an initial state
bit as a linear combination of other initial state bits and an output bit. Thus, an algebraic
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attack can be performed. Using this approach, the initial state of the underlying NFSR (and
possibly the secret key) can be recovered. We provide an overview of Berbain’s attack below.
Berbain’s preliminary observation: Consider y0 , the output at time t = 0 produced by applying
of the linear filter function to the LF-NFSR contents:
y0 = `(s0 , ..., sn−1 ) =

n−1
X

ak sk ,

k=0

where ak are coefficients from the set {0,1}.
There will exist a highest indexed term in this sum, sj , such that aj = 1. Thus, we can
write y0 as
j−1
X
y0 = sj +
ak sk .
k=0

We can rearrange this equation to represent sj as a sum of an output bit and initial state bits,
sj =

j−1
X

a k s k + y0 .

k=0

Repeating this process for all subsequent time steps allows us to express every bit, sj+t for
t ≥ 0, in terms of output bits and initial state bits. This produces a set of equations of the
form:
j−1
X
sj+t =
ak+t sk+t + yt ,
k=0

for t ≥ 0. Note that if the latter summations contain any term for which an equation already
exists, the term can be replaced by the corresponding linear combination of initial state bits
and output bits.
The above considerations lead to the algorithm presented in Appendix A.3. For certain update
functions a reduction function of g, say h, may be used to reduce the overall degree of the
system. If the degree of gh is d, then the overall system will be of degree at most d. The
initial state of the LF-NFSR can be recovered in the online phase of the attack
observing
 by
n
n ω
n
approximately d bits of output with a computational complexity of O(n d + d ), where
d is the degree of the system and ω ≈ 2.8 [2]. Note that fast algebraic techniques are not
applicable to LF-NFSRs.
3.4

Algebraic attacks on Grain-like structures

After successfully applying algebraic attacks to LF-NFSRs, Berbain et al. proposed an algebraic
attack on Grain-like structures where the output function f is the XOR combination of a
LF-NFSR and a NLFG. That is, adopting the notation from Section 2.3, f (B, S) = LB + LS +
fS .
In this case the output of the keystream generator can be expressed as
y0 = LB + LS + fS =

n−1
X
k=0

ak bk + LS + fS .

(3)
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As discussed in Section 3.3, there exists a highest indexed term in LB (which we denote as
bj ). Thus,
y0 = bj +

j−1
X

ak bk + LS + fS ,

k=0

bj =

j−1
X

ak bk + LS + fS + y0 .

k=0

Repeating this for t > 0 allows for NFSR state bits of index j or higher to be represented as
the XOR sum of:
– a linear combination of NFSR initial state bits
– a linear and nonlinear combination of LFSR initial state bits
– a linear combination of observed output bits.
A second system of equations can then be built using the nonlinear update function to the
NFSR, making substitutions from the system generated by Equation 3 where applicable. This
system will be of degree at most deg(g)deg(fS ). Combining the two systems results in a system
of equations of degree deg(g)deg(fS ) in n + j unknown initial state bits, where n is the size of
LFSR and j is the index of the highest indexed term in LB .
The success of this attack in recovering the LFSR and NFSR initial states demonstrated
that using the contents of stages in the NFSR linearly in the output function is not sufficient
to provide resistance to algebraic attacks; the NFSR contents must also be filtered nonlinearly
in some way.

4

Our algebraic attacks on Grain-like structures

Currently, Grain-like structures are considered resistant to algebraic attacks if the filter function
is chosen to incorporate inputs from both the LFSR and NFSR, and includes these both linearly
and nonlinearly. In this paper, we show that this is insufficient. The filter function must be
chosen more carefully than previously considered. We show that Grain-like structures designed
with filter functions that use inputs from the LFSR and NFSR both linearly and nonlinearly
may still be susceptible to algebraic attacks. We consider the filter functions used in Grain-like
structures and identify possible combinations of the sub-functions, each containing some (or
all) of the monomials shown in Equation 1. For each case we examine the applicability of
algebraic attacks.
4.1

Vulnerable filter functions

The algebraic attack presented by Berbain et al. [2] applies to the case where f (B, S) =
LB + LS + fS . As the success of this case is already documented, we omit this from our paper
and investigate four additional cases as follows.
Case 1: f (B, S) = LS + fS + fBS Consider a keystream generator that produces an output
bit at each time step by:
z = LS + fS + fBS .
(4)
That is, NFSR state bits are only used nonlinearly and only in fBS . Every monomial in fBS
will contain both NFSR bits and LFSR bits. Thus, using the idea of annihilators presented
by Courtois and Meier [6], we may multiply Equation 4 by a low degree function containing

Algebraic Attacks on Grain-like Keystream Generators

9

only LFSR bits that will eliminate fBS . We denote this function as ABS , and consider it to
be a “partial annihilator” in as much as ABS only annihilates certain monomials. Note that
the degree of the NFSR bits in fBS does not affect the ability to annihilate the monomials
containing bits from the NFSR.
Therefore Equation 4 can be rewritten as
zABS = ABS (LS + fS ),

(5)

which is an equation containing only LFSR initial state bits. The degree of the system of
equations built using Equation 5 will be at most deg(ABS ) + deg(fS ). Note, however, that the
right hand side of Equation 5 contains only initial state bits from the LFSR. This means that
fast algebraic attack methods can be performed in the precomputation phase of the attack
to reduce the degree of unknown variables in the system from deg(ABS )+deg(fS ) to deg(ABS ).
To illustrate this point, consider the filter function
z = x1 + x0 x3 + x3 x4 + x0 x1 x2 + x2 x3 x4 ,

(6)

where x0 , x1 , x2 , x3 are inputs from the LFSR and x4 is taken from the NFSR. Equation 6
may be rewritten as
z = x1 + x0 x3 + x0 x1 x2 + x3 x4 (1 + x2 ).
Multiplying through by x2 gives:
x2 z = x1 x2 + x0 x1 x2 + x0 x2 x3 ,
since x2 (1 + x2 ) = 0.
The right hand side of this equation now contains only inputs from the LFSR and can therefore
be used to mount an algebraic attack on the LFSR. Further processing (clocking the equation
forward and taking suitable linear combinations of the resulting equations to eliminate all
right hand side terms of degree higher than deg(ABS ) = 1) would then allow a fast algebraic
attack on the LFSR, with much lower online complexity than the original algebraic attack.
Case 2: f (B, S) = LB + LS + fS + fBS The simple idea presented for Case 1 can be
extended to the case where f (B, S) = LB + LS + fS + fBS , under certain conditions. If the
filter function is chosen such that each monomial in LB uniquely divides a monomial in fBS
of degree at most 1 in NFSR bits, then a common factor containing only LFSR bits may be
found. It follows that we can annihilate every monomial containing inputs from the NFSR by
multiplying through by a low degree function of LFSR initial state bits.
For example, consider a keystream bit produced by
z = x1 + x4 + x0 x3 + x3 x4 + x0 x1 x2 + x2 x3 x4 ,

(7)

where x0 , x1 , x2 , x3 are inputs from the LFSR and x4 is input from the NFSR. This is the
function used in the previous example, with the inclusion of x4 used linearly. We now have:
z = x1 + x0 x3 + x0 x1 x2 + x4 (1 + x3 + x2 x3 ).
Multiplying through by x3 + x2 x3 gives:
(x3 + x2 x3 )z = (x3 + x2 x3 )(x1 + x0 x3 + x0 x1 x2 ).
As before, the right hand side of this equation now contains only inputs from the LFSR.
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Case 3: f (B, S) = LS + fS + fB + fBS Case 3 is a simple extension of Case 2. That is, if
each of the monomials used in fB is a factor of some monomial used in fBS then a common
factor containing only LFSR bits may again be found and a partial annihilator obtained.
For example, consider a keystream bit produced by
z = x1 + x4 x5 + x0 x3 + x0 x1 x2 + x2 x3 x4 x5 ,

(8)

where x0 , x1 , x2 , x3 are inputs from the LFSR and x4 , x5 are inputs from the NFSR. We now
have:
z = x1 + x0 x3 + x0 x1 x2 + x4 x5 (1 + x2 x3 ).
Multiplying through by x2 x3 gives:
(x2 x3 )z = (x2 x3 )(x1 + x0 x3 + x0 x1 x2 ).
As before, the right hand side of this equation now contains only inputs from the LFSR.
Case 4: f (B, S) = LB + LS + fS + fB + fBS Case 4 is a filter function that contains all
possible monomial types (monomials that are linear and nonlinear in both the LFSR and the
NFSR bits). If the filter function is chosen such that each monomial in LB and fB uniquely
divides a monomial in fBS , then there exists a partial annihilator that will eliminate LB , fB
and fBS .
For example, consider a keystream bit produced by
z = x1 + x4 + x5 + x0 x3 + x0 x1 x2 + x2 x4 + x3 x5 + x6 x7 + x1 x2 x6 x7 ,

(9)

where x0 , x1 , x2 , x3 are inputs from the LFSR and x4 , x5 , x6 , x7 are inputs from the NFSR.
We now have:
z = x1 + x4 + x5 + x0 x3 + x0 x1 x2 + x2 x4 + x3 x5 + x6 x7 + x1 x2 x6 x7
z = x1 + x4 (1 + x2 ) + x5 (1 + x3 ) + x0 x3 + x0 x1 x2 + x2 x4 + x3 x5 + (1 + x1 x2 )x6 x7 .
Multiplying through by x1 x2 x3 gives:
(x1 x2 x3 )z = (x1 x2 x3 )(x1 + x0 x3 + x0 x1 x2 + x2 x4 + x3 x5 ).
As before, the right hand side of this equation now contains only inputs from the LFSR.
4.2

Generalised algebraic attack algorithm

We present here an attack algorithm based on the analysis above. This attack uses a divide
and conquer strategy. We first target the LFSR and recover the LFSR initial state. The NFSR
is then targeted, with partial NFSR intitial state recovery possible.
Recovering the LFSR We show that if an output function to a Grain-like structure fits any
of the cases discussed in Section 4.1, then a system of equations can be developed that relates
observable output bits to just LFSR initial state bits, and does not increase in algebraic degree
over time.
The structure of a system of equations built in this way allows for the fast algebraic attack

Algebraic Attacks on Grain-like Keystream Generators

11


techniques highlighted in Section 3.2 to be applied. That is, given access to approximately nd
bits of output (where n is the size of the LFSR and d is the algebraic degree of the system
relating LFSR initial state bits to observable output bits), a precomputation phase can be
performed that allows a new system of equations to be built of degree e < d, where e is the
degree of ABS . This precomputation phase has a complexity of O( nd log nd + n nd ). The
initial state of the LFSR can then be recovered in the online
  phase
ωof the attack by observing
approximately nd bits of output with complexity O( nd ne ) + ne , where ω is the Guassian
elimination exponent ω ≈ 2.8.

Recovering the NFSR Once the LFSR initial state is recovered, every future LFSR state bit
will be known, as the LFSR is autonomous. The next stage is to recover the NFSR initial state.
If the output function satisfies Cases 2 or 4 from Section 4.1, then it may be possible to
build a system of equations where each equation is linear in NFSR initial state bits. It is
likely, however, that for the cases covered in this paper this approach is not applicable. That
is, the structure of the functions that allow us to target the LFSR inhibits the ability to build
such a system for the NFSR state bits. In these cases, a different approach may be applied to
recover the NFSR contents. The idea is best illustrated through an example.
Consider the example filter function used in Case 3 of Section 4.1. That is, at each time
step a keystream bit is produced by
z = x1 + x4 x5 + x0 x3 + x0 x1 x2 + x2 x3 x4 x5 ,

(10)

where x0 , x1 , x2 , x3 are from the LFSR and x4 , x5 are from the NFSR. Since the LFSR is
known, each output bit will have the form
z = αx4 x5 + β,
where α and β may be 0 or 1, respectively.
Clearly, when α = 0 no information about the initial state of the NFSR is leaked. We must
therefore utilise the case where α = 1. If z = x4 x5 and z = 1, then we know x4 = x5 = 1.
Likewise if z = x4 x5 + 1 and z = 0, then we know x4 = x5 = 1. Once we have recovered these
state bits, we may then look to equations where z = x4 x5 and z = 0, but for which we know
either x4 or x5 equals 1. We would then know that the unknown state bit is equal to zero.
Similarly for the case where z = x4 x5 + 1 and z = 1. Continuing in this way, we may be able to
recover n consecutive bits of the NFSR. It may then be possible to reverse the NFSR update
and therefore recover the NFSR initial state.
For certain filter functions it may not be possible to recover n consecutive state bits. In this
case, the partially recovered initial state reduces the exhaustive search required to recover the
correct initial state of the NFSR. For instance, suppose m bits of the NFSR can be recovered.
This leaves 2n−m possible candidates for the correct NFSR initial state which, for m > 0, is
better than exhaustively searching the entire register. Each candidate can be used (together
with the known LFSR initial state) to produce output. The candidate which produces the
correct output sequence can be assumed to be the correct initial state.
Once the correct LFSR and NFSR initial states are recovered, it may be possible to reverse
the initialisation process and reveal the secret key.
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The Grain Family of Stream Ciphers

We now focus on the well known Grain family of stream ciphers. In the following sections
we provide an overview of the functions used in the family and highlight why the variants
currently resist traditional algebraic attacks. We then demonstrate how an algebraic attack is
possible on modified versions of each of the Grain variants.
5.1

Description of the Grain

Grain is a well known family of stream ciphers that has been extensively analysed. There
are five main variants: Grain-V0 [16], its revised specification Grain-V1 [14], Grain-128 [15],
Grain-128a [17] and Grain-128AEAD [18]. Grain-V0, Grain-V1 and Grain-128 provide only
confidentiality to a plaintext message. Grain-128a provides confidentiality, or confidentiality
and integrity assurance. Grain-128AEAD provides confidentiality and integrity assurance to
every plaintext message.
Keystream generators in the Grain family are based on three main building blocks: a nonlinear
feedback shift register (NFSR), a linear feedback shift register (LFSR) and a nonlinear filter
function. The length of the registers changes depending on key and initialisation vector (IV)
size. Table 1 provides the sizes of the key, IV and component registers for each variant.
Table 1. Inputs, register lengths and internal state sizes of Grain variants.
Key IV NFSR length LFSR length Internal state
(bits) (bits)
(bits)
(bits)
(bits)
Grain-V0
80
64
80
80
160
Grain-V1
80
64
80
80
160
Grain-128
128
96
128
128
256
Grain-128a
128
96
128
128
256
Grain-128AEAD 128
96
128
128
256
Variant

5.2

Phases of Operation

Grain variants can be partitioned into two classes: those that are capable of authentication
and those that are not. The phases of operation among the Grain variants are all similar.
Each variant produces an initial state by loading a secret key and public IV, and then clocking
the cipher a certain number of times. For Grain-128AEAD, this initialisation process uses the
secret key to make reversing the initialisation process difficult.
Processing the plaintext Once the initialisation phase is complete, the output from the
Grain keystream generator is used to encrypt plaintext to form ciphertext. When processing
the plaintext, Grain-V0, Grain-V1, Grain-128 and Grain-128a (not in authentication mode)
produce keystream z, which is XORed with the plaintext p to produce ciphertext c, where
c = z + p. For Grain-128a (with authentication) and Grain-128AEAD, if the index of the
output bit is even, then it is used as keystream and XORed with the plaintext to produce
ciphertext. If the index of the output bit is odd, then the output is used to help generate the
tag. We omit the process by which the tag is generated in this paper as it does not directly
affect our findings.
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Resistance against algebraic attacks

All of the Grain variants use filter functions of the same form. In particular, all of the variants
have filter functions of the form f (B, S) = LB + LS + fS + fBS . Recall from Section 4.1 that a
Grain-like structure that uses a filter function of this form will be susceptible to an algebraic
attack if each of the monomials in LB is a factor of some monomial used in fBS . Each Grain
variant, however, uses terms in LB that do not appear in any other monomial. This eliminates
the ability to annihilate these terms from the NFSR and thus defeats our attack.

6

Algebraic Attack on Modified Versions of the Grain Family

We now mount an algebraic attack on adapted versions of the Grain family of stream ciphers
with modified filter functions. We show that even with bits from the NFSR used nonlinearly
in f , a system of equations that does not increase in degree over time can be constructed,
enabling successful fast algebraic attacks on the modified variants of V0, V1, 128 and also
128a (without the authentication). We also mount algebraic attacks on the variants with
authentication (128a and 128AEAD). We note that recovering the LFSR initial state is the
same for all variants, but on average less of the NFSR initial state will be recovered for variants
with authentication due to the decimation used on the output when generating keystream.
6.1

Modified version of Grain

We introduce a modified version of the Grain family, where we replace any independent
linear term taken from the NFSR by the corresponding term in the LFSR. That is, all filter
functions f (B, S) remain the same, except that monomials appearing only in LB are replaced
by monomials in LS with the same indices. Note that we denote a modified version of Grain
by appending the suffix −m.
Table 2 highlights the differences between original and modified versions of each Grain variant.
To save space, we present the modifications for Grain-V0 in detail here and refer the interested
reader to Appendix B for details of the other variants.
Table 2. Modifications to linear combinations in different Grain variants.

Variant
Original linear combination
Modified linear combination
V0
b0
s1
V1
b1 + b2 + b4 + b10 + b31 + b43 + b56
s1 + s2 + s4 + s10 + s31 + s43 + s56
128
b2 + b15 + b36 + b45 + b64 + b73 + b89 + b93 s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93
128a
b2 + b15 + b36 + b45 + b64 + b73 + b89 + s93 s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93
128AEAD b2 + b15 + b36 + b45 + b64 + b73 + b89 + s93 s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93

Grain-V0−m In the case of Grain-V0-m, the bit b0 was replaced by s1 so as to not use the
same bit used in the linear update of the LFSR.
For Grain-V0-m, the output function is as follows:
z = h(B, S) =s1 + s3 + s25 + b63 + s3 s64 + s46 s64 + s64 b63 + s3 s25 s46 + s3 s46 s64
+ s3 s46 b63 + s25 s46 b63 + s46 s64 b63 .
Note that b63 was left as a linear term in f of Grain-V0−m as f satisfies the conditions of
Case 2 covered in Section 4.1.
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We show that for each variant, it is possible to build systems of equations that are independent
of the NFSR. This means that the degree of the system of equations will not vary over time,
despite the presence of NFSR bits in the filter function of each variant.
6.2

Stage 1: LFSR recovery

In this section we apply the algorithm from Section 4. We provide the details for Grain-V0 and
Grain-128a-m/128AEAD-m. The details for the other variants can be found in Appendix C.
The theoretical data and computational complexity requirements to recover the LFSR initial
state for each variant are summarised in Table 3. In Section 7, we provide experimental results
for the modified version of Grain-V0.
Grain-V0−m
At time t = 0 an output bit in Grain-V0-m is produced as follows:
z0 =s1 + s3 + s25 + s3 s64 + s46 s64 + s3 s25 s46 + s3 s46 s64 + b63 (1 + s64 + s3 s46 + s25 s46 + s46 s64 )
Multiplying this equation by (s64 + s3 s46 + s25 s46 + s46 s64 ) gives
(s64 + s3 s46 + s25 s46 + s46 s64 )z0 =s1 s3 s46 + s1 s25 s46 + s1 s46 s64 + s3 s46 s64 + s1 s64 + s3 s46
+ s25 s46 + s25 s64
where the right hand side of the equation
contains only LFSR initial state bits and is of degree

3. Thus, by observing at least 80
keystream
bits, fast algebraic techniques may be applied
3
in the precomputation phase of the attack to reduce the overall degree of the system to the
degree of the left hand side (which is of degree 2 in the unknown LFSR initial state bits) [5].
Grain-128a−m (with authentication)/Grain-128AEAD−m
The process for recovering the LFSR initial state in Grain-128a-m (with authentication) and
Grain128AEAD-m is very similar to Grain-128a-m (without authentication). In keystream
generation, Grain-128a-m (with authentication) and Grain-128AEAD-m use a decimated
version of the output sequence as keystream. Therefore, every second equation produced using
the output function will contain an unknown output bit (used for authentication and so not
visible in a known plaintext scenario). To avoid this problem, an attacker simply builds the
system following the process for Grain-128a-m (without authentication), and then builds a
new system by taking all the even indexed equations. Note that this requires the attacker to
produce twice as many equations as they would for Grain-128a-m (without authentication),
but still only requires the same amount of keystream output.
The highest degree monomial is of order 5 (see Appendix C). Thus, by observing at least
80
5 keystream bits, fast algebraic techniques may be applied in the precomputation phase of
the attack to reduce the overall degree of the system to the degree of the left hand side (which
is of degree 3 in the unknown LFSR initial state bits) [5]. Note that due to the keystream
decimation used in these variants, the precomputation phase requires a higher complexity (as
discussed by Courtois [5]).
6.3

Stage 2: NFSR recovery

Once the LFSR initial state is recovered, the output function will contain only unknown initial
state bits from the NFSR. Due to the structure of the output function for the Grain variants,
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Table 3. Resource requirements for recovering the LFSR of the modified Grain variants.
Variant

Grain-V0-m Grain-V1-m Grain-128-m

Grain-128a-m
Grain-128a-m
(no authentication) (authentication)/128AEAD

Precomputation phase
Degree of system before
applying fast algebraic techniques
Complexity
Degree of system after
applying fast algebraic techniques

O(2 )

O(2 )

O(2 )

O(2 )

O(278 )

2

2

3

3

3

Data

217

217

228

228

3
19

3

5

19

31

5
31

5

Online phase
Complexity

33

O(2 )

33

O(2 )

228
52

O(2 )

52

O(2 )

O(252 )

we adopt the second approach described in Section 4.2. We provide details for Grain-V0-m in
this section. Details for the other variants can be found in Appendix D.
The data requirement for this stage will utilise the data collected for LFSR state recovery.
The computational complexity is considered to be negligible [3]. The number of NFSR initial
state bits recovered through application of this method is hard to estimate and will vary
depending on the particular initial state. However, some guidance based on experimental
results is provided in Section 7.4. Moreover, if at least one bit of the NFSR can be recovered,
the remaining exhaustive search is better than exhaustively searching the key space. Due to
the low computational complexity of partial NFSR recovery we provide experimental results
for this in the following section.
Grain-V0−m
At time t = 0 an output bit in Grain-V0 is produced as follows:
z0 =s1 + s3 + s25 + s3 s64 + s46 s64 + s3 s25 s46 + s3 s46 s64
+ b63 (1 + s64 + s3 s46 + s25 s46 + s46 s64 )
This function is linear in the single NFSR bit b63 . At each time step we have:
z = αb63+t + β,
where α and β can be 0 or 1, respectively.
When α = 1, an NFSR initial state bit will be recovered. This can be used for simple partial
state recovery of the NFSR. The remaining stages of the NFSR initial state can then be found
through exhaustive search. An estimate of the average exhaustive search requirement for each
modified Grain variant is provided in Table 5 of Section 7.4.

7

Experimental simulations

We have performed computer simulations of our algebraic attack, applying it to toy versions
of Grain-like structures with total internal states of 40, 60, 80 and 100 bits, to demonstrate
proof of concept. We have also performed simulations of the full modified version of Grain-V0.
The details of these versions, the simulation setup and results are provided in the following
sections. We also provide experimental results in Section 7.4 for the partial NFSR recovery of
each of the full modified versions of Grain; this is possible because of the low time complexity
required to partially recover these states.
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Specifications

The toy Grain-like structures used in our simulations were formed using registers each of
length 20, 30, 40 and 50 respectively. The details for the structures are as follows. Note that
we use subscripts on the functions to distinguish between the registers of the different sizes.
The modified version of Grain-V0 is denoted using the subscript 80.
The LFSR update functions correspond to primitive polynomials of the relevant order and
are as follows:
`20 = s0 + s11 + s15 + s17
`30 = s0 + s7 + s28 + s29
`40 = s0 + s35 + s36 + s37
`50 = s0 + s46 + s47 + s48
`80 = s0 + s13 + s23 + s38 + s51 + s62
The NFSR update functions g20 , g30 , g40 , g50 are modified versions of the nonlinear update
used in Sprout [1]. The modified functions use the same number of inputs and have the same
algebraic degree of 4. The update function g80 is the same function used in Grain-V0. The
nonlinear update functions are as follows:
g20 = s0 + b0 + b13 + b19 + b15 + b2 b15 + b3 b5 + b7 b8 + b14 b19 + b10 b11 b12 + b6 b13 b17 b18
g30 = s0 + b0 + b19 + b28 + b22 + b4 b22 + b5 b7 + b11 b12 + b21 b28 + b15 b17 b19 + b9 b19 b25 b27
g40 = s0 + b0 + b27 + b38 + b28 + b5 b28 + b6 b9 + b15 b14 + b31 b38 + b23 b25 b27 + b15 b27 b33 b37
g50 = s0 + b0 + b33 + b47 + b38 + b6 b38 + b8 b13 + b17 b20 + b35 b47 + b25 b28 b30 + b15 b33 b42 b45
g80 = s0 + b0 + b9 + b15 + b21 + b28 + b33 + b37 + b45 + b52 + b60 + b63 + b9) b15 + b33 b37 +
+ b60 b63 + b21 b28 b33 + b45 b52 b60 + b9 b28 b45 b63 + b15 b21 b60 b63 + b33 b37 b52 b60 + b9 b15 b21 b28 b33 +
+ b37 b45 b52 b60 b63 + b21 b28 b33 b37 b45 b52
The output functions used in the simulations are modified versions of the one used in Grain-V0
[16] with the same number of taps and algebraic degree. The output functions are as follows:
f20 = s1 + s2 + s6 + s2 s16 + s12 s16 + s2 s6 s12 + s2 s12 s16 + b15 (s16 + s2 s12 + s6 s12 + s12 s16 + 1)
f30 = s1 + s2 + s9 + s2 s24 + s17 s24 + s2 s9 s17 + s2 s17 s24 + b23 (s24 + s2 s17 + s9 s17 + s17 s24 + 1)
f40 = s1 + s2 + s13 + s2 s32 + s23 s32 + s2 s13 s23 + s2 s23 s32 + b31 (s32 + s2 s23 + s13 s23 + s23 s32 + 1)
f50 = s1 + s2 + s16 + s2 s40 + s29 s40 + s2 s16 s29 + s2 s29 s40 + b39 (s40 + s2 s29 + s16 s29 + s29 s40 + 1)
f80 = s1 + s3 + s25 + s3 s64 + s46 s64 + s3 s25 s46 + s3 s46 s64 + b63 (s64 + s3 s46 + s25 s46 + s46 s64 + 1)
7.2

Experimental approach

For each simulation, random NFSR and LFSR states were produced. Output from the Grain-like
structure was then produced. The attack from Section 4 was then applied to fully recover the
LFSR initial state and partially recover the NFSR initial state. The remaining NFSR bits were
then exhaustively searched. Each initial state candidate was used to produce output, which was
checked against the correct output sequence. A candidate that produced the correct output
was considered the correct initial state. The computed initial state was then checked against
the correct initial state.
The code used for the simulations was written using the SageMath software package [28]
and all calculations were performed using QUT’s High Performance Computing facility. We
used a single node from the cluster with an Intel Xeon core capable of 271 TeraFlops.
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Results on toy Grain-like structure

In precomputation, the initial system of equations was built, the linear dependency was found
and the reduced system of equations was built. For n = 20, approximately 211 bits of output
were used in the precomputation phase of the attack. For n = 30, approximately 213 bits of
output were used, approximately 214 bits of output were used for n = 40 and approximately
215 bits of output were used for n = 50. For the modified version of Grain-V0, approximately
217 bits of output were used. The majority of the computational complexity required for the
precomputation comes from applying the linear dependency to produce the reduced system
of equations. On average, precomputation was completed in 3 seconds, 37 seconds, 8 minutes
and 1 hour, respectively for the toy versions of Grain. The precomputation phase of the attack
for the modified version of Grain-V0 took 24 hours on average.
A total of 100 simulations were performed for each structure. In every simulation the full
LFSR initial state was recovered. Each simulation for the toy version required on average
10 seconds to recover the LFSR initial state, regardless of the register size. For the modified
version of Grain-V0, 30 seconds were required on average to recover the LFSR state in the
online phase.
For each simulation, partially recovering the NFSR took less than a second. Table 4 provides
a tally (across the 100 simulations) of how many times a certain number of state bits were
recovered from the NFSR. For each simulation, the full available keystream was used. That
is, the NFSR state was partially recovered using 211 , 213 , 214 , and 215 bits of keystream for
registers of length 20, 30, 40 and 50 respectively. Note that the results for NFSR recovery of
the modified version of Grain-V0 can be found in Section 7.4.
We see from Table 4 that the number of NFSR initial state bits that were recovered varied.
On average, 18, 25, 34 and 45 bits were recovered for the respective NFSR initial states of
size 20, 30, 40 and 50. The remaining 2, 3, 5 and 8 bits were recovered by exhaustive search
and used to produce output. The output was then compared against the correct output. This
process took a maximum of a few seconds in each case.
Table 4. Distribution table for NFSR bits recovered over 100 simulations for Grain-like structures of length
n = 20, n = 30, n = 40 and n = 50.
n = 20
No. bits
recovered
Frequency

n = 30

0

...

13

14

15

16

17

18

19

20

0

...

0

0

0

0

34

59

7

0

0

...

32

33

34

35

36

37

...

40

0

...

0

21

50

18

11

0

...

0

No. bits
recovered
Frequency

0

...

22

23

24

25

26

27

...

30

0

...

0

3

9

72

16

0

...

0

0

...

43

44

45

46

47

48

...

50

0

...

0

10

53

33

4

0

...

0

n = 40
No. bits
recovered
Frequency

7.4

n = 50
No. bits
recovered
Frequency

NFSR recovery on full modified Grain family

Due to the low computational complexity of partially recovering the NFSR, we have performed
simulations for the full modified versions of the Grain family. A total of 1000 simulations were
performed for each variant. For each simulation, 217 bits of output were produced and used to
partially recover the NFSR initial state. Each simulation required less than a second to partially
recover the NFSR state. Figure 3 and Figure 4 provide tallies (across the 1000 simulations) of
how many times a certain number of state bits were recovered for the NFSR of each variant,
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respectively. Grain-V0 and Grain-V1 have been graphed as a single data set due to the extreme
similarity between the results for each variant. Similarly for Grain-128 and Grain-128a (without
authentication), and Grain-128a (with authentication) and Grain-128AEAD. Table 5 provides
an estimate for the exhaustive search requirements for each modified Grain variant, based on
Figures 3 and 4.

Fig. 3. Histogram for NFSR bits recovered over 1000 simulations for each modified Grain variant, using 217
bits of output.

Fig. 4. Histogram for NFSR bits recovered over 1000 simulations for each modified Grain variant, using 217
bits of output.

Table 5. Average exhaustive search requirement for the NFSR of each modified Grain variant using 217 bits
of output.
Variant
Average NFSR exhaustive
search complexity

Grain-V0-m
23

2

Grain-V1-m
2

23

Grain-128-m
41

2

Grain-128a-m
(no auth.)
41

2

Grain-128a-m
(auth.)
2

78

Grain-128AEAD-m
278

It is worth noting that for the simulations presented in this paper, a limited number of output
bits were used for the partial recovery of the NFSR. In practice, the NFSR only needs to be
recovered once and so, an attacker may use all the available keystream for NFSR recovery.
Using more keystream will increase the number of state bits recovered by an attacker, in
general, but will take longer. For instance, Table 6 shows the average number of NFSR state
bits recovered in Grain-128a-m, across 10 trials, when using 29 , 210 , 213 , 217 , 219 and 220 bits of
keystream. By increasing the amount of keystream used for NFSR recovery from 29 bits to 220
bits, 26 more NFSR state bits were recovered on average. This decreases the exhaustive search
requirement for the remaining NFSR bits from 262 to 236 . Similar decreases in the exhaustive
search complexity would also apply to the other variants in Table 5.
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Table 6. Number of NFSR bits recovered for increasing amounts of keystream in Grain-128a-m (no
authentication).

Number of output bits

29 210 213 217 219 220

Average number of NFSR bits recovered 66 66 74 87 91 92
Average exhaustive search complexity 262 262 254 241 237 236

8

Discussion/observations

Berbain et al. [2] proposed two attacks, one of which was successfully applied to a modified
version of Grain-128, with an output function of the form f (B, S) = LB + LS + fS . This
attack required a system of equations of degree 6 in 256 unknowns to be solved, requiring
approximately 239 bits of keystream and with a computational complexity of 2105 .
In this paper, we present a new divide and conquer algebraic attack on Grain-like structures.
Unlike the attack of Berbain et al. [2], our method can be applied to Grain-like structures
with filter functions containing taps from the NFSR that are used nonlinearly. We show that
Grain-like structures with an output function of the form
f (B, S) = LS + fS + fBS
are always susceptible to our attack. It is therefore not sufficient to include NFSR bits
nonlinearly as components of fBS alone. Furthermore, we showed that output functions satisfying
any of the forms:
– f (B, S) = LB + LS + fS + fBS
– f (B, S) = LS + fS + fB + fBS
– f (B, S) = LB + LS + fS + fB + fBS
are all susceptible to a divide and conquer attack, if the filter function is chosen poorly. We
showed in Section 6 that this is the case for a modified version of each Grain variant.
For example, Grain-128-m with output function of the form f (B, S) = LS + fS + fBS is
susceptible to attack. First, the LFSR initial state is recovered via a fast algebraic attack
requiring approximately 228 bits of keystream and complexity of 251.51 . Then the NFSR
initial state is partially recovered using the keystream produced for the LFSR recovery. Partial
recovery of the NFSR takes about a second. From Table 6 we see that, if 220 bits of output are
used an average of 92 bits from the NFSR are recovered. The remainder of the state can be
recovered in 236 operations. Thus the entire initial state can be recovered with a complexity
of about 251.51 , by observing approximately 228 bits of keystream.
The results of Berbain et al. [2] provide full initial state recovery, whereas our approach
provides full recovery of the LFSR and partial recovery of the NFSR state, with the remaining
state bits of the NFSR being recovered by exhaustive search. We see, however, that in all cases
without authentication, the exhaustive search of the NFSR does not significantly add to the
complexity of the attack. Furthermore, our attack approach applies to a much larger set of
filter functions. We identified an additional four cases of such functions that are vulnerable
to algebraic attacks providing efficient partial state recovery. Moreover, these attacks are, in
general, much more efficient than the attack proposed by Berbain et al. [2], and require less
keystream.
This analysis highlights that it is not only the choice of a filter function that includes the NFSR
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contents nonlinearly and linearly in the output function that currently provides resistance
against algebraic attacks in the Grain variants. Rather, it is both the use of the NFSR bits
linearly and nonlinearly, together with the careful choice of input stages that provides the
resistance. The authors of Grain-128a state “Grain-128a does use an NFSR, which introduces
much more nonlinearity together with the nonlinear filter function. Solving equations for the
initial 256 bit state is not possible due to the nonlinear update of the NFSR and the NFSR
state bits used nonlinearly in the nonlinear filter function [17].” We have shown that although
Grain itself is currently resistant to algebraic attacks, the statement made by the authors is
over simplified, and not always accurate. We have provided examples where functions satisfy
this criterion, but the keystream generators are still susceptible to algebraic attacks.

9

Conclusion

This paper investigated the security of a certain type of contemporary keystream generator
design against algebraic attacks. These keystream generators use a nonlinear feedback shift
register, a linear feedback shift register and a nonlinear output function taking inputs from
both registers. We refer to these designs as “Grain-like” structures, as the well known Grain
family of stream ciphers has this structure.
Motivated by the work of Berbain et al. [2] we looked for approaches that eliminate nonlinear
contributions from the NFSR to the filter function. Courtois’ method in [5] shows how to
reduce the degree of a function by multiplying through by a “annihilator”. We took a similar
approach, but used it to annihilate the nonlinear monomials in the filter function that take
inputs from the NFSR. This allowed us to build a system of algebraic equations taking inputs
from LFSR bits only, permitting a divide and conquer approach, first targeting the LFSR
in an algebraic attack. Following this, NFSR recovery is possible. Note that our attack is
applicable to a much larger set of filter functions than the attack presented by Berbain et al.
[2], since we are not constrained to filter functions in which NFSR bits are only present linearly.
To illustrate the effectiveness of the attack, we applied our attack method to modified versions
of the Grain family of stream ciphers. We performed simulations of our attack on Grain-like
structures with internal state sizes of 40, 60, 80 and 100 bits, as well as on a modified version
of Grain-V0. In our experiments, the full LFSR initial state was always correctly recovered.
The NFSR initial state was partially recovered, dramatically reducing the exhaustive search
requirement to obtain the remaining NFSR bits. Having recovered the initial state, it may
then be possible to recover the secret key.
These results are relevant to designers of keystream generators as they clearly demonstrate that
even when the output function incorporates bits from the LFSR and the NFSR both linearly
and nonlinearly, the keystream generator may still be susceptible to attack, resulting in state
recovery faster than brute force. We emphasise that our attack method is not applicable to the
original Grain family as the filter functions included in those designs do not meet the conditions
that permit this attack. However, this paper clearly demonstrates that some output functions
previously thought to be secure against algebraic attacks are, in fact, insecure. Designers
should carefully assess their chosen functions with this in mind.
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Algorithms
Algorithm for NLFG algebraic attack

Precomputation phase:
Step 1 Use f (S0 ) = y0 to relate initial state bits (s0 , s1 , . . . , sn−1 ) to observed output bit y0 .
Step 2 Multiply f by a function h (if applicable) to reduce overall degree to d.
Step 3 Clock forward using f (St ) = yt to build a system of equations of constant algebraic
degree, applying the linear update as required.
Online phase:
Step 4 Substitute observed output bits {yt }∞
t=0 into the system of equations.
Step 5 Solve the system of equations by linearisation, to recover S0 = s0 , s1 , . . . , sn−1 .
A.2

Algorithm for Fast algebraic attack

The precomputation phase is similar to a regular algebraic attack, with Step 3 replaced by
three steps (3a, 3b and 3c) as follows.
Step 3a Identify the combination of equations that will eliminate monomials of degree e to d
in the initial state bits.
Step 3b Use this linear dependency to build a new general equation.
Step 3c Use this general equation to build a system of equations of degree e in the initial state
bits.
A.3

Algorithm for LF-NFSR algebraic attack

Precomputation phase:
Step 1 A system of equations is developed using the linear filter function to represent every
state bit as a linear combination of a subset of the initial state bits and some output bits.
We denote this system of equation by system L.
Step 2 A second system of equations is developed using the nonlinear update function g to
represent update bits as a nonlinear combination of a subset of initial state bits. We denote
this system by system G. Substitutions are made for state bits in system G using system
L where applicable to reduce the number of unknown state variables while keeping the
degree of system G constant.
Step 3 The two systems are combined by aligning the equations from each system that
represent the same state bit. The resulting system contains only initial state bits and
observed output bits. We denote this system as system L + G.
Online phase:
Step 4 Substitute observed output bits {yt }∞
t=0 into the system of equations
Step 5 Solve the system of equations by linearisation.

B

Modified Version of Grain

Grain-V1−m
z = h(B, S) =s1 + s2 + s4 + s10 + s31 + s43 + s56 + s25 + b63 +
+ s3 s64 + s46 s64 + s46 s64 + s3 s25 s46 + s3 s46 s64 + s3 s46 b63 + s25 s46 b63 + s46 s64 b63
As with Grain-V0−m, f of Grain-V1−m satisfies Case 2 and so b63 was left in the function.
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Grain-128−m
z = h(B, S) =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 +
s8 b12 + s13 s20 + b95 s42 + s60 s79 + b12 b95 s95
Grain-128a−m/Grain-128AEAD−m
z = h(B, S) =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 +
s8 b12 + s13 s20 + b95 s42 + s60 s79 + b12 b95 s94
Note that the structure of the filter function used Grain-128 is identical to the structure of
the filter functions in Grain-128a, except that s95 in the final term for Grain-128 was changed
to s94 in Grain-128a. This change is reflected in the modified versions shown here.

C

Recovering the LFSR initial state of Grain

Grain-V1−m
At time t = 0 an output bit in Grain-V1 is produced as follows:
z0 =s1 + s2 + s3 + s4 + s10 + s31 + s43 + s56 + s25 +
s3 s64 + s46 s64 + s3 s25 s46 + s3 s46 s64 + b63 (1 + s64 + s3 s46 + s25 s46 + s46 s64 )

Multiplying this equation by (s64 + s3 s46 + s25 s46 + s46 s64 ) gives
(s64 + s3 s46 + s25 s46 + s46 s64 )z0 =(s1 + s2 + s4 + s10 + s31 + s43 + s56 + s25 +
s3 s64 + s46 s64 + s3 s25 s46 + s3 s46 s64 )(s64 + s3 s46 + s25 s46 + s46 s64 ),

where the right hand side of the equation contains only LFSR initial state bits. When the
right hand side is expanded, the highest degree monomial is of order 3. Thus, by observing
at least 80
3 keystream bits, fast algebraic techniques may be applied in the precomputation
phase of the attack to reduce the overall degree of the system to the degree of the left hand
side (which is of degree 2 in the unknown LFSR initial state bits) [5].
Grain-128−m
At time t = 0 an output bit in Grain-128 is produced as follows:
z0 =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 + s8 b12 + s13 s20 + b95 s42 + s60 s79 + b12 b95 s95
Multiplying this equation by (s8 + 1)(s42 + 1)(s95 + 1) gives
(s8 + 1)(s42 + 1)(s95 + 1)z0 =(s8 + 1)(s42 + 1)(s95 + 1)(s2 + s15 + s36 + s45 + s64 + s73 + s89 +
s93 + s13 s20 + s60 s79 ),
where the right hand side of the equation contains only LFSR initial state bits. When the
right hand side is expanded, the highest degree monomial is of order 5. Thus, by observing
at least 80
5 keystream bits, fast algebraic techniques may be applied in the precomputation
phase of the attack to reduce the overall degree of the system to the degree of the left hand
side (which is of degree 3 in the unknown LFSR initial state bits) [5].

24

Matthew Beighton, Harry Bartlett, Leonie Simpson, and Kenneth Koon-Ho Wong

Grain-128a−m (without authentication)
At time t = 0 an output bit in Grain-128a is produced as follows:
z0 =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 + s8 b12 + s13 s20 + b95 s42 + s60 s79 + b12 b95 s94
Multiplying this equation by (s8 + 1)(s42 + 1)(s94 + 1) gives
(s8 + 1)(s42 + 1)(s94 + 1)z0 =(s8 + 1)(s42 + 1)(s94 + 1)(s2 + s15 + s36 + s45 + s64 + s73 + s89 +
s93 + s13 s20 + s60 s79 ),
where the right hand side of the equation contains only LFSR initial state bits. When the
right hand side is expanded, the highest degree monomial is of order 5. Thus, by observing
at least 80
5 keystream bits, fast algebraic techniques may be applied in the precomputation
phase of the attack to reduce the overall degree of the system to the degree of the left hand
side (which is of degree 3 in the unknown LFSR initial state bits) [5].

D

Recovering the NFSR Initial State of Grain

Grain-V1−m
At time t = 0 an output bit in Grain-V1 is produced as follows:
z0 =s1 + s2 + s4 + s10 + s31 + s43 + s56 + s25 +
s3 s46 + s25 s46 + s3 s25 s46 + s3 s46 s64 + b63 (1 + s64 + s3 s46 + s25 s46 + s46 s64 )
Similarly to Grain-V0-m, this output function is already linear in b63 and the state can be
partially recovered in a similar way.
Grain-128−m
At time t = 0 an output bit in Grain-128 is produced as follows:
z0 =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 + s8 b12 + s13 s20 + b95 s42 + s60 s79 + b12 b95 s95
There is one monomial (b12 b95 s95 ) that is of degree 2 in NFSR initial state bits. At each time
step we have:
zt = αb12 + βb95 + γb12 b95 + ζ
As described in Section 4.2, these equations can be used to gain information about individual
NFSR state bits when not all of α, β and γ are 0. This information can in turn be used to
partially recover the NFSR initial state.
Grain-128a−m (without authentication)
At time t = 0 an output bit in Grain-128a is produced as follows:
z0 =s2 + s15 + s36 + s45 + s64 + s73 + s89 + s93 + s8 b12 + s13 s20 + b95 s42 + s60 s79 + b12 b95 s94
There is one monomial (b12 b95 s94 ) that is of degree 2 in NFSR initial state bits. The possible
output equations will be the same for Grain-128a−m (without authentication) as it is for
Grain-128-m. The state can then be partially recovered in the same way as Grain-128-m.
Grain-128a−m (with authentication)/Grain-128AEAD-m
The possible output equations will be the same for Grain-128a−m (with authentication) as it
is for Grain-128-m. In the case of Grain-128a−m (with authentication)/Grain-128AEAD-m,
we may only utilise even index output bits to recover NFSR initial state bits. This will result
in less of the state being recovered overall.

