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ICS Advisory (ICSA-14-247-01A)
Sensys Networks Traffic Sensor Vulnerabilities (Update A)
- EQJO| REHQIEI0E, W2 S4, MA I 50| 3o

O|OJX| &KX : VSN240 Sensor Installation and User Manual, Sensys Networks
(https://fccid.io/TDBVSN240/User-Manual/Users-Manual-616607)

ICS Advisory (ICSA-19-281-01)
SMA Solar Technology AG Sunny WebBox
- CSRF F &t

pipiiee

O|O|X| A : SUNNY WebBox
(http://www.suntechsolarsystem.com/datasheet/datasheet%20Remote%20Monitoring%20S
ystems/WebBox.pdf)
Pressure Transmitter LHC-M51
ICS Advisory (ICSA-15-036-02) " Do r e s am g
. ope liquid
Pepperl+Fuchs Hart Device DTM Vulnerability =t secionoromoces comecons
universal use
-HI QHERZRL St 3 fomperetur ange 90 °C (256 )
| ] Easy commissioning without the need for an
operating tool

m Configurable by PACTware
m Upto SIL 2 acc. to IEC 61508

O|O|X| &X : Pepperl-fuchs.com $t=0{ SH|O|X|
(https://www.pepperl-fuchs.com/korea/ko/classid 491.htm?view=productdetails&prodid=58442)
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http://www.suntechsolarsystem.com/datasheet/datasheet Remote Monitoring Systems/WebBox.pdf
https://www.pepperl-fuchs.com/korea/ko/classid_491.htm?view=productdetails&prodid=58442
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— Industroyer (2016)

Data Wiper INETALLS Adgi'zmal
ol Backdoor
- ABB PCM600 7+ Tt Al
2 IED AXILIOE & M
- PCM600&= ain Additional
— — 4
o Backdoor CONTROLS Tools
File Extension Usage
pemp PCM600 Project (ABRB)
_pcmi PCM600 IEC File (ABB) INSTALLS
Jpemt PCM600 Template IED File
.CIN ABB MicroScada
.PL Programmable Logic File
paf PLC Archive File
.SCL Substation Configuration Language
cid Configured [ED Description EXECUTES
.scd Substation Configuration Description

SIPROTEC DoS

EXECUTES
- Siemens SIPROTEC 4(IED),
SIPROTEC Compact(IED)
EN100 01! 25 ETH ZHl | .
- 5000/UDPE 240]9] IR H&A
AWM Dos S
- (oK) SIPROTEC 4LH

O

IEC 60870-5-101/104 IEC 61850 OPC DA

- SENIM AHROIE MY SHH CHAA SR A SN A
"SCADAR NIZEES RS 9ot D AE/SA " OLE for Process Control

_ XM= XI_E} X'“O'I oS Mo o=E= Data Access 225 S
== [ ocooc=E & —_—xI= - 0x01 AEHE HA A|AHIOZE M
Off > On > Off - IEDO| HIOITHAHCSW)O| S5 XX 01 SH= e IS S s B

- (IMOK) 101 controller 8LH O] At SW OFF i (I[%Rfrc})lpcarﬁmenﬂu O(ID** Imits
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Prevention
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protection
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automation
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The definition of BPS "electric equipment,” meanwhile, appears
limited. It covers:

O£ Ho

Ch

EEHI OZF ™ A|AH HOtof| CHoh 2478 & 2H(20205.1)
- M= 0| K=ok MY EH|LE

10 O

» substations

« control rooms

* power generating stations, to include:
reactors

capacitars

substation transformers
current coupling capacitors
large generators

backup generators

o

EXECUTIVE ORDERS

Executive Order on Securing the United States

Bulk-Power System

— INFRASTRUCTURE & TECHNOLOGY

Issued on: May 1,2020

substation voltage regulators
shunt capacitor equipment
automatic circuit reclosers
instrument transformers

=7t QtE 0| ?{R0| &= EH & =X

coupling capacity vokage transformers * 7|AF Z2X : Trump Ban on Foreign Buk Power Equipment Triogers New Uncertainty(P020.5.7., Powey)
protective relaying

metering equipment
high-voltage circuit breakers
generation turbines

industrial control systems (ICS)
distributed control systems (DCS)
safety instrumented systems (SI5)

* kK

o 0000000000 O0CO0O0GOO GO

European Commission > Strategy > $haping Europe's. digital future > Poll

European Commission > Strategy > Shaping Europe's digital future > Policies »

ng EL ital future

Cybersecurity Act(EU 2019/881)
e . The EU cybersecurity certification - 201 9 I_|j _I?I_ E'-I x-” %, EEA-” ﬁ gcl A-I H | i X-” _g_%
The EU Cybersecurity Act framework O 37 A'. Ol E OI_|- OI_| %x-" 7:” %_S |:||

o —te
X| & °|'t T =
* ZX : ENISA(http://ec.europa.eu/digital—sijngle —market/en/eu—cybersecurity—act/)

The EU Cybersecurity Act establishes an EU certification
The EU Cybersecurity Act revamps and strengthens the EU framewark for ICT digital products, services and processes.
Agency for cybersecurity (ENISA) and establishes an EU-
wide cybersecurity certification framework for digital

products, services and processes,

27

The European cybersecurity certification framework enables
the creation of tailored and risk-based EU ceriification
schemes.
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@temational Society of Automation

ISA99 committee

O|O|X] &4 : ISA SH|O|X|
(http://isa.org/isa99/)

TC65 WG10

O|O|X| £ : [EC ST 0| X|
(http://iec.ch)

IEC 62443

2002~2007

ANSI/ISA-99

ISA99

2009

ANSI/ISA-
62443




IEC 62443

IEC 62443
Security for industrial automation and control system

IEC/TR 62443-1-2 IEC 62443-2-2
Master glossary of terms IACS Security Program
and abbreviations Ratings
Out for comment/vote Ed.1CD

IEC/TS 62443-1-3

System security

conformance metrics TS: Technical Specification

TR: Technical Report
CD: Committee Draft

Development Planned

IEC/TR 62443-1-4 RVC: Result of Voting on CDV
RVD: Result of Voting on FDIS
IACS security life-cycle and CDV: Comment Draft for Voting
use-case FDIS: Final Draft of IS
Development Planned W| B Released Versions
IEC 62443-2-5 .
Developing
ISA99 Implementation guidance
for IACS asset owners Development Planned
Development Planned

Werkgroupvoorlnstrument Beoordeling

ISA99 Committee of the International Society of Automation WIB (The Process Automation User's Association)



IEC 62443

operates

Asset Owner

maintains

Industrial Automation and Control System

Operational and maintenance capabilities

Service Provider

Integration capabilities
(design and deployment)

(policies and procedures)

System Integrator

IACS environment/project specific

+
Automation Solution
Basic Process Safety
Instrumented
Control System
System

Complementary
H/W and S/W

Control System Product
as a combination of

Product Supplier

develops

Supporting

Independent of IACS environment

Applications

Embedded
Devices

Network
Components

Host Devices
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 Secure Product Development Lifecycle
— |EC 62443-4-1

Practice 1

Cybersecurity Management

Practice 2 Feilesl Practice 7
) Management of .
Security . Security Update
: security-related
Requirements : management
issues
Practice 3 Practice 5 Practice 8
Security Design Security Security
Process verification and Guidelines
Validation testing

|~
Practice 4 '

Secure
Implementation
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— |EC 62443-4-2
Foundational Requirements System Requirements Component Requirements
(EC 62443-1-1) (IEC 62443-3-3) (EC 62443-4-2)

O =
NEEEE

(Identification and Authentication)

Embedded Device
AME EH| |

(Use Control) Basic Process Control System

TR |

(System Integrity) Host Device

HOlE 7|2d
(Data Confidentiality)
HIO|E & Hist ICS Application
(Restricted Data How)

OHIE ®A| CHS Turbine Monitoring System

Safety Instrumented System

(Timely response to events)

At 7+Ed

Network Component

(Resource Availability)



NEA 282 AOFEL|HIO|A H e

. ClHO|A BB E QI8 7|& X Eota A

— |[EC 62443-4-2

Foundational Requirements

Component Requirements

Al O] O|=
12 X -O

(Identification and Authentication)
INEEE=A|

(Use Control)

=
AJAE 22

(System Integrity)

Hloly 7|2
(Data Confidentiality)

H|O[H =& et
(Restricted Data Flow)

OHIE FA| HS
(Timely response to events)

At 7+Ed

(Resource Availability)

I&A, Account mgmt. Identifier mgmt., Authenticator mgmt. Wireless access mgmt.
Strength password, PKI certificates, Authenticator feedback, Unsuccessful login
attempts, System use notification, Access via untrusted networks

Authorization enforcement, Wireless use control, portable & mobile media,
mobile code, session lock, remote session termination, auditable events, audit
storage cap.

Comm. Integrity, Malicious code protection, security function verification, Input
validation, Error handling, Protection of audit information

Information confidentiality, Information persistence, Use of cryptography

Network segmentation, Zone boundary protection, General purpose person-to-
person communication restriction, Application partitioning

Audit log accessibility, Continuous monitoring

DoS protection, Resource mgmt., control system backup, Control system
restore, emergency power, Network and security configuration settings, least
functionality, Control system component inventory
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— |EC 62443-4-2 Embedded Device Requirements
o KAl
— Z 7| S (essential function)0fl @2F=2 O|X|X| OLOF SHC},

* TEC 62443: Health, Safety, Environment, Availability 7% ¥ 83} >)5/H=F
(safety, control, view = A} JeokH 2 of& 5 I5)
* EDSA: control, view, command, alarm, # ZA}>} B3} >
» HFE7|50| AFRE= AE &3 XA &a 232
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— |[EC 62443-4-2 Embedded Device Requirements

P2 s1 s2]s3)se
I H QAR = = -
— Mg s1s2 s3 a4 Casual/ 0
9| coincidental
A8 X AS(AQ) Le
R1 ldentification and authentication control 24 8 1311320 Intentional
A2 SHI(uC :
R2 = BH|uq) 23 | 7 | 15| 19| 22| & Simple
Use control Ct " T
= ophisticate
AIAE SZN(S) g
R3 System integrity 23 I | 1820 2 Low
Af
HIOIE J12d(DC
R4 .Eo(. .) c 5 3 c c o) Moderate
Data confidentiality -
9
RE HIOIE S&HISHRDF) - 1 1 g
Restricted data flow 7| Generic
OIHIE XAl tHS(TRE) = IACS specific
FR6 . 3 1 2 3 3
Timely response to events o
I T8 8 (RA) =
R7 Resource availability 1 6 31010 7o| Moderate
S 9% | 34 61| 77 | 83 High
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The ISASecure
Certifications

Al 87 A

for Automation and Control System Cybersecurity

a

IEC 62443 Cyber Certification

Cybersecurity has quickly become a serious issue for professionals in
critical infrastructure industries. IEC62443 has answers.

| ‘ DEKRAg

A OrELC|HO[ & E ot

IR =A| =

Helote & e

ISASecure EDSA/CSA Certification
- 2010 2E HA|, X2 IEC 62443 HZF 7|

FE
|0
Hu
rx
ot

O|O|X| &K : ISASecure S O|X|
(https://isasecure.org/en-US/)

IEC 62443 Cyber Certification
- HE, N Z2ME, ALE], 250 st

O|O|X| & : exida Certification & 0| X|
(https://www.exida.com/Certification/IEC62443-Cyber-Cert)

| =
Lo

IECEE Cyber Security Certification Program
- ME &F4, ZEMA0 Tt 2IF

=, 2T -,

O|0|X| =X : Flyer IECEE: International cyber security certification
(https://basecamp.iec.ch/download/flyer-iecee-international-cyber-security-certification-en/)
)

(UL, bEKRA, TUV NORD O|O|X|= Z+ Z|At & 0| X|Of| A ZHA



https://basecamp.iec.ch/download/flyer-iecee-international-cyber-security-certification-en/

AN "MK 218 9| AOrELC|HIO|A EEt
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ISASecure Cert. program

Cert. 7 v — v

EDSA/ CSA SSA SDLA
Program r I
= (Embedded Device Jecurity Assurance) (System Securify Assurance) (Security Development Lifecycle Assurance)
“____(Component Secdrity Assurance) W
Embedded Device, Host device D
) TS evelopment
Ta rg et [ Software application ] [ System ] [ P
Network Device Process
/
T
1 Emerson DEIERT [DIES 14.3 SR 2019
Safety Controller/Manager and SIS : Level 1 ABB 1
DCS Controller (UOC) 15 2 Hremd Experion PKS R510.1 I_Se?IQIZZL 2019 AVEVA 3
Field/Fieldbus Controller 5 Emerson 2
PLC 1 Picture Supplier & Type Model Version | Level Certification Date GE 1
m’@ Emerson Automation Solutions System Delta¥ DCS and SIS 143 SSAZ200Level 1 ATR2019
RTU 1 i Honeywell 1
Wireless Gateway 1 g Schneider Electric 5
J|E} - Valmet 1
1
el 38 Sl 15

EX :ISASecure Homepage
(https://isasecure.org/en-US/Certification)
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EDSA 3.0.0(2018.10.10. O| =) CSA 1.0.0(2019.8.28. O| =)

Level 4
o N
Level 3 [ Component Security \
Ensures Security Was Designed-in and Can Be Maintained
Security Development Assessment (CSA) AC e and
Assessment = - SDLP audits supplier's component development
Level 2 (~ Security Development Lifecycle maintenance processes for security practices defined in IEC-
Security Devel Process Assessment (SDLPA-C) | | S 6244341
Level 1 : Security Development Artifacts - SDA-C ensures a component was developed followinga
Hectuiiy (e topment - for Components (SDA-C) robust, secure development process compliant that standard,
Security Development Functional Security by examining development artifacts
Assessment Functional Security Assessment
(SDLPA, SDA-E) e : Assessment
F y Ensures Fundamental Security Features Supportable
Do S Assessment o { Functional Security ) Component = 2
(FSA-E g Assessment ﬁorComponoms 1 > o . ) e ity functi
) Vulnerability Identificati ?,' (FSAC) :gmnbymmn?umuecm
Vulnerability Identification | ;. ability Identification | YUImerability Identification by IT:);ﬁnegn e s N J 42
Testing Testing Testing g
vIT) -
w
Dokt okt Tas g % ( Vulnerability ldentificati | \ identifies Vuinerabilities in Actual implementation
= H B 7| = Vuinerability identification Testing scan identifies known
] \k Testing (VIT-C) ,/ ¥ B oot
A =
ZX :ISASecure Homepage ZX :ISASecure Homepage

(https://isasecure.org/en-US/Certification/IEC-62443-CSA-Certification#tab2) (https://isasecure.org/en-US/Certification/IEC-62443-CSA-Certification#tab1)
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CSA-311 Component Security Assurance - Functional security assessment for components, Version 1.11

S|e
HHPE
18|23
3' K 5 2 Section Requirement ID and Reference Name Cap_a bility
o Blgls Security Level
o 3 =° .g_,
1|72
S |w
CCSC - Common Component Security Constraints
X | x| x| x FSA-CCSC 1A Support of essential functions - account lock out 1,23, 4
X | x| x| x FSA-CCSC 1B Support of essential functions - non-repudiation 1,2,3, 4
X | x| X FSA-CCSC 1C Support of essential functions - failure of certificate authority 1.2,3, 4
X FSA-CCSC 1D Support of essential functions - 1&A and SIF initiation 1,23, 4
X FSA-CCSC 1E Support of essential functions - authorization and SIF initiation 1,2, 3.4
X | x| x| x FSA-CCSC 1F Support of essential functions - incorrect timestamps 1,2, 3,4
X FSA-CCSC 1G Support of essential functions - zone isolation 1,2,3. 4
X FSA-CCSC 1H Support of essential functions - DoS and SIF initiation 1,2, 3,4
X | x| x| x FSA-CCSC 2 Compensating countermeasures 1,2, 3
X | x| x| x FSA-CCSC 3 Least privilege 1,23, 4
X | x| x|x FSA-CCSC 4 Software development process 1,2, 3,4
FR 1 - Identification & Authentication Control
X | x| x| x FSA-CR 1.1 Human user identification and authentication 1,23, 4
X | x| x| x FSA-CR 1.1 RE(1) Unique identification and authentication 2.3, 4
X | x| x| x FSA-CR 1.1 RE(2) Multifactor authentication for all interfaces 3.4
X | x| x| x FSA-CR 1.2 Software process and device identification and authentication 2.3, 4
X x| x| x |FSA-CR 1.2 RE(1) Unique identification and authentication 3,4
X | x| x| x FSA-CR 1.3 Account management 1.2, 3.4
X | x| x| x FSA-CR 1.4 Identifier management 1,2 .3, 4
X | x| x| x FSA-CR 1.5A Authenticator management - initialize authenticator content 1,2,3, 4
X | x| x| x FSA-CR 1.5B Authenticator management - change default authenticators 1.2, 3.4
X | x| x| x FSA-CR 1.5C Authenticator management - change/refresh all authenticators periodically 1,2 3.4
X [ X|X|X FSA-CR 1.5D Authenticator management - protect authenticators 1,2, 3,4
X [ X|Xx|X [FSA-CR 1.5 RE(1) Hardware security for authenticators 3.4
X FSA-NDR 1.6 Wireless access management 1,2,3. 4
X [FSA-NDR 1.6 RE(1) Unique identification and authentication 2,3, 4
X | x| x| x FSA-CR 1.7 Sitrength of password-based authentication 1,2 3 4
X [ X | x|Xx FSA-CR 1.7 RE(1) Password generation and lifetime restrictions for human users 3.4
X [ X | X|X FSA-CR 1.7 RE(2) Password lifetime restrictions for all users (human, software process, or device) 4
X | x| x| x FSA-CR 1.8 Public key infrastructure (PKI) certificates 2,3, 4

ZX :ISASecure Homepage

(https:/https://isasecure.org/en-US/Documents/Authentication-Required-Specifications/CSA-1-0-0/CSA-311-Functional-security-assessment-for-compone)
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Protocol Specific Communication Robustness Tests

Core Protocols Other Protocols
N Basic R4
Interface Robustness
p——p
Surface —R3»

Tests

Load Stress
Robustness

A certification applicant SHALL indicate which essential functions the embedded device has the capability of
performing from the following list:

The control function
Process view
Process command
Process alarm

Peer-to-peer contral communication
Process history

oL A WN =

NOTE 1 For items 1 through 4, if the embedded device has the capability to perform these functions, then they must be included in
the submittal. ltems 5 and 6 may be submitted as essential functions by the certification applicant.

ZX :EDSA-310 Requirements for Embedded Device Robustness Testing
(https://isasecure.org/en-US/Certification/IEC-62443-CSA-Certification#tab2)
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